¥E802.11 WLANFICUWNIRER 28N &
H

]

A

o

=

i
-
L

#

SK

{5 A B9 4R 4

B R1E/§\

EEEERANEE MRS
WPA/WPA2-PSK

WPA/WPA2-EAP

B CCKMETRIE 2 28 )i

X FACCKMHAIFlexConnect
FFACCKMIy & A+

CCKMAY R =

BN PMKIDE 7/#hiE B4R E 7 LI RIE R £ )85
FlexConnect5SPMKIDEZ/#h i BR4AE1F
FEHAPMKIDEF/MERPEFHRESE
PMKIDZEF/#iEZAZEFHNIRS
Bl SZHEFEINIREL S8
A P& M %40 & F Y FlexConnect
BEYZAEFNMRE
FHISMRAZTFANNRS
XFRBEHHAEE B A
FEAT SRR RIER S8
EEMESRBITNRTS

8 T 5 0 50 10F A9 R
802.11riRiR = 28 ¢

ZE HBSSHRIES B

B DSHRIEBSSIHE

X F802.11rf¥FlexConnect
802.11rAy {£ 58

802.11rHy R &

& Ri802.11r

g2

HXES

f&

RN BB T 5 — T M E(CUWN) EBIIEEE 802.11F 4 LAN(WLAN) B T4k M IRE &2 25855
?éﬂo

FRFM

e
R

=N



ER
Cisco BB THUTED -

- |EEE 802.11 WLANEtt
- [EEE 802.11 WLANZ £
- |IEEE 802.1X/EAPE it 1R

SERRAH

RSP RYEEE FCisco WLANEZ HIZR B - iR A7 .4,

ANHEPHNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BBE. MREHMBLTENRS , FERRETHRAERTHIBERE,

HRER

AN HEEE T Cisco WLANIZRHIZR R AT7 4 , BERERNASHBEAMEMITATERTX
BATHeH ENE MR MR, E/SHENCisco WLANIEHIZBRRIEF |, AN ERFRE S AN E4&
ABREFLE (BEARNEMITIRAS.3) o

AN BERTERE —FTLMLCUWN)ZIFHIEEE 802.11LLLANWLAN) W R RIERE M T
LBBRMRELLENRF *,

ANXEARRREHHFENTHEREIRESANABERAREE . ANENETEENWRERZ A
RAERzENER, EEINMBRYE , UARSHEZHNRMR, REWLANZEFIZR(WLC)EIHA R
Bl | FERTLBESTE GRS T MERSR ARG AR ENSEH,

ERBATATFWLANNAEREZSEFFEZE , 4T BWLANXEOS Z A T/E |, ARER
SEMNRAF(SSID) L REEZ 2 WA & £ ENEHEEH.

H802. ML EFFImERIEAR(AP)N , EEFBEERE (TEEIREM ) 28l , E4HEET
EXRNB2. MA MRS BRIETE, AF , MAERKEIRE, FRARESHRIEIREDT
EPUmARRNAP LHVESIERE, X—[FREE , RAREERBIMNAPHERELE ik , MA

REBURTHMEZBAFRNZSIMER, XRERSHES EEEAPKIE S RIEMRIT B E
HERRE , MAXEEEE D IR, APTTEERERIMEE,

EARBAP (“BRER" ) NBNRITERTRRESORIESER , XEIREREL2%/K
802.115B2/F (L2)hE , BT ImMAPZ RV §EE%, MNSREREMTN , MAP L@ T/ ik 20 Bl K Bk
ID, ANERTESR , MECEREINITESRINLZ LT E (MRESSIDLEERE ) . FHXFK
SHORIESREERNEENUARXBEIRE. FORIEMXKMZTEERM , A 2HEM

, BEMER LA TEAPHIEZETRE,

BT REIEATEmE A

Mo,  Time Sourze Dlestiration BEE1d Protocal  Chennel frequency  Info

[ 3 0.0D242E aironer b7iabiic cisco fO:EE:GD  B4:7Biacif0:gE:d0 802.11  24B2 Associalion Request, SN-2444, PO, Flags
[ 40.007132 cisco FO:E8:dd adroner biiabiSc BLiTBrac:fO:igEidd &0Z.11 2482 association mesponse, SN-2T72, En-D, Flag
5 0,99342

B
G Z,9961591
' 32

[

255,255, 255.255 B4:TvH:ac:fo:68:dD DHLP 2462 pHCP piscover - Transaction Lo Oxbazbfoad
172, 30,6, 67 B4:THiac:FO:G5:dD  DHCP 2462 DHCP Offer - Transaction 1D Ozbazbfoad
255, 255.255. 255 B4:7R:ac:fo:63:d0 DHCP 2ME? DHCP Request - Transaction 10 dxbazhfoaq
FFRE] L O Bd M ac:TOz6Edn [ pr1 P ACK - Transaction Th {uiarh




FE  NMBREAE T2 1MTERIZERA |, LR Wireshark E A FAX R+ E RHNBREGHES
/B | BEHRER X IES02.11RIRE & Do

T&EFP RS HRIEMFLE , APLE—NEHRIEMERNRE, RE , B RAIEXBKIERN
, RIGAPEAXE MM E S, MDHCPEIEEF R , — B3@i$802. MARRE G HRRIEFR
B3R , BRI REERTEN, EJJEF%/RT,ssmt&ﬁﬁﬂﬁzéﬁ,i,IIletl:EF' =V
ENFF 24 & 1 5K N R 69 B A ( EAHIFFRDHCP ) ,

MANHEEEAR , MRSSIDEERATZ2M | MEEREFERERRKIE 25 MR E R
Ui 37 B B AR L B (5] SNDHCP, i&ijtﬁﬂﬁ’ﬂﬁ)‘((ARP)%ﬂEZFﬁﬁﬁ@)bﬂfﬂﬁﬁ'é&%E’J%ﬁ?;.nfl:%ﬂbﬂ%
BFEM , XEHFEILINE, AEEFFRTEBEISORIECRE , FeeREHEM , FERE
BENZELEADENEZEEZSR,

BELE—RE , LT RYELEFIHTHREWLANE L FH XK , LIEWLC debug clientdy S #Y
MEPEINHEES

*apfMsConnTask_0: Jun 21 18:55:14.221: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:£0:68:d0
1--- This is the Association Request from the wireless client
to the selected AP.

*apfMsConnTask_0: Jun 21 18:55:14.222: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d0
(status 0) ApVapId 1 Slot O

1--- This is the Association Response from the AP to the client.
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*apfMsConnTask_2: Jun 21 19:02:19.709: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID 84:78:ac:£0:2a:90
!--- This is the Reassociation Request from the wireless client
to the selected AP.

*apfMsConnTask_2: Jun 21 19:02:19.710: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:90
(status 0) ApVapId 1 Slot 0

!--- This is the Reassociation Response from the AP to the client.
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*apfMsConnTask_0: Jun 21 19:30:05.172: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:£0:68:d1

*apfMsConnTask_0: Jun 21 19:30:05.173: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d1
(status 0) ApVapId 2 Slot 0

!--- The Association handshake is finished.

*dotlxMsgTask: Jun 21 19:30:05.178: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

1--- Message-1 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dotlx NW_MsgTask_4: Jun 21 19:30:05.289: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 19:30:05.289: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c
!--- Message-2 of the WPA/WPA2 4-Way handshake is successfully
received from the client.

*Dotlx NW_MsgTask_4: Jun 21 19:30:05.290: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dotlx NW_MsgTask_4: Jun 21 19:30:05.309: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 19:30:05.310: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms
the installation of the derived keys. They can now be used in
order to encrypt data frames with current AP.
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Association received from mobile on BSSID 84:78:ac:f0:68:d8
*apfMsConnTask_0: Jun 21 23:41:19.094: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f£f0:68:d8
(status 0) ApVapId 9 Slot 0
!--- The Association handshake is finished.

*dotlxMsgTask: Jun 21 23:41:19.098: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

!--- The EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.226: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c
!--- The wireless client decides to start the EAP authentication
process, and informs the AP with an EAPOL START data frame.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.227: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

!--- WLC/AP sends another EAP Identity Request to the client.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.235: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 23:41:19.235: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile 00:40:96:b7:ab:5c
!--- The client responds with an EAP Identity Response on an EAPOL
frame.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.301: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 23:41:19.301: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 3)

!--- Once the WLC/AP sends the client response to the Authentication
Server on a RADIUS Access-Request packet, the server responds
with a RADIUS Access-Challenge in order to officially start the
EAP negotiation, handshake, and authentication with the client
(sometimes with mutual authentication, dependent upon the EAP
method). This response received by the WLC/AP is sent to the client.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.344: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 23:41:19.344: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

!--- The client responds with an EAP Response on an EAPOL frame, which
is sent to the Authentication Server on a RADIUS Access-Request
packet. The server responds with another RADIUS Access-Challenge.
This process continues, dependent upon the EAP method (the exchange
of certificates when used, the building of TLS tunnels, validation
of client credentials, client validation of server identity when
applicable). Hence, the next few messages are basically the same on
the WLC/AP side, as this acts as a "proxy" between the client and
the Authentication Server exchanges.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.347: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.347: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 4)



*Dotlx NW_MsgTask _4: Jun 21 23:41:19.375:

Received EAPOL EAPPKT from mobile 00:40:

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.375:

Received EAP Response from mobile 00:40:

(EAP Id 4, EAP Type 25)

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.377:
Processing Access-Challenge for mobile

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.377:
Sending EAP Request from AAA to mobile
(EAP Id 5)

*Dotlx NW_MsgTask_ 4: Jun 21 23:41:19.403:

Received EAPOL EAPPKT from mobile 00:40:

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.403:

Received EAP Response from mobile 00:40:

(EAP Id 5, EAP Type 25)

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.404:
Processing Access-Challenge for mobile

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.404:
Sending EAP Request from AAA to mobile
(EAP Id 6)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.414:

Received EAPOL EAPPKT from mobile 00:40:

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.414:

Received EAP Response from mobile 00:40:

(EAP Id 6, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.421:
Processing Access-Challenge for mobile

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.421:
Sending EAP Request from AAA to mobile
(EAP Id 7)

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.425:

Received EAPOL EAPPKT from mobile 00:40:

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.425:

Received EAP Response from mobile 00:40:

(EAP Id 7, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.427:
Processing Access-Challenge for mobile

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.427:
Sending EAP Request from AAA to mobile
(EAP Id 8)

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.434:

Received EAPOL EAPPKT from mobile 00:40:

*Dotlx NW_MsgTask _4: Jun 21 23:41:19.434:
Received EAP Response from mobile 00:40
(EAP Id 8, EAP Type 25)
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*Dotlx NW_MsgTask_4: Jun 21 23:41:19.436: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.436: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 9)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.440: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.440: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 9, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.442: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.442: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 10)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.449: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.449: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 10, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.452: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.452: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 11)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.457: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.457: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 11, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.459: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.459: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 13)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.469: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.469: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 13, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.472: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

!--- The authentication finishes and is successful for this client,
so the RADIUS Server sends a RADIUS Access-Accept to the WLC/AP.
This RADIUS Access-Accept comes with the special attributes
that are assigned to this client (if any are configured on the
Authentication Server for this client). This Access-Accept also
comes with the MSK derived with the client in the EAP



authentication process, so the WLC/AP installs it in order to
initiate the WPA/WPA2 4-Way handshake with the wireless client.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.473: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP I4 13)
!--- The accept/pass of the authentication is sent to the client as
an EAP-Success message.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.473: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00
1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c
!--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully
received from the client.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01
1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dotlx NW_MsgTask_4: Jun 21 23:41:19.487: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW_MsgTask_4: Jun 21 23:41:19.487: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms the
installation of the derived keys. They can now be used in
order to encrypt data frames with the current AP.
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*apfMsConnTask_2: Jun 21 23:47:54.872: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID 84:78:ac:f0:2a:98

*apfMsConnTask_2: Jun 21 23:47:54.874: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:98
(status 0) ApVapId 9 Slot 0

*dotlxMsgTask: Jun 21 23:47:54.879: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
dotlx - moving mobile 00:40:96:b7:ab:5c into Connecting state

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.922: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.922: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.929: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.929: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 3)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.941: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.941: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.943: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.943: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 4)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.954: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.954: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 4, EAP Type 25)



*Dotlx NW_MsgTask_4: Jun 21 23:47:54.956: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.957: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 7)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.976: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.976: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 7, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.978: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.978: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP Id 7)

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.978: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.995: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.995: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:54.995: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx NW_MsgTask_4: Jun 21 23:47:55.005: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 23:47:55.005: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
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*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:£f0:68:d3
1--- This is the Association Request from the client.

*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Processing WPA IE type 221, length 22 for mobile
00:40:96:b7:ab:5c
*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
CCKM: Mobile is using CCKM
!--- The WLC/AP finds an Information Element that claims CCKM
support on the Association request that is sent from the client.

*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

!--- This is the key cache index for this client, which is set temporally.

*apfMsConnTask_0: Jun 25 15:41:41.508: 00:40:96:b7:ab:5c
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Sending Assoc Response to station on BSSID 84:78:ac:f£f0:68:d3
(status 0) ApVapId 4 Slot 0
!--- The Association Response is sent to the client.

*dotlxMsgTask: Jun 25 15:41:41.513: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

!--- An EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.
Further EAP messages are not described, as they are basically
the same as the ones previously-explained.

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.536: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.536: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.546: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.546: 00:40:96:b7:ab:5c
Received EAP Response packet with mismatching id
(currentid=2, eapid=1) from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.550: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.550: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile
00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.555: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.555: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 3)

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.594: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.594: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.840: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station 00:40:96:b7:ab:5c
(RSN 0)<br/ >

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 8
*Dotlx NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
CCKM: Create a global PMK cache entry
l--- WLC creates a global PMK cache entry for this client,
which is for CCKM in this case.



*Dotlx NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP Id 13)

!--- The client is informed of the successful EAP authentication.

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK (message 1),replay counter 00.00.00.00.00.00.00.00

!1--- Message-1 of the initial 4-Way handshake is sent from the

WLC/AP to the client.

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c¢c
*Dotlx NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2) from mobile
00:40:96:b7:ab:5c
!--- Message-2 of the initial 4-Way handshake is received
successfully from the client.

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
CCKM: Sending cache add

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.858: CCKM: Sending CCKM PMK
(Version_1) information to mobility group

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.858: CCKM: Sending CCKM PMK
(Version_2) information to mobility group

!--- The CCKM PMK cache entry for this client is shared with

the WLCs on the mobility group.

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01
!1--- Message-3 of the initial 4-Way handshake is sent from the
WLC/AP to the client.

*Dotlx NW_MsgTask_4: Jun 25 15:41:41.866: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c¢c
*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.866: 00:40:96:b7:ab:5c Received
EAPOL-key in PTKINITNEGOTIATING state (message 4) from mobile
00:40:96:b7:ab:5c
!1--- Message-4 (final message) of this initial 4-Way handshake
is received successfully from the client, which confirms the
installation of the derived keys. They can now be used in order
to encrypt data frames with the current AP.
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*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
CCKM: Received REASSOC REQ IE
*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:93
*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
Processing WPA IE type 221, length 22 for mobile
00:40:96:b7:ab:5c
*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Mobile is using CCKM
1--- The Reassociation Request is received from the client,
which provides the CCKM information needed in order to
derive the new keys with a fast-secure roam.

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
Setting active key cache index 0 ---> 8

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Processing REASSOC REQ IE

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: using HMAC MD5 to compute MIC
I--- WLC computes the MIC used for this CCKM fast-roaming
exchange.

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Received a valid REASSOC REQ IE

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
CCKM: Initializing PMK cache entry with a new PTK
!--- The new PTK is derived.

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station
00:40:96:b7:ab:5¢c (RSN 0) on BSSID 84:78:ac:f0:2a:93

1--- The new PMKID cache entry is created for this new

AP-to-client association.

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
CCKM: using HMAC MD5 to compute MIC
*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Including CCKM Response IE (length 62) in Assoc Resp to mobile
*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:93
(status 0) ApVapId 4 Slot O
1--- The Reassociation Response is sent from the WLC/AP to
the client, which includes the CCKM information required
in order to confirm the new fast-roam and key derivation.

*dotlxMsgTask: Jun 25 15:43:33.757: 00:40:96:b7:ab:5c
Skipping EAP-Success to mobile 00:40:96:b7:ab:5c



!--- EAP is skipped due to the fast roaming, and CCKM does not
require further key handshakes. The client is now ready to
pass encrypted data frames on the new AP.
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5 0.011957 Cisco_fo-a8-d2 Apple_15:39:32
6 0.022896 apple_13:39:32 Cizco_F0:68:d2
70043470 Cisco_fo-aE-d2 Apple_15:39:32

2462 Request, Identity
:d2  EaPR 2462 Re=ponze, Identity
:d2  EAP 2462 Request, Protected EAR (EAP-FEAF]
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G 0.093349 Cisco_fO:-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF]
10 0.093916 Apple_13:39:3F Cizco_f0:68:d2 84:78:ac:Fd:68:d2 EaAP 2482 Rezponze, Protected EAP [(EAP-PEAP)
11 0.112358 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF]
12 0.116114 Apple_15:39:32 Cizco_fO:68:d2 84:78:ac:f0:68:d2 EAP 2482 Rezponze, Protected EAP [EAP-PEAP)
13 0.120221 Cisco_fO:G68:d2 Apple_15:39:32 84:78:ac:FQ:68:d2 EaP 2482 Request, Protected EAP (EAP-PEAF)

15 0.13915%6 Cisco_fO-68-d2 Apple_15:39:32
16 0.162262 Apple_13:39:32  Cizco_fO:68:d2
17 0.166459 Cisco_fO-6E-d2 Apple_15:39:32
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19 0.173710 Cisco_fO-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)

21 0. 182858 Cisco_fO-6E:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)

23 0.192835% Cisco_fO0:6E:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)

25 0, 202860 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaPF 2462 Request, Protected EAP (EAP-FEAPR)
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*apfMsConnTask_0: Jun 22 00:23:15.097: ec:85:2£:15:39:32
Association received from mobile on BSSID 84:78:ac:£f0:68:d2
1--- This is the Association Request from the client.

*apfMsConnTask _0: Jun 22 00:23:15.098: ec:85:2£:15:39:32
Processing RSN IE type 48, length 20 for mobile ec:85:2f:15:39:32
1--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apfMsConnTask _0: Jun 22 00:23:15.098: ec:85:2£:15:39:32
Received RSN IE with 0 PMKIDs from mobile ec:85:2f:15:39:32
!--- Since this is an initial association, the Association
Request comes without any PMKID.

*apfMsConnTask_0: Jun 22 00:23:15.098: ec:85:2£:15:39:32
Setting active key cache index 8 ---> 8

*apfMsConnTask _0: Jun 22 00:23:15.099: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:£0:68:d2
(status 0) ApVapId 3 Slot 0

!1--- The Association Response is sent to the client.

*dotlxMsgTask: Jun 22 00:23:15.103: ec:85:2f£:15:39:32
Sending EAP-Request/Identity to mobile ec:85:2f:15:39:32
(EAP Id 1)



*Dotlx NW_MsgTask_2: Jun 22 00:23:15.118: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.118: ec:85:2f:15:39:32
Received Identity Response (count=1) from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.126: ec:85:2f:15:39:32
Processing Access-Challenge for mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.126: ec:85:2f:15:39:32
Sending EAP Request from AAA to mobile ec:85:2f:15:39:32
(EAP Id 2)

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.146: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.146: ec:85:2f:15:39:32
Received EAP Response from mobile ec:85:2f:15:39:32
(EAP Id 2, EAP Type 25)

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Processing Access-Accept for mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Creating a PKC PMKID Cache entry for station ec:85:2f:15:39:32
(RSN 2)

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32

Setting active key cache index 8 ---> 8
*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 0

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Adding BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0
for station ec:85:2f£:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274:

New PMKID: (16)

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274:

[0000] c9 44 0d 97 03 aa a9 0f 1b ¢8 33 73 01 f1 18 f£5

!--- WLC creates a PMK cache entry for this client, which is

used for SKC in this case, so the PMKID is computed with
the AP MAC address (BSSID 84:78:ac:£f0:68:d2).

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Sending EAP-Success to mobile ec:85:2f:15:39:32
(EAP Id 12)

*Dotlx NW_MsgTask 2: Jun 22 00:23:15.275:
Including PMKID in M1 (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dotlx NW_MsgTask 2: Jun 22 00:23:15.275:
[0000] c9 44 04 97 03 aa a9 0f 1b c8 33 73 01 f1 18 f£f5
!--- This is the hashed PMKID.

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.275: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

!1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.284: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32



*Dotlx NW_MsgTask_2: Jun 22 00:23:15.284: ec:85:2f:15:39:32
Received EAPOL-key in PTK_START state (message 2) from mobile
ec:85:2f:15:39:32

!--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully

received from the client.

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.284: ec:85:2f:15:39:32
PMK: Sending cache add

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.285: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dotlx NW_MsgTask_2: Jun 22 00:23:15.291: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32
*Dotlx NW_MsgTask_2: Jun 22 00:23:15.291: ec:85:2f:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2f:15:39:32
!--- Message-4 (final message) of this initial WPA/WPA2 4-Way
handshake is successfully received from the client, which
confirms the installation of the derived keys. They can
now be used in order to encrypt data frames with the current AP.
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*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2£:15:39:32
Reassociation received from mobile on BSSID
84:78:ac:£0:68:d2

!--- This is the Reassociation Request from the client.

*apfMsConnTask 0: Jun 22 00:26:40.787: ec:85:2£:15:39:32
Processing RSN IE type 48, length 38 for mobile
ec:85:2f:15:39:32

!--- The WLC/AP finds an Information Element that claims PMKID

Caching support on the Association request that is sent
from the client.

*apfMsConnTask 0: Jun 22 00:26:40.787: ec:85:2£:15:39:32
Received RSN IE with 1 PMKIDs from mobile
ec:85:2f:15:39:32

!--- The Reassociation Request from the client comes with

one PMKID.

*apfMsConnTask_0: Jun 22 00:26:40.787:

Received PMKID: (16)
*apfMsConnTask_0: Jun 22 00:26:40.788:

[0000] c9 44 0d 97 03 aa a9 0f 1b ¢8 33 73 01 f1 18 f£5
!--- This is the PMKID that is received.

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Searching for PMKID in MSCB PMKID cache for mobile
ec:85:2f:15:39:32

!--- WLC searches for a matching PMKID on the database.

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKID cache at index 0 of station ec:85:2f:15:39:32

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Found a valid PMKID in the MSCB PMKID cache for mobile
ec:85:2f:15:39:32

!--- The WLC validates the PMKID provided by the client,

and confirms that it has a valid PMK cache for this
client-and-AP pair.

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Setting active key cache index 1 ---> 0

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID
84:78:ac:f0:68:d2 (status 0) ApVapId 3 Slot 0

!--- The Reassociation Response is sent to the client, which

validates the fast-roam with SKC.

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2f£:15:39:32
Initiating RSN with existing PMK to mobile
ec:85:2f:15:39:32

!--- WLC initiates a Robust Secure Network association with

this client-and-AP pair based on the cached PMK found.

Hence, EAP is avoided as per the next message.

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2f£:15:39:32
Skipping EAP-Success to mobile ec:85:2f:15:39:32



*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2£:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKID cache at index 0 of station ec:85:2f:15:39:32

*dotlxMsgTask: Jun 22 00:26:40.795: Including PMKID in M1 (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dotlxMsgTask: Jun 22 00:26:40.795:
[0000] <9 44 04 97 03 aa a9 0f 1b c¢8 33 73 01 f1 18 £5
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far
that are used in order to finish the encryption keys
generation/installation.

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx NW_MsgTask_2: Jun 22 00:26:40.811: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:26:40.812: ec:85:2f:15:39:32
Received EAPOL-key in PTK_START state (message 2) from mobile
ec:85:2f£:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:26:40.812: ec:85:2f:15:39:32
PMK: Sending cache add

*Dotlx NW_MsgTask_2: Jun 22 00:26:40.812: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx NW_MsgTask_2: Jun 22 00:26:40.820: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 22 00:26:40.820: ec:85:2f:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2f:15:39:32
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ko,  Time Source Destination BSS [d Protocol Chanrel frequency  Info
D:nE Bd-FRIAcITO:DE-Or  BOZ. 11

5 0.107400 Cisco_f:bE:d? Aironet_b7:ab:%c ®Bd:FE:ac:FfO:6E:d? Eap J4B2 Request, Tdentity
6 0.1F175% Cisco_FO:BE:d? Aironet_bi:ab:%c B4:F8:ac:FO:6E:d* EAP JA62 Request, Protected FAP [FAP-FEAR)
F0.16236F Aironet_b?:ab:5%c Cisco_fD:GE:d2 Bd:FEac:fFO:BE:d? TLSvL 2282 CTient Hella
80,1780 Casco_FfO:BE:d2? Aironet_bd:ab:5%c B4:FE:ac:fFO:6E:d* EAP J4B62 Request, Protected CAP [FAP-FEAR)
g 0.1920%9 Adronet_b?:ab:5%c Cisco_fl:E8:d2 Bd:7Brac:FO:EE:d2? EAP 2282 Respanse, Protected EAR [EAP-PEAPR)
10 0. F0FB60 Cisco_fO:6E:d2 Aironet_b?:ab:5c Bd:FE:ac:FfO:6E:d? EaAF 2462 Request, Protected CAP [CAR-FEAR)
11 0. 227297 Adronet_b?:ab:5c Cisco_fO:EE:d2 B4:7Brac:FD:EE:d2? EAP 2482 Respanse, Protected EAR [EAP-PEAR)
12 0.221517 Cisco_fO:6E:d2 Adronet_b?:ab:5c Bd:FE:ac:fO:BE:d? EaAR 2462 Request, Protected CAP (EAR-REAR)
13 0. 242089 Adronet_b7:ab:Sc Cisco_fO:EE8:d2 B4:7E ac:FO:6E:d2 TLSWL 2482 certificate, Client Eey Exchange, €hange
14 0. 2518%4 Cisco_fO:6E:d2 Adronet_b7:ab:Sc B4:FE:ac:FO:6E:d¥ EaP 2462 Request, Protected EAP (EAP-FEAR)
15 0. 253304 Adronet_b?:ab:Sc Cisco_fO:6E:d2 Bd:7E:ac:FD:6E:d2 EAP 2482 Rezponze, Protected EAP (EAR-PEAR)
16 0. 258723Y Cisco_fO:6E:d2 Adronet_b7:ab:S5c B4:FE:ac:FO:6E:d¥ EaP 2462 Request, Protected EAP [EAP-FEAR)
17 0. 263390 Adronet_b7:ab:Sc Cisco_fO:68:d2 Bd:-TE-ac:FfO:6E:d2 TLSw1 2462 application Data, Application Data
18 0. 269769 Cisco_fO:6E:d2 Adronet_b7:ab:5c Bd:FE:ac:F0:6E:d? EaP 2462 Request, Protected EAP [EARP-FEAR)
19 0. 272225 Adronet_b7:ab:Sc Cisco_f0:68:d2 Bd:-TE-ac:lD:6E:d2 TLSwl 2482 applicalion Data, Application Data
20 0. 2769237 Cisco_0:6E:d2 Adronet_b7:ab:5c Bd:FE:ac:f0:6E:d2? EaP 2482 Requesl, Prolecled EAP [EAF-FEAR)
21 0. 2805325 Adronel_b7:ab:5c Clisco_F0:68:d2 Bd:-FE-ac:lD:6E:d2 TLSw1 24682 applicalion Dala, Applicalion Dala
22 0. 28723} Cisco_0:6E:d2 Afironec_b7:ab:5c Bd:FE:ac:Mf0:6E:d2 EaP 2482 RequesL, Prolecled EAP [EAF-FEAR)
23 0.290451 Adronet_b7:ab:Sc Cisco_fO:68:d2 Bd:-78:ac:M0:6B:d2 TLSv1 2462 applicalion Data, Aapplication Data
24 0, 302861 Cisco r0:G6E:d2 Afironet_b7:ab:5c S4:FE:ac:T0:6E:d2 EaP 2462 RequesL, Prolecled EAP [EAF-FEAF)
25 0313281 afroner_b7:ab:5C Clisco TO:6B8:d2 B4:78-ac:lD:6B:d2 TLSWVL 2462 applicalion Data, application Data
26 0, 337874 Clisco_f0:6E:d2 Afroner_b7rab:3C S4:7E:ac:i0:58:d2 EaP 2462 success
31 0.4625388 afroner_bF:ab!5c Broadcast Bd:7Erac:TOIEE O S0Z.11 24E2 Q05 Data, SH=243F7, FM=0, Flags=.p.....TC
32 0. 473985 Cisco_fO:6B:dDd  afroner_b7:ab:3c S4:78:ac:fO:6E:d2 502.11 24€2 005 pata, SM=5l, FN-0, Flags-.p....F.C
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*apfMsConnTask_0: Jun 21 21:46:06.515: 00:40:96:b7:ab:5c
Association received from mobile on BSSID
84:78:ac:£0:68:d2

!--- This is the Association Request from the client.

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Processing RSN IE type 48, length 20 for mobile
00:40:96:b7:ab:5c

!--- The WLC/AP finds an Information Element that claims

PMKID Caching support on the Association request that
is sent from the client.

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Received RSN IE with 0 PMKIDs from mobile
00:40:96:b7:ab:5c

!--- Since this is an initial association, the Association

Request comes without any PMKID.

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Setting active key cache index 0 ---> 8

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID
84:78:ac:£0:68:d2 (status 0) ApVapId 3 Slot

!--- The Association Response is sent to the client.

*dotlxMsgTask: Jun 21 21:46:06.522: 00:40:96:b7:ab:5
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.614: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.614: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.623: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.623: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile
00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.630: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.630: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 3)

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.673: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.673: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.843: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station
00:40:96:b7:ab:5c (RSN 2)



*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 8
*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Adding BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0
for station 00:40:96:b7:ab:5

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: New PMKID: (16)

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844:

[0000] 4e al 7f 5a 75 48 9c £f9 96 e3 a8 71 25 6f 11 dO
!--- WLC creates a PMK cache entry for this client, which is
used for OKC in this case, so the PMKID is computed
with the AP MAC address (BSSID 84:78:ac:£0:68:42).

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
PMK sent to mobility group
!--- The PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c (EAP Id 13)

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in PMKID
cache at index 0 of station 00:40:96:b7:ab:5

*Dotlx NW_MsgTask 4: Jun 21 21:46:06.844: Including PMKID
in M1 (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 4O
!--- This is the hashed PMKID. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far that
are used in order to finish the encryption keys
generation/installation.

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
PMK: Sending cache add

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.889: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:46:06.890: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
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e lirne Source Leshratan dh=1d Mroteeced  Channel trecency Info

1 0.003446 aironet_bF:ab:5c cisco_t0:2a:92 Ba:FB:ac:f0:2a:92 &02.41 2437 Reassociation RequestT, SH-2685, FN-0, Flags

A 0, 009560 C1sCo _Th:2a:92 ATPONeT_G7 1 abs B4 7RaciTli a9z 302 2437 HeassOC1aTion Eesponse, SHH=3%00, Fu=0, Elag

94, 467993 Ciscn_fhiidazan airaner_k7iah:sc B4:7Riac:fD:I?aor ARZ.11 37 Qns Data, SW=4l, FH=0, Flags=.p....F.¢
10 4. 467688 gdronet_br:ab:%c Cisco_fS:4a:40 B2 F8zac:FO: a9l EO2_11 2427 QDE Data, ENeZ70Z, Fumd, Flagse.p.....TC

T Frame 3: 200 bytes on wire (16808 bits), 201 bytes captured (1608 bits)
RadicrLap Header w0, Lenglh 1E
LEkE 802,11 meassociation regpuest, k1 A5 taaeeno D
Typa/subtype: Reassociarion Raquest l.'I'scl'l?_’J
dl Frame Contral Ficld: OxFO0DD
200 0001 2041 1010 = puracion: 314 microseconds
recelver agdress: C1sco 0123192 (B4:78:ac:T0i2az92)
pestination address: Cisco_fd:Zaz9? (B4:78:ac:f0:7a:87)
Transmitter address: Aironct_b/zab:bhc (00:3d:dh:bsrak: 4]
source address: Airomel_b7iak:S5c (00:40:96:L67 :ab-3C)
pss 1d: CisCo T0:22:92 (B4iF8iac:t0:2ai9z)
Fragment mumbear: 0
Coquence number: 2Bkl
A Frame check sequence: 0xd?05de86 [Correcl]
= IEEE 802,11 wireless LaN managemsent frame
A Fiwed parameters {10 bytes)
O Tagged parameters {1445 bytes)
Fl Tag: SSID paraneter =el: WPAZ-Caching
Bl Tag: supported Rates 1, 2, 5.5, &, 9, 11, 12, 18, [MbiT/sec]
= Taq: exvended sepportTed Rates 24, 36, 45, 5, [Mbitisec]
= Tag: RSN Tnfarmation
Tag Mumber: REN InTormation (48)
Tag length: 18
KaN version: 1
B Group Cipher Swite: DR-Of-ac (TeeeB0X1) AFS (O0M)
Pairwise Cipher Suite Count: 1
® Pairwise Cipher suite List 00-0f-ac (reeeBQ21l) aAcs (CCM)
auth wey Management [akkd suite count: 1
© auth key Management (akk} List Od-0F-ac (TeeafED?1) wWPa
T RSN Capabilities: Ox0O028

+

PAKID Count: 1
- P4R1u List
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*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:92

1--- This is the Reassociation Request from the client.

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Processing RSN IE type 48, length 38 for mobile
00:40:96:b7:ab:5c

!--- The WLC/AP finds and Information Element that claims



PMKID Caching support on the Association request that
is sent from the client.

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Received RSN IE with 1 PMKIDs from mobile
00:40:96:b7:ab:5c

!--- The Reassociation Request from the client comes with

one PMKID.

*apfMsConnTask_2: Jun 21 21:48:50.563:
Received PMKID: (16)

*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c¢3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Searching for PMKID in MSCB PMKID cache for mobile
00:40:96:b7:ab:5c
*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
No valid PMKID found in the MSCB PMKID cache for mobile
00:40:96:b7:ab:5
!--- As the client has never authenticated with this new AP,
the WLC cannot find a valid PMKID to match the one provided
by the client. However, since the client performs OKC
and not SKC (as per the following messages), the WLC computes
a new PMKID based on the information gathered (the cached PMK,
the client MAC address, and the new AP MAC address).

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Trying to compute a PMKID from MSCB PMK cache for mobile
00:40:96:b7:ab:5c

*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: BSSID = (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 90
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: realAA = (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 92
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: PMKID = (16)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: AA (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 92
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: SPA (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 00 40 96 b7 ab 5c
*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Adding BSSID 84:78:ac:f0:2a:92 to PMKID cache at
index 0 for station 00:40:96:b7:ab:5c
*apfMsConnTask_2: Jun 21 21:48:50.563:
New PMKID: (16)
*apfMsConnTask_2: Jun 21 21:48:50.563:

[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Computed a valid PMKID from MSCB PMK cache for mobile

00:40:96:b7:ab:5c
!--- The new PMKID is computed and validated to match the
one provided by the client, which is also computed with



the same information. Hence, the fast-secure roam is
possible.

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Setting active key cache index 0 ---> 0

*apfMsConnTask_2: Jun 21 21:48:50.564: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:92
(status 0) ApVapId 3 Slot

!--- The Reassociation response is sent to the client, which

validates the fast-roam with OKC.

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Initiating RSN with existing PMK to mobile
00:40:96:b7:ab:5c

!--- WLC initiates a Robust Secure Network association with

this client-and AP pair with the cached PMK found.

Hence, EAP is avoided, as per the the next message.

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Skipping EAP-Success to mobile 00:40:96:b7:ab:5c

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Found an cache entry for BSSID 84:78:ac:f0:2a:92 in
PMKID cache at index 0 of station 00:40:96:b7:ab:5c

*dotlxMsgTask: Jun 21 21:48:50.570:
Including PMKID in M1 (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dotlxMsgTask: Jun 21 21:48:50.570:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far,
which are used in order to finish the encryption keys
generation/installation.

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx NW_MsgTask_4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2) from mobile
00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5c
PMK: Sending cache add

*Dotlx NW_MsgTask_4: Jun 21 21:48:50.590: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx NW_MsgTask_4: Jun 21 21:48:50.610: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW_MsgTask_4: Jun 21 21:48:50.610: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c



WERFBEFR , MAEWEIRBEF IR EHXKIBEREITEPMKID, BIEPMKIDHBIAZE
MPMKEWPA2 4R EFEEERAUERMNBRAH TRIRELZ B , FRELLR, BVEER

HEMWCCKM& R ; Ak , XFARATHITCCKM , MROKC, XEWCCKMRARWLCATX
L mayEn , flanstBEMITEPMKIDR BHA B #.

wAaS 4R ZEFMFlexConnect

- XBEDHHRITE, XTEREMNPREIERR, MRAPE TR —FlexConnectd , MAPF
TREZLER , BNEHEFHITRELZ S8,
X : MRAPTTER —FlexConnect A |, MR BRI LUETT , BXFRHEENRZIFNIZE,

. X#Flex LocalF i, EEEERXT , EFTUMAPHERIZRHIEE , AR EE
FlexConnect Ry E AP,

MU ER, NRAPLEFEEFE (ATEINS K ) , REZLEBHRGEER. MIuIER
TH#H B HRIEF X FRER LB,

BEYZARTFHRS

- EEEFPIHAWLANEM REREEIZLEZANPMKID , REFIBREHRERIEFHN —NREA
PMKZEEZZIWLANEITA, RJE , BLTRNENMNAPREXBFAENEBPMKID ( B TEHXEKE
R ) BHITEFES , URIFRIEZ£8H.

CEXE  ELREFF R E—WLAN/SSID EH AP TR ELZ 281 , BIEE N REIZAPXRE
( SKCHYER MY ) . REXFRERA— I MHEDHBEENAPHITHIHRE02.1X/EAPS
BRIE , ZEDHFBANEFIHEFNMIEAPLEPMKER |, NIEWLAN LRI REFimESE
HAEEFESEL H5MHRIL,

ERANSERARFRIRI

- WIERBEBEEPANES , ERABAPEHL TR ERZHT ( FIANWLANEZSHIRR ) | &%
EREFAREFNAEREFFRSEN —NREPMK, Hit , XEX BEAPIEHRH.
- 802 MPMEARB WA XA EZPAERANKZR , BEFRERZFZEANZFERRA, R
, XS EEFF02. MR ES XA,

XFREFEZBRART R A

F 4R 1F ( Proactive Key Caching , fEI#PKC ) t8#3OKC ( Opportunistic Key Caching , f&
FROKC ) , ZIAAMRIBERBLL N BWHEB A ENATUERER, B2 , XX RAirspacetE
2001 F A TIHZAERES EZHWARIE |, 802. 1MitREENEAEMEHRIE ( 3 —MERLBIF
FREETEMENRE ) WEM, PKCH RPreauthentications{OKC(Opportitional Key

Caching) , B H &I EIHIXFEIPKCH , ZEZE AR EROKC , MA=RMEF BRI,

£ 7 5 W UE AV IRIE R 2Bl

802. 11iZ 2T IR HIEEE 802. 110t BIEALL 5 E , Rttt S EHBERTWPA2 , BEER
BRWLANER RN XIFHHE—RRL 28R E. Bt , XENEREER , TERL,

ERTSHRIE , TT&EF P iR SES S RIAPKRERH E 8 — XN ZPAPHTH M WIE, RAEXH
BRE , ERIRSFEAPS BRIIM A XTI HEZENLFAP , BFEREFFHFER TS OR
IEYEAEAP ( SBEAPTATRERBIFNIRIEE ) . HAAPEX £ 5 REFFIX LEMURIET BIRAP, #



APEXT I iR IRADIUSIRF SR MIT R 2 S HRIE , BN HEAPHORIFEFERTR , #H
LE#APT 2 B30 UERR.

HERERER N IRKFRBHREEIMEBAP 2 BIIT & B RIEFREPMK |, Bt H@iket , FFiREELE
EEHRIE , AHEEZF-IMPMKUATHHNAPEEFREEXE , At EFim REMITIREF
, FEFEF iR AEHNREMRKEREERRERIE.

UTFERAAPEHNEG , B EFiB%E XS HRITHRSN IETE ( HEGRECisco
AP, EABAR ST E BRI ) -

&t bits) on interface O

W Radiolap Header w0, Lenglh 26
7| IECE BOZ. 11 Beacen frame, Flags:. .-.....-C
= IEFE RO2.11 wireless Lan managenent frame
w Fixed parameters (12 byTes)
F Tagyed paramelers (232 byles)
Tag: SSID paramcter set: katmixed
- Tag: supprrted @ates G{8), 9, 12(R), 18, 24(8), 35, 48, =2, [mhiti=ser)
= Taq: wrattic zndication map {TIM): pTIM O ot O DiTnap
9 Tag: Counlry Informalion: Countey Colde US, Emvicormenl Ay
Tag: QBSS Load Clement H02.11c CCA Worsion
= Tag: Power Canstraimr: 3
= Tagq: HT capaniiities (A02.11ln ol.10)
-l Tag: RSN InTurmalion
Tag kumber: REW Information (452
rag lengrh: M
sy version: 1
A Group Cipher Suile: C0-0M-ac (TeeeB021) &ES (CCM)
Pairwise Cipher Swite Count: 1
d Falrwise Cipher Suite List OD-OF-ar (TeepdNF1} AES (COM)
AUTHh ®ey Managenent {akk) suite count: 1
A AuLh Hey Maragetmnl (AKM] List (0-0T-ac (Teae8021) PS3
| RSN CapabiTities: dwllil
ceee eiee ave- ...D = RSN Pre-suth rapabiliTies: TransmitTer coes not support pre-autheancicariaon
.0, - RS54 WD Pairwise capab] 1TT16S: Transmitier can sUpporT WER oerallt key O simuitaneous Iy with pairwise key

e oasss 1. = RSN PTESA Replay Counber capalililiss: 2 replay wouniers per PTESA/GTESA/STAKewSa {0x0002]
LWL L. = RSN GTHSA Replay Courter copabilities: & replay counters per PTESASGTHSASSTAKDySA {0xU0D2)
ceee 20 ... = Maragement Frame Provection Required: False
avae Dove wnin HManageMent Frame rFrotection CapaBble) =alse
coall aiie e = J0PNL MUTLi-band RSHAL False
o ... = Peerkey Enabled: False

= Tag: HT Informatien (B0F.11n ol1.10)

= TaQ: RM OEnabled capabiiities (3 ocTers)

7l Tag: Cizcl Q0L CEIFP + Devile Wame
Tag: Wendor Specific: Aironet: Aironct OTPC Power Tewel Uxby
Tag: wendor Specific: Micrasof: sk wME: Parameter ElemanT

5 vag: wendor specitic: alromet: atranet unknown (L) (1)

W Tag: Wendee Speditic: aironel: aironel COX version = 5

| Tag: Wendor Specific: Aironet: aironct Unknown {117 {11}

2 Tag: wendor Specific: Afronmet: adranet client scp Enabled

EAFSORIENES

BNAPEEFIRREXREKEMA —IMPMK , SAPE I EM A RAWGI ( TESHMBAP—EER
) B, ISR EAAZERS. BER , WAANERMBHERMS EZ EURR ARG ELEZ2HES.

HAEMEARIENRI

- RRENAPE—INPMK | FEAZ P im3y A] LATI et 17 & D R IEW AP E B IR &,

- BREFIRERAFHAPHITINE BRI , BB TENEAPEHRIERIR , XEKEM LM
S ORIERS R LB,

- REBELGEPRAIXEFRTE , RN ENRRESERA (OKCEZMEA ) -

802.11riRIER 28

EHT802.11rf& ERMIREZ 28 R (H802.11#x/E IE R o5& FHFast BSS Transition , #AFT)2
IEEEIEN#it/E ( 20085 ) BYSE—FH802.11¥r S & , TERNTEAP ( ERRFEHBSS ) 2BEHIT
RBFFRPBRIR , CHBEEL TEWLAN LG BZANEFRANERANZHEREH, B2
, CHXA—EBERE K XXTERANEHIFTERERRNELERTHMBRAR , iS5



MElEN AN Ee ——REARAVOWLANE K, BRI REDHIRE IIFELEFTEI ( £I12013F
) o

EHMAEMELE , KRABRERENER , ANESIATEFITERE (BNMRZFEETEDN
At ) LHNFHSMNZSEPVMK ,, FARETESREZLEET, Fit , RITFEENFBRTE
BAK S m] RO TRY SEHETT o

802.11r5SKCHIOKCHE , EERRAANAUTIREA :

- BFHEMLIE (HIWMPMKID, ANonceF1SNonceX#t ) 7£802.11 5 A1 E Mk IR /EM A & 4
, MAREFHXBEMW, FTRITFPMKIDERESE , BRE (EH ) REEEX 2 EH TR
AREFHE. SHAPHZHREFERF RSB/ ENRKILTAPZ A1,

- CARBEEREFRERMETHMNEZE  BIAIRFMZHRRE(DS).

- 802 MM EEEZEFHRIRENM,

- BT RMUESR T EEF RSB HTRATENARETF ( TEIEF AN 4RI 274
— PTKRMIGTK ) , At E& IR AT EBPSKHWWPA2IZE , M A XX =ESEH
802.1X/EAPH T HHWIFRt, W TFRRLEEAPHIBBFRIRMNIRE | XS —FHINEBHE,

BEXMEE , ¥5E - MAPREIEEN , TLEF BN WLANERIZ BIRIT —IX¥H & B RIE
, HER —FTEIENAP Z BE AT HITRIER 285,

XERFBEZ— , eEXRLRIEFEAMESSID (MAT RIRSEHESS ) HALEHARFTEHAR
AP, XE5ESHIENBNEMSEEZLL. APLEFTEDEBANARNBEEETEFRE , filw
WLCEHBZA ; B2 , 5 E WA LT BRAPTHE R EHE.

LTRABEREHNBE

- MSK{AMENIR802.1X/EAP & LM (BB RIERIIGE , NERRIIRSHFELHE S 0K
IEES(WLC))REZIZEFIRER S MBHARIERSE. SECHE—#& , WMSKAEFTRHAREX
SN T, HEEAWPA2-PSKMIEEAP B IIE R , PSKEZA £ 2 tEMSK,

- Y EF4ARO(PMK-RO)MMSKIRAE , MSKRFTZ4AR X E MM E —RFHH ., tLPMK-ROKIZ
HEEEEWLCHNE I,

. E-RBAH A BRI EZHARI(PMK-R1) , M\PMK-ROIR4E , BAEEEEE P IRNMBAWLCE
B, #EPMK-ROKAP,

FTRHARREHNEZRUESARBHARPTK , EE2ATNE802.11 B BHIBEMMN HLA R4
( U FEAWPATKIPEWPA2/AESHI H A 53% ) o LEPTKEFT LT BPMK-R1 , B4R#
BENEFHAMWLCEEHAP,

¥ BEWLANHNEFEREIRE ( Sl EBAP, FlexConnectsi AR ) , WLANE AR
AURATENARERFTLEFZH, cEETUERZHRFEENAG , BHTXFREELAX
HURSEEzA , At THERNMEAETIEHASENBHARRELEN TG, XEERE
BREETHREBLX , RIEEEFRLEFERASTEMIZHE RS (RENRD ) UEINR4REA

o

ZE FHBSSHRIEE K

AL A ER , BETAPHE — M REZNWLANNER ER G ORI , HPHN FHRIERS R
HYEEAN802.1X/EAP & {3 10 UE M B 47 & ARV 4IE F A ME RIEBFEW 2 AT , M TRERGFR



Mo,  Time Source Drestinaticn 355 Id Fratocol Chennel freguency  Info
B HTH i7BiaciTOiGB: 2462 Authemtication, SN=4%7., FN=0,

H: [ i bEiab 3
<32 ‘7B-ac:T0:6B: '. 2462 Autherticarion, SN=2786, FN=0, Fla
Li]

5K App 13003
3 0. 003228 Apple_15:39:32 i 5cu:r_1-=I:I GB:d Bd:7B:ac:fO:68:db BO2.11 2462 Association R&queﬂ, Sh=38, FN=0, |

5 0, 1783 Cisco_fo:o8:dd Apple_1%:39:32 Bd:/Biac:TOi08:d6 EAP 2462 Request, Identity

6 0.040994 apple_15:353:32 cisco_fo:EE=dé Bd:7B:ac:f0:68:d6 EAP 2452 Response, Idencity

F 00BN Cisco_f0:68;di Apple_1%:39:32 B 7Brac:fl: 6806 EAP 24062 Request, Protectad EAP [EAP-PEAR)
[ B 0.115531 Apple 15:3%:32  cCisco fO:éB:dé  Bd:7Erac:forcsé:sds wisvl 0 2462 client wello ]

90,1320 Cisco_fO:68;do Apple_1%;:39:32 iPBsac: T 68 24062 Request, Protected EAP [EAP-PEAR)

B4 57 Gs
10 0.136062 Apple_15:39:32 cisco_fo:6E:déE Bd:7 ‘6B
11 0,151652 Cisco_fO:68:d6 Apple_15%:39:32 B4 7Brac: 0 68:
12 0.154937 apple_15:38:32 cisco_fO:6E:d6 Bd:T 13
13 0.159064 Cisco_fO:68:d6  Apple_15:38:32 Bd 7 fGE

2462 Response, Protected Ear [EAP-PEAP)
2462 Request, Protected EAF (EAP-PEAF]
2452 pesponse, Protected ear [EAP-FPEAF)
2462 Request, Protected EAP [EAP-PEAR)

$5858
55553

15 0, 180451 Cisco_fO:68;d6  Apple_15:389:32
16 %, 90B749 apple_15:33:32 cisco_fo:6E:dE
17 3. WE050 Cisco_FO:68:d6 Apple_15:3%:32

2462 Requast, Protected EAP (EAP-PEAF)
2452 pesponse, Frotected ear [EAF-PEAF]
2462 Request, Protected EAP [EAP-PEAR)

FEE
el
A
3
58
11

20 3, 956529 Cisco_fO:68:d6 Apple_15:39:32 Bd:7Brac:f0:68:46 EAP 2462 pequest, Protectad EAP [EAR-PEAR]

22 3,966771 {isco_f0:68:d6  apple_15:39:32 Bd:TBrac:TO:65:d6 EapP 2462 Request, Protected EAP [EAP-PEAR)

24 3,97851% {isco_fo:e8:d6 Apple 15:39:32 Bd:7Brac:TO:65:46 EapP 2462 Request, Protectad EAP (EAP-PEAR]

. 9B799E Cisco_f0:68:d6 App'l&_:l.i 3o: 32 Bd:7B:ac:f0:68:06 EAP 2462 SUCCess
9808754 Cisco_lO:68:d6 " Bd:T7R-ac:T0:6E:db EAPOL 2462 Eey (Message 1 al 4)

.I:I‘.I.:II'EI-i-1 .J.ppll:_J.S 29:32 IF'.I'EIr-'.d.hl. ".‘nl:l QO:OCE4:TEzac:TOBE: 6 EBDZ.11 2462 Qo5 paca, EM-:I.". FM-I:I Flags=.p...

L. 1]

= Tag: BSN Irtormation
Tag Mumber:; RS Information (48]
rag length: 20
RSK Wersion: 1
# Group Cipher suite: 00-0f-ac {LeeeB021) ass (Com}
Pairwise Cipher Swite Count: 1
+ palrwise Clpher Suite List 00-0f-ac (leeeB0ZLl) aes (CCW)
auth Eey Management (ak®) suite Count: 1
o AUTH Key Management {akd) L1sT 00-0T-ac (leseB02ZL1) FIT ower Leee S02.1X
T RSN Capabilitdies: Oxd00c

FEXHMTF

- SORIEFAEENHESEAWPAWPA2EEERE , At HE5ZHFTHWLANER R R £ X
XA , R —LIAEERMTHNE, MEFTR , EEREEFHHFEKE RN , HRHY
ERRNSEERTENAKMEFER , ARBAIE P inH LEMIT802.1X/EAP LIIFT,

CEETRTBHBEE R (FTH—382 ) , HFFT Capability and Policy= Bt 18 R TRIE 8 17
A R IRBS S#: i 2 B3 Over-the-Airik £ Over-the-DS5E & ( £ LLBR £ F1 #5 /R Over-the-Air ) o

- EAFMB—MEETE (RIEBSSHESFT IE , AR IHITIHE ) LUEFTE T T
FTEHRRIEFSIFENES.

- BRERRZRARRERMS , At , BIEFTHEEFFEREUTWPAWPA2HEETF |, &
NAXRFR EBEERE,

RWiRE REREWLANYI S & 4K IER H 5 £ EHEAP S R UEMAk ( EARTR ) , B75m
TEWLCEANZRAEZFRARMRN — LY ; Fit , S FEHREUMXEREXEES :

*apfMsConnTask_0: Jun 27 19:25:23.426: ec:85:2£:15:39:32
Association received from mobile on BSSID
84:78:ac:f0:68:d6

I1-—-- This is the Association request from the client.

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Marking this mobile as TGr capable.
!--- WLC recognizes that the client is 802.l1llr-capable.

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Processing RSN IE type 48, length 20 for mobile
ec:85:2£:15:39:32



!--- The WLC/AP finds an Information Element that claims FT
support on the Association request that is sent from the client.

*apfMsConnTask_0: Jun 27 19:25:23.427:
Sending assoc-resp station:ec:85:2f:15:39:32
AP:84:78:ac:£0:68:d0-00 thread:144be808

*apfMsConnTask_0: Jun 27 19:25:23.427:
Adding MDIE, ID is:0xaaf0

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to mobile

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Sending ROKH-ID as:-84.30.6.-3

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Sending R1KH-ID as 3c:ce:73:d8:02:00

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Including FT IE (length 98) in Initial Assoc Resp to mobile

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:£0:68:d6
(status 0) ApVapId 7 Slot 0

!--- The Association Response is sent to the client once the

FT information is computed (as per the previous messages),
so this is included in the response.

*dotlxMsgTask: Jun 27 19:25:23.432: ec:85:2f£:15:39:32
Sending EAP-Request/Identity to mobile ec:85:2f:15:39:32
(EAP Id 1)
!--- EAP begins, and follows the same exchange explained so far.

*apfMsConnTask_0: Jun 27 19:25:23.436: ec:85:2f:15:39:32
Got action frame from this client.

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.449: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.449: ec:85:2f:15:39:32
Received Identity Response (count=1) from mobile
ec:85:2f£:15:39:32

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.456: ec:85:2f:15:39:32
Processing Access-Challenge for mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.456: ec:85:2f:15:39:32
Sending EAP Request from AAA to mobile ec:85:2f:15:39:32
(EAP Id 2)

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.479: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.479: ec:85:2f:15:39:32
Received EAP Response from mobile ec:85:2f:15:39:32
(EAP Id 2, EAP Type 25)

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32
Processing Access-Accept for mobile ec:85:2f:15:39:32
!--- The client is validated/authenticated by the RADIUS Server.

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32
Creating a PKC PMKID Cache entry for station
ec:85:2f:15:39:32 (RSN 2)

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32
Resetting MSCB PMK Cache Entry 0 for station
ec:85:2f:15:39:32

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32



Setting active key cache index 8 ---> 8
*Dotlx NW_MsgTask_2: Jun 27 19:25:23.628: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 0
*Dotlx NW_MsgTask_2: Jun 27 19:25:23.628: ec:85:2f:15:39:32
Adding BSSID 84:78:ac:f0:68:d6 to PMKID cache at index 0
for station ec:85:2f£:15:39:32
*Dotlx NW_MsgTask_2: Jun 27 19:25:23.628: New PMKID: (16)
*Dotlx NW_MsgTask 2: Jun 27 19:25:23.628:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4d cd f9
*Dotlx NW_MsgTask_2: Jun 27 19:25:23.629: ec:85:2f:15:39:32
Created PMK Cache Entry for TGr AKM:802.1x ec:85:2f:15:39:32
!--- WLC creates a PMK cache entry for this client, which is
used for FT with 802.1X in this case, so the PMKID is
computed with the AP MAC address (BSSID 84:78:ac:£0:68:d6).

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.629:
ec:85:2£:15:39:32 ROKH-ID:172.30.6.253
R1KH-ID:3c:ce:73:d8:02:00 MSK Len:48 pmkValidTime:1807
!--- The ROKH-ID and R1KH-ID are defined, as well as the PMK
cache validity period.

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
PMK sent to mobility group
!--- The FT PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
Sending EAP-Success to mobile ec:85:2f:15:39:32 (EAP Id 12)

*Dotlx NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d6 in PMKID
cache at index 0 of stat