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3 Add Roles and Features Wizard [=[= [T

DESTINATION SERVER

Select server roles - Wina - Bomaiatocal

Select one or more roles to install on the selected server,

Roles Description

~ Windows Server Essentials Experience sets
up the IT infrastructure and provides

. powerful functions such as PC backups that

reatures v Certificate Enroliment Policy Web Service helps protect data, and Remote Web

Access that helps access business

information from virtually anywhere.

4 [m] Active Directory Certificate Services (1 of & installed)
Server Roles I -

Confirmation Iv] Certificate Enrollment Web Service

[v Certification Authority Web Enrollment

[v| Metwork Device Enrollment Service
v Online Responder
= act i

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

") —

W

[ Fax Server

< Previous Mext > | Instal Cancel
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SRAZETRG , " REB[EERBANBNRPLETESEAR, ERTCHEREENESHRLER
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= Server Manage

Server Manager * Dashboard
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T Dashboasd WELCOME TO SERVER, MANAGER
B Local Server Juared for Active Diect
liF Al Servers . ; ol —
R ADC Y

Feature indlalltion
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- : e WEATS NEW _ ) .
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] DESTINATIOM SERVER
SE‘ rvice ACCOU l“lt for N D E S Chuu-Win12.chuu-domain.local
Credentials Specify the service account
Role Services

Service Account for NDES Select the identity the Network Device Enrollment Service (NDES) will use.

RA Information O] Specify service account (recommended)
The account must be a member of the domain and must be added to the local IS_IUSRS group.

CHUU-DOMAIN\Administrator

) Use the built-in application pool identity

More about Service Account for NDES

SRINT—RELER TS, ARLREIRETH. REE , SCEP URLA A FEAWebiil 5 25
o FMZEURL http://<server ip>/certsrv/mscep/mscep.dil , KRS 2 A A A,
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Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

@ Network Device Enrollment Serv. X -+

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .
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S$E2. 5B Computer > HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Cryptography >
MSCEP > EnforcePassword

|3 fFEnforcePasswordEE X 80, MR E N0 , NREFE#,




1 Registry Editor — o [

File Edit View Favorites Help
MSCEP “~ || Name Type Data
. CAType ab)| (Default) REG SZ (value not set)

- CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0)
=1 EnforcePassword

: PasswordVDir
b UseSinglePassword
QD
Protect
Providers
Services
Userinterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< 11} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

e O E A X A R

ERBRHEXBRZATES M ERFER , UATCARSBHNARBELNTRAR. MAXKE
RIEIELNT BBEAERAEKV)FEREHR, RIFL7MEFE , URIEEFHERREATMEA
B, EWANERNNARKERIIWLCHAPIES | E6I2 EBANIEBERHFEMS FINDESE
M

SR1.SMEFR>ERTE>URMEINE,

SM2 EFFCA ServerXX#EKtt , HHE % FHCertificate Templates X #X , Ri5ikEManage.

T ARET AP ERER , AEELTXREPEEREHIER
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[ Publish cerficate in Active Directory

| | Do not automatically reenroll § a duplicate cedificate exists in Active
Directory

SWMS.EME TFRWRIF , BREPERPOEN . REFER—IREEQ , BERAFE
FEEASERNTREHIERLES | HIEEOK,



Compatibility | General | Request Handling | Cryptography | Key Attestation

Superseded Templates Extensions |  Securty
Subject Name Server lssuance Requirements
(®) Supply in the request

r—1 Use subject information from exdsting certificates for autoenrollment
= renewal requests )

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplfy cerificate administration.

SWME.SMEYT B ETF , REER N AR ST H iR wE...... 7, BREFREHRIT
EBAREED ; BN, ERAdDH R,

Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Altestation
Subject Name Server -| Issuance Requirements
Superseded Templates Extensions Security

To modify an exdension, select it, and then click Edit.
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SR SMBRL"ETF , FREEWindows Serverd |5 FISCEPIRS W S WP E LN RSk &
AR TR EINR , RFGER S A MNBE



Compatibilty | General
Subject Name

Group or user names:

82, Domain Users (CHUU-DOMAIN\Domain Users)
82, Erterprise Admins (CHUU-DOMAIN\Ertemrise Admins)
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Select one Centificate Template to enable on this Cedification

Mote: F a cedificate

Authorty .
that was recently created doss not appear on this kst, you may need to wai unti

information about this template has been replicated to all domain controllers.
Al of the cerificate lemplates in the organization may not be available to your CA
Certificate Template Concepts,

For more information, see

File Action View Help
o 7 = H

i Certification Authority (Local)
4 g CHUU-WINIZ-CA
) Revoked Centificates
1 Bsued Certificates
] Pending Requests
) Failed Regquests
| Contfiate Ternplates

Intendsd Purposs

Chent Authentscation, Secure Email, En...

%MHHM

2 Exchange Enralirment Agent (Offline r...

2 IPSec (Offline request)

2 CEP Encryption

3 Diwectory Email Replication

3 Domain Controller Authentication
3 Kerberos Authentication

3 EFS Recovery Agent

3 Basic £FS

& Dornain Controller

3 Wiet Server

Z Computer

2 User

2 Subgedinate Cenification Autharity
3 Administrator

Chent Authentscstion

Cemtificate Request Agent

I security IKE intermediate

Cerificate Request Agent

Directony Service Emasl Replication

File Recovery

Encrypting File System

Chent futhentscstion, Server Suthentic...
Server Authentication

Chent Authenticstion, Server Authentic...
Emcrypling File Syttern, Secure Email, CI...
o Al

Microsoft Tnust List Sagning, Engrypting...

SRI0. REFIMRAEREO , RARSHRB“ITHH"> HKEY_LOCAL_MACHINE >“¥ 4




*>“Microsoft”>*“ & ">“MSCEP’,

$W11.%BEncryptionTemplate, GeneralPurposeTemplate¥1SignatureTemplate’xfift & , FH g
[ 37 61 22 A9 i P AEAR

File Edit View Favorites Help
- ). CertificateTemplateCa ~ Data
:L Defaults {value not set)
1) MSCEP b EncryptionTempl.. 9800-L5C
). CAType ab|GeneralPurposeT... 9800-L5C
i CertsinMYStore ab SignatureTempla... 9800-L5C
.

| EnforcePassword
| PasswordVDir
| UseSinglePasswo
L QID
. Protect
. Providers
. Senvices
. Userinterface
I:
Datafccess
DevDiv
Device Association Frame
Dirg
DFs
DHCPMibAgent
DirectDraw
_ Directinput o
< | n » <| m

Computer\HKEY_LOCAL_MACHINEVSOFTWARE \MicrosoftyCryplograp
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B Pavoked Caticats
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lezued icates 1 Pending Requests
_“:n Pending Requests | Failed Requests
] Failed Reguests I Cestificate Templates
1 Cestificate Ternplates
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CARRS 28 ( &<ffl# J9Microsoft CA ) IREVCARIER, EEFERPREIS , EX4NEBEEH
BN SEEXERN —XRSAZ . KEBIMERERGTITINIT,

$B1.5 M Z Configuration > Security > PKI Management}f i%£##RSA Keypair Generationi i .
EFE+ Add#RH .

S22 EXERANKBRWRE | FRREH S HEIRE,

- » PKl Management

RSA Keypair Generation

Key Label Key Exportable Zeroise RSA Key 1
TP-solf-signed- 1997 188793 Mo | B Zercise | Key Label® AP-LSC
2048

chaincert.pfx Mo H Zarcesa
TP-sol-signid- 1997 188793 server Mo | Key Exportable® ]
CISCO_IDEVID_SUDN_LEGACY Mo

e = < e
CISCO_IDEVID_SUD Mo
SLA-KeyPair Tes
SLA-KayDair2 Yoz

1 0 .

FRIMSE2WCLIEE , EAERERHIF , BAX ZEARLZAP-LSCHIE R A /N20484 £ KHY

9800-L(config) #crypto key generate rsa exportable general-keys modulus

The name for the keys will be: AP-LSC

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 1 seconds)

SWMIER—EDH , EETrustpointiEM -+ |, ARiFkF+ AddiR4.
SRAFEREREREESERSFMAEE , ARER NARRE

- REFBRREEERXBKNER

- W FEMURL , FEFEA“EWindows k5585 + /5 ASCEPIRS "8 2 T W7 E LK

. EHAuthenticate E 1% 4E , LAE T CAIEH

CEBRFREENERERNLAEHES

. £ Key GeneratedZi£4E , THXEER , BESR2F LR BHAX

. £ Enroll TrustpointE & , AN ZEFRER  BARB, XATHIPZEHSERIERMN
CAIE P8k
EBE  08002FIB T HZERS[EHTLSCEE , HILBCAXMEZ TR B IEFHIZEH
APHYIEFERABICA,



Add Trustpoint X

Label*  9800-LSC . Enroliment LIRL ertsnv/mscep/mscep.dil
Authenticate v

Subject Name

Country Code M State CDMX

Location Juarez Organisation Wireless TAC
Domain Mame chuu=-domain.local Email Address jesuherr@cisco.com
Key Generated ol

Available RSA AP-LSC v

Keypairs

Enrall Trustpoint o

Password [IT TTTL]

Re=Enter Password LITITIT

v Cancel | =1 Apply to Device

HIRIMAMCLIEE

B TREMEETLXIRALDAPEERN , BNRFHRTEZE,

9800-L(config) #crypto pki trustpoint

9800-L(ca-trustpoint) #enrollment url http://

9800-L(ca-trustpoint) #subject-name C=

9800-L(ca-trustpoint) #rsakeypair

9800-L(ca-trustpoint) #revocation-check none
9800-L(ca-trustpoint) #fexit



9800-L(config) #crypto pki authenticate

Certificate has the following attributes:
Fingerprint MD5: E630EAE6 FB824658 690EBOF5 638D7224
Fingerprint SHAl: 97070ACD CADO3D5D 0C1lA6085 19992E0OD 6B8C4D8B

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
9800-L(config) #crypto pki enroll <trustpoint name>

%

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:
Re-enter password:

% The subject name in the certificate will include: C=MX, ST=CDMX, L=Juarez, O=Wireless TAC,
CN=9800-L.chuu-domain.local/emailAddress=jesuherr@cisco.com

% The subject name in the certificate will include: 9800-L.alzavala.local

% Include the router serial number in the subject name? [yes/no]: no

% Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose AP-LSC' commandwill show the fingerprint.

EXAPEMSHBNEFHREREES

APIEMER LRI E LN EERFAGERKAERF RN IR ERELAINRSRFASE., HTE
FISEAEEREMHRE  AEEFETHRIEBERTFEIENETESHY, REBSINERAEK TS
THAT,

S 1.5 M1 Z Configuration > Wireless > Access Points , A/ EFFLSC Provision3 &,

SB2.F FAPIE ¥R A 1E 75 49 B 1 1E FE Subject Name Parameters , SR /G 1E2Apply.



Subject Name Apply \

Parameters

Country MX

State CDMX

City Juarez

Organisation Cisco TAC

Department Wireless TAC

Email Address jesuherr@cisco.com
SIRIM2MCLIRLE :

9800-L(config) #ap lsc-provision subject-name-parameter country

X M REFREN2NFR ( MES/#X A ) BSubject-name-parameters , EH
9800 WLCARKIEIX L E M4,
BXEFEAFEER , BHSHBREBCSCvo72999 EHSE,

SWMIER—KEH , NTHIRPERENELNEES , BEEAPHAZHRE (XEXLTBR
EAMICZBIIAZ RS ) , HREBIEBEZEAKRD. RE , BE Apply.

Status Dizabked v Suhbject Name & Aoy

Parameters
Trustpaint Mamss ARSI ® ¥

Country W
Mumber of Join Attempts 10

Stater CDREX
Key Size 2048 v

City JuBrer
Add APs to LSC Provision
List Organisation Cen TAC

FIIMNCLIEE :

9800-L(config) #ap lsc-provision join-attempt


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo72999

9800-L(config) #ap lsc-provision trustpoint

9800-L(config) #ap lsc-provision key-size

SW4. (k) TR MAEFIZEREMACH HEF R P E LS EAPH T EAPALZAP LSCIARE., &
B—#rh  EXARFZEFE ADoK XXXIAPLLAMMACH I , AERH+HF S, =
% , LB EBEAP MACHEHE McsvIUE | RBZ X |, ARAEIEE L& 3T,

AR BHIEE T csvE R TEMNE M AWAPSI R AR B A EMMACH 1L,

Add APs to LSC Provision

List
®
AP MAC Address & Enter MAC . =
APs in Provision List : 1
2861, 7fcf.53ac ||
< >
SIRANCLIEE :

9800-L(config) #ap lsc-provision mac-address



BHES: NUBFBESHTAREDERCEARPEIIR", AEETRAUALEAP
LSCEid,

AE  APHRIEBER, THEHNRE, T2THILEPE , APREFHESY , AERFIIEIREED
AT,

£ : WRAP LSCHEBESMA~ZHESHESR—EE£ATK , NERFEILELETZER
BRAPZR B, MRFTHRULERIE , A HAPEIREIMICHMAR —TRE~2FI2R , MELSCIEHH
WERR.

W LSC Provision

3
l G1at Enahi . Subject Name

Pammaters

HERSHYCLIELE

9800-L(config) #ap lsc-provision
In Non-WLANCC mode APs will be provisioning with RSA certificates with specified key-size
configuration. In WLANCC mode APs will be provisioning with EC certificates with a 384 bit key

by-default or 256 bit key if configured.
Are you sure you want to continue? (y/n): y If specific AP list provisioning is preferred then

use: 9800-L(config)#ap lsc-provision provision-list
$PR6.5 M1 E Configuration > Interface > Wireless i R EE#E O, fETrustpoint2BHP , NTHE
BREEFHEER , ABEEHUpdate & Apply to Device.

W& WRLSCERHA , 189800 WLCHISHERS|IAMICESSC , MAP&ZIHELSC—EMA
, BRI E BB MAR LR FESFARERBREE , APREBRIIMICHERMA

, BERETLSCRARERER , APHERMHILSC. XLFBCARSHFFENE—MAPEFIL
H, FEAPBANIAER — ERER,

A ENEEGCERUEALSCIERRE , MAPRLEFEHREMICESRE, BAITXEF
FREEEO, MREFERRNNAP , WFERENNHBFEHSEEFELKTHICAHERAM
CAZHEMLSC,



Edit Management Interface x

Interface Vian2622 -
Trustpoint AP-LSC %
MNAT Status |. DISABLED |
2 Cancel | r+1 Update & Apply to Device
HIROMCLIELE

9800-L(config) #wireless management trustpoint

HiF
W BB R

EKIF9800 WLCEE AP REBFEHELSCER |, 54 HinHshow crypto pki certificates verbose
<trustpoint name> , W/ MIEHEHNLSCREE N EMAIENEFEES/MEREK, EXREF , EERIEBH
J9“microsoft-ca” ( XRERMEXHE ) -



9800-L#show crypto pki certificates verbose microsoft-ca
Certificate
Status: Available
Version: 3
Certificate Usage: General Purpose
Issuer:
cn=CHUU-WIN12-CA
dc=chuu-domain
dc=1local
Subject:
Name: 9800-L.alzavala.local
cn=9800-L.chuu-domain.local/emailAddress=jesuherr@cisco.com
o=Wireless TAC
l=Juarez
st=CDMX
c=MX
hostname=9800-L.alzavala.local
CRL Distribution Points:
ldap:///CN=CHUU-WIN12-CA, CN=Chuu-
Winl2, CN=CDP,CN=Public%$20Key%20Services, CN=Services,CN=Coint
Validity Date:
start date: 04:25:59 Central May 11 2020
end date: 04:25:59 Central May 11 2022 Subject Key Info: Public Key Algorithm: rsaEncryption RSA
Public Key: (2048 bit) Signature Algorithm: SHA256 with RSA Encryption [...] Authority Info
Access: CA ISSUERS: ldap:///CN=CHUU-WIN12-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services, CN=Configuration, DC=chuu-
domain,DC=local?cACertificate?base?objectClass=certificationAuthority [...] CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 37268ED56080CB974EF3806CCACC77EC
Certificate Usage: Signature
Issuer:
cn=CHUU-WIN12-CA
dc=chuu-domain
dc=1local
Subject:
cn=CHUU-WIN12-CA
dc=chuu-domain
dc=1local
Validity Date:
start date: 05:58:01 Central May 10 2019
end date: 06:08:01 Central May 10 2024 Subject Key Info: Public Key Algorithm: rsaEncryption RSA
Public Key: (2048 bit) Signature Algorithm: SHA256 with RSA Encryption

¥ %9800 WLC LSCE. &

ERIMEXTELEBETIMNEMAEFER , 15=1Tshow wireless management trustpointds & , #1R
FHENEER ( AP ITELSCEHEAGENEESR , AP-LSC ) EEMFER , HFiEh TR :

9800-L#show wireless management trustpoint

Trustpoint Name : AP-LSC

Certificate Info : Available

Certificate Type : LSC

Certificate Hash : 9e5623adbab5307facf778e6ea2f5082877eadbeb
Private key Info Available

ERIEBXAP LSCﬂEﬂEﬂEE’Jli*HH.:.,.,\LUSi}?@iJD FRE 5| RMIAPSIZK , Ei=1Tshow ap Isc-
provision summary® . HREREBNIEERS



9800-L#show ap lsc-provision summary

AP LSC-provisioning : Enabled for all APs
Trustpoint used for LSC-provisioning : AP-LSC
LSC Revert Count in AP reboots : 10

AP LSC Parameters :
Country : MX

State : CDMX

City : Juarez

Orgn : Cisco TAC

Dept : Wireless TAC

Email : josuvill@cisco.com
Key Size : 2048

EC Key Size : 384 bit

AP LSC-provision List
Total number of APs in provision list: 2

Mac Addresses
XXXX . XXXX . XXXX

XXXX . XXXX . XXXX

BiFEARIERRE

ERIUFAPHZRMWIEF , iIEMAP CLIIZ1Tshow crypto i s , HEARCARILEFMRZ LR HFE
(I HNREREXEE) -

AP3802#show crypto

—————————————————————————————————————————————————————————————————————————————— LSC: Enabled

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
73:00:00:00:0b:9e:c4:2e:6c:e1:54:84:96:00:00:00:00:00:0b
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=local, DC=chuu-domain, CN=CHUU-WIN12-CA
Validity
Not Before: May 13 01:22:13 2020 GMT
Not After : May 13 01:22:13 2022 GMT
Subject: C=MX, ST=CDMX, L=Juarez, O=Cisco TAC, CN=ap3g3-
286F7FCF53AC/emailAddress=josuvill@cisco.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
32:61:fb:93:a8:0a:4a:97:42:5b:5e:32:28:29:0d4:32
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=local, DC=chuu-domain, CN=CHUU-WIN12-CA
Validity
Not Before: May 10 05:58:01 2019 GMT
Not After : May 10 05:58:01 2024 GMT
Subject: DC=local, DC=chuu-domain, CN=CHUU-WIN12-CA



Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

WRFEA RN D dotIx B RIUEMILSC , MA LUMAPRIT—RE B A Tiw A B HRKIT,

AP3802#show ap authentication status
AP dotlx feature is disabled.

AR ENAPERIROdot1x , FEMEMAE RENAPE B X4 HAPE EHHAPE Ldot1xFE
i,

WP HERR
H L

1. MBRERERSF[EMRPARERRS , RENRBSHFEZRBREA , NIEL9800 WLCHL
APHYIERFER,

2. NRNSEINI B , SCEPRStEEAR , HEERPEWURLEZEAME , FEH9800
WLC7F7ii9_§1i°ﬂ1E:Fﬂﬁ>’o

3. IR RS ERF9800 WLCZ HIM R EREL , WA SRFIES , EANEEREREXK,

WEMAERS
{52 79 BA S 85 HE R O8O0 ) BRAIE 45 S A 40

9800-L#debug crypto pki transactions
9800-L#debug crypto pki validation
9800-L#debug crypto pki scep

EHREEALIZAPEM  HEAUTHS

AP3802#debug capwap client payload
AP3802#debug capwap client events

EAPTTITH |, show loggingE RAPRBFHEIUMPZERE , HIEHREXRRLZRIEBFERNIFME
S

[...]

Mar 19 19:39:13 kernel: *03/19/2020 19:39:13.3429] AP has joined controller 9800-L Mar 19
19:39:13 kernel: 03/19/2020 19:39:13.3500] SELinux: initialized (dev mtd_inodefs, type
mtd_inodefs), not configured for labeling Mar 19 19:39:13 kernel: *03/19/2020 19:39:13.5982]
Generating a RSA private key Mar 19 19:39:14 kernel: *03/19/2020 19:39:13.5989]

....................... Mar 19 19:39:15 kernel: *03/19/2020 19:39:14.4179] .. Mar 19 19:39:15
kernel: *03/19/2020 19:39:15.2952] writing new private key to '/tmp/lsc/priv_key' Mar 19
19:39:15 kernel: *03/19/2020 19:39:15.2955] ----- Mar 19 19:39:15 kernel: *03/19/2020

19:39:15.5421] cen_validate_lsc: Verification failed for certificate: Mar 19 19:39:15 kernel:
*03/19/2020 19:39:15.5421] countryName = MX Mar 19 19:39:15 kernel: *03/19/2020 19:39:15.5421]
stateOrProvinceName = CDMX Mar 19 19:39:15 kernel: *03/19/2020 19:39:15.5421] localityName =
Juarez Mar 19 19:39:15 kernel: *03/19/2020 19:39:15.5421] organizationName = cisco-tac Mar 19
19:39:15 kernel: *03/19/2020 19:39:15.5421] commonName = ap3g3- Mar 19 19:39:15 kernel:
*03/19/2020 19:39:15.5421] emailAddress = jesuherr@cisco.com Mar 19 19:39:15 kernel: *03/19/2020
19:39:15.5427] LSC certificates/key failed validation! Mar 19 19:39:15 kernel: *03/19/2020



19:39:15.5427]
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[...]

Certificate has the following attributes: Fingerprint MD5: E630EAE6 FB824658 690EBOF5 638D7224
Fingerprint SHAl: 97070ACD CADO3D5D 0C1lA6085 19992E0OD 6B8C4D8B % Do you accept this certificate?
[yes/nol: yes CRYPTO_PKI_SCEP: Client sending GetCACert request CRYPTO_PKI: Sending CA
Certificate Request: GET /certsrv/mscep/mscep.dll/pkiclient.exe?operation=GetCACert&message=AP-
LSC HTTP/1.0 User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: http connection opened
CRYPTO_PKI: Sending HTTP message CRYPTO_PKI: Reply HTTP header: HTTP/1.0 User-Agent: Mozilla/4.0
(compatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO_PKI: unlocked trustpoint AP-LSC,
refcount is 0 CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: Header length
received: 192 CRYPTO_PKI: parse content-length header. return code: (0) and content-length
(3638) CRYPTO_PKI: Complete data arrived CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0
CRYPTO_PKI: Reply HTTP header: HTTP/1.1 200 OK Content-Type: application/x-x509-ca-ra-cert
Server: Microsoft-IIS/8.5 X-Powered-By: ASP.NET Date: Tue, 19 May 2020 21:47:34 GMT Connection:
close Content-Length: 3638 Content-Type indicates we have received CA and RA certificates.
CRYPTO_PKI_SCEP: Client received CA and RA certificate

CRYPTO_PKI:crypto_process_ca_ra_cert (trustpoint=AP-LSC) The PKCS #7 message contains 3
certificates. CRYPTO_PKI:crypto_pkcs7_extract_ca_cert found cert CRYPTO_PKI: Bypassing SCEP
capabilities request 0 CRYPTO_PKI: transaction CRYPTO_REQ CA_CERT completed CRYPTO_PKI: CA
certificate received. CRYPTO_PKI: CA certificate received. CRYPTO_PKI:
crypto_pki_get_cert_record_by cert () CRYPTO_PKI: crypto_pki_authenticate_tp_cert() CRYPTO_PKI:
trustpoint AP-LSC authentication status = 0 Trustpoint CA certificate accepted.

9800 WLCIR & E#} :

[...]

CRYPTO_PKI: using private key AP-LSC for enrollment CRYPTO_PKI_SCEP: Client sending GetCACert
request CRYPTO_PKI: Sending CA Certificate Request: GET
/certsrv/mscep/mscep.dll/pkiclient.exe?operation=GetCACert&message=AP-LSC HTTP/1.0 User-Agent:
Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO_PKI: locked trustpoint
AP-LSC, refcount is 1 CRYPTO_PKI: http connection opened CRYPTO_PKI: Sending HTTP message
CRYPTO_PKI: Reply HTTP header: HTTP/1.0 User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco
PKI) Host: 172.16.80.8 CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0 CRYPTO_PKI: locked
trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: Header length received: 192 CRYPTO_PKI: parse
content-length header. return code: (0) and content-length : (3638) CRYPTO_PKI: Complete data
arrived CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0 CRYPTO_PKI: Reply HTTP header:
HTTP/1.1 200 OK Content-Type: application/x-x509-ca-ra-cert Server: Microsoft-IIS/8.5 X-Powered-
By: ASP.NET Date: Tue, 19 May 2020 21:48:33 GMT Connection: close Content-Length: 3638 Content-
Type indicates we have received CA and RA certificates. CRYPTO_PKI_SCEP: Client received CA and
RA certificate CRYPTO_PKI:crypto_process_ca_ra_cert (trustpoint=AP-LSC) The PKCS #7 message
contains 3 certificates. CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs
CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs CRYPTO_PKI_SCEP: Client Sending GetCACaps
request with msg = GET /certsrv/mscep/mscep.dll/pkiclient.exe?operation=GetCACaps&message=AP-LSC
HTTP/1.0 User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO_PKI:
locked trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: http connection opened CRYPTO_PKI: Sending
HTTP message CRYPTO_PKI: Reply HTTP header: HTTP/1.0 User-Agent: Mozilla/4.0 (compatible; MSIE
5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: Header length received: 171
CRYPTO_PKI: parse content-length header. return code: (0) and content-length : (34) CRYPTO_PKI:
Complete data arrived CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0 CRYPTO_PKI: Reply
HTTP header: HTTP/1.1 200 OK Content-Type: text/plain Server: Microsoft-IIS/8.5 X-Powered-By:
ASP.NET Date: Tue, 19 May 2020 21:48:33 GMT Connection: close Content-Length: 34 CRYPTO_PKI:
HTTP header content length is 34 bytes CRYPTO_PKI_SCEP: Server returned capabilities: 92



CA_CAP_RENEWAL CA_CAP_S alz_9800(config)#HA_ 1 CA_CAP_SHA 256 CA_CAP_SHA 512 CRYPTO_PKI:
transaction CRYPTO_REQ CERT completed CRYPTO_PKI: status: %$PKI-6-CSR_FINGERPRINT: CSR
Fingerprint MD5 : 9BFBA438303487562E888087168F05D4 CSR Fingerprint SHAL:
58DC7DB84C632A7307631A97A6ABCF65A3DEFEEF CRYPTO_PKI: Certificate Request Fingerprint MD5:
9BFBA438 30348756 2E888087 168F05D4 CRYPTO_PKI: Certificate Request Fingerprint SHAl: 58DC7DBS8
4C632A73 07631A97 A6ABCF65 A3DEFEEF PKI:PKCS7 to issuer cn=CHUU-WIN12-CA,dc=chuu-domain,dc=local
serial 18 00 00 00 38 DB 68 64 CO 52 CO OF OE 00 00 00 00 00 38 CRYPTO_PKI: Deleting cached key
having key id 65 CRYPTO_PKI: Attempting to insert the peer's public key into cache
CRYPTO_PKI:Peer's public inserted successfully with key id 66 CRYPTO_PKI: Expiring peer's cached
key with key id 66 PKI: Trustpoint AP-LSC has no router cert PKI: Signing pkcs7 with AP-LSC
trustpoint temp self-signed cert CRYPTO_PKI_SCEP: Client sending PKCSReqg CRYPTO_PKI: locked
trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: http connection opened CRYPTO_PKI: Sending HTTP
message CRYPTO_PKI: Reply HTTP header: HTTP/1.0 Host: 172.16.80.8 CRYPTO_PKI: unlocked
trustpoint AP-LSC, refcount is 0 CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1 CRYPTO_PKI:
locked trustpoint AP-LSC, refcount is 2 CRYPTO_PKI: Header length received: 188 CRYPTO_PKI:
parse content-length header. return code: (0) and content-length : (2807) CRYPTO_PKI: Complete
data arrived CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 1 CRYPTO_PKI: received msg of
2995 bytes CRYPTO_PKI: Reply HTTP header: HTTP/1.1 200 OK Content-Type: application/x-pki-
message Server: Microsoft-IIS/8.5 X-Powered-By: ASP.NET Date: Tue, 19 May 2020 21:48:33 GMT
Connection: close Content-Length: 2807 CRYPTO_PKI: Prepare global revocation service providers
CRYPTO_PKI: Deleting cached key having key id 66 CRYPTO_PKI: Attempting to insert the peer's
public key into cache CRYPTO_PKI:Peer's public inserted successfully with key id 67 CRYPTO_PKI:
Expiring peer's cached key with key id 67 CRYPTO_PKI: Remove global revocation service providers
The PKCS #7 message has 1 verified signers. signing cert: issuer cn=CHUU-WIN12-CA,dc=chuu-
domain,dc=local serial 1800037A239DF5180C0672C0000037 Signed Attributes: CRYPTO_PKI_SCEP: Client
received CertRep - GRANTED (AF58BA9313638026C5DC151AF474723F) CRYPTO_PKI: status = 100:
certificate is granted The PKCS #7 message contains 1 certs and 0 crls. Newly-issued Router
Cert: issuer=cn=CHUU-WIN12-CA,dc=chuu-domain,dc=1local serial=1800043245DC93E1D943CA70000043
start date: 21:38:34 Central May 19 2020 end date: 21:38:34 Central May 19 2022 Router date:
21:48:35 Central May 19 2020 %$PKI-6-CERT_INSTALL: An ID certificate has been installed under
Trustpoint : AP-LSC Issuer-name : cn=CHUU-WIN12-CA,dc=chuu-domain,dc=1local Subject-name
cn=9800-L.chuu-domain.local/emailAddress=jesuherr@cisco.com, o=Wireless

TAC, 1=Juarez, st=CDMX, c=MX, hostname=alz_9800.alzavala.local Serial-number:
1800000043245DC93E1D943CA7000000000043 End-date : 2022-05-19T21:38:34Z Received router cert from
CA CRYPTO_PKI: Not adding alz_9800.alzavala.local to subject-alt-name field because : Character
allowed in the domain name. Calling pkiSendCertInstallTrap to send alert CRYPTO_PKI: All
enrollment requests completed for trustpoint AP-LSC
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[...]

CRYPTO_PKI: (A6964) Session started - identity selected (AP-LSC) CRYPTO_PKI: Doing re-auth to
fetch RA certificate. CRYPTO_PKI_SCEP: Client sending GetCACert request CRYPTO_PKI: Sending CA
Certificate Request: GET /certsrv/mscep/mscep.dll/pkiclient.exe?operation=GetCACert&message=AP-
LSC HTTP/1.0 User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 2 CRYPTO_PKI: http connection opened
CRYPTO_PKI: Sending HTTP message CRYPTO_PKI: Reply HTTP header: HTTP/1.0 User-Agent: Mozilla/4.0
(compatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO_PKI: unlocked trustpoint AP-LSC,
refcount is 1 CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 2 CRYPTO_PKI: Header length
received: 192 CRYPTO_PKI: parse content-length header. return code: (0) and content-length
(3638) CRYPTO_PKI: Complete data arrived CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: Reply HTTP header: HTTP/1.1 200 OK Content-Type: application/x-x509-ca-ra-cert
Server: Microsoft-IIS/8.5 X-Powered-By: ASP.NET Date: Tue, 19 May 2020 21:51:03 GMT Connection:
close Content-Length: 3638 Content-Type indicates we have received CA and RA certificates.
CRYPTO_PKI_SCEP: Client received CA and RA certificate

CRYPTO_PKI:crypto_process_ca_ra_cert (trustpoint=AP-LSC) The PKCS #7 message contains 3
certificates. CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs
CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs CRYPTO_PKI: Capabilites already obtained
CA_CAP_RENEWAL CA_CAP_SHA 1 CA_CAP_SHA_256 CA_CAP_SHA 512 PKCS10 request is compulsory
CRYPTO_PKI: byte 2 in key usage in PKCS#10 is 0x5 May 19 21: alz_9800(config)#51:04.985:
CRYPTO_PKI: all usage CRYPTO_PKI: key usage is 4 CRYPTO_PKI: creating trustpoint clone Proxy-AP-
LSC8 CRYPTO_PKI: Creating proxy trustpoint Proxy-AP-LSC8 CRYPTO_PKI: Proxy enrollment request
trans id = 7CBB299A2D9BC77DBB1A8716E6474C0C CRYPTO_PKI: Proxy forwading an enrollment request



CRYPTO_PKI: using private key AP-LSC for enrollment CRYPTO_PKI: Proxy send CA enrollment request
with trans id: 7CBB299A2D9BC77DBB1lA8716E6474C0C CRYPTO_PKI: No need to re-auth as we have RA in
place CRYPTO_PKI: Capabilites already obtained CA_CAP_RENEWAL CA_CAP_SHA_1 CA_CAP_SHA_256
CA_CAP_SHA_512 CRYPTO_PKI: transaction CRYPTO_REQ_CERT completed CRYPTO_ PKI: status: PKI:PKCS7
to issuer cn=CHUU-WIN12-CA,dc=chuu-domain,dc=local serial 18 00 00 00 38 DB 68 64 CO 52 CO OF OE
00 00 00 00 00 38 CRYPTO_PKI: Deleting cached key having key id 67 CRYPTO_PKI: Attempting to
insert the peer's public key into cache CRYPTO_PKI:Peer's public inserted successfully with key
id 68 CRYPTO_PKI: Expiring peer's cached key with key id 68 PKI: Trustpoint Proxy-AP-LSC8 has no
router cert and loaded PKI: Signing pkcs7 with Proxy-AP-LSC8 trustpoint temp self-signed cert
CRYPTO_PKI_SCEP: Client sending PKCSReq CRYPTO_PKI: locked trustpoint Proxy-AP-LSC8, refcount is
2 CRYPTO_PKI: http connection opened CRYPTO_PKI: Sending HTTP message CRYPTO_PKI: Reply HTTP
header: HTTP/1.0 Host: 172.16.80.8 CRYPTO_PKI: unlocked trustpoint Proxy-AP-LSC8, refcount is 1
CRYPTO_PKI: locked trustpoint Proxy-AP-LSC8, refcount is 2 CRYPTO_PKI: locked trustpoint Proxy-
AP-LSC8, refcount is 3 CRYPTO_PKI: Header length received: 188 CRYPTO_PKI: parse content-length
header. return code: (0) and content-length : (2727) CRYPTO_PKI: Complete data arrived
CRYPTO_PKI: unlocked trustpoint Proxy-AP-LSC8, refcount is 2 CRYPTO_PKI: received msg of 2915
bytes CRYPTO_PKI: Reply HTTP header: HTTP/1.1 200 OK Content-Type: application/x-pki-message
Server: Microsoft-IIS/8.5 X-Powered-By: ASP.NET Date: Tue, 19 May 2020 21:51:03 GMT Connection:
close Content-Length: 2727 CRYPTO_PKI: Prepare global revocation service providers CRYPTO_PKI:
Deleting cached key having key id 68 CRYPTO_PKI: Attempting to insert the peer's public key into
cache CRYPTO_PKI:Peer's public inserted successfully with key id 69 CRYPTO_PKI: Expiring peer's
cached key with key id 69 CRYPTO_PKI: Remove global revocation service providers The PKCS #7
message has 1 alz_9800(config)# verified signers. signing cert: issuer cn=CHUU-WIN12-CA,dc=chuu-
domain,dc=local serial 1800037A239DF5180C0672C0000037 Signed Attributes: CRYPTO_PKI_SCEP: Client
received CertRep - GRANTED (7CBB299A2D9BC77DBB1A8716E6474C0C) CRYPTO_PKI: status = 100:
certificate is granted The PKCS #7 message contains 1 certs and 0 crls. Received router cert
from CA CRYPTO_PKI: Enrollment poroxy callback status: CERT_REQ GRANTED CRYPTO_PKI: Proxy
received router cert from CA CRYPTO_PKI: Rcvd request to end PKI session A6964. CRYPTO_PKI: PKI
session A6964 has ended. Freeing all resources. CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount
is 0 CRYPTO_PKI: Cleaning RA certificate for TP : AP-LSC CRYPTO_PKI: All enrollment requests
completed for trustpoint Proxy-AP-LSC8. CRYPTO_PKI: All enrollment requests completed for
trustpoint Proxy-AP-LSC8. CRYPTO_PKI: unlocked trustpoint Proxy-AP-LSC8, refcount is 1
CRYPTO_PKI: All enrollment requests completed for trustpoint Proxy-AP-LSC8. CRYPTO_CS: removing
trustpoint clone Proxy-AP-LSC8
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[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 40 len 407

. .Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) wvendId 409600

...Vendor SubType: CERTIFICATE_PARAMETER_PAYLOAD(63) vendId 409600
LSC set retry number from WLC: 1

Generating a RSA private key

writing new private key to '/tmp/lsc/priv_key'

[ENC] CAPWAP_WTP_EVENT_ REQUEST (9)

...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) Len 1135 Total 1135
[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE (8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8

[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 41 len 20
..Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) vendId 409600

...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) vendId 409600
LSC_CERT_ENROLL_PENDING from WLC

[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE (8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
Received Capwap watchdog update msg.

[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 42 len 1277
..Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) vendId 409600
...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) vendId 409600
LSC_ENABLE: saving ROOT_CERT



[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE (8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 43 len 2233
. .Vendor Type: SPAM VENDOR_ID_PAYLOAD(104) wvendId 409600
...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) vendId 409600
LSC_ENABLE: saving DEVICE_CERT

SC private key written to hardware TAM

root: 2: LSC enabled
AP Rebooting: Reset Reason - LSC enabled
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