T fREAP-FAST 3% 83E i #£ AnyConnect
NAMAISE

EAP-FASTHRS 28 = 2 $HACS 4.x5ACS 5x#ISE
2FME

RS ERIRAS

TR (ETFHPAC)

AnyConnect NAMZE fg

PAC1% & ($H110)

EZTLSEE

ERUFTLSEE

EAPIE 8

AEPAC #1716

AnyConnect NAM 3.154.0

Pl

M & &

ZBEAPHEAPEERESI A X SH - Mt EHPAC
BEAPESMNEAPEERS SEPACEE S EMERE
BEAPHIEAPEZEREMRIL , TAPAC
BEAPEBIIRINPACE RN EAPE E S
BEAPESIE N IBEPACHEAPEE Y
EEAPEBMEAPEZERHNE B TLSEVFREPACEE
BEAPTUES A P IAMEEAPE E S
EEAPESHMT —HERTLSREIRENEAPEEL
S HEBR

ISE

AnyConnect NAM

Z2E

fasr

I &R BA X T EAP-FASTSEHEHY 1 4115 5.7 B Bt AnyConnectM 4 15 8] & 2 35 (NAM) F1 & 43 BR S5 51 B(ISE). BE# — S #R
BERENE—EEEMRERBENERREN R,




RREM
BR

Cisco BB THLUTEE :

- EAPHEZRMEAP-FAST 5 2 E At &R

- B AR & 13 RS 51 Z(ISE)

- AnyConnect NAMAI Bt & 3 4 4w %8 25 E 5t 1R
. B RlCatalystB B E At H1R802.1x RS HY

ERR A
AXRFNESETUTHRAERA :

- BCisco AnyConnectZ £ %z & Fix#IWindows 7 , MR743.1514.0
- BRIAHHM15.2.1 Catalyst 3750X % LG
. BRHISE |, lRA&1.4

Hip
M

EAP-FASTR L ¥R 77 M iR 55 85 R B IHE R — D RIEEAPTT &, ER{UTEAP-PEAP , BRT
AR ERFEAFIREERSFIER, EAP-FAST-MLRREENBESNE(ERASIAES
R)MEBE — R & CEMREMEAP), CiscoSEHEE A kA /= R it EHLIAE,

EAP-FASTfE A ZRIF A7 EZIUE(PAC) A TR IR U TLSE Y REIE (L& R E )R A /AT &
(RIER BRI RETTE)o

B EAP-FASTHI3/NMBL :

. 1840 (PACIRE)

. ¥A{1 (TLSBRE R )

. BB2M R (BRIIE)
PACAEAP-FASTH X EHEFMETFPACH &E, ETPACEEPACREMETPACHRIE, PACIRE
ALUREEZRLERIETLSSE,

PAC
PACRRSSREMNZRIPNIFEZILEMN , RIENF/ K. ©28 .

- PACE4A(RENLRYINZR{E , A TIRETLSEZE M FERL)

. FEHMWPAC (PACH! L+ FHRR-TA B B REAP-FASTIRS B £ %47)

. PACEE (RS BRI , TTLITHER)
% HPACHI BR 2 S M BPACE A FIFRA 5 ] & TB A MPAC)EAP-FASTIR S B EZ4AG AR
ELBMUPACRES 18, TRRZEHEMED (BT RN FFEPACS)H T4,



—BREHAKPACEI , BEMEHAEAP-FASTIRS SREZEAF ARIE, PACEHAMTIKETLSER

, FENKERABENTLSEUEE,
HE—NEZABEIIET , FHEAP-FASTIRS 88 T Z4AE K.

BB EANPACH — iR

- BEPAC : EATLSREERV(RBEEFHHIBRSHRIEPEE).
- HEHPAC : EATLSEEERE Y MM AT EEN, KIEETLSEFFikHello
- AFEIPAC : EAMEAFIANEESERES

BEATLV,

- HEHNERPAC : EAMENTEHNEIE@ERNES

TLSEEMFERATLV,

- Trustsec PAC : FARN , HMITHINED REERI#o
FIEBLPACHEAEMOB S BEE AL, FELPAC (BE&E , ITEWNL , Trustsec)JAF T thikix

UPACSER

- BEPAC : REEMINAIE(NES
- BRPAC : REERIIANIE(RNES
- IFEHIPAC  REERINNITENRIE(RNES

RIXPAC, HEEPACHEHR , Bproviosioned; AT

BAREZAN , eFRE.
X

BPACIREERER T AT ABIAY AL TIIAIL :

TRICEHEMRIRAEH AL

E)ASE , R EABRER.
E) G, IRABDRER,
E)AE , MRMEDRER |, FE , HRBER
,RE , ARNPACER, HEAPEMRRE

PAC3EHY &Ei8v1/v1a/CTS &N

RIERIZHPACHE N =

R EREHPACERIE =
AR A9 T =
HEOIREERMBNET

PACHYIRUE LAFFETIPAC  $B4 |, JFEFRREHW

(B0 , 4PACHHT)

REERIEHN

0¥ HD

X #FACS 4.x PACs JBIEPAC viivia =

EAP-FASTHRS 28 = 4AACS 4.x5ACS 5xHISE

HELBACS 4 xMISERY , BEEHRALEN —NEHH X3

Thae ACS 4.1.2

- TEAATIL, THEE
EEE R mpeEn

PACE#H RS EF XX
PAC R , BPACHERIE | BRIEMA
FPACHIZRHY £ 2247 A

ACS 5.x/ISE
FRANESEEN B
Wih ¥ B3t A R atE, 45
EEXZPERAIHRMEAAR
=yE)
PACEHH RS ELEESR
EREEEBHITEPACE
5 HA 8% 18] B Y B i) Y 2B — B

B4 | FETREFHD

BE , EEAATLEUE.

RIEFETLSE FifwHello
%), WRAVHES . RIANATHTLSE

E), MRAVFHRS SR, KERIRERRY

BB —DADK R RXA P ERITENBITEHIPAC,

&
RESKIUEHN , FH]
RBEPACHER
REYSARATHEILE

a

B4 FETRMERE

a



IhIAUELA S,

RABRTHRIYEFR , ISEFREFERAEEHEARABERMN—REE. ANEEATEE
B, RBEPAC TTLRRIE,

ISEEXFREMBRM EHRL & - >R E- >1H - > EAP-FAST - > EAP-FASTIRE.
2FERE

XEAYFBEPACEABRNMSEZAN. EAFTLSEEEHNE , THIEBERER.
BEAP-FASTHR AN 2EMRERE : TREWRSFRSETHMETHIPAC).

RS BRRAS

BN RIRTLSE T A EBIETLSE RS [ EFM SessionID. KIATLSE FimHelloBY 2 7 5w K A0
SessionIDA TMELFE. 2BERFEHARENPAC , YBRXEZTLSHEILREE :

Source Destination | PrntucullLengtklImfn User-Name
16.62.148.109 10.48.17.14 RADIUS 378 Access-Request(l) (id=9, 1= anonymous
16.48.17.14 16.62.148.109 RADIUS B6 Access-Reject(3) (id=9, 1=4
16.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=30, 1 anonymous
16.48.17.14 16.62.148.109 RADIUS 193 Access-Challenge(l1l) (id=30

148,109 17,14 RADIUS 510 Access-Request(l) (id=31, 1 anonymous

Length: 138
Type: Flexible Authentication wia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
~ Secure Sockets Layer
=~ TLSv] Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0xG3061)
Length: 127
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 123
Version: TLS 1.0 (0x0301)
[* Random

Session ID Length: 32

Session ID: 9a3442e351082ectdbafthB8509c fO9kb4 fab64574bE272FEYE. ..
Cipher Suites Length: 52

[+ Cipher Suites (26 suites)
Compression Methods Length: 1

[* Compression Methods (1 method)

TRA(ETFHPAC)

RAPATEYRRPACAH T F#N F4H £ —MAENREBURS.



EPmRERTERFC 4507, RFF[AFAFEZFEALIE, RMEF WM METLSE F iwHello
SessionTicketZ HlBIPAC, &Ik , PACHIRS KL, RIEEBEPACH RAIEEX RS ES -

| Source | Destination | ProtocollLengtflInfD | User-Name
23 10.62.148.109 10.48.17.14 RADIUS 301 Access-Reguest(l) (id=91, 1=259) anonymous
24 10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(1l) (id=91, 1=151)
.148.1069 .48. RADIUS Access-Request(l) (id=92, 1=624) anonymous
26 10.48.17.14 10.62.148.109 RADIUS 311 Access-Challenge(ll) (id=92, 1=269)
27 10.62.148.109 10.48.17.14 RADIUS 437 Access-Reguest(l) (id=93, 1=395) anonymous
28 10.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(1l) (id=93, 1=184)
29 10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest(l) (id=94, 1=426) anonymous
30 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(1l) (id=94, 1=216)
31 160.62.148.109 10.48.17.14 RADIUS 516 Access-Reguest(l) (id=95, 1=474) anonymous
32 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(1l) (id=85, 1=216)
33 10.62.148.109 10.48.17.14 RADIUS 452 Access-Reguest(l) (id=96, 1=410) anonymous

TS T ST T ==

= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (Gx0301)
Length: 281
=~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 277
Version: TLS 1.0 (0GxB03061)
[* Random

Session ID Length: @
Cipher Suites Length: 52
[ Cipher Suites (26 suites)
Compression Methods Length: 1
[* Compression Methods ({1 method)
Extensions Length: 184
=~ Extension: SessionTicket TLS
Type: SessionTicket TLS (0x0023)
Length: 180
Data (180 bytes)
[ AVP: 1=18 t=Message-Authenticator(80@): Ocb2477cB76ea96d3balbl245e629]1e8

AnyConnect NAM3E 1

EEEFik(AnyConnect NAM)E B ZES EMER- , ERBLEHBVIPACEARR.



E". AnyConnect Profile Editor - Metwork Access Manager

(=[5 =]
File Help

fi Metwork Access Manager : Networks
i Chentpghcy_ , Profile: ...ility ClientiNetwork Access Managerisystem\configuration.xml
; Authentication Palicy
: Metworks EAP Methods Media Type = =
L8 Network Groups ©) EAP-MDS ©) EAPTLS Security Level
{7) EAP-MSCHAPY2 ) EAP-TTLS CoﬂﬂEf{hon Type
) EAP ) PEAP Machine Auth
- - EAPFAST Certificates
@ PAC Files
Credentials
User Auth
EAP-FAST Settings Certificates
Validate Server Identi = P
alidate Server Identity e
Enable Fast Reconnect I

Inner Methods based on Credentials Source
@ Authenticate using a Password

EAP-MSCHAPv2 EAP-GTC

m

| If using PACs, allow unauthenticated PAC provisionin
g : P g

(") Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel

(@ Send dient certificate using EAP-TLS in the tunnel

HIREZH , NAMEABEPACHETLSEBE(XEFTENIEH), AT , XT2EARN
PACsH THITMENAFMITEHRN. R , EREH ENE2H BKIZFER,

ISER —MNMETE ARRANSEIRE. HFEMENAME R NENPAC, BEPACEARBREG S
LB EAPACS”,



- ¥ Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPvZ

[V Allow Password Change Retries |3 (Valid Range 0 to 3)
Allow EAP-GTC
[l Allow Password Change Retries|3 | (Valid Range 0 to 3)

Allow EAP-TLS
[ Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

() Use PACs () Don't Use PACs
Tunnel PAC Time To Live an Days -

Proactive PAC update will occur after| 10 % of PAC Time To Live has expired

[  Allow Anonymous In-Band PAC Provisioning

E Allow Authenticated In-Band PAC Provisicning
Senver Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

E Allow Machine Authentication

Machine PAC Time To Live 1 | Wealks v |
E Enable Stateless Session Resume
Authorization PAC Time To Live 1 |H0ur5 v | i

Enable EAP Chaining
/] Preferred EAP Protocol EAP-FAST *

MRETZA , NAMFRHGEEAPAC, MREZERPACS'TERISE , 7 BISERBE N T iR
FRE , FAMNTLST YK EEPAC EAPKMIRE :

Leak i A

EISE , RS EN S ABRETLSH 21E K E SessionlD (W2 REAP-FASTIRE), BRIAMERTEZE
A

EAP FAST Settings

* Authority Identity Info Descnptiﬂn| Identity Services Engine |

* Master Key Generation Period | | Weelks v |

Revoke all master keys and PACs | Revoke |

PAC-less Session Resume
EI Enable PAC-less Session Resume

* PAC-less Session Timeout 7.200

(oset)

FIRERAUEAXEREN —FKE, SessionIDRIFXEAPACOHERE , ETHIRFC 45071X



FRAPACEE,

PAC% i (#H/0)
PACsfEphase0RI SABZI iR E, HL0DIE :

- TLSB&E#E I
- BIE(RETE)
PACsTE — B IIAELAG A IAETLSEEZEBEIPAC TLV (MPAC TLVH#IA)

EfTLSHEE

N FREPKIEMIZENIE  FAERTLSEER TN . ERTLSEE 42 £ ADffie
HellmanZWEREH- , THARZSSBREFFAHBIEBHVEE, 5 ER20 0 A R E HE BT (EL
)o

EFERALED , NAMERL T EEE/IEIN

“MBFEAPACSEATFIRERZLLEENWPAC (BRNENETERBWANELZN , BRAZKEPKIEMIZ
BERAETINENAERE) 2T AREMN,

FH, ISERFELUT EEEMNERFIEIE T Y :
“FAFERHTAPACIRE"

EZ T HPACIRE H T TrustSec NDACEE(EAP-FASTA EMEEEMKZIRE ZH).
CRUFTLSEE

XRZHEZENEERNILET. TLSEERFEHBERSBRIENRS[EPREE, XBREMNRS
Y PKIEA R HE , ISEER(FEENAMZ AT BERYXY Disableit 1 % Uk IR 55 8F PR 17",

NTFISEEWANHEIAMR

[+ Allow Anonymous In-Band PAC Provisioning

[ Allow Authenticated In-Band PAC FProvisioning
server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

BE , FAPACs , HIRBMPACUE , NiZ&KEHEELBHIERAEHRLEN. B2, AR
PACSTETLSZ X BRI BESRKIL , ©R TEEEENHENEREAccess-AcceptiEPACIREZ G

o

BoMETRAHTLSEIUBER T IWIES(XERELIHKAPKIEE), XATFRAMERIPRNEY
TLSEBE , BbIRESEH BREREBIREMUNPAC, MEXE-EENFERABMFRERZ
BHISEZEREN—IIH(EEMENTE) , HESEFHEE,

EAPE



£ —Radius/EAPLEZ A AR F AT ENRIE, ZMNEAPK AT LAER HEk, £5—0irEes
it E)EIRFTR , RSB EEERRINNFARLERTLY (EETLSEE), SAHMBRHE
TLViERBEM FiZTLV. cryptobindingF FiE8l |, BRZEFMFT S S T IANERE EIRFF .
cryptobinding# A MEM 1M E2M RN ZRAM B, B4, —TLVIEK N : EAPERAE-XE3h
NFLFEEHBE WA AF), —BRADIUSIREZR(ISE)RBIMBHETLVEEHARIE , THERXE
FER, HATANEAPH R F = (B E 1 F FIAIE)

12126 EAP-FAST cryptobinding verification passed

M Rcryptobinding i K £ HFE , £ IHWEAPLFREME, WREF—NMNERBIABMANIAILEE
EHABN-ER , ISELTEE AR ERBEBRNIE R Networkaccessiy ZFEHI 4 R

: EapChainingResult :

& No chaining
@ User and machine both succeeded
@ User failed and machine succeeded

W User succeeded and machine failed
HEAP-FASTRFMITEHIKIEE AR , EAPEMENAMBZ SR,
1EISES A BEAPES o
BEPACI 171

RINERT , BEMITEHPACsTEC:\ProgramData\Cisco\Cisco AnyConnectZ £ 3 & F is\M
(&1 R BB B\ R S\E B 9 <credential>MinternalConfiguration.xmlfEf% . FRLEEEME LAINBR R,



o\ © # w = 4\Network Access Manager\system\* * & -
+ MName Ed Size Date Artr + Name BEd Size Date Attr
|_T] [$Recyde Bin] <DIR> 07/02/2015 15:14—hs el <DIR> 06/30/2015 17-31—
I <DIR> 10/16/2014 16:40— || configuration xml 9.853 06/30,2015 17:25a—
[@ [Documents and Settings] <LMNK>  07/14/2009 07:08hs |=|internalConfiguration xml 4,108 07/03,2015 10:31a—

_gLister-[c:‘\PrDgramData\Cism\Ciscu AnyConnect Secure Moebility Client\MNetwork Access Manager\systemiinternalConfiguratio.., | = || =] @

File Edit Options Encoding Help

<?xml version=""1.8" encoding=""UTF-8"7>

<internalConfigurationData>

<group>

<groupHame>Local networks</groupHame>

<network>

<networkHame>eap-fast-pac</networkHame>

{credentials>
<credential>B81080808008d88c9ddfB115d1118c7afBc AUFc297eb 010080084 FE1F2976F 158bafda 6
479041b2d8204 00000003 000A0052006C BB6FBAG20ABAAE1B5500000001 00002 00BDAOBbBBGE31525
Fb11b1a5cd7726dc3c35Fef8A3b1655a09e4BbcB99cF68280a3bakionnanAAAe3 AAAOADAD2 00002 BE
08008282483 23bf8a33Fd5892F4AdF77b2b935040b3%ee63 441545602192 064a230335001000002563
F22ae5b5aB5071218b6b3I371F7b5E25cbdfAb96815da6bBe P97 8612F5e8F57054CAFD206e7d1a8a89
28b721871deaS%eed7ce?93aboc72df4689FfbUSFE82F3dd93d270e32F494b24c 632399900 D65 4ela
ed7d828706F8926e951ebfB1becH598d281417742083ch3AF59 005 B48656b6eFae77d52d69d8F9b7 D
26af48d27eb1831a79c32383aF66dbda?balcébcdyd7282bA38F185FL3A95F8803a8D69728F5a15a1
dd1acb86246dA515b59868eb10205d7438F58d7bb7 F3a2c6d2cFF972acd1d39986de3472a16b0e288
4A710e85536583a6a37699e72aac27dPaedl327d038499390ddalf1557a4c9176eeababeBcH03868ba
bAcb2269fee?d5e7FdSF7c22319bbfB6F84a293caedcAF1726ca73bed7%eef1097 72700 1b855949,
3286a7bB0214cB7925831F5982bbeSeF8F9575e8F043ccalPefca?fbb72bd954dd?abB52e23Bb8YcY
3f2defdbBf2c5663caesiBAOAN00aB1aLedBCYIF1e7247751cCcPd8254bb12e1824db 9392 1FC4213D
8510617864dfcac?2e518a2120e0e4dBld7892d2decc9f3be5A866eceB862a9a18542ecBeF75cFA113d7
1aBu</credential’

{credential>B10080000d88c9ddFe115d1118c7afBc B4Fc297ebB10000084bdFE1F2976F 15bardaB
479941b9d820400A0A0A3AAOANB52 006 BA6FAAG20A0OAD1 5500000001 00002 0000000 d324918b3
354db14525Fd199088da3A581390cE9662Fd859ba7obF976cacaalafonnanAAAe3 0AOOADAD2 0000200
8800A2bBase95%adad88cddafb?7F23aa219ady71185626Fa5170eBbeeab878a661acB01000B66CC
88055 adF5edPu7748Fa52bdab7 4BFabc9b42F681271aaa476dbF105a2cae120884d4a3F6523e50012
826084b3535FcBa7FF238e3a3442ed144ddBa2530b024F2a166383d8604d3503716891Ffdb3dFu153
265d34758e1eacef B4b27c4750acdBee B3944116d68613 dee3BeeafBadaBfbef
632FehF1ﬂzg?hddaFe3B196d2d??1ah293ﬂahEFhSEFc11l ‘h??hﬂSchh21cﬁﬂadud

95ad6df14e7830ddbde555e526551 014F5che 1861 46F 0d 9dceaddcfe5h837351

BRIMPACSTERFRFEMMER , EEHBSHHINAMBSEF S G,
ARSS B3 3 BRI BREE S 1T EHIPAC,

AnyConnect NAM 3.154.0

54 %

AnyConnect 3.x NAMEBLE X 4miBeR AT EE R F TEEPACs. LEIIEEMAnyConnect 4.x

NAMEL & 34 4w 48 22 1 R o

E’ﬁ AnyConnect Profile Editar - Metwark &ccess Manager
File Help

=la

Metwork Access Manager : Networks
{g} Client Policy

ﬁ Authentication Palicy
g Metwarks

< Nebwaork, Groups

Profile: C\serslciscolDocumentsiconfiguration.xml

P& files

Add. .. Password protected

Media Type
Security Level
Connection Type
IMachine Auth
Certificates
PaC Files
Credentials
User Auth
Certificates
PAC Files
Credentials



RE M RS ThEER #ECSCuf31422 F1CSCua13140,

=l

R
FERAUTRSGEND  IARANRT. UEATLEN , ARG,

Active
Directory

e

G1/0/2 61/0/6
3750%

Windows 7
AnyConnect 3.1

RAEAPHEAPEEREMNRIEER it HHPAC

BINBRT , EAP_chaining®EISEEMA. A , FIEEEETEAESFEITENNENPACs, BX
FELFE-AHTENNBEPAC, EIR , FER ML KINE-—MTENHNRN—NAFN-5
DFEMISE, EBLSRMIZFHISE, FE—WIF(ITEM) :

ERAREAITENPACHTLSE FikHelloo
- REBRRIEITEYIPACH BWETLSEE (R EFERMNIESR).
. RS REES B ZRILITENPACH BTk P E#H H BBZ REF %

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12174 Received Machine PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication

24351 Account validation succeeded

24420 User's Attributes retrieval from Active Directory succeeded - example.com
22037 Authentication Passed

12124 EAP-FAST inner method skipped

11503 Prepared EAP-Success


https://tools.cisco.com/bugsearch/bug/CSCuf31422
https://tools.cisco.com/bugsearch/bug/CSCua13140

11002 Returned RADIUS Access-Accept

FZWUF(AF) -

R B R EEBEEPACHTLSE FikHelloo
- REB[RIIPACH BMETLSEECREFERAMWIES).
- ARBERGEEEMTIPAC , BTE TS E(EAP-MSCHAP)E AR,

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12125 EAP-FAST inner method started

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

EFMANR SN HEELE 0 EISER , THLAFMITEYIAEREEEMN

EapChainingResult: No chaining

BEAPEMNEAPEER EPACEER EMER
ERR , BRHELEERNBEPACE A Mt EHIFMPACS— 1 :

. BERAREEEEPACHTLSE FikHelloo

- REB[RIIPACH BEMETLSEECREFERAMWIES).

. ISEFFIREAPES |, iER A M AR BNPACs , H Rt ENFERATLVETLSE@ZIFEE,

. ISERIEEINPACs (R EEENNEFRZE) , RiEk A EEs B ROXREBANRIE)EE , @4
3o

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication
12209 Starting EAP chaining

12210 Received User Authorization PAC

12211 Received Machine Authorization PAC

24420 User's Attributes retrieval from Active Directory succeeded - example.com
22037 Authentication Passed



24439 Machine Attributes retrieval from Active Directory succeeded - example.com
22037 Authentication Passed

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

EFANRENHMESE 0 EISER , THAREEEM

EapChainingResult: EAP Chaining

S5, AFATENKIIEE B SSENOTHEE —# .

EapChainingResult: EAP Chaining

BEAPHEAPZEERSEMNRIXZEPAC
FLEAR , NAMELERERPAC , ISEEEERFEAPAC (ER5EHKIZHEAP)

- BRAKATLSEFiwHello , FHIEEPAC,

- [RS8 E R TLSUEF FIE BB RERE A

. BRAEMVFARSHBILID , FRREMEZFBIIPBEPERAEE) , BEHRBEENTLS,

= ATLVERFFIRIIPETLSEEEVRENISERE  BRBERAT(RTILENEECH T 4
&),

- fEF 5EMSCHAPV2RIIE I N TE 5 35 BB EAP N A FESI A,

. EF SEMSCHAPV2IIE I NAE B iE R TTEN R

. PACS% B E,

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST
as negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12807 Prepared TLS Certificate message

12809 Prepared TLS CertificateRequest message

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishment. Will
renegotiate and request client certificate inside the tunnel.

12226 Started renegotiated TLS handshake

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12226 Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. Will continue
with inner method.

12176 EAP-FAST PAC-less full handshake finished successfully

12209 Starting EAP chaining

12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge



24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

12219 Selected identity type 'Machine'’

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

11503 Prepared EAP-Success

11002 Returned RADIUS Access-Accept

REAPEHBENPACHMMNEAPEER
ERR  ERAEEREBEPAC , EREIFNPACS

ERBFREEBEEPACHTLSE FigHello,

AR 2R RUPACH HMETLSEE (R B FEAMIED),

. ISEFFHREAPES! | iER A M MAFHENPACs , F HitENFERTLVETLSE@mEMLFRE,
HPACsHER , AP MitENKRTE S ETF B (EAP-MSCHAP),

- —BEMANERRINN , AR Mt ENRNPACSIEE.

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication
12209 Starting EAP chaining

12227 User Authorization PAC has expired - will run inner method
12228 Machine Authorization PAC has expired - will run inner method
12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

12219 Selected identity type 'Machine'’

24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

12171 Successfully finished EAP-FAST user authorization PAC provisioning/update
12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

BEAPEHliE A A BEPACHEAPE B
EULT  YERBEPACTEEN , SREMRNNERNITLSHER 4.

- BERARIETLSEFiwHello , FABEPAC,



- ARS5 2R E M TLSIE ML 35 R B KA o

- BERABIRSRLED , FRRAEFFIRILEB(EBERAETE), TLSEVYRBEMRH,
CISERETLVERBFRIEBETLSEMEYRE , BERERATNRTLENEEN THE),
£ EMSCHAPV2IIEH R TE 75 3R B BEAPH A FEBIR I

£ 1 EMSCHAPV2I UERY R 1E 77 =R T E R

- IR R E T FIEPACs (B AEISERE).

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12807 Prepared TLS Certificate message

12809 Prepared TLS CertificateRequest message

12105 Prepared EAP-Request with another EAP-FAST challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishment. Will
renegotiate and request client certificate inside the tunnel.

12226 Started renegotiated TLS handshake

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12226 Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. Will continue with
inner method.

12149 EAP-FAST built authenticated tunnel for purpose of PAC provisioning

12105 Prepared EAP-Request with another EAP-FAST challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12209 Starting EAP chaining

12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

12126 EAP-FAST cryptobinding verification passed

12200 Approved EAP-FAST client Tunnel PAC request

12202 Approved EAP-FAST client Authorization PAC request
12219 Selected identity type 'Machine'’

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

12169 Successfully finished EAP-FAST tunnel PAC provisioning/update

12171 Successfully finished EAP-FAST user authorization PAC provisioning/update
12170 Successfully finished EAP-FAST machine PAC provisioning/update

12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update



11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

BEAPEHNEAPEERSNERTLSE M RREPACE K

LR, ISERINAME R TLSEE A RE(ISEERIUTLSHPACIRER U FFEZ M) PACHPACELE
REFREEK

- BRAKETLSE FiwHello , & Zciphersuites.

- IRE-28E N TLSARSS 85 )% M TLSEE & Dffie HellmanZ3 43 85 (451 20
TLS_DH_anon_WITH_AES_128 CBC_SHA).

ERAESE , HEERTLSEBEHWE(XERIRWIER).

- EASMSCHAPV2RIEH N TE 5 A B BIEAPH A FESI KA,

£ FH SMSCHAPV2IIE Ky R TE 5 AL 1T BRI,

- ARANEBTLSHEEBEHEMERNPACS&E AT

RadiustE48 IR [E158 HliE R 5 EFHLBI(FEA S B EPAC).

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST
as negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12808 Prepared TLS ServerKeyExchange message

12810 Prepared TLS ServerDone message

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12816 TLS handshake succeeded

12131 EAP-FAST built anonymous tunnel for purpose of PAC provisioning

12209 Starting EAP chaining

12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com

22037 Authentication Passed

12162 Cannot provision Authorization PAC on anonymous provisioning. Authorization PAC can be
provisioned only on authenticated provisioning

12200 Approved EAP-FAST client Tunnel PAC request

12219 Selected identity type 'Machine’

24470 Machine authentication against Active Directory is successful - example.com

22037 Authentication Passed

12162 Cannot provision Authorization PAC on anonymous provisioning. Authorization PAC can be
provisioned only on authenticated provisioning

12169 Successfully finished EAP-FAST tunnel PAC provisioning/update

12170 Successfully finished EAP-FAST machine PAC provisioning/update

11504 Prepared EAP-Failure

11003 Returned RADIUS Access-Reject

EE Z TLSEZE 1 EE I WiresharkZk B 2183k -



Source Destination | Prutucul|Lengtr|Infn User-Name

10.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=190, anonymous

10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 498 Access-Reguest(l) (id=181, " anonymous
.148.109 RADIUS Access-Challenge(l1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 706 Access-Reguest(l) (id=1582, " anonymous

160.48.17.14 10.62.148.109 RADIUS 232 Access-Challenge(ll) (id=19

16.62.148.109 10.48.17.14 RADIUS 378 Access-Reguest(l) (id=193, " anonymous

160.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(ll) (id=19

10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest (1) (id=194, " anonymous

160.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(ll) (id=19

Code: Reguest (1)

Id: 161
Length: 622

Type: Flexible Authentication wvia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
= Secure Sockets Layer
— TLSvl Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 74
=~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 70
Version: TLS 1.0 (0x0301)
[* Random

Session ID Length: 32
Session ID: 4laeebdblEEf48165c56144aa9%dccdc 9367167 fhaeB6303. ..
Cipher Suite: TLS_DH_anon WITH_AES 128 CBC_SHA (0x0034)

Compression Method: null (0Q)
— TLSvl Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)

BEAPIUESI A FIAEREAPEES

TR , EEAP-FASTH A 7 (EAP-TLS) M it EHLIUE(EAP-TLS)#AnyConnect NAMEL &,
Windows PCR 23 , ER&SBEREAFEI. AMRXRNE31802.1x&1F , NAMAAER , AF
FID&ERM , GTAPFENIEREEFR)EL, AFRIAMERRESRE , SitENNEHINN
B- ISE authzi&)R ‘P& iR : EapChainingResultZEF AP &M , HEARINWITEN 2HFZM. ML
B, ARERNS—RIEFFS , AP, FEITEVRR.

- BRAZEBITEHPACHTLSE FifHello,

. RS EENTLSE KA E2ESpec - TLSEE M B 2 BB ZPACH M E,

- ISERshES KIE A G N AFRIRWEAP,

- ERAFREB|UEVRRERENAF) , RREAP-TLSHES %,

. ISEBERAFFRR , B RATRERME,

- BERRER=KAMMISELIETLV (AFIALE),

. ISEIREIRAEAPKINEE , ISEERMLFA : EapChainingResultEFRAF &M , H B/ Ih



HMITEIRRZN.

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12174 Received Machine PAC

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12801 Prepared TLS ChangeCipherSpec message
12802 Prepared TLS Finished message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12209 Starting EAP chaining
12218 Selected identity type 'User'

12213 Identity type provided by client is not equal to requested type
12215 Client suggested 'Machine' identity type instead

12104 Extracted EAP-Response containing EAP-FAST challenge-response
12523 Extracted EAP-Response/NAK for inner method requesting to use EAP-TLS instead

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12807 Prepared TLS Certificate message
12809 Prepared TLS CertificateRequest message

12816 TLS handshake succeeded
12509 EAP-TLS full handshake finished successfully

22070 Identity name is taken from certificate attribute
15013 Selected Identity Source - Test-AD

24323 Identity resolution detected single matching account
22037 Authentication Passed

12202 Approved EAP-FAST client Authorization PAC request

12218 Selected identity type 'User'

12213 Identity type provided by client is not equal to requested type
12216 Identity type provided by client was already used for authentication
12967 Sent EAP Intermediate Result TLV indicating failure

12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update
12106 EAP-FAST authentication phase finished successfully

11503 Prepared EAP-Success

11002 Returned RADIUS Access-Accept

BEAPESNF —BERTLSRREREMNEAPLEER

EMR , ISERMREBTERTLSHPACEEEVFZE , EENAMER —/NERIETLSEE , X
TFRISEIEFE :

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12814 Prepared TLS Alert message

12817 TLS handshake failed

12121 Client didn't provide suitable ciphers for anonymous PAC-provisioning



11504 Prepared EAP-Failure
11003 Returned RADIUS Access-Reject

XEE  SNAMZEHEHGERIETLSEN BES NERTLSEEBE EM & =speciphic TLSZ 1 28-
, FHEABLER B HISEREZ (EZXDHEB )

R BB R

ISE

NFHHANBE , X NMAIPSNT SRIZE AZETREAAARE ., TEMprrt-server.loghy — 2R
fBlEE :

TTEAPACER :

DEBUG, 0x7£d5332fe700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31,FramedIPAddress=10.0.13.127,Using IID from PAC request for machine, EapFastTlv.cpp:1234

DEBUG, 0x7£d5332fe700,cntx=0001162745, sesn=mgarcarz-
1s5e14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31,FramedIPAddress=10.0.13.127,Adding PAC of type=Machine Authorization, EapFastProtocol.cpp:3610

DEBUG, 0x7£d5332fe700,cntx=0001162745, sesn=mgarcarz-
isel14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31,FramedIPAddress=10.0.13.127,Eap-Fast: Generating Pac, Issued PAC type=Machine Authorization
with expiration time: Fri Jul 3 10:38:30 2015

PACiE Rt -

INFO ,0x7fd5330£fc700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31,FramedIPAddress=10.0.13.127,Eap-Fast: client PAC request
approved for PAC type - Requested PAC type=Machine, EapFastProtocol.cpp:955

INFO ,0x7fd5330£fc700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Eap-Fast: client PAC request
approved for PAC type - Requested PAC type=Machine Authorization, EapFastProtocol.cpp:955

PACRKIE :

DEBUG, 0x7£d5330£fc700, cntx=0001162499, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=anonymous, CallingStationID=00-
50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Authorization PAC is wvalid, EapFastProtocol.cpp:3403

Eap,2015-07-03 09:34:39,208,DEBUG, 0x7£fd5330£fc700,cntx=0001162499, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=anonymous, CallingStationID=00-
50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Authorization PAC accepted, EapFastProtocol.cpp:3430

IR ERHIPACE R :

DEBUG, 0x7£d5331£fd700,cntx=0001162749, sesn=mgarcarz-
1s5e14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=cisco,CallingStationID=00-50-



B6-11-ED-31, FramedIPAddress=10.0.13.127,Conversation summary: Provisioning. Authenticated. Inner
method succeeded. Inner method succeeded. Generated PAC of type Tunnel V1A. Generated PAC of
type User Authorization. Generated PAC of type Machine. Generated PAC of type Machine
Authorization. Success

IR ERGIPACKRIER

DEBUG, 0x7£d5330£fc700, cntx=0001162503, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31,FramedIPAddress=10.0.13.127,Conversation summary:
Authentication. PAC type Tunnel V1A. PAC is valid.Skip inner method. Skip inner method. Success

AnyConnect NAM
MNAMEY & A SR EA T AT
JEEAPEMSENIRA | SREREN T EVIGIE B HESE

EAP: Identity requested
Auth[eap-fast-pac:machine-auth]: Performing full authentication
Auth[eap-fast-pac:machine-auth]: Disabling fast reauthentication

RMPACE K (FEEAPEBI R TER T EALIIE) RHI

Looking for matching pac with iid: host/ADMIN-PC2
Requested machine pac was sen

RIEFEZNFTERA(MSCHAP) T A T E B ERITE

EAP (0) EAP-MSCHAP-V2: State: 0 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 2 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 1 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 4 (eap_auth_mschapv2_c.c 73

NAMAFIEpcap X4 IR EFI BEAPHIE @ H B EMITEKNIREEEDIENEE. XRAFH2E
BN M EERIAERI(EAPRIESEAFERAIAE)NIAEN RBRN. XN TFIheBrEEER
B TACIEIM,

2%

. Cisco AnyConnectZ£ Bz B IREE A {Er . lR454.0 EAP-FASTEL &
- BRI S GERSEIEEERIER . lR41.4 EAP-FASTEW

- BN B ARSI BiRiITHEE

- ¥R REAPE8{ &% 5AnyConnect NAMF B HHSE

- BARZFHHH - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/configure-nam.html#ID-1424-0000026d
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_010011.html#ID489
http://www.cisco.com/c/zh_cn/support/security/identity-services-engine/products-implementation-design-guides-list.html
/content/dam/en/us/solutions/collateral/enterprise/design-zone-security/howto_80_eapchaining_deployment.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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