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S E AR FH 1T CHAP X PAP I8iF ?

PR B3 B 1T R 2 % [m38 R W [E] CHAP KHiF ?
XE2E AR HEED ?
EHARARENPNAFERESENEEE ?
FBiH RN rETENEER R Cisco BHER ?
HEBRE HEY CHAP (&

AT AAA SAXMEA A AAA

BB — MRV E T AR5 258 AAA 5
HXEE

fifr

RN K[ (PPP) S HRWIEFRBERRSHEBHENRELRE 2 —. AR L PPP 54
WAE R By R BRI R

ERFMH

- J3 A debug ppp negotiation  debug ppp authentication.

- BEIFEREHIP(LCP)B R R LTI RS , PPPEXM RS FF R, 1R debug ppp
negotiation RIER LCP & FITFRA , MR ERRILWE G HRE,

- MIMERISHEBEE PPP FHRIE. REZFZEREUATHS I TREARAEF FHEUEDHN
(CHAP) B %iF , EFH M EEE 88 LA ppp authentication chap, X T2 [ &G¥IF , F£EM
R 88 £ A ppp authentication chap calline 3T PAP S{3¥iF , EHR M BEHER L 5A ppp

authentication pap.

e
R

L

B

A EN ( RAMEHE ) — XRYNEEETRESENRSE, FRASEN—EKEBHR
BohE S —AKAHSN , BERE A ITEN NARS —AKHEE.

CWNE — SRR S — k. At IRBETREAMANES. Fl , mRERouterA L% Hdebug
ppp negotiation@r = , N E At itEN , MRouterBEX I &F &, B2 , MEFFHRERE
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RouterB , MR N A it & , MRouterAfF R AT FIREZ
AR RBXipitEV M NERTRTIEF G — REFAR, BREARKXENESTNE , BA
& g Al RE B A 1T E AL SR &K,
ER
Cisco BB THUTEH :

. BATAES B E M2 debug ppp negotiation i, BXFMEE | HS XA T #debug
ppp negotiation#i H .

{E Y4 4

AR TR T RIE 0 B FIB AT

s 1|
BXRAN FAE L | WSH Cisco HARTANL
S PR BR R 2

AN B -LERERXRMDBBREE. 2aHRSNER , TEIT - NMRER,
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Mote: Flease do not skip any steps in this flowchart

commaon problems encountered in PPP negotiation.

hefore proceeding with this document

Authentication can he done by both, either or neither side afthe connection. Cisco highly recammends using
authentication as a way of securing the network against intrusion. Authentication failures are one ofthe most

Hote: This document assumes that the LCP state is open. Ifthe LCP state is not open, trouhleshoot that issue

Enahle the following debugsdebug ppp negotiation and debug ppp authentication.

[z the router performing

CHAP or PAP authenticatian’?

lick here to deterrmine thi

CHAR

PAP

Y

Checlkwhetheryou see one of the following messages:
BRO:1 PPP: Phase is AUTHENTICATING, by hoth
This indicates that the routers are performing ey
authentication

BREO:1 PPF: Phase is ALTHEMNTICATING, by the peer

or

BRO:1 FPP: Phase iz AUTHEMNTICATIMG, lnthis end

Either one ofthe above messades indicate that the routers are
performing one-way authentication

I it one-way or two-way
authentication?y

Froceed to the router
receiving the call

BHEERBMHIT CHAP = PAP IiF ?

!

For PAP-related troubleshooting, refer to the
document Configuring and Troubleshooting
PPF Fassword Authentication Profocol
(PAFY

Proceed to hoth routers —r@

ERER B EMITCHAPIE 2PAPE A IIE | & Edebug ppp negotiationFldebug ppp

authenticationa HHFR&E KA T 1T :

CHAP



£ & D RIEH ERE R CHAP:

*Mar 7 21:16:29.468: BRO:1 PPP: Phase is AUTHENTICATING, by this end
*Mar 7 21:16:29.468: BRO:1 CHAP: O CHALLENGE id 5 len 33 from "maui-soho-03"

PAP

£ 5 D RIEH EREHPAP:

*Mar 7 21:24:11.980: BR0O:1 PPP: Phase is AUTHENTICATING, by both
*Mar 7 21:24:12.084: BRO:1 PAP: I AUTH-REQ id 1 len 23 from "maui-soho-01"

MEERH TR B O E RN [ CHAP B ?

F£debug ppp negotiationfii H P EHR AT HEBZ — :

BRO:1 PPP: Phase is AUTHENTICATING, by both
LR E B3R R ER B IATRY RN [E) & D I8 E
LT ERREE - FEFENERBHSBNITHRED S BRIE

BRO:1 PPP: Phase is AUTHENTICATING, by the peer

=
BRO:1 PPP: Phase is AUTHENTICATING, by this end

X A5 AR BE D 2




The remote machine is failing authentication of the local ouers
username and password. This could be due to a misconfiguration an
the local router (hy not supplying the usermame/password expected by
the peet) ar on the remate rauter.

5 this an incaoming failure’
Click here to determine this

l‘r‘es
Loak for the following debug outpuot:
BRO:1 CHAP: O CHALLEHNGE id 9 len 33 from "maui-soho-03"
or
BRO:1 CHAP: O RESPONSE id 16 len 33 from*maui-soho-03"
MHote the username in the Qutgoing Challenge or Besponse. In this example that is
rmaui-soho-03

—(

Loak for the cammand ppp chap
hostname =username= wherete
username corresponds to the usemarme
inthe outgoing challengeafresponse. Make
Mo a note ofthe username and passwond
(frarm the ppp chap password
command,

I5 the username included inthe
outgoing Challenge or Eeponse the same as
the router hostname?

Wie will use this informationwten
troubleshooting on the remote router.,

Contact the administrator of the remote
router to verify the username and

M password it expects,

Azl the following gquestions:

I5 the remate
machine a8 Cisco Router
ouU have access ta?

11 wWhat username does the remote
router expect?
Steps to Perform: Lise the command
Yes ppp chap hostname =username= under
the physicalidialer interface.
Mote: this iscase sensife

Maove the debugging session over to

the remote machine. For purposes 20hat password does the remote

of discussion, the "local machine”is rodter expect?

the system the debugging sessionis Steps to Perform: Use the command
currently being run on. ppp chap password =password= under

the physicalidialer interface.
Mote: This is case sensitvwe

REREWEE AR termreq = failure HE, HidE |, T REEREAHEE



BRO:1 LCP: I TERMREQ

G

BRO:1 CHAP: I FAILURE
BABERANSETEN A ARV AFBNOTHTE ORI, XTRRHAMEHEE (K
RENSAAMBENASENOT ) ZEKAR ENHEREES N,

FHNFRASENFHAFRERBESFHRMERE ?

£ debug ppp negotiation #HH R EHRLLTT :

BRO:1 CHAP: O CHALLENGE id 9 len 33 from "maui-soho-03"

G

BRO:1 CHAP: O RESPONSE id 16 len 33 from "maui-soho-03"

BLFIMEFARBEFNAFT B, EAHIP , ©=Emaui-soho-03, EFEZELGTRBIEATH
DRIENAFBNEBEESERRTUHNAS B MEBITE, Fl20 , a0 3 5 2R EX F45
BEAN A, MUFEFENZE B, WEHEIEXRK,

MREZFHFREAHPNAFBEENBTRE , IHEK ppp chap hostname <username> i , A

username S&HFATRWAFBMEIIR,. E TAFENMOS ( EMHH ppp chap password 7 F
B, EXZEERASFHTHESERN , BFERALLER.

BB R NERITHEYRER Cisco BRHER ?

HFemERERAHERIMEARKE , RERMAOEBENSAERXE THE, NREENGELTE
Cisco I{HI8S , BHEIZIRE L THEHERR,

MRETREEIEER AR  FEZRARNEERARRUBIARENASZNOS,

JRHUTHE -

1. ZERHBMENAF BRI 4 ? EYERK B8] O FERppp chap hostname
<username>wTH., EHAHREZREEEARHENAFRE., X . K2 KNE,
2. ZRERHBAMENOSRMAAL ? EYERE B IR £ O T Appp chap password<password>s
T XX Ko KNE,
BXBFAEE , 55 HEEH ppp chap hostname # ppp authentication chap callin S 3# 1T PPP
FHEIUF— 32,

BERR1E IRy CHAP
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O,

[fthe peer detects an incaming failure messade, this means the lacal router has failed to authenticate
the peer and has sent out the message. Hence we must now move troubleshooting to the routeron
wehich the Outgaing Failure is seen.

The following messages on the local router indicates an outgoing failure:
BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure’

ar

BRO:1 LCP: O TERMREQ [Open]id 22 lend

Does the local router use Sener-hased A%,
(Radius/TACACS+H?

Mo, it uses either Mo A8 or
local Al

Choose from one the following errormessages

Caonfigure the username and shared secretfor
the chap challenge

BRO:1 CHARP: I RESFOMSE id 18 len 33 from "=username:=" Use the cammand

BRO:T CHAP: Unable to validate Responge. Usernarme <usemarmnes= username =usernames=password =password=
=10t foLnd = Note: The username should be identical tothe

BRO: CHAP: O FAILURE id 18 len 26 msq is "Authentication failure® username in the incoming CHAP rmessage, while

BRO:1 PPFP: Fhase is TERMINATING [0 zazs, O load) the passwoard should be the comman secret

Caonfigure the username and shared secretfor
the chap challenge

BRO:1 CHAP: Username =username= notfound \se the cn:n;nmand N d = =
BRO:1 CHAF: Unahle to authenticate for peer username =usernarme passwu_r pasaw:u
- BRO:1 FPP: Phase is TERMINATING = Note: The username should be identical tathe
EIREI:1 LCF': 0 TERMREQ [Open] id 22 len 4 username in the incoming CHAP message, while
) ) the password should be the cammon secret

Femove the existing usernameipassword enty
using the command:

No USername =Usernarme=

where =username= matches the oneinthe

BRO:1 CHAP: | RESFOMSE id 16 |en 33 from "=Username="
L= HRO:T CHAP: O FAILURE id 16 len 25 msdis "MOIDES compare  —e
failed"

CHAP messane

Caonfigure the username and password using the
cammand:

Username =username= password =passward=
The username should be the same asinthe
CHAP message shown above. The password
should match the password on the remote
routetr.

MR FERNEZAREHRE | XRAR I HBFAREN N FEETEHWIE , BRH T ZH
Bo Rt , BUFE LIPS $5 A% H iR PR A9 BE B 25 2 1T HUR HERR o



AR AR ENV T E R RREHEE

BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure"
=

BRO:1 LCP: O TERMREQ [Open] id 22 len 4

BRHEITER AAA SRAVEA AL AAA

MBRAHABZAEAETRS IV HRIUE, BINAIEHK (AAA) RS ( Radius B Tacacs+ ) , NI
FES TAEE A AAA FZAHE AAA, BE debug IHPREEEUTHEHEZ— :

Unable to Validate Response

Username <username> Not Found

BRO:1 CHAP: I RESPONSE id 18 len 33 from "maui-soho-03"

! -— Incoming CHAP response to our challenge. ! -- The username used in the response 1is maui-
soho-03. BRO:1 CHAP: Unable to validate Response. Username maui-soho-03 not found
! —— The username supplied by the peer is not configured on the router. ! -- We assume the peer
does not have permission to connect. BRO:1 CHAP: O FAILURE id 18 len 26 msg is "Authentication
failure"

! -—- Outgoing CHAP failure message. ! -- The peer will see this as an incoming failure. BRO:1
PPP: Phase is TERMINATING [0 sess, 0 load]

SEHRAFPBTTEENRERRERA

1. WEERBHAMBHREBFAENAFL R, N, RINEE (HEEE ) A/ A RouterA |, B%t
EHFERANEHE RouterB, TURBNEHALENAFRZENOS , REFHERWAFZE
EXT 4K,

2. A AHBAEERAF G, NRNEGAREEANAFEEAHERAN[MENAFRGTE , NEE
BREMOS,

U &K A ppp chap hostname L EBEHEEVNBZANAFEN , BESRERAE,

£ Flusername <username> password <password>%r T , EH <username>fF &7 LA REL

FEBAF R,
Username <username> Not Found

Unable to Authenticate for Peer

BRO:1 CHAP: I CHALLENGE id 17 len 33 from "maui-soho-01"

! —— Incoming challenge from maui-soho-01. ! -- This router must look up the username specified
! —— in order to create the CHAP response. BR0O:1 CHAP: Username maui-soho-01 not found

! —— The username (mauil-soho-01) supplied by the peer is not configured locally. BR0O:1 CHAP:
Unable to authenticate for peer

! —— Since this router does not recognize the username ! -- it cannot create the outgoing CHAP
RESPONSE. BR0O:1 PPP: Phase is TERMINATING ! -- Authentication fails.
SXAFETEENREEERA

1. NERRBEHRABEHB[AAFNAS A, S0, BATHEL ( HEE ) AP BRouterA, B2



, NEHER T EMRouterB, BAIUBENEARXENAFENEE  REFAEBNAS
BB EM,
2. Rt EHBAEEAF B, IRNEARENAFAEEXRMRASFZMAENASELTE , NfRKE
APEad0T.
X Z 4 EH ppp chap hostname R EEEHBRENBZANAFAER , BESRELFE,

{# Flusername <username> password <password>t5 % , /i <username> & L AR ER

RS,

MD/DES Compare Failed

BRO:1 CHAP: I RESPONSE id 16 len 33 from "maui-soho-03"
BRO:1 CHAP: O FAILURE id 16 len 25 msg is "MD/DES compare failed"

L REHATTEREKRN, XTREANRESE

1. WEERBEHAMBHREFAENOS, Fl0, RNEE (HEEE ) OF Letmeln , EXEH{E
FANOSE letmein, INEFEENSALXZENAFRENOS  REEFHERHVAFRZE
EXT &4,

2. AR HBAREBEEOS, IRERIENEAFMEENOSERLIR , BEFHDEA A
2

BRER :

1. ERUAT o SHRABAFBNEBEE

no username <username>

Hrh <username> B A EREBRPHNAF, R, EHROIF | ZAF &2 maui-soho-03,
2. EAUTHTEERF B MK :

username password

APF&NE EEE RN CHAP EE MR, OTREZERER LR O SHETE,

BERR— RV B T AR S5 B8 Y AAA HRE




This section has some simple A% troubleshooting points.
It can be used to troubleshoot both CHAP and PAP authentication

Enahble the following debugs:
debug aaa authentication
and

debug radius

ar

debug tacacs

Hote: For Radius (priorto 12.2%8) | the debug output will need to he decoded. Use the Qutpot Interpreter tool.
In the radiusftacacs debug ootput, check to see ifyou are receiving an Access-Accept from the server. For example;
*Mar 1 05:07:40.310: RADIUS: Received from id 4 172.22.53.201:1644, Access-Accept, len ol

Tes

Dovyou see an Access-Accept?

o

Please perform the following general troukhleshooting steps:

11Checkifyou have connectivity with the A%A server (try to
ping the A% server from the local router)

NCheck ifthe &84 server is correctly specified using the
radius-sener host or tacacs-server hostoommand

ACheckifthe secret key used between the local routerand
the AA% serveris carrect (use the command radius-sener
key and tacacs-server key)

$iCheck ifthe local router is correctly identified in the S84
semer configuration

S1Checkifthe username and password that is usedfar
authentication is correctly configured on the AAA semver

Faor more information refer to the RadiusiSecurity Technical
Tips Page

Checkto see ifyou get a Sendauth failure, which
happens anly for Radios with taoaay
authentication. The following debug showes an
example:

ALAMRTHEMSTART (F7E183141 ) port="BRID:1" list=""

™ action=SENDALTH service=PPP

AAA M UITHEMSTART (776188141 ) using "default" list
AAA A LITHEMSTART (77E188141 ) Method=radiuz
[radius)

A48 A LITHEM/ZEMDALTH (778155141 miszing
passvword for maui-sohoTs

Ann s ITHEMSEMDALTH (776188141 Failed
zendauthen for maui-sohod1G

Ann M ITHEM (7761551417 status = FAL

AL8 A UITHEMNSTART (7761881411 no methods 1eft to iy
AAAMALITHEM (77615531417 status = ERROR
AAAMITHEMSTART (776185141 failed to authenticate
BRO: CHAP: Username maui-soho-03; lookup failure

Configure one-way authentication by configuringthe
commandppp authentication chap callin on the
dialout side

¥

[fyou see an Access-Accept and CHAP
authentication still fails, then contact the CiscoTAC
for further troubleshooting

AR AT REAAABEIERR TR, Bx AAA BESRVFMAES , TSR TIER

- AAARRTE
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- RADIUS
- TACACS

B : PAP B ARl E A FTPPP , EMsCHAPV2& K

B BE T EMACSIRG S HITHMMRIE , ARNACSIRFZEHARVE FMRIEER , SHSTEELAMK, It
1T R TECisco Bug ID CSCee04466({X FRIFMEF) TMEMIZFK, BRSAZERFEARADIUSIRSES
#HITPPP&iE, HR , BREBTACACS+iRSE , LEAEBHAFILHTEE,

HXER

. T7##& debug ppp negotiation i Hi

. THEHAEE PPP CHAP iAiE
. {# 4 ppp chap hostname F ppp authentication chap callin #55# PPP AE

- PPP_ORAEIA (PAP) B9 IR 5 & PR HERR

- BEAEARRATR
- BARFFHHH - Cisco Systems



//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html
https://tools.cisco.com/bugsearch/bug/CSCee04466
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk713/tk507/technologies_tech_note09186a00800ae945.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk713/tk507/technologies_tech_note09186a00800b4131.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk713/tk507/technologies_configuration_example09186a0080094333.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk713/tk507/technologies_tech_note09186a0080093c6f.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/psa/default.html?mode=tech&level0=277907760&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	PPP（CHAP 或 PAP）认证故障排除
	目录
	简介
	先决条件
	术语
	要求
	使用的组件
	规则

	故障排除流程图
	路由器是否进行 CHAP 或 PAP 验证？
	CHAP
	PAP

	路由器进行的是单向还是双向 CHAP 验证？

	这是传入的故障吗？
	传出的质询或回应中的用户名是否与主机名相同？
	您访问的远程计算机是否是 Cisco 路由器？

	排除传出的 CHAP 故障
	路由器不使用 AAA 或仅使用本地 AAA
	MD/DES Compare Failed

	排除一般的基于服务器的 AAA 故障
	问题：PAP身份验证适用于PPP，但MsCHAPv2失败


	相关信息


