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| Async Dial-in
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[T
RMHEERAUTERE :
- NAS

BB (ERSEL)
CEEYH (ERSEL)

NAS

version 11.2

service timestanps debug dateti ne nsec
service timestanps | og uptine

servi ce password-encryption

no service udp-small-servers

no service tcp-small-servers

!

host nane nasX

!

aaa new node

aaa authentication |ogin default radius |oca
aaa aut hentication |ogin no_radius enable
aaa aut hentication ppp default if-needed radius
aaa aut horization network radius

aaa accounting exec start-stop radius

aaa accounting network start-stop radius
!

enabl e password cisco

!

usernane cisco password |etnein

i p subnet-zero




no i p domai n-1 ookup
i p nane-server 10.6.1.1
async-bootp dns-server 10.1.1.3
async-boot p nbns-server 10.1.1.24
|
interface Ethernet0/0
ip address 10.1.1.21 255.255.255.0
no keepalive

nterface Serial 0/0
no i p address
shut down

nterface Ethernet0/1
no i p address
shut down

nterface Serial 1/0
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/1
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/2
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/3
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/4
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band




dialer rotary-group O
no cdp enabl e

nterface Serial 1/5
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/6
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/7
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Dialer0

i p unnunbered Et hernet0/0

i p tcp header-conpression passive

encapsul ati on ppp

peer default ip address pool C sco3640-G oup-120
di al er in-band

dialer-group 1

no cdp enabl e

ppp aut hentication pap
!

router rip

version 2

redi stribute connected

network 10.1.1.0

no aut o- sunmary

]
ip local pool Cisco3640-G oup-120 10.1.1.80 10.1.1.88
no ip classless
ip http server

!
dialer-list 1 protocol ip permt
dialer-list 1 protocol appletalk permt

]

!--- The following two lines are for the RADIUS server;
the first is for the !--- RADIUS being used for
authentication but not accounting. In the second, !---
accounting information is sent, too, but not
authenticating. !--- If you wish accounting to go to the
first, change the 0 to 1646. ! radius-server host
10.1.1.3 auth-port 1645 acct-port O radi us-server host
10.1.1.5 auth-port 0 acct-port 1646 radi us-server key




cisco! line con O exec-timeout 0 O | ogin authentication
no_radius line 17 24 autosel ect during-I|ogin autosel ect
ppp nmodem I nQut transport input all stopbits 1 speed
57600 flowcontrol hardware Iine aux O line vty 0 4 exec-
timeout 0 O end

EFEPWRXH (ERSSRL)

/--- Note: This assunes Livingston RAD US.

# Handshake with router--router needs "radi us-server key
cisco":
10.1.1.21 cisco

AP (ERSSRLE)

/--- Note: This assunes Livingston RAD US.

# User who can telnet in to configure:

admi n Password = "admnin"

User - Servi ce- Type = Logi n- User

# ppp/ chap authentication line 1 - password nust be
cl eartext per chap spec

#

# This user gets an | P address froma pool on the
router.

chapuser Password = "chapuser"”

User - Servi ce- Type = Franed- User,

Framed- Prot ocol = PPP

# ppp/ chap authentication line 1 - password nust be
cl eartext per chap spec

#

# This user has a statically assigned | P address
chapadd Password = "chapadd"

User - Servi ce- Type = Franed- User,

Fr amed- Pr ot ocol = PPP,

Framed- Address = 10.10. 10. 10
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- debug ppp negotiation - E & 7 i 2 & ] LUB T PPPIN ;X 2 840 & tb 1k 15 78 1Y B R

- debug ppp authentication -#E X Fif 2 & Al LB K, WMREEAMNZCisco IOS®F AR
1122 BRI AR A | BN & Hidebug ppp chap 5%,

- debug ppp error - & RAIPPPEEE N SREHRXWIPUERARSKITER.
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. debug aaa authentication -Z ¥ 7 72 £ A Wi 753 3£ 3 1T RAE (B 1%/ RADIUS |, FRIERADIUSHR
SEREWE), URAFERBENRIL,

- debug aaa authorization -EH#EZE AN S E#HTRIE , HERAFREEIL KU,

. debug aaa accounting -&& £ X H 18 H.

- debug radius -&& A~ MRS 23R R IRHE 4.
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