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*Mar 6 19:18:53.322: BRO:1 PAP: O AUTH-REQ id 7 len 18 from "PAPUSER"

! -——— Qutgoing PAP AUTH-REQ. We are sending out our username (PAPUSER)and password ! --- to the
NAS. The NAS will verify that the username/password 1s correct. *Mar 6 19:18:53.441: BRO:1 PAP:
I AUTH-ACK id 7 Len 5
! ——— Incoming AUTH-ACK. ! --- The NAS verified the username and password and responded with an
AUTH-ACK. ! --- One-way authentication is complete at this point. *Mar 6 19:18:53.445: BRO:1
PAP: I AUTH-REQ id 1 Len 14 from "NAS"

! -—-- Incoming AUTH-REQ from the NAS. This means we now verify the identity of the NAS. *Mar 6
19:18:53.453: BR0O:1 PAP: Authenticating peer NAS
! ——— Performing a lookup for the username (NAS) and password. *Mar 6 19:18:53.457: BRO:1 PAP: O
AUTH-ACK id 1 Len 5
! ——— OQutgoing AUTH-ACK. ! --- We have verified the username/password of the NAS and responded
with an AUTH-ACK. ! --- Two-way authentication is complete.
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XRAMEEHRATRIE PPP NEANAFEMEL, SNFEREEPAPAFEMOTHE , 2
BHIBNRERBZAFANEBELRMES, MRCEKT , NESKRIEX F4E,

EE : PAPHusernamefn S HIZHRESCHAPY I BER B, BECHAP , WAFZEMAOSRAFEN
i, BEPAPRAECRIERANAFBENOSERER.

X T REEPIE , SEWUERMEEZ EFEERALG T, N TREARIE , MinHEEERLSS.

Ppp pap &3 F & <username> B <password>

B Y PAP B RIUE, A& HESEN ppp pap sent-usernamefm SR ENAFBNEB |, HH
RiFRiZimikE, 5—MNEHFLAER LRATERusernamef TR E LA B/,

MREAEMBIE , T RERBHFDAEFTUNMREE. X TXERIE , 7w ER AR E Ly

T o

B B 7R
UTREHS LT 2BSHREERFEN PAP 4.
B RETRENHXHS

P75 (B P i) B I

interface BRIO

! ——- BRI interface for the dialout. ip address negotiated encapsulation ppp

! ——- Use PPP encapsulation. This command 1is a required for PAP. dialer string 3785555 class 56k
! ——— Number to dial for the outgoing connection. dialer-group 1 isdn switch-type basic-ni isdn



spidl 51299611110101 9961111 isdn spid2 51299622220101 9962222 ppp authentication pap callin

! --- Use PAP authentication for incoming calls. ! --- The callin keyword has made this a one-
way authentication scenario. ! --- This router (client) will not request that the peer (server)
authenticate ! --- itself back to the client. ppp pap sent-username PAPUSER password 7

! ——- Permit outbound authentication of this router (client) to the peer. ! --- Send a PAP AUTH-
REQ packet to the peer with the username PAPUSER and password. ! --- The peer must have the
username PAPUSER and password configured on it.

205 (BRS588) EC

username PAPUSER password 0 cisco

! —--- Username PAPUSER is the same as the one sent by the client. ! --- Upon receiving the AUTH-
REQ packet from the client, we will verify that the ! --- username and password match the one
configured here. interface Serial0:23 ! --- This is the D-channel for the PRI on the access

server receiving the call. ip unnumbered Ethernet0 no ip directed-broadcast encapsulation ppp

! ——-- Use PPP encapsulation. This command is a required for PAP. dialer-group 1 isdn switch-type
primary-ni isdn incoming-voice modem peer default ip address pool default fair-queue 64 256 0
ppp authentication pap

! --- Use PAP authentication for incoming calls. ! --- This router (server) will request that
the peer authenticate itself to us. ! --- Note: the callin option is not used as this router is
not initiating the call.

g i 4

Ei#id PPP PAP R , &£ debug ppp negotiation A1 debug ppp authentication %o &%
AERNEERE :

1. AR ERHEENT PAP ERSHRRIESE?

2. MRHEE , PAP BHRIFRERIN ?
SN THERREBMMEBEEZXLERBHER, HiESN T #debug pppthEit” , e84
REBENTEPPPH ERHEMFTERIRITRH ( @FEPPPEMR ) A R FARERE PPP i &
MHERBRER. NETHRPPPENMIELRNEZEE ( FHPAPZHCHAP) , S LPPP
(CHAPEPAP) SN EHERET | TﬂﬁPPPé&FﬁEﬁWﬂEFBﬁE%E’\J%EE’\Jﬁa‘*ﬁu.ﬁzlo
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maui-soho-01l#show debug
PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
maui-soho-0l#ping 172.22.53.144

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.22.53.144, timeout is 2 seconds:

*Mar 6 21:33:26.412: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

*Mar 6 21:33:26.432: BR0:1 PPP: Treating connection as a callout

*Mar 6 21:33:26.436: BR0O:1 PPP: Phase is ESTABLISHING, Active Open [0 sess, 0 load]

*Mar 6 21:33:26.440: BR0:1 PPP: No remote authentication for call-out

! ——- The client will not authenticate the server for an outgoing call. ! --- Remember this 1is a
one-way authentication example. *Mar 6 21:33:26.444: BR0O:1 LCP: O CONFREQ [Closed] id 82 Len 10
*Mar 6 21:33:26.448: BR0O:1 LCP: MagicNumber 0x2F1A7C63 (0x05062F1A7C63)
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! —--- Outgoing CONFREQ (CONFigure-REQuest). ! --- Notice that we do not specify an

authentication method, ! --- since only the peer will authenticate us. *Mar 6 21:33:26.475:
BRO:1 LCP: I CONFREQ [REQsent] id 13 Len 14

*Mar 6 21:33:26.479: BRO:1 LCP: AuthProto PAP (0x0304C023)

! —-- Incoming LCP CONFREQ (Configure-Request) indicating that ! --- the peer (server) wishes to

use PAP. *Mar 6 21:33:26.483: BRO:1 LCP: MagicNumber 0x3DBEE95B (0x05063DBEE95B) *Mar 6
21:33:26.491: BRO:1 LCP: O CONFACK [REQsent] id 13 Len 14

*Mar 6 21:33:26.495: BR0O:1 LCP: AuthProto PAP (0x0304C023)

! ——-- This shows the outgoing LCP CONFACK (CONFigure-ACKnowledge) indicating that ! --- the
client can do PAP. *Mar 6 21:33:26.499: BR0O:1 LCP: MagicNumber Ox3DBEE95B (0x05063DBEE95B) *Mar
6 21:33:26.511: BRO:1 LCP: I CONFACK [ACKsent] id 82 Len 10 *Mar 6 21:33:26.515: BRO:1 LCP:
MagicNumber 0x2F1A7C63 (0x05062F1.A7C63) *Mar 6 21:33:26.519: BRO:1 LCP: State is Open

! -——-- This shows LCP negotiation 1is complete. *Mar 6 21:33:26.523: BR0O:1 PPP: Phase is
AUTHENTICATING, by the peer [0 sess, 0 load]

! --- The PAP authentication (by the peer) begins. *Mar 6 21:33:26.531: BRO:1 PAP: O AUTH-REQ id
20 Len 18 from "PAPUSER"

! -—-- The client sends out a PAP AUTH-REQ with username PAPUSER. ! --- This username 1s
configured with the ppp pap sent-username command. *Mar 6 21:33:26.555: BRO:1 PAP: I AUTH-ACK id
20 Len 5
! --- The Peer responds with a PPP AUTH-ACK, indicating that ! --- it has successfully
authenticated the client.

FXZh Y [) PAP 36-F #9457 A 75 (BR 55 88) 1813t

maui-nas-06#show debug
PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
maui-nas-06#
*Jan 3 14:07:57.872: S$SLINK-3-UPDOWN: Interface Serial0:4, changed state to up
*Jan 3 14:07:57.876: Se0:4 PPP: Treating connection as a callin
! --- Since the connection is incoming, we will authenticate the client. *Jan 3 14:07:57.876:
Se0:4 PPP: Phase is ESTABLISHING, Passive Open *Jan 3 14:07:57.876: Se0:4 LCP: State is Listen
*Jan 3 14:07:58.120: Se0:4 LCP: I CONFREQ [Listen] id 83 Len 10 *Jan 3 14:07:58.120: Se0:4 LCP:
MagicNumber 0x2F319828 (0x05062F319828) *Jan 3 14:07:58.124: Se0:4 LCP: O CONFREQ [Listen] id 13
Len 14
*Jan 3 14:07:58.124: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- Outgoing CONFREQ (Configure-Request) ! --- use PAP for the peer authentication. *Jan 3
14:07:58.124: Se0:4 LCP: MagicNumber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan 3 14:07:58.124: Se0:4 LCP:
O CONFACK [Listen] id 83 Len 10 *Jan 3 14:07:58.124: Se0:4 LCP: MagicNumber 0x2F319828
(0x05062F319828) *Jan 3 14:07:58.172: Se0:4 LCP: I CONFACK [ACKsent] id 13 Len 14
*Jan 3 14:07:58.172: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- This shows the incoming LCP CONFACK (Configure-Acknowledge) indicating that ! --- the
client can do PAP. *Jan 3 14:07:58.172: Se0:4 LCP: MagicNumber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan
3 14:07:58.172: Se0:4 LCP: State is Open *Jan 3 14:07:58.172: Se0:4 PPP: Phase is
AUTHENTICATING, by this end
! --- The PAP authentication (by this side) begins. *Jan 3 14:07:58.204: Se0:4 PAP: I AUTH-REQ
id 21 Len 18 from "PAPUSER"
! ——- Incoming AUTH-REQ from the peer. This means we must now verify ! --- the identity of the
peer. *Jan 3 14:07:58.204: Se0:4 PPP: Phase is FORWARDING *Jan 3 14:07:58.204: Se0:4 PPP: Phase
is AUTHENTICATING *Jan 3 14:07:58.204: Se(0:4 PAP: Authenticating peer PAPUSER
! ——- Performing a lookup for the username (PAPUSER) and password. *Jan 3 14:07:58.208: Se0:4
PAP: O AUTH-ACK id 21 Len 5 ! --- This shows the outgoing AUTH-ACK. ! --- We have verified the
username and password and responded with an AUTH-ACK. ! --- One-way authentication is complete.
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1. WA FUNEKERES TIEF - M FORIEST :

ppp authentication pap
or

ppp authentication pap chap
or

ppp authentication chap pap

2. WA AT B 28 E AL & ppp authentication pap callin.

3. WIFF M5 IEHikElE ppp pap sent-username username password password @i , AR H
FENZBEEESRAHSF LNAF B MEBER,

4. EEOREBEENXT , EFWUERMBZ LEE ppp chap refuse i H. BRINBERT , BREHSRIS
X CHAP ER B HRRIEMIN. EFFin% EMITPAPERE A RS BREEMITPAPE CHAP
(papBt E /Y ppp authentication chap)f1E R T , BTLAEFAppp chap refuseds TIBEE F inY
PAP R ELE UL

maui-soho-01(config) #interface BRI 0
maui-soho-01(config-if) #ppp chap refuse

PAP Bl kK

MR 5 B EAFFPAPEN AN , BEPAPEEAMN , ERMBRATERA, B/BBRIEE,

1. WAIFF 5 EHE#ELE ppp pap sent-username username password password % , EF A
FPENZEEESKASR ENWAFANZRBTE,

2. XN FREIAUESR G , Wik imE EBEER S PPP PAP Sent-Username Username
Password password , AR AMZEBSREEEWURESR LNG ST, HRITXXEIAIER , 20
RN B EEHIPPP PAP Sent-Username Username Password password@n® , # 8
PPP% Fim= iz 58 Hl R F 2R £ , X8R & Rdebug ppp negotiation(kdebug ppp
authentication)#i H
*Jan 3 16:47:20.259: Se0:1 PAP: Failed request for PAP credentials. Username maui-nas-06
HIHNBEREERTEEEERE , M —ERXE®E.

3.3.RIEAFBNZBRESENEH EMppp pap sent-username username passwordin %5 A &l
BRARAFEFEZBER, MRENTFER , ELBIUTHEE -

*Jan 3 17:18:57.559: Se0:3 PAP: I AUTH-REQ id 25 Len 18 from "PAPUSER"

*Jan 3 17:18:57.559: Se0:3 PPP: Phase is FORWARDING

*Jan 3 17:18:57.559: Se0:3 PPP: Phase is AUTHENTICATING

*Jan 3 17:18:57.559: Se0:3 PAP: Authenticating peer PAPUSER

*Jan 3 17:18:57.559: Se0:3 PAP: O AUTH-NAK id 25 Len 32 msg is

"Password validation failure"

! ——— This is an outgoing AUTH-NAK. This means that the mismatch occurred ! --- on this

router. Verify that the username and password configured locally is ! --- identical to that
on the peer.
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