ECEMDS LDAP

AXHERE T ZRBEIRH(MDS) LEARLDAP ( BEH B FIFRIMNIN ) REN RAIEE., E5|H
T—8aT , LBRIINRH K IEZTNX-OSHMDSRRHL LW EE.

LDAP R =it 15 A Cisco MDSIRZH A F IR E S KIF, LDAPRSEREZEUNIXTFEWindows NTL
B3 EiZ1THILDAPSFH R FIBIBRE R4, 7ECisco MDSi®%& FEEMLDAPIIRER A28 , &
ARG A H EELDAPIRS 25 -

LDAPIZ{#t B4 H B 3 U MR R HE. LDAPARFENGRIEHIRSES ( LDAPSFHER ) |, LA
ARESNMNRFZEHRIENIRN. BNMNRFZSHUUBERBCHBIERE , UEF R ZRSFIAMNE
EATANEMRS , E4ABUR TR RERIhEE

LDAP% = i/ fR 55 82 LR TCP ( TCP¥%M389 ) RAE LA ER, Cisco MDSIR%E £ FALDAPH
WRHEEHHHRIE,

FRFM
ER

BRI E Bific & M iEActive Directory(AD)A ik~ ., B8l , Cisco MDS3 #FDescription#l
MemberOffE A B & . ELDAPRGSHRFTFEAXLEEMEERAFAL,

SERRAH

AR PHEBBEZITNX-OSHRZA6.2(7)IMDS 9148 Elis, FEKEEMNER T HMDSF
A FINX-OSHRAS, Mk LDAPARS 831 F10.2.3.7,

ANHEPHNEEHRETREXRENEFHNRFEEN, AXEFEANARRZRNERAR
th(BIA) BE. MREEANREXING , BTHEALELTHRMAGSHEERE,

[T



FEMDSKIRAL LM AL TS , RGBT 2 F 5 778 R TIRE -

aaa authentication login console local

B RLDAPITheEH SR TIRABEMNAF, . Bl EH“AdmIn” :

feature ldap
ldap-server host 10.2.3.7 rootDN "cn=Admin, cn=Users,dc=ciscoprod,dc=com"
password fewhg port 389

Iat | ENELDAPRRSE S ERIZ AP ( Micpam ) » TEdescriptionE i , FMLATEE -

shell:roles="network-admin"

BETX, aXBNY , SFEQNEEBERME, LT R DescriptionfMMemberOfE 7= Jy attribute-
name:

3 FiREE

ldap search-map sl

userprofile attribute-name "description" search-filter "cn=$Suserid"
base-DN "dc=ciscoprod,dc=com"

% FMemberOf:

ldap search-map s2

userprofile attribute-name "memberOf" search-filter "cn=Suserid"
base-DN "dc=ciscoprod,dc=com"

Flan  MBEX=ANAF 2ADERSE R HabcHH T , MIMDSKH A MEEFEAFTENRAYENA
& & #rabc,

BAFP1— fHabclIpK A
A2 — HabclI K A
BAP3— 4 Rabe

role name abc
rule 1 permit clear
rule 2 permit config
rule 3 permit debug
rule 4 permit exec

rule 5 permit show
WE , MBUser1 B KB , H# B HNLDAPEE T & EmemberOf , M AUser1 2B T EBFAE
EE A NRK A ®abe,

fit EmemberOfE EBTIEBE RN ER,

1. RN ABEZHBEADRSB[AZFTE |
2. TEADPRSS 88 £ 81722 & H “network-admin”® 4 , H[FrrE 4 E A P BELE Hnetwork-admin4A #Y B

Do

X



- memberOfE 41X ZWindows AD LDAPARS 88X #F, OpenLDAPRRS T2 4F
memberOff& 1%,
— XNX-0S 6.2(1) R E & iR A X FmemberOffit &

BETX, FREYNBHOESHRIE, ENMICKAAA)E , HHEZHCIZNLDAPIE RIS,
MBIFR | 48 7] LURTE B % T 4 f DescriptiongiMemberOf, EAE RN RIS  s1ATFHEAS
HRITM AR, MR EFEHAMemberOf5E K H M RUE , AT A As2,

aaa group server ldap ldap2
server 10.2.3.7
ldap-search-map sl

aaa authentication login default group ldap2

Sk HEEERELDAPRRSS B2 B A R AT R S O IRIEIRE N A, XR AR E :

aaa authentication login default fallback error local
Biur
FERAARBD TEIARBERSERET.

EMMDSK A FWIFLDAPRABERE T/ , HEAUATN

MDSA# test aaa group ldap2 cpam Cisco_123
user has been authenticated

MDSA#

TP HEBR
Ao R T AT XRE R T HEHRIEL,

BRI CLI 2#M8 (PCEATEMER ) XEFEL show BH. EEEFEX show i SHEN DT |, &
FEARR CLI 24785

RATHRBEN - EERBTU TR

- show Idap-server

- show Idap-server groups

- show ldap-server statistics 10.2.3.7
- show aaa authentication

MDSA# show ldap-server
timeout : 5

port : 389

deadtime : 0

total number of servers : 1

following LDAP servers are configured:
10.2.3.7:
idle time:0



test user:test
test password: *****xxx
test DN:dc=test,dc=com

timeout: 5 port: 389 rootDN: cn=Admin,cn=Users,dc=ciscoprod,dc=com

enable-ssl: false

MDSA# show ldap-server groups
total number of groups: 1

following LDAP server groups are configured:

group ldap2:

Mode: UnSecure

Authentication: Search and Bind

Bind and Search : append with basedn (cn=Suserid)
Authentication: Do bind instead of compare

Bind and Search : compare passwd attribute userPassword
Authentication Mech: Default (PLAIN)

server: 10.2.3.7 port: 389 timeout: 5

Search map: sl

MDSA# show ldap-server statistics 10.2.3.7
Server is not monitored

Authentication Statistics

failed transactions: 2

successful transactions: 11

requests sent: 36

requests timed out: 0

responses with no matching requests: 0
responses not processed: 0

responses containing errors: 0

MDSA# show ldap-search-map

total number of search maps : 1

following LDAP search maps are configured:
SEARCH MAP sl:

User Profile:

BaseDN: dc=ciscoprod,dc=com

Attribute Name: description

Search Filter: cn=$Suserid

MDSA# show aaa authentication
default: group ldap2

console: local

dhchap: local

iscsi: local

MDSA#

HXRER

. Cisco MDS 9000& 5INX-OSZ £ Bl B — &l ELDAP
- BARFZFERH - Cisco Systems
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