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Certificate Configuration Related Links: m
-i"|: Regenerste | @ | Downioed Li_l,‘ Generate CSR

r Status

@ Status: Ready

rCertificate Settings

File Mame CallManager.pem

Certificate Mame CallManager

Certificate Type ceris

Certficate Group product-cm

Descripkion Certificate Signed by JASBURNS-AD

= Certificate File Data

[ -

Version: W3

Senal Mumber: 155841 3430003544631 841 81

Signaturaslgorithm: SHALwithASA (1.2.840.113549,1,1.5)

Issiuar Name: CHN=JASBURNS-AD, DC=bbbburns, DC=lab

Waldity From: Wed Jul 27 120:00:30 EDT 2011

To: Fridul 27 10:10:30 EDT 2012

Subpect Narme: CHN=CUCME-Publisher bbbburns lab, QU=TAC, G=Ciscn, L=RTP, 5T=North Caralina,
C=lSs

Key: REA (1.2.840,113549.1.1.1)

Eey value:

A0a1890281a100d265Facafdo0easfecfde ca26fLE9e1 74307 7Td8009dcc7bedzbSad62968b4aa649a2 1ab42 7434
f0377Hcadeizacidlazaza9ead 24 7004439652 2aba0a3200555a280 2dEb071 2216 7ebfSe 9191 bacS0eDect 90
A4S 0AcH0]1 545525 d5ddabS99 7708 TIa50142b902bAbAL 2321 bAaaTAS1fEF0 T DS AS0984d0FA1 T0ob SadbocSF1d0
203010001

Extensions: 7 prasent

m

Extension: ExtieyUsageSyntax (O1D.2.5.29.37)
[ Critical: false
Usage oids: 1,3.6.1.5.5.7.3.1, 1.3.6,1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5

Extension: KeyUsage (OI0.2.5,.29,15)
Critical: false
| Usages: digitalSignature, keyEnciphermeant, dstaEncipherment,

I—[ Regenerate |  Download | | Generate CSR ]

ErCallManager.pemif £ 287 , CUCMBR S 858 F i R 4R BB AE AV ITL I 4
show itliF S IEE X CUCMBRFZ BIRIEERACLINZ £ AR (SSH) AR E REITLX 4N ZTERE,
AWE—DHBERRZBEXY , N SLEFEANTSEEAL,

F—BIRLEEFEE. EEERRZAFZXHERESEN M. AHE RHIENESZHIN
CallManager.pemiE < Bx I TFTPFA%A

<#root>
admin:

show itl

Length of ITL file: 5438
The ITL File was last modified on Wed Jul 27 10:16:24 EDT 2011

Parse ITL File



Version: 1.2
HeaderLength: 296 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 110

4 SIGNERNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

5 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

6 CANAME 15 CN=JASBURNS-AD

*Signature omitted for brevity*

ETRNENDBoEBEEHE —MEHKFunctionSHHWAE, E— DR RSEEHE
o XETFTPAANE S,

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-PubTisher.bbbburns.1ab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

T—/NZhEERCCM+TFTP, XtBRTFTPA4A , ATRIUEMER TN TFTPE B X+,

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERIALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)



T—ANYEERTVS, BiEEENSNTVSRS RN AABE —IMKE,
X, BERANELFTVSRS RN EZEEEFRE(SSL)21E,

ITL Record #:3

BYTEPOS TAG

1 RECORDLENGTH

2 DNSNAME

3 SUBJECTNAME

4 FUNCTION

5 ISSUERNAME

6 SERTALNUMBER

7 PUBLICKEY

8 SIGNATURE

11 CERTHASH

12 HASH ALGORITHM

LENGTH VALUE

2 743

2

76 CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

2 TVS

76 CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

8 2E:3E:1A:7B:DA:A6:4D:84

270

256

20 C7 E1 D9 7A CC BO 2B C2 A8 B2 90 FB
AA FE 66 5B EC 41 42 5D

1 SHA-1

ITLX R ITENTRE —NIIBERIEBMA VB IEINEE(CAPF),

LEER R RIERM BICUCMBRS 238 LMCAPFIRS N T £k , LEBREIURENERSHE

FiF$(LSC),

ITL Record #:4

BYTEPOS TAG

1 RECORDLENGTH

2 DNSNAME

3 SUBJECTNAME

4 FUNCTION

5 ISSUERNAME

6 SERTALNUMBER

7 PUBLICKEY

8 SIGNATURE

11 CERTHASH

12 HASH ALGORITHM

LENGTH VALUE

2 455

2

61 CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

2 CAPF

61 CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

8 OA:DC:6E:77:42:91:4A:53

140

128

20 C7 3D EA 77 94 5E 06 14 D2 90 Bl
Al 43 7B 69 84 1D 2D 85 2E

1 SHA-1

The ITL file was verified successfully.

T—Ha N RRERHNRENZEER.
BiE T EITLRMBEE XX



BiE B HIREUPH A MTFTPARSZ Bttt [ |, B B RCTLAITLIX .

WHBESHRE SIHITLXHHBEIFER, MRS IEtftp.opcode ==1 , BLEFXRKBBFENEFN
TFTPIRERE R :

HS-!-: Pz = B g - WG ik = = i3

fim Fdb  Wiewr G Capture Rnabrs  Sdatices T !'l'l'ﬂ-\l._l Tnnle  Help

" v | [ C - - T = [y | s — g = s : .\:
2 Eaea BEX@LE e+ aTL2/I|EE A/ 28 & 3
Ciken  Hipopcode == 1 w [Egrssman., Clew Apply

Fru. Tirme Sharie Jeslinsbian Probocol [nlfa
282 15:20:ZBE.B48:.14_48.44. 202 14.4E.44_.21 TFTIP nzad Logaest, File: CTLSEPOOL1Z1 AL AES ., £ 000, -
Qs 13:20::% 033.14.48.44. 202 14.4E.44.20 TFTF Pz=ad ReEquest, File: ITLSEPOOILZL Al aEZ . 000, -
d4/% 182025, FLF 1. 448,44, 202 14.4E.44.80 TFTP  Re=ad Request, Fil=: SEFOLLLSL£1LES.cnf.an™ . sgnhi
%2 A5:; 2040, BYa 14 48,44, 202 1d4.4E6.44.80 TFTP  FRagad Regquesi, File: fzupeabar, jar.=ermodd, Transd

F] i

krana 383! 77 bytes cnowira (ELE aits), 77 byTas caprured fAl6 bits)
Ethe~nec IL, Sre: Cdsco Sadla:es (00:11:21:%a:la:e3), DsT: Wmears_Q5:05:6? (00:50:596:B5:&52E67)
BoZ.1o wHrtueal AW, FRIZ 3, CFI: O, IO: £44
Inte-net Frotocal, Src: 14,488 44, 207 (14 48,43, 2027, Dst: 14.48.44. 80 [(14.49.4<2, BO)
L=er Datapram Protoccl, Src Port: 30458 (804537, D=t PFo-z: tftp (&3d
Trivial File Trar=far Fratocol
[ZFow e File; CTLZERPUCLL Aol nEs, L]
opLodes Reald Sequast [0
SodrsE BEilal crosEeGll T SR Ed Ty
Tyd@! OCTET

E Frarew (Trarna], 77 bnglas Fackwu 1T37 Displigec: & Sarkod: 0 Load tres: 00060 B

BT REKIMNTFTPERCTLMITLX Y , REBELFEREZEENH.
A LM EBEIEWebREREE RULTANBERHEBEE

L | betpdd 1A AS A NE A GL s ey ceskilit Tedsprer=dedce kst sticy conclalm - | (™ F"I T CIICO 3ELLO mAnager ,.-:.:'

i ran] e Console Logs
CISCO

Zisco Unified IF Phone CP-727005 [ SEFODLLI2ISATAES )

Clesc e Inbormshne JES celve Teek D g Lo
JES/cacheTze k. fd La.Log
TF5/eachedomd
Metwork Statistics Fhieachadng?
TS/'cachednps
SFS/cachedogd
SFSicacheduys

Metweark Configurabon

Etherret Inlmioation

Hetarork

Device Logs

Conanle Logs



B, BiEER—ICTLXH , BIIWT ¢

837: NOT 09:13:17.561856 SECD: tl1RequestFile: Request CTLSEP0011215A1AE3.tlv
846: NOT 09:13:17.670439 TFTP: [27]:Requesting CTLSEP0011215A1AE3.tlv from
14 . 48 . 44 . 80

847: NOT 09:13:17.685264 TFTP: [27]:Finished --> rcvd 4762 bytes

BETR, BEEFER-MTLXH :

868: NOT 09:13:17.860613 TFTP: [28]:Requesting ITLSEPO011215A1AE3.t1v from
14 . 48 . 44 . 80
869: NOT 09:13:17.875059 TFTP: [28]:Finished --> rcvd 5438 bytes

BB E I IE I TL R B & S0
TRITLXHRE , BHX EBTHRIE, W, BiFTAFSRRES | BEASTREN BRAERS.

o BHIERFEECTLRITLX M4 , RAEITLAZ , EHFPrepare Cluster for Rollback to Pre 8.0 %,
FEHRET , BEEEEETEHNT —ANCTLRITLXH , HEEEALESE,

- BIEEE—CTL, BEZEITL, EXFREIT , REECTLXH4HHPHCCM+TFTPIIEE ] LAk
iERt , BEFEEITL,

« BIEEELE —/CTLHM—NMTLX M, ELEREIS T, BESRITISETEN XSRS ECTL,
ITLRTVSARF as PRI & T,

TEHE—NEEE , NERFNARITZEE XEHEMHTTPSIES



Certificate or
File
Downlozaded

Yes

ignature ir
CTL?

Yes

Ho
Verify 550 Handshake

Ves

Add Ertry to
Tvs Cache

T ~

H'c- Yes

Establish 5L
Connection to —Connection Succesded
TV Server

Ye rification

Connection Failed

More TVS Yes
Sersers?

Mo



File sign verify SUCCESS; header length <296>

HTBEETHRTCILMITLYY , RENX—RiE , ERBRELZBNEE XM,
XEAREEERETCTILNITLNEERBETFTPRSHRERE , REEREB XM !

917: NOT 09:13:18.433411 tftpClient: tftp request rcv'd from /usr/tmp/tftp,
srcFile = SEP0011215A1AE3.cnf.xml1, dstFile = /usr/ram/SEP0011215A1AE3.cnf.xm]l
max size = 550001

918: NOT 09:13:18.457949 tftpClient: auth server - tftpList[0] = ::ffff:

14 . 48 . 44 . 80

919: NOT 09:13:18.458937 tftpClient: Took up server - 0

920: NOT 09:13:18.462479 SECD: TookupCTL: TFTP SRVR secure

921: NOT 09:13:18.466658 tftpClient: secVal = 0x9 922: NOT 09:13:18.467762
tftpClient: ::ffff:14 . 48 . 44 . 80 is a secure server

923: NOT 09:13:18.468614 tftpClient: retval = SRVR_SECURE

924: NOT 09:13:18.469485 tftpClient: Secure file requested

925: NOT 09:13:18.471217 tftpClient: authenticated file approved - add .sgn
-- SEP0011215A1AE3.cnf.xml.sgn

926: NOT 09:13:18.540562 TFTP: [10]:Requesting SEP0011215A1AE3.cnf.xml.sgn
from 14 . 48 . 44 . 80 with size Timit of 550001

927: NOT 09:13:18.559326 TFTP: [10]:Finished --> rcvd 7652 bytes

THEZLENERENHE , BELTRFBITLRNCCM+TFTPIIREX H#t 1T H A RIE :

937: NOT 09:13:18.656906 SECD: verifyFile: verify SUCCESS
</usr/ram/SEP0O011215A1AE3.cnf.xml>

RAEFH R BIFERRATVS

ITLXHFRE—NTVSEE , EFEEECUCMIRSEETCPIR 02445 Lz T TVS RS RYIE$

TVSHE#UECallManageriRF W FTE AR5 88 £151T. CUCM TFTPHRS £ A E Bl E #YCallManagerd
EHERE XS PR BIESTBFKRWTVSIRS 855X

BEXKAMA—BCUCMEESER. EETRCUCMERF , —MEERSAUF=TVS%.E
, ZBIER CUCMA R B NCUCMIM R — 1,

WRHIERT R TIPHEFE LM DirectoriesiZHlE 2 X £ 4B R, BFXKURLEENHTTPS , HILE
EEWEIk B B &R FMTomeat WebiE$,

It Tomcat WebiE$ ( BERSEE hftomcat.pem ) RMF B EFS , AU BEFSMETVSER
FREXE P 3 1T B B RIE,

BRAXEMNGHA , BESRZBNTVSHIRE, LUTRBEEFERFEATNAA !



B AEHEIHRURL:

1184: NOT 15:20:55.219275 JVM: Startup Module Loader|cip.dir.TandunDirectories:
? - Directory url https://14 . 48 . 44 . 80:8443/ccmcip/xmldirectory.jsp

XEEERIFNSSLAARERS(TLS)REHTTPAE,

1205: NOT 15:20:59.404971 SECD: clpSetupSs1: Trying to connect to IPV4, IP:
14 . 48 . 44 . 80, Port : 8443

1206: NOT 15:20:59.406896 SECD: clpSetupSs1: TCP connect() waiting,

<14 . 48 . 44 . 80> c:8 s:9 port: 8443

1207: NOT 15:20:59.408136 SECD: clpSetupSsT1: TCP connected,

<14 . 48 . 44 . 80> c:8 s:9

1208: NOT 15:20:59.409393 SECD: clpSetupSsl: start SSL/TLS handshake,

<14 . 48 . 44 . 80> c:8 s:9

1209: NOT 15:20:59.423386 SECD: srvr_cert_vfy: Server Certificate
Validation needs to be done

B E ERIFSSL/TLSIRSSEBEAMNIERERECTLY, RF , BiFEERITLXHTRNEK , UEF
EE I PTHE I,

R REERE R HTTPSIERRAECTLH” , XEMREECTLRITLRHKAZESR"

1213: NOT 15:20:59.429176 SECD: findByCertAndRoleInTL: Searching TL from CTL file
1214: NOT 15:20:59.430315 SECD: findByCertAndRoleInTL: Searching TL from ITL file
1215: ERR 15:20:59.431314 SECD: EROR:https_cert_vfy: HTTPS cert not in CTL,

<14 . 48 . 44 . 80>

ERECTLMITLYHMNEBRANBRUREIERE , BiEETRRENETVSER,
MBBEFHFIEETVSIRESRIER THBILED , NXEHERN TEHINEHE,
MBERFEEFRABHTTPSIES |, BAUSTVSIRSBASE I TCPIER,

1220: NOT 15:20:59.444517 SECD: processTvsCIntReq: TVS Certificate
Authentication request

1221: NOT 15:20:59.445507 SECD: TlookupAuthCertTvsCacheEntry: No matching
entry found at cache

1222: NOT 15:20:59.446518 SECD: processTvsCIntReq: No server sock exists,
must be created

1223: NOT 15:20:59.451378 SECD: secReq_initClient: cInt sock fd 11 bound
to </tmp/secClnt_secd>

1224: NOT 15:20:59.457643 SECD: getTvsServerInfo: Phone in IPv4 only mode
1225: NOT 15:20:59.458706 SECD: getTvsServerInfo: Retreiving IPv4 address
1230: NOT 15:20:59.472628 SECD: connectToTvsServer: Successfully started



a TLS connection establishment to the TVS server: IP:14 . 48 . 44 . 80, port:2445
(default); Waiting for it to get connected.

ﬁlE'.TI BSTVSEFHIEERSSL/TLS ( ZREHTTPRHTTPS ) , At B REZRFECTLENITLE
T ORI,

MR—AYIEE |, TVSIRFB|IUEPRAREITLXHNTVSIHEEF K E. SR EAITLXHHRYITLIEFKH#3,

1244: NOT 15:20:59.529938 SECD: srvr_cert_vfy: Server Certificate Validation
needs to be done

1245: NOT 15:20:59.533412 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from CTL file

1246: NOT 15:20:59.534936 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from ITL file

1247: NOT 15:20:59.537359 SECD: verifyCertWithHashFromTL: cert hash and

hash in TL MATCH

1248: NOT 15:20:59.538726 SECD: tvs_cert_vfy: TVS cert verified with hash
from TL, <14 . 48 . 44 . 80>

I ! BIENESTVSIRFSHEEZEERE, T—FR1\RETVSRS 8 ‘Hello , Do | trust this

Directories server certificate ?”

HRBIERTIZEBHNER — EROWEA , RRKZ (TR ) .

1264: NOT 15:20:59.789738 SECD: sendTvsClientReqToSrvr: Authenticate
Certificate : request sent to TVS server - waiting for response

1273: NOT 15:20:59.825648 SECD: processTvsSrvrResponse: Authentication Response
received, status : O

HTTVSHMB RS , Rt ZIEHHNERLGREFRNEZEFS.

XEKRE , MREBEZETRME6,400% A B IXZEDirectoriesiZHl , M FEEBKRRTVSIRS 25 ARIE
'LIE:F—"O ft}\/l:l%:% |E_|2|Ki‘|i7,%ﬁo

1279: NOT 15:20:59.837086 SECD: saveCertToTvsCache: Saving certificate
in TVS cache with default time-to-live value: 86400 seconds
1287: ERR 15:20:59.859993 SECD: Authenticated the HTTPS conn via TVS

&fE , BRIIEER XRS[VEZRE AL,

1302: ERR 15:21:01.959700 JVM: Startup Module Loader|cip.http.ae:?
- Tistener.httpSucceed: https://14 . 48 . 44 . 80:8443/ccmcip/



xmldirectoryinput.jsp?name=SEPO011215A1AE3

AR RTVSE{THICUCMARSS 88 L R TR KI R Bl. BT SUE A BREE — KAt i 12 TR(RTMT) £
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Atarm w Trace = Tools = Snp v CalHome »  Hep w

Trace Configuration

— Statiis
@E.I:a:ug ! Ready

~Select Server, Service Group and Service

-
Tervar 14 48 .44 A0 » | GO |
H [
Service Group® oo ey Services - | Go.]
service® Ciseo Trust Venficabon Service (Achve) » L0 |

apply to All Modes

Y] Trace oOn

~Trace Filter Settings

Debug Trace Level Detailed -

Y] Cisen Trust Verfication Service Trace Fields
¥ Enable &l Trace

Device Name Based Trace Monitoring

Selack Devices

Include Non-device Traces

- Trace Dutput Settings
Maxirnum Mo, of Files* 2

Maximum File Size (MB)I®

| Save | SetDefsult |

@*‘ - indicatas required itam.
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CUCM TVSEZEERESBIENSSLETF , BFHRRITVSHEXTomcatiEH , RFTVSHE R RIEPH

FETVSIEH 1748 X TEL,

15:21:01.954 | debug 14 . 48 . 44 . 202: tvsSSLHandShake Session ciphers - AES256-SHA
15:21:01.954 | debug TLS HS Done for ph_conn .

15:21:02.010 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
15:21:02.011 | debug tvsGetIssuerNameFromX509 - issuerName : CN=CUCM8-
PubTisher.bbbburns.1ab;0U=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US and Length: 75
15:21:02.011 | debug CertificateDBCache::getCertificateInformation -
Certificate compare return =0

15:21:02.011 | debug CertificateDBCache::getCertificateInformation -
Certificate found and equal

15:21:02.011 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

TVSIE$HZ % 20S Administration > Certificate Management® T H @ &K FIEIEBHI TR,

FHRIUERFITLRESCUCM ITLIUE



B PERR AP R I — N E IR B RS TR BRITLIC A | SARR R ST I AE (A
BANFEERBRITLXMH , EREEBREMARXERMAR S FEMBRITLIH.

- B FNITLXHNZEECM TFTPIRS 88 LMITLXHHEE T LA,
o ITLXHAFBTVSER STVSRHRIESFITE,

« HEEZEHTHITLXARE B4R, 2R BIERK,

- FEEIETFTPRAMANZ S,

T REERRMNRENITE,
Bt , AL CUCM EFEENITLXHNREN S BENITLXHHREMET LR,

BEl , TEMCUCMAEEEFCUCM EITLXHAIMD5sum |, BrRIEEIz1TH Btk Cisco bug ID
CSCt06020989 & &£ 12 FF HI R &,

EIERE , FEAEERNCUITICLIEFZTILTE !

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ tftp 14 . 48 . 44 . 80
tftp> get ITLSEPO011215A1AE3.tlv

Received 5438 bytes in 0.0 seconds

tftp> quit

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ md5sum
ITLSEPO011215A1AE3.t1v

b61910bb01d8d3alc1b36526cc9f2ddc ITLSEPO011215A1AE3.t1v

X FKREACUCMAITLX HHIMD5sum 7y b61910bb01d8d3a1c1b36526cc9f2ddc.

DE , BANEERELRS , UBEMHI ZEENITLXANRS | RE>Z2RE>EEIR,


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
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=l 16:57 08/08/11 8011001
1 Trust List

2 CTL File
60 91 BA 99 F5 77 D9 B3 68

A32D B32EOF B3 76

.EJ_.|’.' select Security Setting

_ Select _ Exit

XRAMDSHMILHL, XZKE B E ENITLX A SCUCM LR SR | &tk 35 B M BRiZ S04

WMREE | BFERET —MRE —BEITLANTVSIEBRESTVSRHEMIEB TR, WERES
MASEEES .

B EEEEITCPIEO2445 L TVSIRS S8/ S iE I R 43k,

EWiresharkF AR E HZ BB RPN EALIEZ , £EDecode As , ARFIEESSL, ERM TR
RS BFEP :
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<#root>
admin:

show itl

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 743

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publ1isher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 TVS

5 ISSUERNAME 76 CN=CUCM8-Publisher.bbbburns.lab;

OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
6 SERIALNUMBER 8 2E:3E:1A:7B:DA:A6:4D:84
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MAERKEENILP RCallManager.pemit$, IEBIFARATFEEFRETFTPEREXH , EFERE
ITL

R B FH 4 HK CallManager.pem3X# |, N &ERAFAFAERFTHCCM+TFTPIER, ke | ITLXXH
MEFRAXNHBCCM+TFTPRAHITEE,

B4 K CallManager.pemHA EF B TVSHMTFTPIRE G , Bif B s A EXTER

1. BEZRAMNTFTPIRE S TH TN CCM+TFTPESMETITLI 4, e , BiERBIHMNITLXH
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ITL,
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6. BMEFHITLUR , TIEBNEEXHHAFHRIITLR IR,

« Y171 E R EH &£ R CallManager.pemA TVS.pemiEH,

. MREHFEMRTVS.pemsiCallManager.pem , WA REFBHTVSHMTFTPHEB LT , FHE
IREVETBIITLII

« CUCMWBRHIMRALBEHNBHBEFEE , HEIIBREFRERNBESHF,
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https://supportforums.cisco.com/docs/DOC-15799,

MR E

CallManager.pemif B FMFAABE L RERE RSK(DRS)HITED, MBREETFTPIRS ST , M ATM
ZFHPFERE , UETUIREFE,

R RS EF L& B CallManager.pem#Lff , A IBFHANHBNITLEERSEEELANEE X,

MREBTHEABRMNZHPMNRE , VeSS ERECRABHBIE NETEAEE. XREANT
BEMS , LENEANERRTRNES,

B 1NER2OMREMXNTERKE, MREFLES FCisco Bug ID CSCtn50405 , MDRSE 312
& CallManager.pemifE$.,

X &S BN Z 01 R EMRS S 4E BRI PITLIX M | B F 4 K #TBY CallManager.pem,

MRREHMEEZTHTFTPRS S|/ ARTHZ D MERRE , XTREREFEENEEPHERAIE
ITLXX

ERIFREEEFHE K CallManager.pemX# , B Ashow itlin T , REWA :

run sgql select c.subjectname, c.serialnumber, c.ipv4address, t.name from
certificate as c, certificatetrustrolemap as r, typetrustrole as t where c.pkid =
r.fkcertificate and t.enum = r.tktrustrole

EITLRET K EERNETEHRTE

This etoken was not used to sign the ITL file.

gl

Verification of the ITL file failed.
Error parsing the ITL file!!

LN ERES(SQLENERER S HRIEMBR B EIEF.

BEESHRBRIEMRNACRYN E— M REEEHFHCalManager.pemit i B A EIMERIERZE
BifHEBEMRT A,

MEBE 2 AIAERE , NEBMNIRERZ M IT A CallManager.pemilE $ F T,
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