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AR BTZRER , ket HPHEETEREE =T,

Ti me stanp Oig | P address Dest | P address Prot Msg Data

Rk S Sk S S R R R S R S R kS R R O Sk kS R R ok S Sk R

* 03 SNOOPER | NFO Snooper is listening on interface "hnel".... *

EE R O S O O O S S O S R R O S I O S O

14:07: 33. 450567 1-002-1[ 02065] 1-010-1[02129] ITU ISUP. -> | AM (01) Cl C=00062
CDPN=1492169679F CGPN=9678
SLS=14 Pr:0 Ni: NTL

Rk R b S b S S R R O S R R T b b S Sk EI'AI L Rk S b S b S R R S R R T b o S S

ac 62

VESSAGE TYPE 0x01 IAM - Initial_Address_Msg
NATURE_OF CONNECTI ON 0x06

LENGTH: 0x01 FI XED DATA 0x00

SATELLI TE | ND 0 no_satellite_circuit_in_connection

CONTI NUI TY CHECK | ND 0 Continuity_check_not_required

ECHO SUPPRESSCR | ND 0 outgoi ng_hal f _echo_suppressor _not _i ncl uded
FORWARD CALL | ND. 0x07

LENGTH: 0x02 FI XED DATA 0x20 0x01

NATL/ | NTL CALL | ND 0 incom ng_national _call
END- TO- END METHOD | ND 0 no_end_to_end_net hod_avail abl e
| NTERWORKI NG | ND 0 no_i nterworki ng_encount ered
END- TO- END | NFO | ND 0 no_end_to_end_informati on_avail abl e
I SUP | ND. 1 I SUP_used_al | _t he_way
| SDN PREFERENCE | ND 0 isdn_up_pref_all _the_way
1
0

| SDN ACCESS | ND. originating_access_I| SDN

SCCP Met hod no indication
CALLI NG PARTYS CATEGORY 0x09

LENGTH: 0x01 FI XED DATA 0x0A

CALLI NG PARTYS CATEGORY 10 ordi nary_subscri ber_precedence_l evel _1
TRANSM SSI ON MEDI UM REQUI RED 0x02

LENGTH: 0x01 FI XED DATA 0x00

TRANSM SSI ON MEDI UM REQUI RED 0 speech
I NDEX TO CALLED PTY ADDRESS 0x02

I NDEX TO OPTI ONAL PART Ox0A
CALLED PARTY NUMBER PARM 0x04
LENGTH: 0x08 VAR, DATA 0x82 0x90 0x41 0x29 0x61 0x69 0x97 OxO0F
ODDY EVEN | ND 1 odd_nunber _of digits
NATURE OF ADDRESS | ND 0x02 Cal | ed_reserved_for_national _use
I NTERNAL NETWORK PARM 1 routing to internal network nunber not allowed
NUMBERI NG PLAN 1 | SDN_Tel ephony_Nunberi ng_Pl an
DA TS: 1492169679F
EXTENSION DIG T F -ST
OPTI ONAL PARAMETERS:
CALLI NG PARTY ADDRESS Ox0A
LENGTH: 0x04 OPT. DATA 0x02 0x11 0x69 0x87
ODDY EVEN | ND 0 even_nunber_of digits
NATURE OF ADDRESS | ND 0x02 Cal ling_reserved_for_national _use
NUVBER | NCOVPLETE | ND. 0 conplete
PRESENTATI ON | ND. 0 address_presentation_all oned
SCREENI NG | ND. 1 user_provi ded_passed_networ k_screeni ng
NUMBERI NG PLAN 1 | SDN_Tel ephony_Nunberi ng_Pl an
DA TS: 9678
RESERVEDY UNKNOWN OPT PARM 0x3D
LENGTH: 0x01 OPT. DATA Ox1F
USER SERVI CE | NFO 0x1D
LENGTH: 0x03 OPT. DATA 0x80 0x90 0OxA3
EXTENSI ON BI T 1 last_octet
CODI NG STANDARD 0 CCI TT_codi ng_st andard

BC | NFO TRANSFER CAP 0 transfer_speech



EXTENSI ON BI T 1 last_octet

TRANSFER MODE 0 circuit_node
| NFORVATI ON TRANSFER RATE 16 rate_64_kb_per_s
EXTENSI ON BI T 1 last_octet
USER LAYER | DENTI FI CATI ON 1 user_info_layer_1 protocol
MULTI PLI ER/ PROTOCCCL | D 3 A |l aw_speech
END OF OPTI ONAL PARAMETERS 0x00
kkhkkhkhkkkkhkhkhkhkkkhkhkhkkkk*k ENDO: 'VBG kkhkkhkhkkkkhkhkhkhkkkhkhkhkkkk*k

14:07: 33. 607918 1-010-1[02129] 1-002-1[02065] ITU 1SUP. -> | AM (01) CI C=00001
CDPN=92169679F CGPN=9678
SLS=01 Pr: 0 Ni:NTL

LR R S T [EI’AI L Rk R S S O I O

clc 1

VESSAGE TYPE 0x01 IAM - Initial_Address_Msg
NATURE_OF_CONNECTI ON 0x06

LENGTH: 0x01 FI XED DATA 0x00

SATELLI TE | ND 0 no_satellite_circuit_in_connection

CONTI NUI TY CHECK | ND 0 Continuity_check_not_required

ECHO SUPPRESSCR | ND 0 out goi ng_hal f _echo_suppressor_not _i ncl uded
FORWARD CALL | ND. 0x07

LENGTH: 0x02 FI XED DATA 0x20 0x01

NATL/ | NTL CALL | ND 0 incom ng_national _call
END- TO- END METHOD | ND 0 no_end_t o_end_net hod_avail abl e
| NTERWORKI NG | ND 0 no_i nterworki ng_encount ered
END- TO- END | NFO | ND 0 no_end_to_end_informati on_avail abl e
I SUP | ND. 1 | SUP_used_al | _t he_way
| SDN PREFERENCE | ND 0 isdn_up_pref_all _the_way
1
0

| SDN ACCESS | ND. originating_access_I| SDN

SCCP Met hod no indication
CALLI NG PARTYS CATEGORY 0x09

LENGTH: 0x01 FI XED DATA 0x0A

CALLI NG PARTYS CATEGORY 10 ordi nary_subscri ber_precedence_l evel _1
TRANSM SSI ON MEDI UM REQUI RED  0x02

LENGTH: 0x01 FI XED DATA 0x00

TRANSM SSI ON MEDI UM REQUI RED 0 speech
I NDEX TO CALLED PTY ADDRESS 0x02

I NDEX TO OPTI ONAL PART 0x09
CALLED PARTY NUMBER PARM 0x04
LENGTH: 0x07 VAR DATA 0x82 0x90 0x29 0x61 0x69 0x97 OxOF
CODDY EVEN | ND 1 odd_number _of _digits
NATURE OF ADDRESS | ND 0x02 Cal | ed_reserved_for_national _use
| NTERNAL NETWORK PARM 1 routing to internal network nunber not all owed
NUMBERI NG PLAN 1 | SDN_Tel ephony_Nunberi ng_Pl an
DA TS 92169679F
EXTENSION DA T F -ST
OPTI ONAL PARAMETERS:
CALLI NG PARTY ADDRESS 0x0A
LENGTH: 0x04 OPT. DATA 0x02 0x11 0x69 0x87
CDDY EVEN | ND 0 even_nunber _of _digits
NATURE OF ADDRESS | ND 0x02 Cal ling_reserved_for_national _use
NUMBER | NCOVPLETE | ND. 0 conplete
PRESENTATI ON | ND. 0 address_presentation_all oned
SCREENI NG | ND. 1 user_provi ded_passed_networ k_screeni ng
NUMBERI NG PLAN 1 | SDN_Tel ephony_Nunberi ng_Pl an
DA TS 9678
RESERVED/ UNKNOMN OPT PARM 0x3D
LENGTH: 0x01 OPT. DATA Ox1F
USER SERVI CE | NFO 0x1D
LENGTH: 0x03 OPT. DATA 0x80 0x90 0xA3
EXTENSI ON BI T 1 last_octet

CODI NG STANDARD 0 CCI TT_codi ng_st andard



BC | NFO TRANSFER CAP

EXTENSION BI T

TRANSFER MCDE

| NFORVATI ON TRANSFER RATE

EXTENSION BI T

USER LAYER | DENTI FI CATI ON

MULTI PLI ER/ PROTOCCCL | D 3 A |l aw_speech
END OF OPTI ONAL PARAMETERS 0x00
kkhkkhkhkkkkhkhkhkhkkkhkhkhkkkk*k ENDO: 'VBG

0 transfer_speech

1 last_octet

0 circuit_node

16 rate_64_kb_per_s

1 last_octet

1 user_info_layer_1 protoco

R S O

14: 07: 33. 630890 10. 48. 85. 24: 3001 10. 48. 85. 187: 3001

Nl 2+. ... .. -> SETUP (05) PROT: 08 CREF: 0003

| E: BEARER_CAPAB (04) 8090a3

| E: CHANNEL_I D (18) e9808381

| E: CALLI NG_PARTY NB (6c) 0181 CALLI NG NB: 9678

| E: CALLED_PARTY NB (70) 81 CALLED NB:92169679
14:07:33.640377 10.48.85.187:3001 10.48.85.24:3001

NI2+...... -> REL_COMP (5a) PROT:08 CREF:8003

IE:CAUSE (08) 80ba

Cause 58 = Bearer Cap Not Avail
14:07:33.660505 1-002-1[02065] 1-010-1[02129]

ITU ISUP. -> REL (Oc) CIC=00001 Cause 58 = Bearer Cap Not Avail
SLS=01 Pr:0 Ni:NTL

LRk R S O I O [EI’A' L 2R S S

cC 1
MESSAGE TYPE 0x0C REL - Release_Msg
| NDEX TO VARI ABLE PART 0x02
| NDEX TO OPTI ONAL PART 0x00
CAUSE | ND 0x12
LENGTH: 0x02 VAR DATA 0x80 OxBA

EXTENSI ON BI T
CODI NG STANDARD
GENERAL LOCATI ON
EXTENSI ON BI T
CLASS

VALUE | N CLASS
CAUSE VALUE

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x

14:07: 33. 742257 1-010-1[02129]
ITU ISUP. -> REL (0Oc) CIC=00062

1 di agnostic_is_not_included

0 CCI TT_standard

0 User

1 di agnostic_is_not_included

3 Service or option not avail abl e

10

58 Bearer capability not presently available
ENDG: 'VBG kkhkkhkhkkkkhkhkhkhkkkhkhkhkkkk*k

1- 002- 1[ 02065]
Cause 58 = Bearer Cap Not Available

SLS=14 Pr:0 Ni:NTL

LRk R S S O O O

clc
MESSAGE TYPE
I NDEX TO VARI ABLE PART
I NDEX TO OPTI ONAL PART
CAUSE | ND
LENGTH:
EXTENSI ON BI' T
CODI NG STANDARD
GENERAL LOCATI ON
EXTENSI ON BI' T
CLASS
VALUE | N CLASS
CAUSE VALUE

kkkhkkkkhkkhkkhkhkkhkhkkhkkk*x

[EI’A' L LRk R S S O

62
0x0C REL - Release_Msg
0x02
0x00
0x12
0x02 VAR DATA 0x80 OxBA

1 di agnostic_is_not_included

0 CClI TT_standard

0 User

1 di agnostic_is_not_included

3 Service or option not avail abl e

10

58 Bearer capability not presently available
ENDG: 'VBG kkhkkhkhkkkkhkhkhkhkkhkkhkhkhkxkk*k



14:07:33. 770574 1-010-1[02129] 1-002- 1[ 02065] ITU ISUP. -> RLC (10) Cl C=00001
SLS=01 Pr:0 Ni:NTL

LR R S S O O O [EI’A' L LRk R S S O I O

ac 1
VESSAGE TYPE 0x10 RLC - Rel ease_Conpl et e_Msg

kkkkkkhkkhkkhkhkkhkhkkhkkk*x ENDO: '\/BG R S O

14:07: 33. 780953 1-002-1[02065] 1-010-1[02129] ITU ISUP. -> RLC (10) Cl C=00062
SLS=14 Pr:0 Ni: NTL

LR R S O O [EI’A' L LRk R S S O I O

ac 62
VESSAGE TYPE 0x10 RLC - Rel ease_Conpl et e_Msg
kkhkkhkhkkkkhkhkhkhkkkhkhkhkxkk*k ENDO: 'VBG

XX : FERI = 0x80 BAK HCisco 10S debugis ©debug isdn q931, X7 7 ##18idisdn 9931
FERRARBE LR R,

AR YT EREI = 0x82¢1 — RXIARIhEE , MR LT LIREA P BERWATEINEE, XTsES
TelcoRlBE X,

MRIBEXFER , FERTEOTHRMBS. KHdebugisdn Q931 AR EZR RS MIBRI LRI, 40
R R , 5k tidebug isdn q9318 % , X LECisco IOSTRRMEIEEH .

- service timestamps debug datetime msec
- service timestamps log datetime msec

BTN | F82Edebug isdn q93 1M H .

£ 85 174% 0 F % Misdn incoming-voice modem® % , JA ¥ tcause i = 0x80BAo

May 3 10:31:02.916: |SDN Se0: 15 SC (®31: RX <- SETUP pd = 8 callref = 0x000D
Bearer Capability i = Ox8090A3
Standard = CCITT
Transer Capability = Speech
Transfer Mode = Circuit
Transfer Rate = 64 kbit/s
Channel 1D i = 0xE980839F
Excl usive, Interface 0, Channel 31
Calling Party Number i = 0x0181, '9678
Pl an: | SDN, Type: Unknown
Called Party Number i = 0x81, '92169679
Pl an: | SDN, Type: Unknown
May 3 10:31:02.936: | SDN Se0:15 SC @31: TX -> CALL_PROC pd = 8 callref = 0x800D
Channel 1D i = O0xE180839F
Preferred, Interface 0, Channel 31
May 3 10:31:05.300: |SDN Se0:15 SC ®31: TX -> ALERTING pd = 8 callref = 0x800D
Facility i = Ox9E8100036774640000001B41434D2C0D0A50524E2C6973646E2A2C2CAE45543
52A2C0D0A0DOA
May 3 10:31:07.088: |ISDN Se0:15 SC (®31: TX -> CONNECT pd = 8 callref = 0x800D
May 3 10:31:07.108: | SDN Se0: 15 SC (®31: RX <- CONNECT ACK pd = 8 callref = 0x000D
May 3 10:31:09.672: % SDN-6- CONNECT: Interface Serial 0:30 is now connected to 9678
May 3 10:31:09.672: 9% SDN-6- DI SCONNECT: | nterface Serial 0:30 disconnected from 9678
, call lasted 2 seconds
May 3 10:31:09.672: | SDN Se0: 15 SC Q®31: TX -> DISCONNECT pd = 8 callref = 0x800D
Cause i = 0x8090 - Normal call clearing
Facility i = Ox9E8100036774640000001B52454C2C0D0A50524E2C6973646E2A2C2C4AE45543
52A2C0D0A0DOA
May 3 10:31:09.824: |SDN Se0:15 SC (®31: RX <- RELEASE pd = 8 callref = 0x000D
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May 3 10:31:09.828: |ISDN Se0:15 SC (®31: TX -> RELEASE COMP pd = 8 «callref = 0x800D

R P B BRI B E

MBBEEMEEE |, 454 Cisco I0S debug # % debug isdn q931FICisco PGW 220034 8. X iF
S (MDL) IR ERR U SR SS7IR R 25 R ERo

Y& Cisco PGW 2200 MDLER ER
BB T S RBEVMDLIRE -

1. BE X H P EY A & SS7 SigPath Numbersi 4 & 1 446 Number,
2. 1z 1T/opt/CiscoMGC/bin/log_rotate.sh EBIBIZA | fEdE B &,
3. Bl & tsta-sc-trc:ss7sigPath® #5 g 3IMDLERER | orig trunkgroup numberin s HH#iN, R
TEFZHMAEE , WEE ANE S (MML) X Ehelp:sta-sc-trc help@i T,
4. B R ILEAATIR
5. & Histp-sc-trc:allfp v , F1EMDLERER,
6. R B IR AUAYFALD(C:)o MRNIARF I RENRFFHHITH , WRER—NFUID, 2
S BIRIE R H /get_trc.sh trace_file_nameBt U BB ¥ 445 B RHI:
/opt/ C scoM3C/ bin
ngcusr @GN2200% ./get_trc.sh _ss7path_20040116104232.btr
get _trc.sh ca/sinmisp Trace File UWility Mstral Version 1.2
The ANALYSIS ndo file is: GENERI C_ANALYSI S. ndo
Retrieving _ss7path_20040116104232.btr trace file Call 1D s, please wait...
Enter one of the follow ng conmands:

S = Sinprint in less

F =Sinmprint with printing of sent and received Fields in |ess
D =Display trc trace in |less

G = Display trc trace in | ess (Generated)
C = Convert to trc trace file

A = Display CAfile in less

N = Move to Next call ID

P = Move to Previous call ID

L = List call IDs in current file

X = Set SP flags

H=Print Help

Q:

Quit get_trc.sh
O just enter the ID of the call you want if you know it
Use (N)ext and (P)revious to nmove between the call 1D s
_ss7pat h_20040116104232. btr contains 10 call (s)

==> Working on call 1 1D24 H=Help [SFDGCUANPLHQId]?

EE  MEBIRRIELETCisco PGW 2200 E#1TH , NIXEXH A E T L REFUERER
o XHHHNEBNMNREICRMBEERENICREE  HiIEREZEZMERNWELENES, BFIiC
FME—NFUWID , AT HEESEMFLXE,

7. FSMDLIR BR ¥ R Al . % %I B F/opt/CiscoMGC/binH & i i 73 ./get_trc.sh trace file
name.

8. EIR AT TFRACaIID , LABkE4LEIRFIAMDLER ERo

9. ERCIET LB B IR, F : R BN .btri X4 ECisco PGW 220058 ERES ThAE 4 B AY =
BEIRE M, XHBHNEEEDECisco PGW 2200 MMLAs Fsta-sc-trcgi . Cisco
PGW 22004 miX XX 4R .btiry BE. EACETR , XHFERANEER , TES
treAmMEIXHEF, XEXHFTEREERNXEFNELDERPEZETHMDORBHZEITHH
BRIEREL , Atei1@EMDLEER,

10. BRER XL F/opt/CiscoMGC/var/trace. fF.btrfl.tre3 4 L 1% B IRSE SR A &8,

11. WWEE L F/opt/CiscoMGC/var/logiiplatform.log3 ¥, EELEBERT , FLEBREERER |, B



PR TREIMER R & 58 B X Hfplatform.logfE 8.

W SR s UT/SIP-SS7R R 3% BR BR

AFHHE 7 WERIFESEERTM LTS %, SIERPNEMEUR TR 2 L2 Cisco Packet
Telephony Center — & = F#HBEHEER(PTC-MT) , £ =2E1TIHRAK Ciscok T2/, BRIUTER
Al AR §F it T ##SS7-SIPFE AL,

. fEFfESolarisTF & L& Hsnoop@© | EREUNIXKETER , BUBRAFREHRERH L HG
AL .

T .

snoop -0 snoop.log IP address

i ACtrl+CiR Hsnoop H fFsnoop.log X # L& BRI EE, XK : ERAIPHBLLXHRER
UNIX snoopin 13RI -

. IB{TCiscols TR F : B ECiscokTEE , BLLBRAF 508 FH K H./snooper int
INTERFACE PARMS LISTir 5 5i&1T. /snooper , IXFFNER TR,

./snooper int hme'x' ni2+ ss7 > snooper_intl
!--- Where 'x' 1is the interface number, which you can also find !--- by issuing the ifconfig
-a conmand.

X : [Fsnooper_int1 34 & B HIH A,
. IZ{TPTC-MT, EWEPTC-MTELR , BUBLAF B & FKH % H./ptemt int INTERFACE
PARMS LISTap 53 1T ./snooper , iX NGB H T TR A,

./ptcmt int hme'x' ni2+ ss7 > snooper_intl
!-—— Where 'x' 1is the interface number, which you can also find !--- by issuing the ifconfig
-a conmmand.

Fsnooper_int1” 34 £ & B R HI5 88,

HXRfER

. Cisco PGW 2200 SoftswitchiZ R i%88
- PGW2200 & =5l

- BERERXE

- BENGE—EE-RXE

. Cisco IP & Y

- BIARF# - Cisco Systems
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