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RN BERT — R NZEH Cisco Unified Communication Manager(CUCM)FICisco Unity
Connection(CUC)fR 5588 2 Al R £ SIPEZME E MK L.

T—RSIPEZ£#ZEORGISIPEOFHETTLS 1.2, SHA-2FAES2561HMU BN EHBEE, ©AFIR
FERSAHECDSAZ B L RN FFi 1T & FpZiBA S, FEUnity Connection&Cisco Unified CMZ
HNBELES , ZENE=SILEHERRTFLIRIE. ATRT—RNEBEZHFNEE,

MR RHERABAE=ZFIEFPPTRNBEEBNIES , UNEEBS RENERERFH (BE —#
FE=FCAZRETECEHAMILES )
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CUCM 11.0iR R ESRAE (BEER )
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1. TLS connection
|Default TCP 5061/5IP)

2. Client Hello
(List of all supported ciphers by the client)
3. Server Hello
(Cipher selected for this communication)

TLS setup

il

4, Certificate
RSA key based ciphers negotiated - Tomcat.pem or
EC key based ciphers negotiated - Tomcat-ECDSA.pem

-
4. Server Key Exchange, Certificate Request, Server Hello Done

5. Certificate o
RSA key based ciphers negotiated - CallManager.pem or
EC key based ciphers negotiated - CallManager-ECDSA.pem

b. Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake message

- 4. Secure TLS connection established >
Invite
—dowte
Secure signaling ;
] —
(encrypted traffic) - e
0006
—
A
A

EHEXR



F£Cisco Unity Connection EERA T —RMBX#FHE , FERIEBIRER,

. BN ETFRSABHAN B
£ A CUCMIEH £ A CUCTEH £ BICUCMAIEH B
E £ FCUCM > CallManger-trustfy

CallManager.pem ( H%&# ) Tomcat.pem ( BE% ) Tomcat,pem 7.
CallManager.pem ( CAZ# ) Tomcat.pem ( CAZH ) ggﬁﬁ:ﬂiﬂiﬁiﬁ%ﬂEJ:%EUCUCM g g;m
CallManager.pem ( CAZ % ) Tomcat.pem ( BZH ) %ﬁzﬂiﬁCM > CallManger-trusti %ﬂ;fz
CallManager.pem ( BZ# ) Tomcat.pem ( CAZH ) £ L& ZICUCM > CallManager-trustiy 7.

CUCAR M A [BICAILEH

"1 CUCHR 9 [A] CAIE $ 2 8% BUnity connection TomcatiE 3 (Tomcat.pem)#CAIE$ ,

2 CUCM#BFI B CAIE $ £ 8% BCUCM CallManageriE 45 (Callmanager.pem) i CAIE .,

- ETECBANBBIHE
£ A CUCMIE £ FIBCUCIE E&BICUCMBIES = EEBICUCKES
CallManager- Tomcat-ECDSA = E&ZICUCM >

CallManger-trustfy 7.
Tomcat-ECDSA.pem
.4 CUCMARA A H]
CallManager- Tomcat- QUCEEILT@CNE CAIE ™ 2Z L4£3)
ECDSA.pem ( CAX# ) ECDSA.pem ( CAZH ) ZLEFCUCM > oy CallManager-
CallManager-trust truste

EHEFCUCM > ELH{£FICUC >

ECDSApem ( BZX#H ) .pem( BEE®)

CallManager- Tomcat-ECDSA CallManger-trustfy  CallManager-trust#y
ECDSA.pem (CA¥E ) .pem( BEH) Tomcat- CUCMAR A [&]
ECDSA.pem, CAIE#H,
ZE L& F|CUCM >
CallManager-ECDSA Tomcat- CallManager-trustky =
pem ( BZEE) ECDSA.pem ( CA%Z % ) CUCAHRMFECAIE 7
+

"1 CUCHa 1 h B CAIE B 2 15X B £ F UnityiE 2 ECH Tomcatif 3 (Tomcat-ECDSA.pem) I CAIEH

"2 CUCM4g 0 vk (5] CAILE $ 2 1§ Z B CUCM CallManagerilf 3 (CallManager-ECDSA.pem)#I CAIE 4.

1. X% : ECUCHI11.0.1MRA& A , Tomcat-ECDSA.pemiE %5 7s CallManager-ECDSA.pem, M
CUC 11.5.x , iEH 2 E & N Tomcat-ECDSA.pem.

Bl E — Cisco Unity Connection(CUC)
1.7 INFRO4

£ Z Cisco Unity Connection AdministrationT [l1> Telephony integration > Port group , fRf5 R
Add New, HRERF AT —RINBEEE,



New Port Group

Phone System | phoneSystem ¥

Create From | ® port Group Type | SIP v

Port Group | PhoneSystem-1 ¥

Port Group Description

Display Name™ IPhoneSystem-2 ]

Authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Mame

SIP Security Profile | 5061/TLS ¥ |

¥ Enable Next Generaticn Encryption

¥| Secure RTP

Primary Server Settings

IPvd Address or Host Name [10.48.47.109 '

IPv6 Address or Host Name

Port S061

1. ¥ = : — BJS FEnable Next Generation Encryption&i£4E , Unity Connection#JCisco
Tomcatif BIFESSLIEF BRI,
ENEETECDSARZEAT , SSLEF HEAE TECEHRItomcat-ECDSAIEH,
MR BEETRSANERE |, NZESSLEF AR TRSAZ AW tomcatiE$,

2R IMTFTPIRS /S %=

fEPort Group BasicsTUH , $fiZEEdit > Servers , AERIMCUCMEE N TFTPARS 8589FQDN,
TFTPARZ 25 HIFQDN/EH B 4 5 CallManageriEt B2 A& (CN)CEL, RSP ET
£, HBLS T ETEITLIXME, Eitt , DNSE A A &S it B HIDNS RS 85 47 o



| Delete Selected | | Add |

| | Order IPv4 Address or Host Name

@ [ | [10.28.47.105 B |

| Delete Selected | | Add |

| Delete Selected | | Add |

| | Order IPv4 Address or Host Name

g [ ] CUCMv11 | |

| Delete Selected | | Add |

—

S ZECisco Unity Connection Serviceability > Tools > Service Management , EE/MN T 2 LE#H
Bz Connection Conversation Manager, X 2E &4 M SHERH.

1. X : Unity Connectionf i 2 £6972i% O L BhttpstHiU MCUCMBITFTP R EITLI 4
(ITLfile tiv)(URL:https://<CUCM-TFTP-FQDN>:6972/ITLFile.tiv)y CUCMAFikt TR SR
, ERCUCEEMNMITLXHFEKR‘CCM+TFTP IHBEIE B,
& [E Telephony integration > Port group > Port Group BasicsEt & 71 H # E B &R eV ix 0 4.

Port Group

Display Name™ PhnneSystem—l ]
Integration Method |51p |

ﬂ‘EEEt Status |Reset Required | | Reset |

Session Initiation Protocol (SIP) Settings

O Register with SIP Server
| authenticate with SIP Server

1. %% : BrREERAOAN , CUCIREZ BB EEEICUCMBRSE SR EMER M F#EMITLH

o

BB FERRO

S ElTelephony integration > Port , fA/5 R EHAdd new , i O INEFT 022 /Ym0 4.,



New Phone System Port

¥ Enabled
Number of Ports |1

Phone System | PhoneSystem ¥

Port Group PhoneSystem-1 ¥

SEMver cucvll ¥

Port Behavior

¥ Answer Calls

¥| perform Message Notification

¥| Send MWI Requests (may also be disabled by the port group)
¥ Allow TRAP Connections

4. b 1& 58 =7 CARCUCMAR I - | iE 45

MBREFE=JFIEH , N AIIEUnity ConnectionfyCallManagerS4E £ L& E = HIEHM AV EFHIR
IERFABELES, XLE3HCARCall ManageriE PERR , FEEWIRE, SMHZECisco Unified
OS Administration > Security > Certificate Management , $RJfa = fUpload Certificate , 31T IR

o

—Upload Certificate /Certificate chain

*

Certificate Purpose ICa Manager-trust il

Description{friendly name) |

Upload File | Choose File |C.E-._r-::-nt_—_4lil‘36_|-f.ey.crt

| Upload | | Close |

BB — Cisco Unified CM(CUCM)
1. 81 SIPh 4K 2 Rl S 4

SHMECUCMEE>System >R 2> SIPRHRL 2B XA H R MFHE E X . X.509FFE BRAM
B5CUCHR% 2=V FQDN L,



—SIP Trunk Security Profile Information

Name™* cuc-secure-profile-EDCS E|
Description

Device Secunty Mode [Encr',rpte-:l 'J
Incoming Transport T':.-'pe* [TLS ']
Qutgoing Transport Type [TLS ']

Enable Digest Authentication

Monce Validity Time {mins)* 600

%.509 Subject Name [CL,ICvj_l |

Incoming Port™® S061

Enable Application level authorization

Accept presence subscription

s Accept out-of-dialog refer**

¥ Accept unsolicited notification

¥| Accept replaces header

Transmit secunty status

Allow charging header

1. & : CLISF S “show cert own tomcat/tomcat.pem” B8] ZEUnity Connection £ & RE FRSAZEH
ftomcatif #, CNAMECUCM LB EHIX.509FBBZFICE ., CNETF Unity RS 2589
FQDN/EHE. ETECEHANLEPEHEAEZABH(SAN)ZEH T EFQDN/EHE,

2.8 BEZLSIPHRY

£ finZEDevice > Trunk > Click and Add new , A/FRIZBIRESIPHRY | ZAY[FEH T SUnity
ConnectionfIZ £ & K.

| ¥| SRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure™ When using both sRTP and TLS v
Route Class Signaling Enabled * Default v
Use Trusted Relay Point™® Default r

PSTN Access

Run On All Active Unified CM Nodes



—Inbound Calls

Significant Digits* All v
Connected Line ID Presentation* [ pefault v
Connected Mame Presentation® | pDefault v
Calling Search Space = None = v
AAR Calling Search Space = Mone = v
Prefix DN

#| Redirecting Diversion Header Delivery - Inbound

—Outbound Calls

Called Party Transformation CS5 < None > bl

#| Use Device Pool Called Party Transformation CSS
Calling Party Transformation C55 = Mone = L

#| Use Device Pool Calling Party Transformation CSS

Calling Party Selection® Qriginatar ¥
Calling Line ID Presentation® Default il
Calling Name Presentation * Default ¥
Calling and Connected Party Info Format™ | Deliver DN only in connected party v

#| Redirecting Diversion Header Delivery - Outbound

Redirecting Party Transformation C35 = Mone = v

#| Use Device Pool Redirecting Party Transformation C55

r Destination
Destination Address is an SRV
Destination Address Destination Address IPvG Destination Port
1* |10.48.47.123 5061

MTP Preferred Originating Codec™®

BLF Presence Group® Standard Presence group v

SIP Trunk Security Profile * | cuc-secure-profile-EDCS v |

Rerouting Calling Search Space < Mone = o
Qut-Of-Dnalog Refer Calling Search Space | « MNone = b

SUBSCRIBE Calling Search Space < MNong > v

SIP Profile™® | Standard SIP Profile ¥ w
DTMF Signaling Method*® Mo Preference v

3. A ETLSFISRTPHH

1. % : Unity Connection#Cisco Unified Communications Manager2 [B]| i EBUR FTLSH
BEE , EEUTEHSF . ZHUnity Connection A1ERRSSESAT , TLSZE B & T Cisco Unified
CMIit B EIEIT, EHEETECDSANZBEA , SSLIEF A ETECH{AWtomcat-
ECDSAIE#, EMEETRSANZEBR , SSLEFHFEAETRSAZ{ANtomcatiE B, X4
Unity Connection i{E%& Fim Ay , TLSZE B 11 & F Unity Connectioni& /Y B I,

& Z Cisco Unified CM > Systems > Enterprise Parameters , AAEMN T HL 5K ik 1258 L Z55
EIMTLSFISRTPERE,



r Security Parameters
Cluster Security Mode * 1
LBM Security Mode * Insecure v
CAPF Phone Port * 3804
CAPF Operation Expires in (days) * 10
TFTP File Signature Algorithm * SHA-1 v
Enable Caching * True v
Authentication Method for APT Browser Access * Basic v
TLS Ciphers * All Ciphers RSA Preferred v
SRTP Ciphers * All Supported Ciphers v
HTTPS Ciphers * RSA Ciphers Only v

£ finZ Cisco Unified ServiceabilityTT [, Tools > Control Center-Feature ServicesH#7E£CM
Services T i&##Cisco Call Manager , E# Bz 81 8 L#Cisco Call ManagerfR$%

£ finZE Cisco Unity Connection Administration T > System Settings > General Configurations , &
BN T RS RFEEREE LN BDEMTLSMSRTPER,

Edit General Configuration

Time Zone (GMT+01:00) Europe/Warsaw ¥
System Default Language English{United States) ¥

System Default TTS Language English{United States) ¥

Recording Format G.711 mu-law ¥

Maximum Greeting Length an 4]

Target Decibel Level for Recordings and Messages |_»g

Default Partition cucvll Partition ¥

Default Search Scope cucvll Search Space ¥

When a recipient cannot be found Send a non-delivery receipt ¥

IP Addressing Mode IPvd r

TLS Ciphers All Ciphers RSA Preferred v
SRTP Ciphers All supported AES-256, AES-128 ciphers ¥

HTTPS Ciphers Fs& Ciphers Qnly ¥

&R Z Cisco Unity Connection Serviceability > Tools > Service Management , TSN T 2 L E#
a3 Connection Conversation Manager,

L ST R B TLS 25 5535 T

TLS LA IR BAEERIRFNTLSED
. TLS_ECDHE_RSA_ WITH_AES 256 _GC
= _ . M_SHA384
R 38 — AES-256 SHA-384:RSAR & . TLS_ECDHE_ECDSA _WITH_AES 256_GCM_SHA
384

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA
{N 558 — AES-256 SHA-384: HIZECDSA 384
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA
384
- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA
256

N BIAES-256 AES-128:RSAH &



X R EAES-256 AES-128: Hi£ECDSA

FRIEEBRSARILE ( BRI )

BiEPTEHIBECDSA

AL TR 7 HY SRTPE 13 1L 11
SRTPZ LI

FIE X FHIAES-256, AES-128%15

AEAD AES-256, AES-28ETFGCMHIZE
{XAEAD AES256 & T GCMMY &5

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA

384

- TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA

256

- TLS_ECDHE_RSA _WITH_AES_128_GCM_SHA256
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA

384

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA

256

- TLS_RSA_WITH_AES_128_CBC_SHA
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA

384

- TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA

256

- TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256
- TLS_RSA WITH_AES_128_CBC_SHA

BAL SRR FHEFIRISRTP

- AEAD_AES_256_GCM

- AEAD_AES_128_GCM
- AES_CM_128_HMAC_SHA1

_32

- AEAD_AES_256_GCM
- AEAD_AES_128_GCM
- AEAD_AES_256_GCM

4. E£CUC Tomcatif$ ( EFRSAFEC )

S M 20S Administration > Security > Certificate Management , ¥} ¥##HACUC Tomcatif$ ( &£F

RSAFIEC ) {2 ZICallManagerfE EF# +.

—Upload Certificate/Certificate chain

*

Certificate Purpose CallManager-trust hl

Description{friendly name)

Upload File Choose File | tomcat-ECDSA.pem

Upload | | Close |




— Upload Certificate fCertificate chain

*

Certificate Purposs || CallManager-trust ""”

Description{friendly name) |

Upload File Choose File | tomcat.pem

| Upload | | Close |

1. X5 MRRIPPEEECDSARERS , WA &% L& MUnity TomeatiEH, EXHIFRT , EF

ECHTomcatit B 2 2%,

MRBF=FIUEH , B4R EEFE=FIEBRRIHIRIELMFEIES. XHE=FCAN

Unity TomcatiE BEH , FHEEHIRE,

b\

—Upload Certificate/Certificate chain

*

Certificate Purpose | CallManager-trust ot
Description{friendly name) |
Upload File | Choose File | CA_root_-_4096_key.crt

| Upload | | Close |

EFET R EE#HB3ICisco Call Managerit 12 LA N A Ko

5.8 2% =X

B33 S ZECall Routing > Route/Hunt > Route Pattern , B EE R EEEFHAMEHAER, WAR

BREAEXSHEN DY T AEESEREEIF.

— Pattern Definition

Apply Call Blacking Percentage

Resource Priority Mamespace Network Domain | < None = v
Route Class® Default o
Gateway/Route List* I_'_CUCvl:l \

Route Option ® poute this pattern

Block this pattern | No Error T

6. Q1B EZFMR4 5T, EFBHFERNHHFHEIELEDN

833 # Z Advanced Features > Voice Mail > Voice Mail Pilot h &£l 2 iEZH 45| S,

Route Pattern® j2000 &l |
Route Partition < Mone = ¥
Description

Mumbering Plan -— Mot Selected -- b

Route Filter < None = 5

MLPP Precedence® Default ol



—Voice Mail Pilot Information
Voice Mail Pilot Number |2000

Calling Search Space = MNone = v

Description Default

BIEEZHRHBLE X |, LU E R B SE#EEE|Advanced Features > Voice Mail > Voice Mail Profile

—Voice Mail Profile Information

Voice Mail Profile VoiceMailProfile-8000 (used by 0 dewvices)

Voice Mail Profile Name*W
Description

Voice Mail Pilot™* 2000/ < None > v

Voice Mail Box Mask

B3 %% B AU B& B (Call Routing)> B 3% 513 (Directory number) , FF37 8 22 #YiE 3Z BR 4 BL & XX 2 B
LEEFERAZEERNDN

— Directory Number Settings
Voice Mail Profile |‘-,foicer-1ai|F‘rnﬁ|E-8I3CC v |{Chnose <MNone= to use system default)
Calling Search Space = None = r
BLF Presence Group™ Standard Presence group r
User Hold MOH Audio Source < None = W
Metwork Hold MOH fudio Source | = None = =

BE — HE=GLCANETECRANILELHRITESR (&)

EPAREHE=ZFCAZRE , REBRERSECHNEZEENR, ERUATIREMNRE LERIES

o

Cisco Unity Connection

1. ACUC Tomcat-ECDSAERIEHEZEFER(CSR) , F EHE=HFCAZH
2. CAIRH B ML ( CAXRIEH ) MCAILP ( CARRIED ) , BABEMT AR L4
FFCARIUEH 4% Bltomcat-trustiF &
£ & E P £ 4% Bltomcat-EDCSTE 1%
3. ECUCLEH BaIX EEE R
Cisco Unified CM

1. ACUCM CallManager-ECDSA% R CSR , # BHE=HCAZH
2. CAIR B MEH ( CAXRIEH ) MCAIES ( CARRIES ) , BAMBMT AR L4
FFCARIE P L 4% Flcallmanager-trust1Ffi
£ B 49 # £ £ Blcallmanager-EDCS 12
3. BN R LEF B3I Cisco CCMMTFTPARS
B—dENATHETFRSAZAMIERE#H#HITESR , HPFCSRHICUC TomcatiE M CallManagerik
FERK , H9 5 _E1EFtomcat?Z i FMcallmanagerizfig o



Wrir
ERAHS THINRB LT ERIET.
RLSIPHRLLRIE

BEHE LN ES A RE AT UHES R4, SR Unity ConnectionRE LAREERF 24 , BRZ
U7 I FF 47 BR 1

W& , A LS FASIP OPTIONS keepallveL,Lﬁn}’:”ESIP':Féﬂﬂk,w LEIE T A 1E 20 BL 45 SIP AR 48 1Y
SIPREX#HTRE, BALNESE , %8 50EDevice > Trunkﬂn}"'“Slp':FQHHﬂ( , MRFR

v [ begins with ¥ [lcucyit |H Clear Filter -EI

| Select item or enter search text ¥

Name * Description Calling Search Space Device Pool Route Pattern Trunk Type SIP Trunk Status SIP Trunk Duration

CuCvil Default 2000 SIP Trunk Full Service Time In Full Service: 0 day 0 hour 0 minute

ZERTPRFAIEUE

K EUnity Connectionfy Il R R B FEESBRR, XEKBERTPREME ( RERZEEE X4
TMeREW , TEREEIE) , kBT

E! Cisco |P Communicator
fagm08 16 03/31/15

| Connected

HXRfER

. Cisco Unity Connectionizx4~11.xHISIPE K I



https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/connection/11x/integration/guide/cucm_sip/b_cucintcucmsip/b_cucintcucmsip_chapter_011.html
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