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FECUCMIRA8.6(1)F , BIAT —TU#i2hae , AEMNAFBEEFERERHERERE.
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- EHA
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» ¥BHECUCMAR A

« BEREHIBRHETIE(COP)X #

ERRVKRPWEI=MNNE |, BEYEHEFT KRCLIF % Ashow network clusterip © :

<{froot>
admin:

show network cl uster

172.18.172.213 cucm91llccnasubl Subscriber authenticated

172.18.172. 212 cucnmdllccnapub

Publisher not authenticated - INITIATOR
since Tue Dec 3 12:43:24 2013
172.18.172.214 cucm9llccnasub2 Subscriber authenticated using TCP since
Sun Dec 1 17:14:58 2013

EARFIH | IP#uEN172.18.172.212 , £HLE Fcucm911ccnapub , BSE BN K FFBREH B
MR RLZEZHE (FIRPHEDLR ) ,
MREFHERLOS , FHTROBEN , AERECUCMBRAZHREZEERIINEETE,



MRZLZWAIER , WEEEHPM L EXMER.

ERZFTEHHCUCMRANEZERNCOPX M ( SIKRPWERERNIE ) , iEMshow version
activemn T IRERG M -

<#root>
admin:

show version active

Active Master Version:

9.1.2.10000-28

Active Version Installed Software Options:

No Installed Software Options Found.

EARFID | BRA89.1.2.10000-28 % 261 5% B Mt iNCOP L4,

Nk MR- BCOPYHZMREER GRS EL  BHAZEEAL L R2FR. LT
XRAEER,

FIEFET R RS R ERVEH

LRERMRF [T, SHBRETERENMRZYBITRS[/OBEXREE, EfHLEXTER , BX
P8 F P #a A utils dbreplication stopi ¥ :

<{froot>
admin:

utils dbreplication stop

B R R R R R R R R R R R R R R R R R R R L R R R o R R R R Rk b o S L o S R Rk Sk Rk R R R LR Tk

This command can delete the marker file(s) so that automatic replication setup
is stopped
It can also stop any replication setup currently executing

R R R R R o R R R R e o R i o o R R R R kL o R R Rk S L S R R AR T o LR T o L o AR T kLR

Deleted the marker file, auto replication setup is stopped

Service Manager is running
Commanded Out of Service

A Cisco DB Replicator[NOTRUNNING]
Service Manager is running

A Cisco DB Replicator[STARTED]



Completed replication process cleanup

Please run the command 'utils dbreplication runtimestate' and make sure all nodes
are RPC reachable before a replication reset is executed
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N orE . AEPFLFAABES—MTARSE | FENKITASREREE, BRRNET N
BT,

ERRTRIIRK , BE YA HCLIF % Arun sql select name , description , nodeid from
processnodefi o

BMEALUEENSE., IPHut TSR EDE(FQDN),
WMRIZITCUCMAMRA10.5(2) s E S MRA , NI 240 % 1E & 7 75 CLI L= 1T utils disaster_recovery

prepare restore pub_from_subfs % , A5 BEMKLE @ System > Server AT A :

admin:utils disaster_recovery prepare restore pub_fTrom_sub
admin:

BE . FZFEACUCM 10.5(2) iR = & m kR A HY A & Bkid a5 S utils disaster_recovery prepare
restore pub_from_sub ; B , X2 —MXBWS. BRI RPN ETASER,

WET RIRE , SMZEISystem > Server , H{FBREnterpriseWideDataxz #\#I FT G & R E R N Z
Publisher Server Unified CM AdministrationT1

BUMEMLTESystem > Server¥ &£ KHost Name/IP Address = E&¥t B o

<#root>
admin:

run sql sel ect nane, description, nodeid from processnode

name description nodeid



EnterpriseWideData 1
172.18.172. 212
CUCM901CCNAPub 2
172.18.172. 213
CUCM901CCNASubl 3
172.18.172. 214

CUCM901CCNASub2 4

~ EE  RINRELFAH A ENRB R MEBlprocessnodezR, MR name¥l ¥ H % 7 RS 258
IPibtt , WA SO HEER N IPHLE, EXFERT , TERREFESRE , MBI H SRS
B ENB/IPH st FER

T x brvie T G e [y 5o x Bk D1 A ey
- Status Skatus
@ Srabas; Keaacs (D Htatus; Kesdy
-Server Information Server Information
Uztabese Bsplization  Pubizher Lizzabase Keplicstior S Fuslshes
Hast Namne IR Address™ o Hest HamedIP Adoress™ 17219 172 212
[PruE Hamz Mg Mame
MAT Address KA Addraes
M= gl Ceactiplivn
-Location Bandwidth SManagenent Information Location Eandwidth Manaqement Information
LM Huk Ereus - Mare = v yiegw Detels L2M Hub croup < Hons = = Yimm Debails
| =sve  Uelems  add el _ Eave || Loslste | | fde ek |

Survers (1 -3 of )
Find Servers where Hostfleme/lP Address = begins with =

Ho=k Ha

A My

EMBIRBBSEHRT R

EfEprocessnode ER T G EF B3 X RSB , iFH Autils system restartin & :

<#root>
admin:

utils systemrestart



Do you really want to restart ?
Enter (yes/no)? yes

Appliance 1is being Restarted ...
Warning: Restart could take up to 5 minutes.

Shutting down Service Manager. Please wait...
\Service Manager shutting down services... Please Wait

Broadcast message from root (Tue Dec 3 14:29:09 2013):

The system is going down for reboot NOW!
Waiting .

Operation succeeded

WIESEER SO WIE

RERS[EFEDE  URERXEBAZELOTIER , NEFLMALTERIERS, ERIEX—

=, &% Ashow network clusterfi 9 :

<#root>
admin:

show network cl uster

172.18.172.212 cucm91lccnapub PubTisher authenticated
172.18.172.213 cucm91lccnhasubl

Subscri ber authenticated using TCP since
Tue Dec 3 14:24:20 2013

172.18.172.214 cucm9llccnasub?

Subscri ber authenticated using TCP since
Tue Dec 3 14:25:09 2013
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MEEETRANZSR , URT -0 ARZHEEE , WAL LI,
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ERASMRESMBRERERS , HAMRDIRE

—Status

@ Status:Ready

—Backup device name

Backup device name®

—5elect Destination®

Tape Device

Cewvice Mame -- Mot Selected --

2 Metwork Directory
Host name/IP address

Fath name
User name
Fassward

Mumber of backups to store on Netwaork Directory

| Save | | Back |

BEFHED
ANgDIRERE , BHFHED.

N orE AHATAEMTCCMDBAKERES,



Rackign = Rembes = Hedo =

Earckup Status

G Rt

rStatus

@ SUCIZESS: Backup Compemed...

—Eackup detail

ler Blensms: 20015-12-050- 12 =50 bar
Bacsup Dewize: SETWIRE
Cparakon: 2RI
Fercermags Complate: 1004
Featse Sorer fomporent | Status | Result ©F Ftaet Time
ELH Lo bk b D] LT ELH-nEENT m el ] Tus Lose D 19094 30 251 2U1d
ELH CUCHIliCTNARL2 R 00 SRS CESS Tue Lo 03 1444132 EET 2013 201z 22-05 244420 b cicmdlicenapun clm elmesesyer e
LR _CAak L b L] L ) m L N ot Tus Lose D 1909495 30 250 201 o [ el | il M F) !
UCH CUCHEOLICT AR LR COPaET 00 EoCCESS Tue Lo 03 L4421 08 EET 2013 2DLZ-22-05-24-44-2D0 b ciomdlicenapus uenn edsactlad

LUy | LR b D L ) Tzl o e et Tus Lisp 0 19 A0 08 251 2Ly beian il | e e 2

UCH CoCHESlICT A2 CMPREFE a0 EoCCESS Tue Lz D3 144209 EET 2013 12-03-24-84-30 b sucmidicenapus ucm comprefs.oq
LICH LR b b D T HLATFEHM o A et Tue L 0 19010 251 2ULd b e | B F 1
UCH CLUCHAlICC A2 ey | piali] ELZCESS Tue Do 03 L4 de: 10 EET 2013 Z0L3-17-03-24-dd-30 b cucmillcenapun uenn dmdeg

LICHM LR b b D L CLMUE o A et Tue Lap 0 1490 10 25T 2U1d 2ME-22-08-24-41-50 b aon®lcenapun yom condh Jog
UCH CLUCHALICC a2 TC Lan ELZCESS Tue Dz 03 L4 e 27 EET 2013 S-Az-03-

ucr LR oo D TGS T RLATFCRM 00 SCCERS Tum Dmp 03 196823 5T 2013 FE-n re0E =50 b cmiiiloenasuhl gem platfarm.log
UCH COCRAaLICCHASUEL ey | Lan ELCCESS Tue D= 03 L4 :de: 31 EET 2013 a-ag-05- 1d-

ncrM oD CSHAS LIRS RLATFGRM 100 & COERS Tum Dap 03 194651 5T #0135 FN15.7 Po0E-m =950 b ol loenasehs gen platforne.log
UCr CLUCKallCCHNAEUES LM LoD EWC CESS Tue C=p 03 18460 38 EET 2013 i I 1~ i

Hefrash Cancal Backup

MIT B8 IR 55 ee B3R EE R & & 40 BR S5 ==

#Disaster Recovery SystemT EHH , S Z|Restore > Restore Wizard,

MRALFZHTA , HEEHKS E—%D , BEPEREDE TS PNAAEHESIEE : £WFF
IFEEER(ELM) ( MR ATA ) . CDR_CARAFIUnified Communications Manager(UCM),

MRERELE—THRRITHED , BROEFUCMEIRFE



|Bul.h-|:l' Frdue = Help =

Step3 Restora - Salact the type of Restare

‘:ﬂ ﬁ:-SHBGIﬂI Eﬁfﬁb\l’ﬂl *Nﬂoﬁ @Cm:!l

rSlatus

'33 Stabin: Rl e

rSelect Features*

C e
= cor_cor
¥ wcm

rBacked up comp tuin TAR:

Foabure R Comporent

ELM CUCHSLLCCHaRUz ELA-AGENT
ELM CUCHST 10 CHA= L SLMA-EERVER,
“CR_CAR CUCHIL 1CoHanUz CAR
UGH CUCHSI1CCHAELE CLERET
LeH CUCHA inahanz THELOGAGT
UCH CUCHSL1CCHARLE CCHMERLES
LcH CUCHS AN ahan |z HLATEORM
ucH CUCHSL1CCHARLE k]
UCH CLUCHET AN ChAD| SR
ucH CUCHSLICCHARLE TCT
UizH CUCHST1CCHASLRL SLATFORY
ucH CUCHSLLICCHASUEL cLM
UCH CUCHSL1CCHASURS ST
ucH CUCHSL1CCHASURS ZLM

B | Selzcz all | Clasr &l | st | Cancel |

8 Next, 3%Hpublisher nodeZ #4E(CUCM911CCNAPUB) , 3% 1% M i 1742 19 B P BuiE
o ARG , B HRestore,



Stepd Restore - Final ¥Waming for Restore

.Em:lc @ Fostore @cumd

rStatus

"»Il StatusiAaady

~Warning

£ Feature(s) UCM hawve been selected for restore. Select the servers on which these feateres neesd to be restored. Once the selection has Been ma
server and all the existng data for the selected feature will be lost,

* The following is applicable in case of a dusker setup @ IFf node selected is publishar, whola cluster databzse will be restored. This may take upto 5
databaze baing restored. In case of only the publisher restore, plezse restart the entive cluster after the succassful restore of the publisher,

Y The following is applicable in case of a custer setup @ IF you are atternpting ko restore the entire cluster on a freshly installed publisher, then dicd
aublisher to become cluster awars. IF the publisher becomes duster aware then sel=ct the servers and dick an Restore button which will skart the
ta become dusker aware then follow the normal two-step restore process where the publisher is to be restored first, The subsequent nodss can t
restore. Far further details please refer to the Cisaster Recovery System Administration Guide,

rOne-Step Restore

Dne-Step Restore | Performn a one-shep restore of entire cluster.

~File integrity check

[ perform fil integrity check using SHAL Message Digast

rSelect the Servers to be restored for each feature®

® ucH
¥ cucMat1conaPUR 1 CUCM9i11CCHASUEL 7] cucMsticocHazURSE

rSelect the serwer from which database data need to be restored

*  This feature can be used if the Fublisher database is in inconsistent state and needs to be restored from duplicate database in subsceiber, If a 50
database will be rastored from selected subscriber. Also, this restore process will not restore database on any of the subscribers eve
Please ensure salectad subscriberis up and connected ta the cluster before restore process starts.

Select server name CLUCHME1LLCCHASLIEL -

| E-ack] | Restore | | Canel |

Lk E FACCMDBAMRY |, RAENALIE RAMIT AIRS 2/ Z B IRE R RS
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Fawturs Sarear Largansnt Thatur Panuit ** StartTims Laq M *

1A CIEHBUT ARG IR CREAST mn SUCCFRS T & Pees 70 1 RFRRT TRT TA17=17=07-17-575-47 = aem@ Teenisent ners ~=pin=klas
213

LcH CLUCHPLICIRASUS  SYSLOGsaT 10D SUCEESE Tom Dec I 15:32:0% EXT EN12-13-02-15-75-42 r muomPllomssub ucm s=slozam.kg
i

L CUCHILIU RS U CUVIPRERL wnu SUCIEES o L R LSoE 0 2
£.1%

LM CUCHILIOTHA IS PLATFORH L] SUCCTETE  Tow Dol IFd 155207 25T
foomi -]

LCH CLCHELLCINGIIS  CLA 0 SUCCESS  Toe Do I LEZI0R E5T
20la

A | CLEHRLLGORASIN  COYOR Tl - I3MISLT LA LST - Resbormg Fohbshme b fich=a Toa Dmez 0] LG LD CET

S iter Fark p ]
1 CIEHRUT LTI TOT n
Rahrach

NEBBSHRBFEEZITREUERE

HEFBIHREEF 28 , LREFNMERRIEMERERY , AREHHBREERSE

1% =]
(=R Y]

Y/

BEFE

FHRARXEEHERMRSJ[NITRRSRTLALREERNE , REHEHE

« Mi&&121Tsql select count(*)
- MNTRZL A FIE1Tsql select count(*)

ENEHER

MEERE , EENT S L Autils system restartin ©. MEWmEFHR , ARREMTAE,

<#froot>

admin:

utils systemrestart

Do you really want to restart ?
Enter (yes/no)? yes

AppTliance 1is being Restarted ...
Warning: Restart could take up to 5 minutes.

Shutting down Service Manager. Please wait...

\ Service Manager shutting down services...

Broadcast message from root (Tue Dec

The system is going down for reboot NOW!

Waiting .

Operation succeeded

3 14:29:09 2013):

Please Wait



BEEHIREER
S EICisco Unified Reporting T T 7 4 B Unified CMEE R AR & o

BAeEERREEH , BEEENREHH{RUnified CMEHL. Unified CM RhostsFUnified CM
Sqlhosts X # 5 & # 75 L,

MRFEE , WFEZEHSISTIEENT R, IRXEXHFFEE , WABERET -SHEEEF

o

—Unified CM Hosts

|3 all servers have equivalent host files
e w Details

—Unified CM Rhosts

|3 all servers have equivalent rhosts files,

|3 all servers have equivalent rhosts files,
e w Details

— Unified CM Sqglhosts

|3 all servers have equivalent sglhaosts files,

|3 all servers have equivalent sglhosts files,
tlfew Details

EHRiE

ERTEATRE , EABRTHRAE. EREWER , FFEMERSE , REH Autils

debreplication runtimestate@ i &



RSEORTEERTRE , MIE2RTFERIAZTRIREEF
e HRAEHIREEERITHENT REVRSERNO):

admin:utils dbreplication runtimestate

PTG CDR Server REPL. DBverd& REPL. REPLICATION SETUP
SERVER-HNAME IP ADDRESS (msec) RPC? {ID) & STATUS QUEUE TABLES LOOP? (RTHMT) B details
cuceflliconapub 172.18.172.212 B6.843 Yes {2) Connected ] match Yes (2} PUB Setup
Completed
cucm9llconasubl 172.18.172.213 B.626 Yes {3) Connected 1928 match Yes (@) Setup Completed
cucmdllccnasubz 172.18.172.214 @.676  Yes {4) Coennected @ match  Yes (@) Setup Completed

e RACKDIREEH

admin:utils dbreplication runtimestate

Cluster Detailed View from cucm®llccnapub (3 Servers):

PING CDR Server REPL. DBver& REPL. REPLICATION SETUP
SERVER - NAME IPF ADDRESS ({msec) RPC? {ID) & STATUWS QUEUE TABLES LOOP? (RTMT) & details
cucm8llcconapubk 172.18.172.212 8.843 Yes {2) Connected a match Yes (2) PUB Setup
Completed
cucm@llcconasubl 172.18.172.213 8.B58 Yes {3) Connected a match Yes {2) Setup Completed
cucmdllecnasub? 172.18.172.214 8.729 Yes {4) Connected a match Yas (2) Setup Completed

MREFAT RKRENRSENS , REVNREHE/LPEEREIDIRE ,

deplication reset allfi 5o

BMNE M T 25 Autils

MREHBERY , FSEBEEELinuxiR & H
TR R LR B Y F A1E R

T

RABEEREFRLMEFTBEUTNAY , IUASAFHRZRERMRETF LIRS EFRIININE,

BB RS

DRFXREFLBUEEMAES . SMBTESRSBE , RAERIEL — w44 14 5T E #9353
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https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185
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Service Activation

| Seve g Setto Defsult @ Refresh

Status:
Dready
-Solect Server-
Seruer® 172.168.172.212 = | Go
| Check All Sarvices
CM Services
Service Mane Activation Status
| Cisen CallManager i atad]
Cisco Mesz=aging [nterface Deactivatad
[+ Cisen Unified Mobila Voice Sccess Service Ackivatad
[+ Cisco [P woice Media Streaming App aptivated
+ Cisco CTIManager dckivabad
[+ Cisen EXtEnsion Mobilicy Artivatad
) Cizen Extendad Functions ackivatad
+ Zizc0 DHCP Monitor Service fakiy sbad
[+ Ciscn Interduster Lookup Servics aptivated
a Cisco Location Bandwidth Manager duckivabed
[+ Cisn Dialed Humbear Analyzer Server Ackivatad
[+ Cisen Dialed Murnber analyzer aptivated
L Cizco THp dackiv tad
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ERITERLTLBREESTE |, BHERNT SHCLIFH Autils create report platformis & , AR =&
platformConfig.xmIX MG FE. KMHRFSHEMITARSSET [ LAY tbat ABPTHE,

<#froot>

<IPSecSecurityPwCrypt>
<ParamNameText>Security PW for this node</ParamNameText>
<ParamDefaultValue>password</ParamDefaultValue><ParamvValue>

0F989713763893AC831812812AB2825C8318
12812AB2825C831812812AB2825C

</ParamValue>
</IPSecSecurityPwCrypt>

MRENEE , FHRifw 08500 LM TCPER, MREMNAEE , N=HIEERE I ATERBE K
¥, BACUCMRBHESZIREFE LR

- BRUBEID CSCtn79868 - pwrecovery T E{X & EsftpuserZig

« Cisco bug ID CSCug92142 - pwrecovery T E R E A 2B F° 15

« Cisco bug ID CSCug97360 - pwrecovery3k A2 # f¥selinux denials

- Cisco Bug ID CSCts10778 — N &£ ZBME I 5| K Denials

« Cisco Bug ID CSCua09290 - CLI“set password user security” & 1% & 1F ¥ 5 F %53

« BRIFEID CSCtx45528 - pwd reset clilk Bl R iF{E A& F i ZHG

« EHRCUCM 105 LM Z£%iBfE , Cisco Bug ID CSCup30002 — HIEERS B2 <A

- BRFMEID CSCus13276 - CUCM 10.52% 2 ZBEMESHBEEEEMBINTER

MRCUCMMBABEMAEXLRBNWEERF K KUNENBRASREEFMET R EXERKCisco
Unified Communications Operating System Administration Guide , Release 10.0(1)Fi¥iR 15

RESRE.

WMRCUCMMAT L EXERBNIEEREF , NBAREARZEHO(TAC) AT SURERBRMITHIRT
o

k& T4 3ECCMDBA #

MRMERIHBEEAM , WEHAS TN SEREFELANG. BREBFBEFEZITHETU
BEZEN , FNITHHED,

SRR

ZHBREHIRE | 55 RPERLinuxiz &85 CiscoF B CUCMBUEF 8 Bl E X E,

BE & AR EM B TT A 5 R R S5

HTHEFEFREFTMEFEMES , MR EHHRETFTPERSRE , MEREXBATE,

MR BFFEFET A EERIERS(TVS)IES , FEBEMTVSRS S/ ZBEFTIT T TCPiwH2445 , N


https://tools.cisco.com/bugsearch/bug/CSCtn79868
https://tools.cisco.com/bugsearch/bug/CSCug92142
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https://tools.cisco.com/bugsearch/bug/CSCtx45528
https://tools.cisco.com/bugsearch/bug/CSCup30002
https://tools.cisco.com/bugsearch/bug/CSCus13276
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