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%88886 A user has attenpted to access Cisco Unified CM Admi nistration

2021-04-30 09:00: 53, 156 DEBUG [ htt p-bi 0-443-exec-83] filter.SSCQAut hAgentFilter - servlet path
: / showHone. do

2021-04-30 09: 00: 53, 157 DEBUG [ htt p-bi 0- 443-exec-83] filter.SSQAut hAgentFilter - recovery URL
./ showRecovery. do

%8886 You can see the SP and I dP EntitylDs here

2021- 04-30 09: 00: 53, 194 DEBUG [ htt p-bi 0- 443-exec-83] fappend. Sanl Logger
spEntitylDis : lcucml251. scki ewer.|ab

2021- 04-30 09: 00: 53, 194 DEBUG [ htt p-bi 0- 443-exec-83] fappend. Sanl Logger
i dpEntityl D : http://WnServer2016. scki ewer. | ab/ adf s/ servi ces/ trust

SPSSOFeder at e:

SPSSOFeder at e:

%8886 The client is redirected to the SSO URL |isted here
2021- 04-30 09: 00: 53, 196 DEBUG [ htt p-bi 0-443-exec-83] fappend. Sanl Logger
Si ngl eSi gnOnService URL : https://w nserver2016. scki ewer. | ab/adfs/| s/

SPSSOFeder at e:

%8886 CUCM prints the AssertionConsunerService URL and you can see that CUCM uses an HTTP- POST
2021- 04-30 09: 00: 53, 196 DEBUG [ htt p-bi 0- 443- exec-83] fappend. Sanl Logger - SPSSOFeder at e:
AssertionConsuner Service : URL

chttps://1lcucml251. scki ewer. | ab: 8443/ ssosp/ sam / SSO al i as/ 1cucml251. scki ewer. | ab

2021-04- 30 09: 00: 53, 196 DEBUG [ htt p-bi 0- 443- exec-83] fappend. Sanl Logger - SPSSOFeder at e:
AssertionConsuner Service : Binding Passed in Query: urn:oasis:nanes:tc: SAM.: 2. 0: bi ndi ngs: HTTP-
PCST

2021-04- 30 09: 00: 53, 196 DEBUG [ htt p-bi 0- 443- exec-83] fappend. Sanl Logger - SPSSOFeder at e:
AssertionConsuner Service : Binding : urn:oasis:nanes:tc: SAM.: 2. 0: bi ndi ngs: HTTP- PCST

%888080 Here CUCM prints the AuthnRequest to the client. The client is redirected to the IdP with
a 302 and this request

2021-04- 30 09: 00: 53, 199 DEBUG [ htt p-bi 0- 443- exec-83] fappend. Sanl Logger - SPSSOFeder at e:
Aut hnRequest : <sanml p: Aut hnRequest xml ns: sam p="ur n: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "

| D="s29f d87c888ef 6a4bc8c48d7e7087a8aeb997dd76f" Versi on="2.0" |ssuel nstant="2021-04-
30T13: 00: 53Z" Destinati on="https://w nserver2016. scki ewer. | ab/adfs/|s/" ForceAut hn="fal se"
| sPassi ve="f al se" AssertionConsuner Servi cel ndex="0">

<samnl : | ssuer

xm ns: sam ="urn: oasi s: nanes: tc: SAML: 2. 0: assertion">1cucnl251. scki ewer. | ab</sanl : | ssuer >
<sam p: Nanel DPol i cy xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol "

For mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: nanei d-format: transi ent”

SPNaneQual i fi er="1cucnl251. scki ewer.| ab" All owCreate="true"></sanl p: Nanel DPol i cy>

</ sanm p: Aut hnRequest >

%8886 You can see that CUCM has received an encoded SAM. response that is base64 encoded
2021-04-30 09:01: 03,986 DEBUG [ htt p-bi 0-8443-exec-85] authentication. SAMLAut henticator - SAM
Response is

. 1 PHNhbWwOl JI ¢3BvbnNI | El EPSIf YTMRZDESZj | t MUz ZC00Y] gOLTI hNDI t NGFN2JkMAQAYTex| i BWZXJIzaVWouPSI yLj
Ai | El zc3VI SWezdGFudDOi M Ax OS0WOC0z MFQx Mz owMTowy 440TFal i BEZXNOaWshd @ vbj 0i aHROcHVBLY8xY3Vj bTEyNT
Euc2Nr aW/3ZXI ubGFi G gONDMrc3Nvec3Avc2Ft bCOTUO8Y YWkp YXM MANLY20xM UxLnN a2l | d2VyLnxhYi | gQ29uc2VudD
0i dXJuOrdhc2l zOrbhbWzOnRj O NBTUW6M 4wOnNvbnNl bn@dWszcGVj aWZpZWQ | El uUnVzcXuc2VUbz0i czl 5ZnT4AN2
MACDhI Zj ZhNGJj OGMDOGEBZTcwODdhOGH! Yj k5N2RkNzZml i B4bWuczpz YWLscDOi dXJuOrBhc2l zOrbhbW/zOnRj O NBTU



W6M 4wOnByb3RvY29sl j 48SXNzdW/y | Hht bG5zPSJ1cmi6b2FzaXMebFt ZXMBdGVBUOFNTDoyLj A6YXNzZXJ0aWul j 50dH
RnO 8vV2l ul2VydnmvyM AxNi 5zY2t pzXdl ci 5s YW vYWRty9zZXJ2aWNl cy90cnVzdDw SXNzdW/y Pj xzYWLscDpTdGFO0d X
M-PHNhbWwA NOYXR1cONvZGUgVimFs dWU9I nVybj pvYXNpczpuYWLI czp0YzpTQULIMJ | uMDpzdGFOdXMBU3V] Y2Vzceyl gLz

48L3NnbWkwA NOYXR1cz48RWbj cnl wdGvk QXNzZXJ0aWul Hht bG5zPSJ1cmd6b2FzaXMebnit ZXM6dGVBUOFNTDoyLj A6YX
Nz ZXJ0aWul j 48eGVuYzpFbm\y eXBOZWREYXRhI FR5c GU9I mhOdHA6LY93d3cudzMub3JnLz| wivDEv MDQveGLs Z\W6j | OVsZW
11 bn@ | Hht bG5zOnhl bmvBl mMh0dHAG6LY93d3cudzMub3JnLzl wivDEVMDQuveGLsZWhj | yI +PHhl bnVBRWSj cnl wd@ vbkl1l dG
hvZCBBbGdvcm 0aG091 mh0dHA6LY93d3cudzMub3JnLzl wWDEVMDQveGLsZWhj | 2FI czI 1Ni 1j YnM | C8+PEt | eU uzZnB8geG
1sbnMBI mhOdHA6LY93d3cudzMib3JnLz| wivDAVMDkveGLls ZHNpZyM Pj x| CkVuY3J5¢cHRI ZEt | eSB4bWkuczpl PSJodHRwWO

8vd3d3LnczLmlyZy 8y MDAxLzAOL3ht bGVUYYM Pj xI CkVuY3J5cHRpb25NZXRob2QuQWwnb3JpdGnt PSJodHRWA 8vd3d3Ln

czLmByZy8yMDAXxLzAOL3ht bGVuYyNyc2Et b2Fl cClt Z2YxcCl +PERpZ2VzdE1ll dGhvZCBBbGdvem 0a@9l mhOdHA6LY93d3
cudzMub3JnLzI| wivDAv MDkveGLlsZHNpZy NzaGEx| i AvPj wZTpFbm\y eXB0aV@uTW0a®@kPj xLZXl JbnzvPj xkczp YNTASRG
FOYSB4bWuczpkcz0i aHROcDovL3d3dy53My5vencvM AMMCBWOS94bWkkc2l nl yl +PGRzA g1NMDl Jc3N1ZXITZXI p YWw+PG
Rzd g1MDI Jc3N1ZXJOYWLI PkwoUl RQLCBTPUSDLCBDT]| 1JVEX SRUNPVKVSW/8x Y3Vj bTEy NTEuc2Nr aW/3ZXI ubGFi LCBPVT
1UQUMs | EB9QRI z2Y28s1 EMBVVMBL2RzA g1MVDI Jc3N1ZXJOYWLI Pj xkczpYNTASU2VyaWFs TnVt Yny Pj EzNDkz Nj Az NDA3Nz

A3NTkx Mz A3Mz MMMTT 3M Y3OTMDNDY5M Al Mzw ZHVBWDUWOVNI cml hbES51bWII cj 48L2RzA g1MDI Jc3N1ZXITZXI pYWwPC
9kczpYNTASRGFOYT48LO0t | eU uzZnB+PGAU6 Q2| waGVy RGFOYT48ZTpDaXBoZXIWYW1ZT5uRk9UN3R) NVFWZGV6SULTTVMKkC 1
RBMAB5aHNI TG VQVRLak Rk NUNMNK VOL3c3R2dVeEsr ZkZsaDdhaGkz VFg1ZUc we Es 4 Qk RXMKNORHVAdnB4 ZEYy c TduLOxntk

FPTng4ZzUz Y1ZRZWNSTEt Pad HZDNVZDNvaz| 5¢cHkwivil ZULp YNKNMAGE GAGR5V0I 6WJI zZDBwbOpae G5pdk RNUE8z VHEz bV
RWZmM\NQZVgz e TAGRUSUVS9DZ1Z3dkpTdl | y NDRudnZnt nRHTB DMTRhc 2pqUHFV VXJI 2MVENA TnUWNThCc GQMU25J] SzdhSnRQaE
xya290K1JNaWzvdzl zRWkI YOo1SVWKWESwe zhKVnNxaFBwWZWhv YnZi SnBWRWWBQkdk TOZZTVBY VW ne TVSZ3MLUE4y a2l LTE
5YSWOh4enVxNi 91Vj | nbkt YcFpgMy 9KRARRR3Zs OVE9PTw ZTpDaXBoZXIWYW1ZT48L2U6 Q21 waGVy RGFOYT48L2USRW
5j cnl wdGVk S2V5P] ww S2V5SWbz48eGVuYz pDaXBoZXJEYXRhP] x4ZWsj CkNpc Ghl ¢l ZhbHVI Pj VxeVZRYnmRYaEx5L2x OdH
UvNnVQbmVUSz NI aSt Sc3dYVGLOUNRSK1ZuQz NZMEE x ULVI WDROTkJt NFZwel Nr VUl FeDkr ZDFueW9scl RPQKZNMVELXUnt pbX
dKbDVGe Tl uMEXQAKpl Vnd YQUSVAEFaZ3A0MEp TMXVQTI R2ZTVnY1Rt bFh2UkhMRLUSVK FFb v e GNGVDhKQ oy RmJzM29NeE
5CK0J4N242bDFUZ2hpZE01MBd1 Qi x ck RHWFFYy QOxJVGxOVmkMej RINNNALOI mZUNJUS9KUHI 3N011T20x TFk3a1BRSFFqOE
1 5YI gzKzVLbUNWAZ hVbXFNRGZGc EVqdUl 20Ud1 bFVoS2Fxei t GUVUAMBB5Y3B1dj kvM NQecnBI cO1RTj) NI @BQvVOI DbHZPQV
BzV251Z0xr cyt qVy9QUTXZFW BKdWWWVI YkVCGec 2kr eWwkhdDZ0OUyt t MMhNdGI GUVV1a3J Cek MBL3Rr UnFPNXhnbkJ5Znt Gak

xxVUE1ZFE3ZXY3YUUlazJJM3ZnmN\2hae Udwdk JKK2FnUENAMVI pOFgx CERPS2J0dnBI1 YXJ ZNUpk Uz VGQz VPe HFJI VTdnVimp ]

FI WWUvdj E1Rj gz CEMKMZzaVJIZSI NPUj k4UzdZandmaVIVK3NVdUs v V2 1UanpXUVhYWGVs Qkt BcONCb2I vNDE3RTJLU29i aU
hi akl hbXczTUl wdl J2MJFuzZkJHaz JIMJZhcns 3W/MBOUkz SnZj M | xRDVUNHBA4ZI | kUOXHRH e Uxz YUN6MEE2W ROe Ut QUO
FMRKk 1LdEOwe Ux UUECY SnA4UKI EaWhERDFZeU04eDNLNmM xenZr Y21 2M4Z2]1 GSWY2K1hi SKRWSVR1ZWiwaOcxeWFi MONj Zm
Y20G8r k 1k VUFTc094UXZLVUF2UkNIWrdocDer bFpmeEV] W FHUnpVZ3B6M | 0TVWNI Vn VGO XNWUt IMDVTWJIFNHI zaEx Gd X
RIRI IJXNi t 6eXl j SUl ZWAFXRESKkUz UvW Rzd3I hTTQLVFKky ULl BbWsI aWrv VUwy VUMz SHohWARE a2xxak 90T GLWNFI y cnN3Y;]

ZXxTFdOS3Rr UnpJUnBpbONZVj B3RFg4bl ZI RUhLNTk4RWLycl | 2bW zTON2Y211 YnhUY2dCRGV5ZWFNd1Z1dVpxd2Ur N29YOX
hZUj RZSHZTalpVbXdCOdOt meGpvUUQ K3l KOTZ6 QVFqQkpj RC81c1dOTndI dTBINFNt SXNmbEVKTINRSzI zUj | 5Z2XJQV1J6c0
hBbkpaRVpt K11 5SM@SWOYd2hVvb2J1W FEbWWAdUE OK2t | MkRBVCE j USNBbUZKbFo5SVdwQz Jt SVh1RFpGANNXLZR1Q JXW

t We2dYdUo4eEJ4cFB4RWhj aGNNVk5yaHIxMIZOczRuL3dhZS82Nk 16 NFN2Z0hk MBRj ZUNheWJdGOEF3al1Jl SHVYBM2VGR] VMAM
hr Rj N3UzMDZk9i eDhPbFhERLBMNEL3MI9CGhVF4QOp5ZDZt VXI 6Qzk 1WUhYckcvNHp2ek 1YVXIB6NU9I UVBONXRXNHI 2cl R6CD
| HWFFMHI k MXZGN29 PNGEOaFNPOFgOVI | Qdnoy T2h5Yk00ZUhOQUO2K2hnTzNgeW GTnNOSnVEN U2bVZQLzhSQ g3RWxWH
AxNUI5YWMROKOV3dFYKFJZj Zt VUVSQ hr TCs4Ukh4RnWR VuQLkwb0dkaGdkZGRt KzNXVI | wZXE2Rj Ni T1dyZVdzVj | Ma3
pnMXolVj | kR2hGaz Vhd0ZKQkJ OZ1dDe HFJ BRr VO9QURHZWRNRVRk 5DUnt 5dHd Vb3l YQTI ncnAyeEsvUURI eEE4dz JFNXNpUU
VYN29VSFMBSTVI bUUWdWE0RKkx DT2x OL2t YVXNneHpuVy 90WN ESUZhSEd3bSt | d2pCNOI 5WFhhbz B2aTZVS1Y5bnBCVNgx NV
I LbXhPMI yc282Z225JaUNzTno0c00z OARAYzhr WhhCYUt | Ykt 0cONSsaW XRzh4VkY1lcU ZTUSRV1INTUOzanB3Zk9HaEl aVo
0zd0VGalBYc1l ga3d2dExi dnVSOEZRU3I | c XNwbnVYWkt PQ J3Vj | | M QzMFV4Y3di M3ZsTTULV2Jndl pz SXBSdXg5aE1nSW
ZI dXI GVzJIXV2| ZdTIZaHZLamNpQndj L2NpQ Jy VEYwe 0dRNHBmYOO0v RWZ4 S3VFbGhy Y1lkwbhkwr VnNpVz Fvenbnt2Vj OXVsVn
pEcW XW NCNI dEQO5FNmIr QVB6WJ JT1FUT3FgRp1lUk| zdTJ EV3FhUEhNNFFTWARS NFor TCOHSGs zZnRLYXZTc VA2 UULLOW
Nt TERy Wk dt aFM6ZWHnSXIPOTV4aGF1aWhi dWYvcONmbXpTMVHZ] OTFsc0JkMLYr MURoY2JkMddaaUFuRHpncEdi R VqMLpi Sn
hPMDI SZDBEdFRt OVFRV2I YOndVcz NYd2NOVWNWI St 4Zj kzenFVazRsej JEQMWIN3VWW | vQ0Zr aDZ0TI VxaXAvZzgzQyt TcV
ZTZ2dNbEY1UTUr WMz dCIRZVRs Rt xdXFZQm t Tk5sM202V1J3ZkEIWKhRTXYYy WKRFROQ2bk FMNj Exb3J0UnVUOVFnd2Jnt 2
9R0OUZ0aj haU3BMa&hRXAv WpKVEFgMFRs c0hwS3V3WAN5dS9z SA SaVZPZ3ZI aj hFY3gr bUNBM Fi TysydnBJY2V2YTV5TX
duzZnmhi QTdhSGpuM3V6L29hYyt vNVWSVZDNt MT1 r Tndv SHFSSWNLN3g5UWYXxQ hFeTJIBY1VhTzJl WEQy Z3JqVOVKdzInZC9k VD
NYc2ZDcl pj dVd2R3pNai 9ONWLCVXpRa2VaN2xi NkJpa3ZDaV@nma3VW/FZoc UR2c XVpMAQr T3B5MEX| Yi t NMRX YQUZZUI Zs Mk
9RWFgz UEdPZ3NubGNoTi t XOW SSULEQ dRQW pc GEEWGLGeVe3K1JYZHRARI t CbDATZ2ZLd3N MDczd1RaM ZKQONObVI j KO
xvai 9MI'TEr NEpONOUOSnpr dEJ YRz hURDh SSGNVWWGZMUDd QOFpKQThk TTFNNTBaVXRk ¢ FQz VzdhW dPMEhNdVBUb1BUVTQLbz

hacUxoQndkb2dy RHhEbEc5bkFr Qmxac HN\WMTdJaEplek VkZmvV1dFdUcEl nTTB2TVVWDhNYVI Dc Tk3THBIZThYOFVYWrZBcl|

dl TUI6bHNhDZy swT29r dWy RmxLRF2SGI s ZXFqQUWE 2MThgRi t hSz BoNEVObHA3WMv dk RLc0Vwe 0t QZ1RFTEI DNHIESkpXaD
AvRVAVQD1YcXQr a3hy MDRXMz ZMWK Y3aDl | QVFnU2t kdHQEckZk TW BNVVUQWH 1 NHdOWANBUEF3T3J Yc GVRNTY3WE00 YKk Nvaz

| GaDB4ZU5CSnBNYTFhSUdHe Uhx L2xnK1hWoWhs YW FSXJQcH FaWFl YTMy TW/Zd1B3enlJ ON ONVACZ&s c VRMIXZ3aHZ4 U0
ovN3N5MkdBVDVneGF0aj VHSNZI Rz VXMDdI TThRczBpc Ot xW ZVWFMATOZaY1Rze EUv SHRsL3B5dndzZ3J6Z2N N3hKT210Q1
RKTzV5YUJHczl 0ZWANUERWXhZZ1JGRFI zZW/J5K0ZuUFZQal J1b01WNnRpekszcFEzUDgr dXZBcEJi VzNZTWYy SDhBTTI HW
Y4Tzg2ROM3TUdORTRSZGhPSHBYal J4eXQRZGnhXcG5CRi 9UNUVFZj | 0ZI ZDVI hi SFRYcUNkcj hTenZCdj | vOS9UMKWORHp4Qn
Z4VKk| 4ZVE3dkhINWaQQBWWe50G5FTWKei t Sc2NI U1J Oe XhDRO80K3J CanVWNUpZTDNyaXVl Q ZXRj hNcEALZG5ST20xVE
hvTwhi Sj VI Rl ZKW&JI cE9kaVd5Z2h2VTFr aHFVbVIpUKFuSXl kc UFQbG5SR3VnaFhpbnl hbj VQKOhj cUFTUDI | RXR4ZI h3CC
9aNzhCUkhQoThxWUVLSj dxZj RMKz Fj bnt uMDhFWk5r a2hsN1pKUnbz W&t MoDZs T3VURXUv Tz BGYUNYQLB1R1gOcl g1VXY3QW



5wT1dkN3kz Um\xK1hQT1JDam 1ROMyalFoU®xaDBCN hKbUJzeFl HOGZ4bGR3NMIHVWMY ZVFj dI dpb2RxW NaQrhPbOk2Um
xJSkxaTldZRnYxcnbLZndKVj | j dFhYdk5i WEII V1hoYUJ1NG&Ir YOgz SzhFcmhJ TWZr WiNKU3pTaEpnaOFI UORDYOgx YWsx bW
xHLOpTc3BUckZseXV3enBt dCt ZNk RnNENx OGpRZWz WI'FxbDZCZFMLaXc4RnhveW wKz Q4 U1J4RUUL YORONWZI RHor M25YYk
03ekt aUW 1Z0VZTGIodFJESGL6VW4RzRDej Nt enpNYWR1 Tz VFbz UvWUFUdz kv UOpi ¢3VmYTI ZK3I1 | N3l 5KzZVU2RSbmI YTS
9JaWFRG yRO5nMM FRGhve Xl xT2hPcWLabnpx N | ZQLBv UHZCQ2VRNDI r S3RNal1NYdFQ b3RRRnpv SXFr SzRz YTdj TVZkb3
QvZFdwU FaWwhBPcDhLW Foel BheVowaz Ry UUSWIWLXx OThGOXp1W VnNGV2dkt TenllRak VyaWhOODRLc01Jdj ZCvz JUCEJpL2
Rl Rl ZI ULhXQVRt dOt NQkpYUHVUaVRub3hHULJ6Ul | TeDl Divhg4Zi t WJ054¢3d3MVEIMYVI wQ Bx QQwwL3ZKUEN4V2Nk VDI Cdk
1xbXJIEYUg3OHFVU3VXUEI 3V3p1Rj hs TGVr WHhI QzBpcFV5MFp3ZHI0Y2g0VTVaOHpZS05WADVoZk Zr Vj ZXMLp5cE5uR2t 4d2
JNYkJQbTZi NOhVOE8OaVWLR1JLZndoYkt r Yi t ROUSWU3] kc VE5QD0zNDg0V1B6e TY1IRFAXQ kxQ dKTkovQ@RdLNONYTOxzVm
VOZTV2ROVNVNIXWFdnOVY522t Ud25aSXFBNGZpR Rt SC94MhBmQz NVe By endhVEl uRHVr Zz VHODZ1bk p YQMOEMVFI ZWJIcW
Rj eWUr SOFWU2F1eVWkdngzTk9Jcj Ar emh4anxZUj Zi bEl 6 Nz RDWJ0z RnBQAUZWL 0 EOWGNA MAUAMUd 1R2¢c 00GF5K3RoK1 VYRk
hJ SGROTGpMQUp6e VO 3NFhwSFV3c HQLMLVAVK X MUEVXVES4Tj ky SWRei t 2aTVEbDNVal RXNWZHUW/EL 3BK RHY1S3I 2QLFpYX
VmVOpBRnY4AMHRHb St ZSFROT2RNNOI Scj dZV1VFam yBhQUXFOT2Ez ck FOSGFFSEZDS1BQei 9FCEXt RHRNTI YAZGA3Znpl bW
ZMal 0zeGRW1VZZzFYYk| vR&kaVZUS2ZPUHg2Y! | LbVhLSUJ TeVMASFRQQ RnUDZs Q@ NNeDRSa0JkNUFj VOxNL1p4cHFDbl
hkTTI yNj F4ZXh4Yl QRUz| wWUDNI Mk96eCt VSHRLYOt GLOZX TTdUbH TZW) MW SMdy Nt dXNQenFFW F1LMRwSNXowe 1Evck
ox WKk 2MCOON2w2 VEN] Wrh1NDIVka2x QZHkr eHBkdj JobOhTW&E 2Smhkak95QnQBal FueHIWREL ULz dRVFc 2e W) 3Nz UwSk dwik
JYSkhy ODhDM EydFl 5S1hgqY2psU3h3M BEbS9z YTY2ckdWAHI mNW z K2VFYI Zi bmir VSt SRNMLZSt Jc01wT TVPbmNWQOhNZ2
Ng SHAN2hVWJIJIN) ASUORwWaVWN2VGE2ckl LUGKUNTRI eXJj UE9sblkr U d6aXRTQk43bnhnW/zI QUI yVnJSdWUTGhaR] FMVm
F1bU xcOpNcEdhNW ycFdaWbcz U2hk VOMAOVVDall r RFI DVI J3YKQObEVOenhLYk5t YXpZMBBDRkZ4VUSLV] d3T1NKVXpTVn
JwYkt | R2dLcC8yaG Zd2ZTMHNt TmI KdFdGaWZKNi 9TLzNUSI Bj WR4ZGopdnF5dzdmeVWKTVBoR2V6b U9t LO1QVzKky cDVUeW
MMV dI NHeGV5YTAOY2Rj) VXNZZOp2MJUr N2I 0az BBUz VLNDBONOs 1R0Z6M hWNy 9VMDNPZXA3M JKSnilReWh4eVRHNNdOKO
9PRHc1Tn¥Zsad i Nmkxdnt 0V2] 3Z3dVdON4S] FTNGZQAEX Ydl pGSHR1L2ZXQ t 4SI BranmdLe TRNVI | abFg5Myt SRXAr Zkl QUU
JraXzJZl gyaVhzbGIRL1IFTUVFFV3dCNO5k YnpJ OEJBRFI uYi 9j M NTZI VhdUxDQRV4AUTBZbSt 6Kz d4bHVBYSOVWUJ4QLBaTF
Nz ROMAZd r Uj hHQnt 0dOgxWE8r WA nd3dkZ2p4S21 4TFRZbGFi TDMVE PC94ZWsj OkNpc Ghi ¢l ZhbHVI Pj weGVuYz pDaXBoZX
JEYXRhP] weGVuYzpFbnmNy e XBOZWREYXRhPj w RWbj cnl wdGvk QXNz ZXJ0aVWuPj wc2Ft bHA6 UmvVzc RBuc2U+

%0886 Here is the encrypted SAML response fromthe client. You can see that the |InResponseTo

val ue matches the ID fromthe SAM. request, so it is clear that this is a response to that
request

2021- 04- 30 09: 01: 04, 005 DEBUG [ htt p-bi 0- 8443- exec-85] fappend. Sam Logger -

SPACSUt i | s. get Response: got response=<sani p: Response

xm ns: sam p="urn: oasi s: names: tc: SAML: 2. 0: protocol " | D="_a36d19f 2- 3e3d- 4b84- 9a42- 4af 7bd1d8a71"

I nResponseTo="s29f d87c888ef 6a4bc8c48d7e7087a8aeb997dd76f" Versi on="2.0" |ssuel nstant ="2021- 04-
30T13: 01: 032"

Destinati on="https://1lcucnl251. scki ewer.| ab: 8443/ ssosp/ sam / SSO al i as/ 1cucml251. scki ewer. | ab"
Consent ="ur n: oasi s: nanmes:tc: SAM.: 2. 0: consent : unspeci fi ed"><sam : | ssuer

xm ns: sam ="urn: oasi s: nanmes:tc: SAM.: 2. 0: assertion">http://WnServer 2016. scki ewer . | ab/ adf s/ servic
es/trust</sam :|ssuer><sam p: Status xm ns: sam p="urn: oasi s: nanmes: tc: SAM.: 2. 0: pr ot ocol ">

<saml p: St at usCode xm ns: sam p="urn: oasi s: nanmes: tc: SAM.: 2. 0: pr ot ocol "

Val ue="urn: oasi s: names: tc: SAM.: 2. 0: st at us: Success" >

</ sanl p: St at usCode>

</ sam p: St at us><Encr ypt edAssertion

xm ns="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"><xenc: Encrypt edDat a

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

Type="http://wwm. w3. or g/ 2001/ 04/ xm enc#El ement " ><xenc: Encrypti onMet hod

Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#aes256- chc"/ ><Keyl nf o

xm ns="http://ww. wW3. or g/ 2000/ 09/ xm dsi g#" ><e: Encr ypt edKey

xm ns:e="http://ww.w3. org/ 2001/ 04/ xm enc#" ><e: Encr ypti onMet hod

Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" ><Di gest Met hod

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ ></e: Encrypti onMet hod><Keyl nf o><ds: X509Dat a
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xrm dsi g#" ><ds: X509 ssuer Seri al ><ds: X509I ssuer Nane>L=RTP,
S=NC, CN=I TLRECOVERY_l1lcucml251. scki ewer. | ab, OU=TAC, O=Ci sco,

C=US</ ds: X509] ssuer Nane><ds: X509Ser i al Nunber >134936034077075913073301272679344692053</ ds: X509Ser
i al Nunmber ></ ds: X509I ssuer Seri al ></ ds: X509Dat a></ Key| nf o><e: C pher Dat a><e: C pher Val ue>nFOn7t c5Qpd
ezl MSMB1sTAlnyhsl| LnUATKj DA5CL6Et / w7 GgUxK+f FI h7ahi 3TX5e @xK8BDWLsNDs8voxdF2q7n/ Lf r AONh8g53cVQecyL
KOhi Gd3Ud30k9ypy02i YSZX6CLXkFt dyW zYB3d0poJZxni vDMPO30q3mTpf cPeX3y7FENTU CgVwwJSvYr 44nvvf r dG\NoCl
4asj j PgoUr vOCxNu058Bpd0Sni K7aJt PhLr koN+RM f UWOsEl HcJ51 UdXNps8JVsghPpej obvbJppEc7BGIOFYMb2Ubf y5Rg
s5PN2ki KLNXI Ut Bxxzeq6/ uV9f nKXpzj 3/ JEdQGvI 9Q==</ e: Ci pher Val ue></ e: G pher Dat a></ e: Encr ypt edKey></ K
eyl nf o><xenc: G pher Dat a><xenc: Ci pher Val ue>5qyVQbdXhLy/ | Nt u/ 6uPneTK3H +RswXTnt Rt R+VnC3YOKqSUeX4t N
BmdVpr SkUl Ep9+d1nyd r TOBFMDMARKI mndl 5Fy 9nXLPYz HVWXANVhAZgp40JS1uPNTve5f ¢ Tm XvRHLGU9ZAEI ooxcFT8JB
Z2Fbs30MKNB+Bx7n6l 1Tghi dvb3wuBmgr DGXQr CLI TI NVI Lr 41 6sx/ | feCl QG JPr 77MuOnLLY7k PQHQ 8B9bX3+5KmCvk8Um
qgDf FpEj ul vOGH UhKaqz+FQU83pycpuv9/ 23Pr pHs MIN3HCt / W C vOAPsWhugLks+j W TMEZPJuc/ YEHDEFsi +yl at 6t S
+mBhM bFQUUKr BzC7/ t KRaObxgnByf kFj LqUASdQrev7aE5k2] 3vf 7hZyNOvBJ+agPCx1Yi 8X18DCKbt voHar Y5JdS5FC50x
gl UrgVj f v1IHYE/ v15F838Cl2f si RYJSOR98S7Yj gf i RV+sUuK/ WiTj z\WQXXXel BKAs CBoi 0417E2KSobi Hbj | amw3VBOVRv1



Anf BGk2I 1Far k7YS791 3Jvc29qD5n4pxf YASLGDyf qLsaCz0A6Z4t yKPSALFMKt MOyLTPG2Jp8RI Di j DD1YyMBx3u6blzvke
b62j 8gi FI f 6+XbJDVI Tuen0kGlyab3Ccf f 680+BMIUASs Ox Pf KUAvRCuZghp7+| Zf xEcZQGRzUgpz224Me | VuFns LUKI 05SU
RE4r shLFut | FRWs+zyycl | YYaWDNdS5/ Z4swyaMA5TY2SYAmei f/ UL2UC3HzaYcnkl qj ONLnVAYr r swb6qLWANKt kRz1 Rpi o
CYVOWDX8nVHEHK598EnT r R6mb30OCv cmHbx TcgBDey eaMWuuZgwe+70X9x YR4A YHv Sk ZUmMWKS xj 0QD++yJ96zAQ BJcD/ 5s
WANoeuOIl 4Sm sf | EdOSQK9sR29er PRz sHANJ ZEZm+R920RYOXwhUobuZ1znc 8uKt +ke2DAT+c SsznFJl 291 WhC2m XuDZFv
SW 4uB2WZ+VsgXuJ8xBxpPxEhchcM2Nr hr g16Ns4n/ wae/ 66Mz4SvgHd3t ceCaygF8Awk ReHuA3eFF5LZhk F3wsS34f Cbx80

XDGPLAMAMIOFMX Clyd6nlyzCOSYHXr G 4zvzMXUr z50eQPP5t g4yvr Tz89GLQEOr d1vF70M4a4hSO8X4VYPvj 2ChybMieHNA
Ov+hf OBj yi FNst JuD6U6nVP/ 8RB87Ek1Xp15Byaj LA 4WMELAI f 6 mMUJERBXK L+8RHXFuoFUNnCYO0OoGdhgdddm+3W/R0eq6F3bO
W eWrVILkzg1z5V9dCGhFk5awFIBBNgWCx ql Ct kWOTDv pFt UFNCRg9t wloy XA9gr p2x K/ QDbx ABW2ESsi QEX70UHS7| 5HTEOuU
nt FLCA N kXUsgxznW't Yi DI FaHGMm+HwW B7B9XXao0vi 6UKVInpBVXx15YKmkO2B2so6gnl i CsNz4sJ39dxc8kZxBaKHbKt s
Cyi kWEBxVF5ql YMNQARMWE]j o7f OGhl ZWVBWENK PXs Y] kwt LbvuR8BFQSy Hgs pnuXZKOBRW9e2430Uxcwb3vI Mo5WhgvZsi

pRux9hMl f Huy FV\VWN Yu2YhvK]j ci Bwe/ ci B2r TFOsG4pf cM Ef XxKUEl hr cYOnL+Vsi WLoznf sec9ul VzDgi WZSB6WWDCNEG
bk APz Zbl OQT(Qqgj Fj uRB3u2DWjaPHMAQSZt | 4Z+L/ GHk 3f dKav SqP6QWK9cnLDr ZGrhS9ej gl r @5xhaui hbuf / sCf nzSO0vc9
1l sBd3V+1Dhcbd3GzZi AnDzgpGhFUj 3ZbJx 031 RAODt TR QAW XBwUs 3Xwe NUc VMkxf 93z qUk 4l z2DBI 57uUz2/ CFkh6t NUgi

p/ g83C+SqVSggM F5@B+Yn3t / QeTl FkquqgYBi mNNI 3anb\WWRwWf A5Yx QW 2Yt EGD6nAL6110r t RuT9Quwbhf so@@Ft j 8ZSpLhoaE
p/ 1ZITAj OTI sHpKuwYcyu/ sHi Ri VOgvej 8Ecx+nTCA21bO+2vpl cevaSyMmnf hbA7aH n3uz/ oac+o5k/ d3ml2+NwoHgRI cK7
X9QF 1B8Ey2AcUaeXH2gr j WEIw2gd/ dT3Xsf Cr ZcuWGzM / N5nBUz Gkej 71 b6Bi kvCi of kuVTVhgDvqui 1d+OpyOLcb+M3
| XAFYRVI 200QXX3PG0gsnl chN+Vk RI MDBWQAKi pnDXnFy W +RXdt x F+NI 7Sgf Kwse073wTrZ2VJCCt niYc+Loj / LML+4Jt 7E4J
j kt BXGBTD8RHc V4f LP7P8ZJA8dMLMBOZUt dpT3WaZ7QOHWIPNoPTU4508ZgLhBwdogr DxDI GOnAkBI ZpsV171 hJuz Edf eut

WIpl gMOVvMUVI 8MaYCq97Lpl e8X8UXZF Ar WHVBz| x Cg+0Cokun?Fl KFavHbl eqj Qy618j F+aKOh4EN wwYn/ vDKs Eps KPgTEL
| C4r DJJVWhO/ EWUCMXqt +kxr 04WB6L2F7h9HAQgSkdt t 9r FAM ASUTA] udwt YCAPAWOr Xpc6567X] 4bCok9FhOxeNBInMalal

GGyHg/ | g+XVnj | ai El r PpyEi aHa32MeYwPwz ml 9b45VBdol gTLM/whvxSJ/ 7sy2GAT5gxat j 5G&If | GBVWBGeMBEB0i sKqzZ6UX
S8OFZcTsxE/ Ht I / pyvwsgr zgce7xJOnt CTJObyaBGs 9hehMPDLUX YgRFDYs YRy +FnPVP] RuoW6t i zK3pQBP8+uvApBbVWBYM
f 2HBAMPGLVB(CB6DI 7MGhE4ARIhCOHpXj Rxyt 6dhWonBF/ n5EEf 24f VCVXbHTXqCdr 8SzvBv909/ T2L4ADzxBvxVB8ea7vHI 5j ZC
DOUVBBNEM Jz+RscHSRNyx CGO4+r Nj uo5JYL3r i ueBVWF8MpGKdANRG 1 THoMhbJ5eFVIXbepGdi WghvUlkhgUnRi RAnI ydq
APl nRGughXi nyan5P+HcqASPIHEL xf Xw8/ Z78BRHPBqYEKJI7qf 4L+1cnkn0O8EZNKkkhl 7ZJRnsXKkLI 61 QuTEu/ QOFaCXCPuG
X4r XsWv7AnpONd 7y 3Rc q+XPORC b5GC2k GhPogh0B6XJInBsx YEBf xI dwegGUS2e Qv W 0dqZSzZBhOol 6RI | JLZOAYFv 1r nKf

wJV9ct XXvNbXbeWKhaBu4bkcH3K8Er hl M kZsJSz Shdgk AHSDCcHlangm G JSspTr Fl yuwzpt +Y6Dg4Cq8j QeUsY1ql 6Bd
S5i wBFxoyi p+48SRXEE5cDN5f eDz+3nXbJ7zKZQ ugEYLbht RDHT2 UnB8GACz3nzj MaduCGbE05/ YATWO/ SJbsuf a9Y+yHryy+
6USdRnbXM |i | EDb2GNg2i EDhoqyqChQOgnznj q69YCPoPvBCe42+Kt MkSXt T+ot QFj ol gkK4sa7cwWdot / dWWRQZZpOp8KZ
1lhzPayZ0k4r QNVunmg98F9zuz5g4evvKSr m Eri hN84KsM v6B32T8Bi / dHFVHSXWATmMWKIVBI XPuTi Tnox GSRz RYSx9C2x 8f

+VSNxsww0BLaR0B0qCLO/ vJPCxWedT2Bv Mynt DaH78qUSugPB7W2 uF8I Lek XxHCO0i pUy0Zwdr t ch4U5Z8z YKNVX5hf FkV6WB
Zy pNnGkxwbhMBPnB6b7HU8 041 UKGRKf whbKkb+QINpSy dqQCJ3484WPzy65DP1BY1BW NI/ CgK7 CXOLsVehe5v GEMVr gXWg9
VogkTwnZl gA4f i FTnH x2pf C3Upo2zgaTl nDukg5G36unJXBoD1QeeUl gdcye+KAVSauyodvh3NO r 0+zhxj | YR6bI | z74CY
MBFpPYFp/ AdXcx1e81GuGg48ay+t h+UXFHI HANLj LAJzyowdXpHUwpt 53UxZLF PEWINXNO2I d6z+vi 5Dl 3Lj TWsf GQeD/ pdD
v5KyvCQ auf WAFv80t Gm+YHTNOIM? I Rr 7YWUE] b2Cx PQqt Ca3r ANHaEHFCKPPz/ ESLDt MNV8dI 7f zHnf Lj Z3xdUWJYg1Xb
B/ Dodi VTKf OPx6bYKnmXKI BSy SBHTPBTgP6! BSMk4RkBA5ACW.M ZxpqCnXdM2261xexxbT6S9pP3e20z x+UHt KcKF/ FqM7TI

ySebLul ROgr 6amusPr qEZ1u3l 95z0sQ r J1Yy60/ N7l 60CczZhu431kl Pdy+xpdv2hoHSXkvJhdj OyBt 9j Qnxr pDMI/ 7QTWWy
h7750JGoRBXJHr 88C2Q2t YyKXj cj | Sxw2PDm sa66r Gvhr f 5i s+eEbVbnbkU+RFs5e+1 sMpMeOncVCHWgcj Ht 87hUURI 607S
Dpi cvTa6r | KPl n6deyr cPO oY+RWi t SBN7nxgYVeAB2Vr Rul TLnZF1LVaum qsJMpGa5hb2pWzX73ShdWC89UCK Yk DYCVRwh
D41 ENz x KbNmaz Y3p CFFx UNKV7wOSdUz SVr pbKHGgKp/ 2hkYwf SOsmNbJt WFi f J6/ S/ 3TIPcYTxdj i vayw7f yUIMPhGeznOmf

MPVWO2p5Tyc00d+vSGxeya7t cdcUsYgJV1E+7i t KOASS5K40N7KS5GFz2XV7/ U3CCep7223Imyhxy TGEWNH+OODWSNF | hi b6i 1v
kt W wgwUwCx J 1S4f PXLXvZFHt u/ f WB+xJ Pf j bKy4MVYZI X93+REp+f | PQBKi vI f X2i Xs| bQ QSQREVWWB7Ndbz! 8BADYnb/ c2
3Sf UauLCCexQQYmtz+7x| uAa/ V5GxCPZLSs GC8di kR8GBkt wH1Xo+Ykf wwdgj xKi XLTYl abL33</ xenc: C pher Val ue></ x
enc: Ci pher Dat a></ xenc: Encr ypt edDat a></ Encr ypt edAsserti on></ sanl p: Response>

%8886 Here you can see that the | dP uses a supported binding type
2021- 04- 30 09: 01: 04, 010 DEBUG [ htt p-bi 0- 8443- exec-85] fappend. Sam Logger -
SAM_L2Ut i | s. veri fyResponse: binding is :urn:oasis:nanmes:tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST

%8886 The decrypted assertion is printed here. You see that a lot of inportant information
covered later in this doc

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p- bi 0- 8443- exec-85] aut henti cati on. SAM_Aut henti cator -
<Assertion xm ns="urn:oasis:nanmes:tc: SAM.: 2. 0: assertion" | D="_23d2b89f - 7e75- 4dc8- b154-

def 8767a391c" |ssuel nst ant ="2021-04-30T13: 01: 03. 891z"

Ver si on="2. 0" ><l ssuer>http://WnServer 2016. scki ewer . | ab/ adf s/ servi ces/trust</|ssuer><ds: Si gnat ur
e xm ns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" ><ds: Si gnedl nf o><ds: Canoni cal i zat i onMet hod

Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#"/ ><ds: Si gnat ur eMet hod

Al gorithne"http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ ><ds: Ref erence URI ="#_23d2b89f -
7e75- 4dc8- b154- def 8767a391c" ><ds: Tr ansf or me><ds: Transf orm

Al gorithm="http://ww.w3. org/ 2000/ 09/ xmi dsi g#envel oped- si gnat ure"/ ><ds: Transform

Al gorithn¥"http://ww. w3, or g/ 2001/ 10/ xm - exc- cl4n#"/ ></ ds: Tr ansf or ns><ds: Di gest Met hod

Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ ><ds: Di gest Val ue>aYnl NK8Ni HAHshYMygpeDst a2Gy
UKQ 5MRnx+gl 374=</ ds: Di gest Val ue></ds: Ref er ence></ ds: Si gnedl nf o><ds: Si gnat ur eVal ue>r vkc6QMTCLD



| y8/ MoRCzGcuOFJr 6PSUSBTQ 3gp5ua7d/ AQbbzWh7gWK6TzIl +xcH2478M2Snmbm VWI NXnGMINOU62hZz/ aql Em+3YAYTnv
ayt WOTFj | d2r ngkWe Tl | LA6f sl r QuZCVDHS37g0Ry 2mMUHYUOKHHXsbm ouDS/ F/ LAM w27 X+5++U006g+NGE00QYwro5hg+
t NWrivkCnLt f ENi 8dGE+CSRv 10kl LI x1Q K3mM 13W ebxOzp9ZP8I R5J1Jxkk ON 9wSGBnZO7 Gr 7ZUnmmEFpJ 13qf Kt cNZ9P8
545r Z9UYHBc PHE H2uwYLOg8Awp5P74CAXHFWS1X2eg==</ ds: Si gnat ur eVal ue><Keyl nf o

xm ns="http://ww. W3. or g/ 2000/ 09/ xm dsi g#" ><ds: X509Dat a><ds: X509Certi fi cat e>M | CBDCCAdi gAwM BAgl Q
Q@RhydxzTY1GQ®B8eF3LW ANBgkghki GOwWOBAQs FADAOMTI wiVAYDVQQDEY| BREZTI FNpZ25pbntgLSBXaWsTZXJ2ZXI y MDE2
LnNj a2l | d2VyLnxhYj AeFwOxOTAOMTYxM MONDFaFwOy MDAOMTUxM MONDFaMDQxM AwBgNVBAMIKUFER! MgU2I nbri uZy At
| Fdpbl NI cnZl cj | wT'Yuc2Nr aW/3ZXI ubGFi M | Bl j ANBgkghki GOwWOBAQEFAACCAQBAM | BCgKCAQEAS R20Nb308UqWe P8z
17wkXJdql 1 Ynqt bxi QXndh4f J4kNDno590dWFRj GTt cM+S44d6i ni s1l Af TWJgps PWOCUgQW A0o8Dyaq8Uf i M kt 9Zr vMAE7
kr MCgl LTC3mBeeCcypnmdCdPZnuolL863yf Rl +2TJr 6j / nbUel VL1KzJHcDgAVt cn/ p/ +0aHOC7 Gpl Q0y VI 67FumMagVt 9EaK+
0Suncl ZYFyFTX641I f bpRbntf AKr xOb10bf CkKDdCj gzXobux| abzPp61 Ub4Nl sG pni7f 07B23wH / W swu26 XDp0l ADbX25
i d9bRNR6GXRbf nYj 1LBxCnpBg0VHs OLG7 VWRAQ DAQABMAOGCSqGSI h3DQEBOMUAA4T BAQCPck MVbI 73/ AGh62r FQot 2KFXJ
yyKCHhz Kai 6hwivseM eKScqOXGLVgPEj t bXx2XdqECZ8AJu64i 6i aHLoM cj xQ epZMHgMWh/ sKh15650A23cFO5Dt t g XeEf
yUBQe6R4I | Li 76l FapyPN3j L4+y4ggS/ 4VFVS02QPaQYZmTNnor 2PPbA MkqOnmzZQ0D81MFk50ulNp2z OGASq96/ pa0G 58B
XyEZGCLbJI Te5v5dGHL3/ f 5Bm xduer 7nUOvr Eb+Edar xxWNHHRLB484j OW GVQ g6W/zvOGd1uAMI YT r Wo D wiWI2Kv 15
0eSh3RJIg54Kr 5EsoUi dr z982Z+| X</ ds: X509Cer ti fi cat e></ ds: X509Dat a></ Keyl nf 0></ ds: Si gnat ur e><Subj ect
><Narel D Format ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: nanei d-f ormat : transi ent"”

NameQual i fier="http://WnServer2016. scki ewer. | ab/ adf s/ com adf s/ servi ce/trust"

SPNarmeQual i fi er="1cucml251. scki ewer .| ab" >SCKI EMER\ adni n</ Nanel D><Subj ect Confirmati on

Met hod="ur n: oasi s: names: t c: SAM.: 2. 0: cm bear er " ><Subj ect Conf i r mati onDat a

I nResponseTo="s29f d87c888ef 6a4bc8c48d7e7087a8aeb997dd76f" Not OnCr Aft er =" 2021- 04-

30T13: 06: 03. 891z"

Reci pi ent ="https://1lcucml251. scki ewer. | ab: 8443/ ssosp/ sam / SSO al i as/ 1cucnl251. scki ewer. | ab"/></S
ubj ect Conf i rmat i on></ Subj ect ><Condi ti ons Not Bef or e="2021- 04- 30T13: 01: 03. 89127"

Not OnOr Af t er =" 2021- 04-

30T14: 01: 03. 891Z" ><Audi enceRest ri cti on><Audi ence>1cucnil251. scki ewer. | ab</ Audi ence></ Audi enceRest
riction></Conditions><AttributeStatenment><Attribute

Name="ui d" ><At tri but eVal ue>adni n</ Attri but eVal ue></ Attri but e></ Attri but eSt at enent ><Aut hnSt at enen
t Aut hnl nst ant ="2021- 04- 30T13: 01: 03. 844Z7" Sessi onl ndex="_23d2b89f - 7e75- 4dc8- b154-

def 8767a391c" ><Aut hnCont ext ><Aut hnCont ext Cl assRef >ur n: oasi s: names: t c: SAM.: 2. 0: ac: cl asses: Passwor
dPr ot ect edTr ansport </ Aut hnCont ext Cl assRef ></ Aut hnCont ext ></ Aut hnSt at emrent ></ Asserti on> XM
Represent ati on

%8886 CUCM | ooks at its current time and nmakes sure that it is within the validity timefrane of
the assertion

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0- 8443- exec-85] authenticati on. SAMLAut henti cator - Tine
Val i d?: true

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0- 8443- exec-85] authenticati on. SAM_LAut henti cator - SAM
Aut henti cat or: ProcessResponse. End of tine validation

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0- 8443- exec-85] aut henti cati on. SAM_Aut henti cator -
Attributes: {uid=[admin]}

%8886 CUCM prints the usernanme here

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0- 8443- exec-85] authentication. SAM_Aut henti cator - userid
is :radnmn

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0-8443- exec-85] authenticati on. SAMLAut henti cator - Realy
state is ::/ccmadni n/ showHone. do

2021- 04- 30 09: 01: 04, 091 DEBUG [ htt p-bi 0- 8443- exec-85] authentication. SAMLAut henticator - http
request context is ::/ssosp

%8886 The client is redirected to the resource it initially tried to access

2021- 04- 30 09: 01: 04,283 I NFO [ http-bi 0-8443-exec-85] servlet.RelayToOi gi nal AppServl et -
relayUrl ::/ccmadni n/ showHone. do: :

2021- 04- 30 09: 01: 04,284 I NFO [ http-bi 0-8443-exec-85] servlet.RelayToOi gi nal AppServl et -
redirecting to ::/ccnmadnm n/ showHorne. do: :

4 T RSAMLE RS

SAMLiER



BRSAMLIERH 2 MER :

Aut hnRequest : <sanl p: Aut hnRequest xmnl ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "

%8886 The I D fromthe request is returned in the assertion generated by the IdP. This allows
CUCMto correlate the assertion with a specific request

%8886 This | og sni ppet was taken from CUCM 12.5, so you use the AssertionConsuner Servi cel ndex
rather than Asserti onConsuner ServiceURL (nore information later in this doc)

| D="s29f d87c888ef 6a4bc8c48d7e7087a8aeb997dd76f" Versi on="2.0" |ssuel nstant="2021-04-

30T13: 00: 53Z" Destination="https://w nserver2016. scki ewer.|ab/adfs/Is/" ForceAuthn="fal se"

| sPassi ve="f al se" AssertionConsuner Servi cel ndex="0">

<saml : | ssuer

xm ns: sam ="urn: oasi s: nanes: tc: SAML: 2. 0: assertion">1cucnl251. scki ewer. | ab</san : | ssuer >

%888806 The Nanmel D For mat nust be transient.

%8886 The SP Nane Qualifier allows us to see which node generated the request.
<sam p: Nanel DPol i cy xm ns: sanm p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "

For mat ="ur n: oasi s: nanes: tc: SAML: 2. 0: nanei d-format: transi ent"”

SPNaneQual i fi er="1cucml251. scki ewer.| ab" All owCreate="true"/>

</ saml p: Aut hnRequest >

i

B XRSAMLIERIE 2 AT FE B

<Assertion xm ns="urn:oasis:nanes:tc: SAM.: 2. 0: assertion" | D="_23d2b89f - 7e75- 4dc8- b154-
def 8767a391c" |ssuel nstant ="2021-04-30T13: 01: 03. 891Z" Versi on="2.0">

%8880 You can see that the issuer of the assertion was ny Wndows server

<l ssuer>http://WnServer2016. scki ewer. | ab/ adf s/ servi ces/trust</I|ssuer>

<ds: Signature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: Si gnedlI nf 0>

<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >

<ds: Si gnat ureMet hod Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >

<ds: Reference URl ="#_23d2b89f - 7e75-4dc8- b154- def 8767a391c" >

<ds: Tr ansf or ns>

<ds: Transform Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnat ure"/ >

<ds: Transform Al gorithm="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >

</ ds: Tr ansf or n>

<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>aYnl NK8Ni HWHshYMygpeDst a2Gy UKQ 5MhRnx+gl 374=</ ds: Di gest Val ue>

</ ds: Ref erence>

</ ds: Si gnedI nf 0>

<ds: Si gnat ur eVal ue>r vkc6 QM TCLDI y8/ MoRCz GcuOFJr 6PSUSBTQ 3gp5ua7Jd/ AQbbzWh7gWK6TzI +xcH2478M2 Srmb i
WI NXnGMNOU62hZz/ agl Emt3YAYTnvayt WOTFj | d2r ngkWe Tl | LAnGf sl r QuZCVDHS37g0Ry 2mUHYUOKHHXs b ouDS/ F/ L
A W27 X+5++U006g+NGE00QYwnp5hg+t NWrivk CnLt f ENi 8dGE+CSRv 1okl LI x1Q K3nmM 13W ebxQzp9ZP81 R5J1Jxkk O 9
WSGEBNZO7Gr 7ZUmEFpJ 13qf Kt cNZ9P8545r Z9UYHBc PHE H2uwYLOg8AwWp5P74CAXHFWS1X2eg==</ ds: Si gnat ur eVal ue>
<Keyl nfo xm ns="http://ww. w3. or g/ 2000/ 09/ xml dsi g#" >

<ds: X509Dat a>

<ds: X509Certi fi cat e>M | C8DCCAdi gAw BAgl QQ2Rhydxz TY1GQB8eF3LW ANBgkghki GOWOBAQs FADAOMT| WwivAYDVQQD
Eyl BREZTI FNpZ25pbntgLSBXaWs TZXJ2ZXI yNDE2LNN a2l | d2VyLmxhYj AeFwOx OTAOMIYxM MONDFaFwOy MDAOMIUx M MD
NDFaMDQxM AwBgNVBAMIKUFER! MyU2I nbrm uZy At | Fdpbl Nl cnZl ¢j | wMI'Yuc2Nr aW/3ZXI ubGFi M | Bl j ANBgkghki GOwWOB
AQEFAACCAMBAM | BCgKCAQEAS R20Nb308UgWeP8z 17wk XJql | Yngt bxi QXmdh4f J4kNDno590dWFR] GTt cM+S44d6i ni s1l A
f TWgps PWOCUg QW A0o8Dyaq8Uf i M kt 9Zr vMAE 7kr MCgl LTC3mBeeCcypn®CdPZnuol863yf Rl +2TJr 6j / nbUel VL1KzJHc
DgAVt cn/ p/ +0aHOC7Gpl COy VI 67FumMagVt 9EaK+0Suntl ZYFyFTX6411 f bpRoncf AKr xOb10bf CkKDdC gz Xobux| abzPp6
| Ub4NI sG pnv7f 07B23wH / W swu26XDp0l ADbX25i d9bRnR6GXRbf nYj 1LBx CpBg0OVHs O1 G7ViwR4Q DAQABMAOGCSGSI b3
DQEBOWUAAAI BAQCPckMVbI 73/ ACh62r FQbt 2KFXJyy KCHhz QKai 6hwivseM eKScqOXGLVAPEj t bXx2XdgECZ8AJu64i 6i aHl
oM cj xQ epZMHgWh/ skh15650A23cFO6D t gXeEf yUBQe6R4l | Li 76l FapyPN3j L4+y4ggS/ 4VFVS02QPaQYZmINnor 2PPb
A MkgONnZQOD81MFk50ulNp2z OGASq96/ pa0G 58BxyEZGCLbJI Te5v5dQnGHL3/ f 5Bm xduer 7nUCvr Eb+Edar x x WNHHRL B4
84j OWGVQ g6W/zvOGd1uAMIYf r Wb D] wlWI2Kv150eSh3RIg54Kr S5EsoUi dr z982Z+ X</ ds: X509Certi fi cat e>



</ ds: X509Dat a>
</ Keyl nf 0>

</ ds: Si gnat ure>
<Subj ect >

%8886 The Nanel D Format is transient which is what CUCM expects

<Nanel D For mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: nanei d-format : transi ent"

NameQual i fier="http://W nServer2016. scki ewer. | ab/ adf s/ com adf s/ servi ce/trust"
SPNarmeQual i fi er="1cucml251. scki ewer .| ab" >SCKI EMER\ adm n</ Nanel D>

<Subj ect Confirmati on Met hod="urn: oasi s: nanes: tc: SAM.: 2. 0: cm bearer">

%8886 You have an | nResponseTo val ue that matches our SAM. request, so you can correlate a given
assertion to a SAM. request

<Subj ect Confirmati onDat a | nResponseTo="s29f d87c888ef 6a4bc8c48d7e7087a8aeb997dd76f"

Not OnCr Af t er =" 2021- 04- 30T13: 06: 03. 8912"

Reci pi ent ="https://1cucml251. scki ewer. | ab: 8443/ ssosp/ sam / SSO al i as/ 1cucnml251. scki ewer. | ab"/ >

</ Subj ect Confi rmati on>

</ Subj ect >

%8886 You can see here that this assertion is only to be considered valid from 13:01: 03: 891-
14:01: 03: 891 on 8/30/19

<Condi ti ons Not Bef or e="2021- 04- 30T13: 01: 03. 891Z" Not OnOr Aft er ="2021- 04- 30T14: 01: 03. 891Z7" >
<Audi enceRestricti on>

<Audi ence>1cucml251. scki ewer . | ab</ Audi ence>

</ Audi enceRestriction>

</ Condi ti ons>

%8886 AttributeStatenment is a required section that provides the ID of the user (admin in this
case) and the attribute type

<Attri buteStatenment >

<Attribute Nane="uid">

<Attri but eVal ue>admi n</ Attri but eval ue>

</Attribute>

</ AttributeStatemnment>

<Aut hnSt at ement Aut hnl nst ant =" 2021- 04- 30T13: 01: 03. 844Z" Sessi onl ndex="_23d2b89f - 7e75- 4dc8- b154-
def 8767a391c" >

<Aut hnCont ext >

<Aut hnCont ext Cl assRef >ur n: oasi s: nanes: tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport </ Aut hnCo
nt ext Cl assRef >

</ Aut hnCont ext >

</ Aut hnSt at enent >

</ Assertion> XM. Representation

ERMCLIGS

. utils sso disable — X A F AR ASSO ( MIRSSOFHEIERA )
. utils sso status — £ R T R ESSOH HBNIRZS

- utils sso recovery-url enable — X S B2 AR E URL

- utils sso recovery-url disable — X 2 &3 AR EURL

- show samitrace level — X & ;RSSO H & %4 51 A &5 5

. set samltrace level — X RFBIRESSOREN BHEL B, FEFMMHINIZENDEBUG , LME
BRI BEBR R,

MAssertionConsumerServiceURLE & AssertionConsumerServicelndex

ECUCM 1155 R INEFEEISSOR , CUCMTBESAMLIERHPE A
AssertionConsumerService(ACS)URL, $EJ§ , CUCM£&E A AssertionConsumerServicelndex. i
ZFLA TR ESAMLIERW A B -



CUCM 11.5.1 Z BT AR A

AssertionConsuner Servi ceURL="https://1cucnmll101. sckiewer. | ab: 443/ ssosp/sam /SSO alias/1cucnill0l.s
cki ewer. | ab"

CUCM 11.5.1 & B ERRZS :

AssertionConsuner Servi cel ndex="0"
ENMSREBRAF , CUCMBEIIPFERBERFHACSES|S | MENEELEHR LEHNTHIEX
HHEFKACS URL, LCUCMITHIE F B E REZREI0XERH A M EHPOST URL:

Locati on="https://cucnl4. scki ewer.| ab: 8443/ ssosp/ san / SSA al i as/ cucnil4. scki ewer. | ab"
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"/ >

SREERMITANERGE , HAIJPAIEAACS IndexBEMF~2ACS URL, BEXiFHAEER |, iF
2 #Cisco bug ID CSCvc56596,

- NLf

TEFRREREERRRERE

£CUCM 12.xM | Cisco Unified OSEE MR E R5EWebM A EASSO, MR EZHASSOFE
FERXLENARFAMHAHINA03451R , MAJERHTFTCUCMEA T EREAFID, HIXME
MERAXENARFASIACMER, FRAMMNREFERANKRAFR, Elt , CUCMEARFRTE

FEERIEIPBAFID , EtECUCMIRE403 Forbidden, 7S 341 4 1% B 7 20 {AD {5 3& =4 49 A 7= 48 A
RGP | MEFENBAEFBIIERASSO,

NTP# &

SSOXYRE B , AP AR Z I T BRI ESER". N TRIERBERE HIMELHRGIF
, WA LAESSO R SR EHR LIS

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0- 8443-exec-85] authentication. SAM_Aut henticator - Tine

Val i d?:true

2021- 04- 30 09: 01: 04, 090 DEBUG [ htt p-bi 0- 8443- exec-85] authenticati on. SAMLAut henti cator - SAM.

Aut henti cat or: ProcessResponse. End of tine validation

MRBESSO B EH X I Time Valid?:false , FREMT S HConditionsZp7 , LAFEERT S LM N
BHH S REEE

<Condi ti ons Not Bef or e="2021- 04- 30T13: 01: 03. 891Z" Not OnOr Aft er ="2021- 04- 30T14: 01: 03. 891Z" >
<Audi enceRestriction>

<Audi ence>1cucml251. scki ewer. | ab</ Audi ence>

</ Audi enceRestri cti on>

</ Condi ti ons>

FBRERGRBABEPEE , LI S{X1E202154H30H13:01:03:8917%114:01:03:8917 Z A&
M. EHEZRP , ESFECUCMKEILLIENETE , HRIUITCRELTHENEXHH., MR
CUCMAEHEMTRIEE TEXH , MiXREBENREE, BWRCUCMMIIPEREL EIR —NTPRRS
28 , B SSOFEErt A Bk,


https://e07r7m-cucpub2.gsa.gov/ssosp/saml/SSO/alias/e07r7m-cucpub2.gsa.gov%22
https://e07r7m-cucpub2.gsa.gov/ssosp/saml/SSO/alias/e07r7m-cucpub2.gsa.gov%22
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc56596
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/213517-configure-sso-for-os-admin-and-drs-in-cu.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/213517-configure-sso-for-os-admin-and-drs-in-cu.html

THNREESD

SR AT R S 1 2 *ﬁ#ﬁéﬁ%attrlbutelﬁ’jﬂ’ﬁ%ﬂﬂo BRE—-EETRERIIPEHBEHIEL
1E7EEﬂIiIdP7r7i AEMIEA, ERSZE | X2 —NERMAttributeStatement:

<Attri buteStat enent >

<Attribute Nane="uid">

<Attri buteVal ue>adm n</ Attri but eval ue>
</Attribute>

</ AttributeStatenent>

MREEREZRBIPHMES , BEEB TEMES , WEESIIPHRHFNHEBEESIEHRTHENENR

, LETRANREG, EERFRIPTMR , EELEERT , MiBAPTRENEETES TER
BREBEHREINER. REAtribute Namei® B Huid , BAttributeValueSCUCMBIREHR EFIEH
MR AFTHE , BXMEK .

AANERIUEH —ADFS

I [E) B 4% E FMicrosoft AD FS, HAD FS EMEZUEBEIEEIHARS , Windows Servera BE14E K ET
if$  ERZBIBEPERNRP, xEXFERE , AD FSE%&E@EW@AK%&%O el 1R
R Z{TSSOMIRET , LA LAE K (R IRE B 2B SAMLIE B i HH 4 .

}ii AESAMLIRIR b2 8 REMFIE , At R EEER , FTEANXZEM R,
-lﬁjj «U‘*\égggmﬁEE’JSSO H DAo

MRBFIIEIR , FEBSSOATHERIUTAR !

2018-12-26 13:49:59,581 ERROR [ http-bi 0-443-exec-45] authentication. SAMLAut henticator - Error
whi | e processing saml response The signing certificate does not match what's defined in the
entity netadata.

comsun.identity.sam 2. conmon. SAML2Exception: The signing certificate does not match what's
deflned in the entity netadata.

laeiém—r)\ FICUCMIIdPTHIE 2 & 5L SAMLR R E A IdP R CE M EZIEH, L
ZHTAD FSEARNLRIEH, ZHFRHKRUEBENFRHN , AD FS2 B3 ERKFIEF. 1’.33,14\
@UAAD FSTEHMBMTHENS , RIIERE— /\X%ﬁﬂumﬁ% ARERHESACUCM, HAth
IiPﬂﬁ%EE%ﬁE’J%%iE#’B , AL AR BAFHEHTE @R;Eé&ﬁH’EE%ﬁlE:F:E’J%ﬁE?&ﬁI
5 AZICUCM,

WMRBR EREEIR

- MMRFEFAAD FS , 2 HCisco Bug ID CSCuj66703
- MMRFEHAD FS , mMIdPH&%ﬁE’JEi&EK##HE%ACUCM

) B2 R B RS AR T TR

X2EMAAD FSHERZHRRIER

Invalid Status code in Response. This may be caused by a configuration error in the |DP. Please
check the IDP | ogs and configuration.

EILVFARAERRT , XERAD FSInRBEMRN Y EH, REWCFAMEMEZ[EERF | Mg


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj66703

KKID |, RERANMICEARKENEEIAD FSH, EREERRT , EEEM B FERAF 503 52 28 5 /460G
A RER 2 R PR QUH BRI R IR

FHAMNN S —NERRBZIDPHSP FQRDNH K/N S THEE S P Hentity DR EHL, BEERE
Windows Server L IWEHEEFESRBE , LAEXREREMN I,

hiva Wi AD) P et -t i el o et Wt it ot reipie s i

ERGPRILLES |, & RAINamelDE1cucm1251.sckiewer.lab , MEFREINamelDE
1CUCM1251.sckiewer.lab, FEFBAMN AR EEFRBZFRDE |, ERAEINamelDATESP o EHE X
HHfentityDICEL, EfFREFE , REEH/DEFQDNEFHSPHEEH NI,

CLIFMIGUIZ A8 SSORAET LR

EEEERT | utils sso statusHIGUITT A ZE REXSSOREAXERZANFTEEER, MFRILAZ
E’\J%ﬁi‘ﬁ)’:“}i%m}ﬂﬁE%ﬁFﬁSSOo BN XHNSIAABEERASEERH , Aitt=idF
DEFAEXEXHR2TUITH. EXZHERLT, "“JM’*%GUI#T’EFE*HE%)?FFHﬁ'ﬁ’f'H:'.fM{
&, HEEidEd ’UIEURL:RI&T%U?@Z{EHEKEEHT AEESE R AR IR

T
CISCO

HTTP Status 404 7 /ccmadmin/localauthlogin

type: Status Report
Message: /ccmadmin/localauthlogin

Description: htip 404



ALK EBEGUIAEFMREURLER 2 — LI | 1& 7] LA ECLIRutils sso statusia i :

adm n:utils sso status

SSO Status: SAML SSO Enabl ed

| dP Metadata Inported Date = Fri Apr 09 09:09: 00 EDT 2021

SP Met adata Exported Date = Fri Apr 02 15:00: 42 EDT 2021

SSO Test Result Date = Fri Apr 09 09:10: 39 EDT 2021

SAM. SSO Test Status = passed

Recovery URL Status = enabl ed

Entity 1D = http://WnServer2016. scki ewer. | ab/ adf s/ servi ces/ trust

BETXR, ZEEREHBT AR, EATHP  SUUFRKEFESPZA TSSO (ESR&AEN
1cucm1251.sckiewer.lab#Jtkssomodef ) :

adm n:run sqgl sel ect pkid, name, tkssonode from processnode
pkid name tkssonode

00000000-1111- 0000- 0000- 000000000000 Enterpri seWdeData 0
04bf f 76f - ba8c- 456e- 8e8f - 5708ce321¢c20 1cucml251. sckiewer.lab 0O

adm n:run sqgl select * fromtypessonode enum nane noni ker 0
Di sabl e SSO MODE DI SABLE 1 Agent Fl ow SSO MODE_AGENT_FLOW 2 SAM. SSO MODE_SAM

ERREAD  BFEEGHET AR MWtkssomode ZBREFIRE N2 , LEAT LB IRE URLE F

adm n: run sgl update processnode set tkssonpde='2' where nane = lcucml251. scki ewer. | ab’
Rows: 1

adm n: run sqgl sel ect pkid, name, tkssonode from processnode
pkid name tkssonode

00000000-1111- 0000- 0000- 000000000000 Enterpri seWdeData 0
04bf f 76f - ba8c- 456e- 8e8f - 5708ce321c20 1cucnil251. sckiewer.lab 2

LERT |, i & URL H 4k 42 #h 1T Disable > Re-enable of SSO , iX it XK CUCME#H R&EF M FTAE 5|
Ao

HXRfER

. BRI —EERASAML SSOMEISE . EA<12.5(1)
- Z2 W EFRICIE T (SAML)V2.05 R EBHR
- BARFZFERMH - Cisco Systems



/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
https://www.cisco.com/c/zh_cn/support/index.html
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