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ANHEPNEEHRETREXRENEFNRZEEFEEN, A XEFEANMAERZRNERAR
wm(RIN) BE, &D%ME’JM%L:F/EZ‘JJ%M BEHRETBAESTHNEERME,

FRER.
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AR BECUCM E#IPhone Feature List ( & IhAE Ji% ), LARENBFERSZHVPNIIEE,
EFAEENEIR , BFEXNBEFIHREHCUCMAT R E | ARESHZECisco Unified Reporting >
Unified CMEBiEThBESIZR., £RHFRE ?’*FET}_LEIJEECPJ&#ME’J BiFHS, ETXR, BFE
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Unified CM Phone Feature List

Provides a complete list of features available to products supported by Unified CM.
Created on Wead Apr 01 09:41:27 EDT 2020

Product: Crsco FO52 e |
Feature: iAII v: [:}
Reset Submat

— Unified CM Cluster Hame

Clustar Hama Publishar Marma/IP

CLUEm1251 CUEml2sL

— List Features

B = e e KL T R R PP PR

Cisco 7962 SCCP Security By Default

Cisco F962 SCCP Security Encryption

Cisco 7962  SCCP Shared Line Appearance

Cisea 7962 SCCP Show Speeddial Labals

Cisco 7962 SCCP Single Button Barge

Cisco 7962  SCCP Size Safe on Phone Template

Cisco 7952 SCCP Support CAPF

Cisco 7962 SCCP Trusted Device

Cisco 7962 SCCP Use Generic Icon

Cison 7962  SCCP User Hold

Cisea 7962 SCCP Videa

Ci5co 7962 SCCP Virtual Private Network Chent

Cisco 7962  SIP T515 12-Button Line Expansion Module
Cisco 7362  SIP F915 24-Button Line Expansion Module
Cisco 7962 SIP 7915 12-Button Line Emanslnn M-:n:lule

[

VPNEFEREBEASAFICUCM LR EBIEH, SAUEMNE—FRITH , BT ENE
ASAELE,

ASA Bl



SE1RRASAREEIRBIFT , X #FAnyConnect for VPNEiE, ASA_LHshow versionds < 1]
B F®AEAnyconnect for Cisco VPN PhoneRBCBA , ML TRBH MR :

[out put omitted]

Li censed features for this platform
Maxi mum VLANs : 50

Inside Hosts : Unlimted

Fai | over : Active/ Standby
Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : O

Carrier : Enabled

AnyConnect Prem um Peers : 250
AnyConnect Essentials : Disabled

O her VPN Peers : 250

Total VPN Peers : 250

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : D sabled

Total TLS Proxy Sessions : 500

Botnet Traffic Filter : Enabled
Cluster : Disabled

MRKINEERBH , WEESHFWIEANRSELREGELSNFTIE, IE , ZEBIAZHWASATE
VPNEIE | O FHREE,

AR REHOPHFTINENAMENERRAREERN , JUER. RSBXEAHEERE
PR R EWSI A , e EEXERs (ARE, BELASF ) FEANEMFEREE
NIELFREX LR,

HE2 HVPNE PO ZIPH I, XZELITDHCP |, BN YIPEEERETIASAR |, BMNiZthiElk
IPHbsit, FEASAL | ATLAMERAU TS0 !

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

A MBREERTENMEHFMED , A lER, @ME , EFEREHRE ( ASAH
IPERIEZREZEN—HSH) :

group-policy vpn-phone-policy internal

group-policy vpn-phone-policy/%

split-tunnel-policy tunnelall

vpn-tunnel-protocol ssl-client

PSIWI.WMEAnyConnectii KRB , WEEBFRHT., Nt , EEEHEASZONEH. BEFE , It
EN&E Noutside ( MREBHEMFATR ) ,ERERUEREN , RESS4BIAECESEENED,
Eiz1Tshowip AEEFZEO YK :

scki ewer - ASAv# show i p

System | P Addr esses:

Interface Nanme | P address Subnet mask Method

G gabi t Ethernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G



G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G
Current | P Addresses:

Interface Nanme | P address Subnet mask Met hod

G gabit Et hernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G
G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G

FEHREH | AEEOHE Noutside , F X &S EZED LS AAnyConnect,

webvpn

BRANS

anyconnect enable

SRABEMBZELD , LEF I ZNARKENATHREURLEEZNEMNE K, HESXWE
ZBIERBEF MR E3TME4THLIENIPH I MAREEMNEIH, WRER T IPHiBEA
REHEN  WEEEREXENENERTEBNE !

tunnel-group vpn-phone-group type remote-access

tunnel-group vpn-phone-group general-attributes
address-pool vpn-phone-pool
default-group-policy vpn-phone-policy

tunnel-group vpn-phone-group webvpn-attributes
TAEUEH

group-url https://asav.sckiewer.lab/phone enable

AUAEAIPE , MAREAURLEERR. WRBIFFTET R A ETASAR T2 REE S (FQDN)K
DNSHRSS 2 , MEE SMTIIRE. WA, EAUEELREAFEAETIERN SHRIE, BEA
DUARERRAFB/IZBHEARIE , BASABESERTERAXENTEEA,

EARHIH , DNSERSESHAID Fasav.sckiewer.lab - 172.16.1.250 , Mshow ip%i tH AT A E Z|
, 172.16.1.2507E & NoutsidefV#ZEO LBRE, HIEER :

crypto ca trustpoint asa-identity-cert

bz id =

subject-name CN=asav.sckiewer.lab

crypto ca enroll asa-identity-cert

ssl trust-point asa-identity-cert outside

FEIENLR

1. B8I1E & Nasa-identity-cet I EET S , HAEXNENATETEM. X2SBMNBETR
ERIERFEREENEAERN
2. T3k , £ crypto ca enroll asa-identity-cert’@n > , ASATTULER BLXRIEPHFEHREE
ZEER
3. &G , ASAREESFWIEP EMAERER/NIBEE O WEMRR
SHEBBULENEER , LAFASAGEIPEENIES., B, EEEBELNIPHEFERFERAE
EEZENEBMIC)ERAMEYIER(LSC). BRINVERT , BRIEEFFELEFLZELSC , &N
FAIEBREHEAEMICHITREEE, ECUCM 115 1RESMAF , &1L #EUnified CM
Administration > Device > PhoneF1iz21T# % , LEEBLSCREEZRE , MRIBRAEHNCUCMERE
KRR EEHHEFENLZSIRE, HECUCM 11517 | FHEE , £EEFTESN (RERBRIATE
2% ) A INZEILSC Issued By, LSC Issued BySIFRENAWRZFEAMIC , AR EIEERELSC,



https://asav.sckiewer.lab/phones
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MEZHEEFERSEGPREE RHWBEFAEL , NEFEEFCUCME A ENCAPFIES L& F
ASA , MEASARIFHEFNIERURITEEERE, NMEEFHARRTELSCHER , IEEFIERE
BIEH EAEIASA, XEIFHAECUCMA #i fR 5588 LB Cisco Unified OS Administration >
Security > Certificate Management® 3% Z:

X EBALUER , HP—EiE BT ZMEEEMR ( CallManager-trustfICAPF-trust ) .
MBNEEETRIEBHTEE , RESHREREAXEHYBMHIESR,

- Cisco_Root_CA_2048 < MIC SHA-1 Root

. Cisco_Manufacturing_CA < MIC SHA-1/g]

. Cisco_Root_CA_M2 < MIC SHA-2561%

. Cisco_Manufacturing_CA_SHA2 < MIC SHA-256 [g]
. CUCMA 1 FHICAPF < LSC

Cortificate List (1 - 1 of 1)

Firnd Cerheate Lan v.‘w:E Certifeats . | il Ennetly i I"_A:"= ] Find Clear Fiker L4 ] —t
Cartificata ™ girenon Rame Troe Diatribution lmauad By
CAPF CAPF.RA]RSE(D Dl gagrrid CAPF-EA184612 CAPF-LI 134502

Gererate Sel-signed Upload Cedificate/Ceriificate chasm Generats TSR Ciownload TSR

EMICEE , 79xxMIIxxRFERIBP B FRE SERASHA-1IEREE |, M8SxxRINERHWBRIFE S
N EFASHA-256IE PéE, BB EEANIIPREEE F£EZFIASA,

REMBENIERRE , IUAEAUTHTRREER .
crypto ca trustpoint cert1

TR Sk
crypto ca authenticate cert1

F— TR Necert1ISES |, crypto ca authenticate®s & 2 1 18 Fbase64 4R 13 AV L K6 NG 2
CLif, ZALUBREEEZRNETXEGTUEASALRIEYNNEESR , BFRAENSMIRE
RAFHNEEREN.

H6. X HU T HIREASAF HHE BRI

crypto ca export asa-identity-cert identity-certificate

X 4§ HE Nasa-identity-cettEER/RNF ML, BFLRAREN , FESEESRIT IR
EEREE,



T RASARTERKEE

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

group-policy vpn-phone-policy internal

group-policy vpn-phone-policy attributes
split-tunnel -policy tunnelall
vpn-tunnel - protocol ssl-client

webvpn
enabl e outside
anyconnect enabl e

tunnel - group vpn-phone-group type renote-access
tunnel - group vpn-phone-group general -attri butes
addr ess- pool vpn-phone- pool
def aul t - group-pol i cy vpn-phone-policy
tunnel - group vpn-phone-group webvpn-attri butes
aut hentication certificate
group-url https://asav. scki ewer. | ab/phone enable

ssl trust-point asa-identity-cert outside

Lt , ASABCE B , BT ASKERECUCM, BEEENWENASAILEFEIAMEREAIT D
BLERYURL,

CUCM i &

F$T1.ECUCM L , S ZECisco Unified OS Administration > Security > Certificate
Management , 3 fFASAIE4EH phone-vpn-trust L%,

Certificate List

(8 Generate seif-signed [ upload CertiicatelCertificate chain [§], Downlosd cTL [§] Generate csn

Status
|V® 1 records found

Certificate List {1-10f1)

Find Certificate List where | Certificate « | begins with | phone-vpn Find | Clear Filter | =p =

- Cammon Name Type
| Phone-WEN-trust asav.sckiswerlab I Self-signed

Generate Self-signed Upload Certificate/Certificate chain Download CTL Generate CSR

SB2. TR IIRER , S5 ZCisco Unified CM Administration > Advanced Features > VPN > VPN
Profle ¥ 8| 2F B EX 4., A &ENE , THREMIENARIEEEE,

1. B EZIMSER N (Auto Network Detect) — J5 AL IIAESE |, BBiES I FF BiRATpingH
TFTPERSSES. MMRUWEIXT tping®I MR , MIARFAVPN, IR BFRKEIS L ping &Y B
, WIZRAVPN, BRAKRER , TZFHEHVPN,

2. EHIDKE — S AILIhEEE , BiESNEE B X (R E A



https://asav.sckiewer.lab/phone)# ZVPN URL , R EHEHFQDNSASARRHIEHF

Y2 A& (CN) S SANS B B,

3. BRI 5% — BHI A FiEEASAN BB KIE S &

UEH 89 &3 1k,

4. BBREFAME — MREALINEE
mFERBLHEEFEEEN L,

VPN Profile Configuration

B Save x Delete Copy EDE Add New

%A,

EAXHENEERGT , FAET

NEFRNZBFFEREEES  EZHERAN. FF

T

—VPM Profile Information

*

Name IWPN_Profile

Description |

Enable &Auto Metwork Detect

—~ Tunnel Parameters

MTU* [1290

Fail to Connect™® |3|:|

[ Enable Host 1D Check

— Client Authentication

Client Authentication Method* | Certificate

[ 1Enable Password Persistence

Save Cielete Copy

LI IFET R , M ECisco Unified CMEE>BH IhEE> VPN > VPNRX, ZBEEBRRVPNMX
URLEASAE B ICE , HEFRIEPMNNZBERS ZIELE , MERAR :


https://asav.sckiewer.lab/phones

VPN Gateway Configuration
i e
- Status

@ Status: Ready

VPN Gateway Information

VPN Gateway Name™® asav.sckiewerlab
WPN Gateway Description

I‘-”""'I Gateway URL* :hltns:Hasw.sckiewer.rubfnhnne l

r VPN Gateway Certificates
VPN Certificates in your Truststore

M &

VPN Certificates in this Location® | [ SUBIECT: 2.5.4.5=2130b304144563630334e50454c+ 1,2, 840,11 3540,1,0. 2= 2 1 6047363606065 776572244153417 | |

SRBRARER , BEESMEICisco Unified CM Administration > Advanced Features > VPN > VPN
Group , HFEGIZZMI MK E“Selected VPN Gateways in this VPN Group”4E :

VPN Group Configuration
e
—Status

@ Status: Ready

—VPN Group Information

VEN Group Name™ |as,av.5ckiewenlah |
VPN Group Description | |

~VPN Gateway Information
All Available VPN Gateways

Selected VPN Gateways in this VPN Group |asau.sckiewer.lab

SIS EEVPNIRESS , BEFEES M ZECisco Unified CM Administration > Device > Device Settings
> Common Phone Profile. it , EXMEFIFIEVPNEECEANEEXH , EdiET , Rk
BVPNARVPNEEXH , RERTFNEEXH

<




Common Phone Profile Configuration
Q Save

- Status

@' Status: Ready

—~Common Phone Profile Information
&

Name |Standard Common Phone Profile - VPN_auto-On |

Description \Standard Common Phone Profile - VPN_Auto-On |
Local Phone Unlock Passweord | |

DND Option® [Ringer Off v
DND Incoming Call Alert*  [Beep Only |
Feature Control Policy | = Mone = ]
Wi-Fi Hotspot Profile [ < None > v | View il

[l Enable End User Access to Phone Background Image Setting

—Secure Shell Information

Secure Shell User I

Secure Shell Password |

—Phone Personalization Information

Phone Personalization ™ | Default v |
Always Use Prime Line* | Default v
Always Use Prime Line for Voice Message™ | Default v|
Services Provisioning* | Default v |

T —
VPN Information

VPN Group [vPN_Group_1 v]
VPN Profile | ven_Profile v]

SRHe.HEE , FEENMFEEXHNASENEE  RAEEREFLTHRRBNEREEZBF, X
ARFBFEZWFAEHREE , WASAIEPEBFE VPN URL,

AR ENHBEZN , CREBRRBECEEEATFTPRS SR, HTASATHBEFRM
EW150 , AR EEBELFHEETFTP IP,

SB7NHVPNEE | HRIETRBRERIIEESIASAH M. EAURIERBEEASALREER
H , show vpn-sessiondb anyconnect:



T PEHERR

BB BEE
EHRVPNEBFERE , BUERNTHIE -

- ASAF : logging buffered debuglogging debug-tracedebug crypto ca transactions
255debug crypto ca messages 255debug crypto ca 255debug webvpn 255debug webvpn
anyconnect 255

. BiFREABR(EHPRT (MRBHFEXR ) — G RBEFEAES)
ERRRAEENREE , ZUUFEALETSEEARLE , BARRMEHBRELEE711001:

show log | i 711001
Ple, Y
BN

AR BATME , BERERXKBE886181F EI?JJIL'%%B%WVPN%iﬁﬂ’\]ﬁﬁﬂ%iﬁ%\ﬂz
o -‘1-%1613:_ , Em:ﬁg%TL)\EE/u\qJQATHHIJ/ﬁ

EMASAEER BB+

HEASASMHER I Mz p , FEERMELHFEBEEIRE, ZEFTHMEVPNEFENTER TR
iRt | EEANTRE :

SR MEBETEER
crypto ca trustpoint asa-identity-cert-2

padiid =

subject-name CN=asav.sckiewer.lab



http://www.cisco.com/c/zh_cn/support/docs/collaboration-endpoints/ip-phone-8800-series/200770-How-to-Collect-a-Collaboration-Endpoint.html

crypto ca enroll asa-identity-cert-2

SE2. R | R EASANTEMIES , EMAREERMAEOLER, BEESHUTERHNHE
E&F|ICUCM:

crypto ca export asa-identity-cert-2 identity-certificate

SR IREBIWEMIEBSE , ECisco Unified OS Administration > Security > Certificate
Management > Upload & E4Eh 8% — VPN-trust L& B &M CUCMTT 22—,

AX : SR EEVPNEREBRAFETHY LEAFWCUCMTI R E (ER2BaME BRI HMT
R, MELEH ), WRCUCMhRZAZCSCuo58506 M , M AFUFHTHIASAIEH L& BIH
ftb 7 Ko

SRANGIFED LERFEFFHVEATRE , FCUCMA # RS 28 £ SM Z Cisco Unified CM
Administration > Advanced Features > VPN > VPN Gateway

SRS IEFE LMK,

SERE.FETNEBE FIRIFIUEH (X BEN LEAWIES ) , ARERATENGEBERS (XAW
TFTPRZIEB A MEIVPNEIFENEEX4F ) , FiEFSave.

SR EHE , EEMBVPNEIE, HFHEEF , ASAPDERIBIES , HitBERERE , BR
, ENSIREEEFIEH M B IEH AR E B 4.

SIS , BALUFIEBRATIASA, Hilt , EFEFEE/SNBUNNATEZONER , AR
ERZEEETHGS

ssl trust-point asa-identity-cert-2 outside

AEE . B NENRKEPSMEwebvpn URL , URIFASAR B RMIER., BTFHIBF
AR AR TG B % ik BB TG Rl iZ b dit , R ERPCH AT R Zibit, AR, &AL
EASAE RN TR ERVES |, FAWINERITILES.

SRRIFASAEBENERAFILERRE , EENRBEARIICEERBEEIASAH EM, MRBE
BIEM , MERUEEMBRIEARIECIIRBEBEZIIASAH EM. XREFENRE , AN
EEIASAH B EELERPERENERFEE. WRAE-HLFLVSIERESR , NEKE B\
REBFNRBE SR, MRFE-AVPNEBETEEESIASA , MATLMBEN/RASARE B E
LABERRSBE |, T H b B iE R IFE R

FT10.E LRI BIFRBERFTMIUEBE , TMCUCMABRIERIBIES.

ASAL A [E i % (EC) B 55

H9.4(x) , ASAXIEFME ML (EC)INE , Fitt , EASAARFAXNHESHRAF , BELEIM
Bl TEMVPNEFHIHE, XRERANASAEESERHBEESHNTLSEFHRIARECHKH,
BE , - MRSALLPEREFEEZENEOXEK , BABIMWASAIRERNZIFEC, ItA , BT
ASABRIRECET , Rt R EEARSAIEPHITERE , Bt C2ERFAREBEIRT XL IES

, ZIEFHECEEMIERSAGIZ, HATREFELEZRBLIGIHES , FitEERAK, EALE
88xxHiE HEFRIEX —RIFER £,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo58506

2101 NOT Mar 30 12:23:21.331861 (393:393) VPNC: -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

2102 NOT Mar 30 12:23:21.331871 (393:393) VPNC:. -protocol _handl er: new ci pher -> ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256: AES256- SHA: AES128- SHA

Bi% B SR RASAH WWIEEIER TECEE , ANHER T2 SBUERAMMECERB,
HERFEAESH R , BFFR

2691 NOT Mar 30 12:18:19.016923 (907:907) VPNC:. -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCCM SHA256: AES256- SHA: AES128- SHA

2690 NOT Mar 30 12:18:19.016943 (907:907) VPNC. -protocol _handl er: new ci pher -> AES256-
SHA:AES128-SHA

BXRETFMES , H2ECSCuu02848,

ﬁii’r/;"U'a'&m’(iASAJ:ﬁMlé]’JElilﬁﬁﬁﬁEl’JTLSJ%b'zziK EHECE, AXEBNMREESIIFNTLSHRAE
MIFEMEER , FiRE :

able o lists the LS vearsions supported by the Cisco [ phones

Phone Models

Disable TLS 1.0 and TLS 1.1 NO 'es Yes
with https for web access®

Selectively Disable TLS cipher Mo r'es Yes
suites used by I!.r; connection

or handshakea™

https://www.cisco.com/c/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-
8800-series/white-paper-c11-739097.pdf

— BIRAEMLTLSIRASENINENK |, B TUEASALETUTHS , AXERAZEHEC
5 :

3%

ssl ci pher tlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvli.1 custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvli.2 custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher dtlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

HicE , IPHFERIACEADTLS ( HEHREHERE ) , HEEENDTLSETEIBIEL , HAH
EETHXTLSIRA, B4k , THRXEERRASALHNERENFEETE , At FERAX
LT SHR A ET E fiAnyConnect®E F s A BEC B


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848
https://www.cisco.com/c/dam/global/zh_cn/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf
https://www.cisco.com/c/dam/global/zh_cn/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf

DTLSEE#E LMK

EREEERT , VPNEELZEVSEADTLSHASARERE, MR&BFEZRFEADTLSERK
, W EHE R EZHDTLS , BRK , RAECHEDTLSEE A, BH1E88xxBiE HEFEFE T
THE :

3249 ERR Mar 29 15:22:38.949354 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:
fatal:illegal paraneter

3250 NOT Mar 29 15:22:38.951428 (385:385) VPNC. -vpnc_set_notify _netsd : cnd: 0Ox5 event: 0x40000
status: Ox0 error: 0x0

3251 ERR Mar 29 15:22:38.951462 (385:385) VPNC:. -alert_err: DILS wite alert: code 47, illegal
par anet er

3252 ERR Mar 29 15:22:38.951489 (385:385) VPNC. -create_dtls_connection: SSL_connect ret -1,
error 1

3253 ERR Mar 29 15:22:38.951506 (385:385) VPNC. -DTLS: SSL_connect: SSL_ERROR SSL (error 1)
3254 ERR Mar 29 15:22:38.951552 (385:385) VPNC. -DTLS: SSL_connect: error:140920C5: SSL
routines: ssl 3_get_server_hell o: ol d session cipher not returned

3255 ERR Mar 29 15:22:38.951570 (385:385) VPNC:. -create_dtls_connection: DTLS setup failure,

cl eanup

3256 WRN Mar 29 15:22:38.951591 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:

war ni ng: cl ose notify

3257 ERR Mar 29 15:22:38.951661 (385:385) VPNC. -do_dtls_connect: create_dtls_connection failed
3258 ERR Mar 29 15:22:38.951722 (385:385) VPNC:. -protocol _handl er: connect: do_dtls_connect
failed

3259 WRN Mar 29 15:22:38.951739 (385:385) VPNC:. -protocol _handler: connect : err: SSL success
DTLS fail

XA RER T ASALERME & (EC) BB "Hr RIRRVAERRBSHN , B EXNEERTA
DTLSER TECEW, Rtz , BOLELEZADTLS , X2EFHVPNEEFEFHATLS, XHTE
¥ EANECEREMEREHGEATCPMIEUDP |, X&BM—EF4, BR , EEEERT

, XR—AMREFHONR , RACELPRINT ASHEEEHEE , HERBESEFDTILS, WMREN
REW , RFEARBRINT , RAEEBEREEXNVPNEFEEHAMK —NWARRE  FIEXERNBR
AT LA 32t 58 ok T A 52 0 B A 2 P i o

group-policy vpn-phone-policy/& &
webvpn
anyconnect ssl dtls none

B—AMAREFRIE R ZIDTLSEZNEN B ERERRFELEFEHAR —FEEIUTLSHDTLSER, H
HEREFERA

%8886 TLS C phers Offered
3905 NOT Apr 01 20: 14:22.741838 (362:362) VPNC. -protocol _handl er: new ci pher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

%8886 DTLS Ci phers O fered
4455 NOT Apr 01 20: 14: 23. 405417 (362:362) VPNC. -process_connect: x-dtls-ciphersuite: AES128- SHA
4487 NOT Apr 01 20: 14:23.523994 (362:362) VPNC. -create_dtls_connection: cipher list: AES128-SHA

%8886 DTLS connection failure

4496 WRN Apr 01 20: 14:53.547046 (362:474) VPNC. -vpnc_control: conn timer expired at: 1585772093,
to abort connect

4497 NOT Apr 01 20: 14:53.547104 (362:474) VPNC. -abort_connect: in dtls setup phase

BALAMNRIBA I E—TERIRHENTLSEE, ABRTHHRIENRERLIEN ( AEFERIERE
BR | BEULHEKMEELREREBBESRWAES-256 ) . BEFUEIEMHDTLSHEHZ
AES128, HTFTATLSEBNDTLSTAA , EEEAM., WZEPNHREZEZIBRASAEE R
TR Z B A FTLSFMDTLS,



IR/ BIE T EEEKTIASA

ECUCMJ:H%)TE’JASA%@E#’WE%phone-vpn-trustJ:% , LAME BBAE A BURBUL FTE B e F E

—RIFEE, MRRE/UERE , WEEFHEUR TIXVPNEEFESIHIEZEFIASAR | BiF
JvaJ_/TJHnTiEE’JuT::FJ , HILEELAM, ASALEREHE , TRKE/LRFIJLARNREXTER ,
NYTEPERE , BFFLMIFERE, REASALLE M BiERERkKeepalive , VPNBRE R &R IFE
7. R, ﬂﬂ%i&’?@u&ASAﬁ%EE%ﬁ BFFIEHEARE XMECUCMLE , AT TN T -

1. MRIBASASMHEBMABE N , FFASAREN BIES , ARERANEPRHENHIREERIE
Bo WMREEAFNES , TBSIERERED .

2. MRIBASAHMERETH , EFEENIASALS LEAFICUCM |, H B FEFRMEEIINITM
&, R B AL B FEYEREE X .

BT EE I DNS#HTASA URL

EREEBERT  EBAFAENZMAZIPHUEEVPN URL, TRIIRERS K BEEER
DNSHRF T se B MMM NP, FERBAEF , BAUERBEZHFEAERSDNSERS
£5192.168.1.151192.168.1 2T A , BRBWREIER, 30 /5 , BIFFITEN“DnsLookupErr : ”

3816 NOT Mar 3 15:38:03.819168 VPNC:. -do_login: URL -> https://asav.sckiewer.|ab/phone

3828 | NF Mar

3 15:38: 03. 834915 dnsmasq[ 322]: query[ A] asav.sckiewer.lab from127.0.0.1
3829 INF Mar 3 15:38:03.835004 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3830 INF Mar 3 15:38:03.835030 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3831 INF Mar 3 15:38:17.845305 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3832 INF Mar 3 15:38:17.845352 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3833 INF Mar 3 15:38:17.845373 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3834 INF Mar 3 15:38:31.854834 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3835 INF Mar 3 15:38:31.854893 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3836 I NF Mar 3 15:38:31.855213 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3837 ERR Mar 3 15:38:32.864376 VPNC. -parse_url: gethostbynanme fail ed <asav.sckiewer.| ab>
3838 NOT Mar 3 15:38:32.864435 VPNC. -vpnc_set _notify _netsd : cnd: Ox5 event: 0x40000 status:

0x0 error: 0x0

3839 ERR Mar 3 15:38:32.864464 VPNC. -do_l ogin: parse URL failed ->
https://asav. scki ewer. | ab/ phone

3840 NOT Mar 3 15:38:32.864482 VPNC. -vpn_stop: de-activating vpn

3841 NOT Mar 3 15:38:32.864496 VPNC. -vpn_set_auto: auto -> auto

3842 NOT Mar 3 15:38:32.864509 VPNC. -vpn_set_active: activated -> de-activated

3843 NOT Mar 3 15:38:32.864523 VPNC. -set_login_state: LOAN 1 (TRYING --> 3 (FAlLED

3844 NOT Mar 3 15:38:32.864538 VPNC. -set_login_state: VPNC: 1 (Loggingln) --> 3 (LoginFail ed)

3845 NOT Mar 3 15:38:32.864561 VPNC:. -vpnc_send_notify: notify type: 1 [LoginFail ed]

3846 NOT Mar 3 15:38:32.864580 VPNC: -vpnc_send_notify: notify code: 32 [DnsLookupErr]

3847 NOT Mar 3 15:38:32.864611 VPNC. -vpnc_send_notify: notify desc: [url hostnanme | ookup err]
XBERTUTERZ—

1. BiEHYDNSIRSF BTN
2. BIE KRBT DHCPEIKDNSIRS SR AR FHIEE
EFRILFIE , BRER

1. RERFLNEE , BREDFENISFSMDHCPIRS BRZEWMDNSIRS 2R , H/B I B iFH
DNSHRSS 25 Al LAEATASABL E H £ Y & 5
2. FASABLEFCUCMARURLE SR I IPH# st , LAEFTFEDNS



BiE B AVPN

MAXEIEFGR , B NERNFEBREping TFTPIRSB[HR BN, WMRBFLENIBHESH | N
TFTPARSG SR AIERBVPNWE R TIAME , Bt HBiFREI XN pinglBRE , EFRS2BAVPN,
BERERABREFRN , pinglRESKK , RLBIEFEAVPNHIEREEIASA, HidE , BFIHW
REME AT BB N BIDHCPA BFRAIEI150 , T EASAEREERAIEIN150 , Kk
VPNEFEZEEZRATFTP,

HERHEF , BFERUELLT LI

1. BiF R EXICUCM TFTPIRS S IPH {Tpingi /& ?

2. BiEFR B WEIX ping#y 1@ 57 ?

3. BiETE R EI X ping My I RL f5 =2 E B AVPN?
BESREINFEEXLETNE, EHREBENERNIPHRITpingREHKIMUNERT , EASALR
ARREELENL , EABEENTBAVPN, RURIAFRILXIMGE , MER LT SXEN AES
o MWRpingkM , HEAVPNEZFEREA , BEESxBIFEAFZFFEUTHE :

5645 NOT Mar 27 11:32:34.630109 (574:769) JAVA-vpnAutoDetect: ping time out
5647 DEB Mar 27 11:32:34.630776 (710:863) JAVA-configngr MQJThread| ci p. vpn. VpnSt at eHandl er: ? -
VpnSt at eHandl er: handl eVPN_ENABLED STATE()

B EAHME Tk B R PP 7 st D%

KRB ERREATERATFTPHEEZ T EHWHNTFTP IP, ZFATFTPRVPNEFEMNER , BX
ASATRER £ 150,

HXRfER

- BARFZFEREY - Cisco Systems



https://www.cisco.com/c/zh_cn/support/index.html
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