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%1% . SMZE CUCM > Disaster Recovery System ( R¥EWMKE KL ) > Backup ( &7 ) >
Backup Device ( &% % ) , A5 REAdd New ( ¥ ) , WEPAR :

WENLENLE Disaster Recovery System
= Csco Unified Reporting

Cisco Unified CM Administration
Disaster Recovery System
Ceco Unified Serviceabiity
Csco Unifed OS5 Administration




ahalie Disaster Recovery System

CISC€O  For Cisco Unified Communications Solutions

Scheduler

Manual
Backup

St N 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60

Backup * Restore * Help «

Backup Device List
o Add New

= 5Status

@ Status: Mo records found

-Backup Device List

No backup device configured.

Add New

@' The Backup Dewvice which is associated with 1 or more schedule(s) cannot be delated.
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Backup * Restore + Help -

Backup Device

- Status

@ Status:Ready

-~ Backup device name

Backup device name* TAC-Backup

- Select Destination®

Metwork Directory

Host name/IF address 192 250
Path name JUCM/Backups/
User name Cisco

Password FTTIT IS

Mumber of backups to store on Metwork Directory ’7 1 vl

Save| Back

WINEMRL , WEAR :



Backup Device
e s

- Status

@ Update successful

~Backup device name

Backup device name™® TAC-Backup

~Select Destination™®

Metwork Directory

Host namea/IP address 192, 250

Path name [IUCWBa:kupsf
User name [::iscu
Password |Ill-l|

Number of backups to store on MNetwork Directory 1 vl

Save| Back|
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ﬁ PuTTY Configuration ? >,
Category:
= Sfassinn Basic options for your PuTTY session
Ten L.-:lglging Specify the destination you want to connect to
= Termina —
- Keyboard Host Mame (or IP address) Port
- Bell 152, 06 22
- Features l.onnection type:
= Window (JRaw () Telnet () Rlogin [Efl SSH | () Senal
- Appearance
App . Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
""':'z'l':'!"m Default Settings Load
—J- Connection
Data Sa".I'E
s Pn:lx!'l
- Telnet Delete
- Rlogin
+- 55H
""" Sefial q::use window on exit: _
(_JAways () Never (@ Only on clean exit
About Help Open Cancel
BB 192, 106 - PuTTY

COmman:

%25 . FAUTEERMNZMIRE ; dtils disaster_recovery device add network<backup device
name> <path> <ip-address of remote server> <username> [Z {2 %] , MEAM R :

B2 182, 106 - PuTTY
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2018-12-24 11:39: 22, 494 DEBUG [ Net MessageDi spatch] - drfMessageVal i dator. val i dat eMessage():
Starting introspection for Message | D = 3200 Message Body =

========== BEG N nsgSubUpdat eDesti nati on_REQ ==========

devi cepat h : [ UCM Backups/

devi cet ype : NETWORK

hostnane : 192. X X. 250

m_i BackupSet Count : 1

password : 8f5fcb108a798014abf f 9ab4f c006f 2a83027d6c858f 0ac9b2720a32balb8d3c

st oragel ocati onname : TAGC- Backup
user nane : cisco

version : 1.0.0

schedul es : []

++++++++H+ R

CUCM =i ZE#E| SFTP fRS5 27

++++++++H+ R

2018-12-24 11:39: 23, 168 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection: Trying to
connect to the SFTP server.

2018-12-24 11:39: 23,171 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Connecti ng SFTP server. ..
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2018-12-24 11:39: 23, 373 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .

2018-12-24 11:39: 23,580 DEBUG [ Net MessageDi spatch] - drfUtils:sftpPutFile: SSH Authentication
success for user cisco on 192. X X. 250

o o o L B o o I o o o o o B 5

CUCM &5 X BE 2 M /common/drf/d3-sb-11pub_dUmmI_Drf B 5| fRS525 : 192.X.X.250
/UCM/Backups/d3-sb-11pub_dUmmlI_Drf

XEMERNTHEIA CUCM 2B EFF/ENR,

+++++++ bR



2018-12-24 11:39: 23,581 DEBUG [ Net MessageDi spatch] - drfUtils:sftpPutFile: Transferring files
from /comron/drf/d3-sb-11pub_dUnm _Drf to the server: 192. X. X 250 /UCM Backups/ d3-sb-
11pub_dUmm _Drf

2018-12-24 11:39: 23,581 DEBUG [ Net MessageDi spatch] - drfSftpProgressMnitor:: STARTING O
/ comon/ drf/d3-sb-11pub_dUnm _Drf -> /UCM Backups/ d3-sb-11pub_dUmm _Drf total: O

+++++++

M5 B SER

+++++++

2018-12-24 11:39: 23,585 DEBUG [ Net MessageDi spatch] - drfSftpProgressMnitor:: ...File Transfer
Conpl et ed

++++++++

CUCM $F><F ChannelSftp...
s o o SR

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Channel Sftp. ..

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils: cl oseSFTPConnecti ons:

Di sconnecting Channel ...

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Session. ..

++++++++H+ R
CUCM Z=ii&E# 32 SFTP RS527
++++++++H+ R

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection: Trying to
connect to the SFTP server.

2018-12-24 11:39: 23,587 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Connecting SFTP server. ..
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2018-12-24 11:39: 23, 733 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .

+++++++++++++
CUCM M T 5l BR 55 85 A il BR 32 4 /UCM/Backups/d3-sb-11pub_dUmml_Drf : 192.X.X.250
XEMER THEIN CUCM EEEFIE/ERR,
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2018-12-24 11:39: 24,277 DEBUG [ Net MessageDi spatch] - drfUtils:sftpDeleteFile: Deleting files
/ UCM Backups/ d3-sb-11pub_dUm _Drf fromthe server: 192. X X 250

+++++++

2 B0 BR

+++++++

2018-12-24 11:39: 24,277 I NFO [ Net MessageDi spatch] - drfutils.sftpDeleteFiles: Successfully
del et ed / UCM Backups/ d3-sb-11pub_dUnm _Drf on the Server 192. X X 250

+++++++++



CUCM $F3<i ChannelSftp...

++++++++H

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Channel Sftp...

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spatch] - drfUtils: cl oseSFTPConnecti ons:

Di sconnecting Channel ...

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Session. ..

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spatch] - drfUtils:isSftpLocati onAccessible: C osing
SFTP dient...

B GUI EFEFH&EH

%1% . SMZE CUCM > Disaster Recovery System ( R¥EWKE R4 ) > Backup ( 18 ) >
Manual Backup ( Fz1&1 ) , lEMR :

WENLENLE Disaster Recovery System
= Csco Unified Reporting
Cisco Unified CM Administration
Disaster Recovery System
Ceco Unified Serviceabiity
Csco Unifed OS5 Administration

1), Disaster Recovery System
CISCO

For Cisco Unified Communications Solutions

Device

Scheduler

T T e 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2
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Backup * Restore ¥ Help v

Manual Backup

@ estimate size @ Select Al @ Clear Al

Status
[@ Status:Ready

|-Select Backup Devic

Device Name™

rSelect Features *
Muem
Ocor_car
Oewm

~The following ¢ ts are registered with Disaster Recovery Syst
ucM D3-5B-11PUB CDPAGT
ucmMm D3-5B-11PUB SYSLOGAGT
UCM D3-SB-11PUB PLATFORM
UcM D3-5B-11PUB CLM
UCM D3-5B-11PUB CCMDB
ucH D3-SB-11PUB TCT
UCM D3-SB-11PUB CCMPREFS
ucmMm D3-SB-11PUB TFTP
UCM D3-SB-11PUB MOH
UCM D3-SB-11PUB ANN
ucM D3-SB-11PUB BAT
UCM D3-SB-11PUB CEF
UCM D3-SB-11PUB REPORTER
UCM D3-SB-11PUB DNALIASLOOKUP
UCM D3-SB-11PUB DNALIASSYNC
CDR_CAR D3-5B-11PUB CAR
PLM D3-5B-11PUB ELM-AGENT
PLM D3-5B-11PUB ELM-SERVER

- EEOEEDR  BLBIRSERS , WEAR :

Backup ¥ Restore ~ Help +

Q@ reresn () concen

‘ @ Backup operation in progress for server [D3-SB-11PUB], please wait... ©

“Backup detail
Tar Filename: 2018-12-24-13-04-38.tar
Backup Device: NETWORK
o] i BACKUP
Percentage Complete: 26%
Feature Server Component Status Result ** Start Time Log File *
ucM D3-SB-11PUB CDPAGT 100 SUCCESS Mon Dec 24 13:04:38 PST 2018 -12-2d-13-0d- ~5b-
ucM D3-SB-11PUB SYSLOGAGT 100 SUCCESS Mon Dec 24 13:04:40 PST 2018 =12-2d-13-0d-, -sb- 4
ucH D3-5B-11PUB FLATFORM 100 SUCCESS Mon Dec 24 13:04:41 PST 2018 -12-24-13-0d- -sb- m_platfiorm.
ucHM D3-5B-11PUB CLM 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 -12-24-13-04- -gb- m_clm.
ucHM D3-5B-11PUB CCMOB 1] Active Mon Dec 24 13:04:44 PST 2018
ucH D3-SB-11PUB TCT 0 - -
ucM D3-SB-11PUB CCMPREFS 0 - -
ucM D3-SB-11PUB TFTP 0 --- -
ucH D3-5SB-11PUB MOH o = =
ucHM D3-SB-11PUB ANN o == ==
ucM D3-SB-11PUB BAT 1] --= -=
ucM D3-SB-11PUB CEF 0 - -
ucM D3-SB-11PUB REPORTER. 0 - -
ucM D3-SB-11PUB DNALIASLOOKUP 0 - -
ucH D3-SB-11PUB DNALIASSYNC o == =
Refresh| Cancel Backup

- EWTERE , BLEE-ZRIHEE , HREHE CUCM HER&4 , MEATT :



Backup > Reslore ¥ Help

Backup Status
@ reteesn cancel

@ SUCCESS: Backup Completed...
~Backup
Tar Filename: 2018-12-24-13-04-38.tar
Backup Device: NETWORK
Operation: BACKUP
Percentage Complete: 100%

Feature Server Component Status Rasult ** Log File *
ucH D3-58-11PUB COPAGT 100 SUCCESS Mon Dec 24 1 2018-12-2d-13-04-38 b d3-sb-11pub ucm cdpagt.log
ucH D3-58-11PUB SYSLOGAGT 100 SUCCESS Mon Dec 24 13:04:40 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm syslo log
ucH D3-58-11PUB PLATFORM 100 SUCCESS Mon Dec 24 13:04:41 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm platform.log
ucM D3-S8-11PUB CLM 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 018-12-24-13-04-38 b d3-sb-1ioub uem cim.log
ucH D3-SE-11PUB CCMDB 100 SUCCESS Mon Dec 24 13:04:44 PST 2 018-12-24-13-04-38 b d3-¢b-13pub ucm cemdb.log
ucM D3-SB-11PUB TCT 100 SUCCESS Mon Dec 24 13:04:59 PST 2018 018-12-24-13-04-38 b d3-sb-11pub ucm tctlog
ucM D3-S8-11PUB CCMPREFS 100 SUCCESS Mon Dec 24 13:05:00 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm cemprefs.log
ucM D3-58-11PUB TFTR 100 SUCCESS Mon Dec 24 13:05:03 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm tftplog
ucM D3-58-11FUB MOH 100 SUCCESS Mon Dec 24 13:08:57 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm moh.log
ucH D3-S8-11PUB ANN 100 SUCCESS Mon Dec 24 13:09:00 PST 2018
ucH D3-SB-11PUB BAT 100 SUCCESS Mon Dec 24 13:09:00 PST 2018 b d3-sb-1ipub ucm bat.log
ucM D3-56-11PUB CEF 100 SUCCESS Mon Dec 24 13:09:02 PST 2018 018-12-24-13-04-38 b d3-sb-13pub ucm ceflog
ucH D3-58-11PUB REPORTER 100 SUCCESS Mon Dec 24 13:09:03 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm reporterlog
ucM D3-58-11PUB DNALIASLOOKUP 100 SUCCESS Mon Dec 24 13:09:04 PST 2018 b d3-sh-11pub ucm dnaliaslookup.log
ucM D3-SB8-11PUB DNALIASSYNC 100 SUCCESS Mon Dec 24 13:08:05 PST 2018 b d3-sb-11pub ucm dnaliassvncleg
Refresh Cancel Backu

- ZORTERE , BFE SFTP EZHEE . TAR XH4 , MBI R. MREERE , MBS FEH
J‘ZE'Zﬁ: :

BX CLI BFEaFa&4

$ 15 FRLIE (SSH) A CUCM KFFH IP ik | HERBERSAF ENBBHT
BRIt , WEMR :



ﬁ PuTTY Configuration ? >,
Category:
= Sfassinn Basic options for your PuTTY session
Ten L.-:lglging Specify the destination you want to connect to
= Termina —
- Keyboard Hu:n_st Mame (or IP address) Port
- Bell 152, 06 22
- Features l.onnection type:
= Window (JRaw () Telnet () Rlogin [!_5 SSH | () Senal
F-ppea.rann::e Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
-+ Colours Default Settings Load
—J- Connection
Data Sa".I'E
s PI‘DE!’I
- Telnet Delete
- Rlogin
+- 55H
""" Sefial Close window on exit:
() Aways (O Never (@ Only on clean exit
About Help Open Cancel

S22 FEHESIEE ¢ utils disaster_recovery backup network <featurelist> <backup device

name>BaI FHEM , WEFT :

- EROEED , BLFEWSIEZMIRSIER | dtils disaster_recovery status backup , 2B A
7

2P 192, 106 - PuTTY

- BROERE , BB -FRAEUTHHIEEZNKINEE | utis disaster_recovery status



backup , ZEFTR :

219 106 - PuTTY

BX GUI EF R AT 5

%1% . M ZE CUCM > Disaster Recovery System ( R¥EWRE KL ) > Backup ( 17 ) >
Scheduler ( ItXIF2& ) > > Add New ( #7138 ) , ZIEFIR :

Restore * Help -

Backup
Device

l Scheduler I

Manual
Backup

History r Recovery System
Current Status n: 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60G



alimli, Disaster Recovery System
cisco For Cisco Unified Communications Solutions

Backup ¥ Resiore ¥ Help v

Schedule List

Status
[@ Status: No records found

Schedule List
[ No Schedules configured.

£2F: HAHZBESHFMBR , WEFRT

g S ﬁ’ SetDefaut () Disable Schedule |  Enable Schedule . Back

Status
‘ @ Status:Ready

Schedule Name
Schedule Name™ |w=ekly-Eackup |

~Salert Racrkin Newvice

SR 3. REFMRE



Q Save 'ﬁi SetDefaut () Disable Schedule |  Enable Schedule . Back

@ Status:Ready

~Schedule Name
Schedule Name™ | Weekly-Backup |

Select Backup Device

Device Name™ | TAC-Backup v |

B4 RREZMDAIRE

Select Backup Device:
[De\riae Name® TAC-Backup ~
- Select
Mucm Ocor_car Oem

I—The following components are registered with Disaster R

5% BEFHEH 6 ARERME

- Start Backup at*
Date 2018 Dec v Time (60 | Hour 00 .| Minute
Frequency
O once
O paily
® weekly
CImonday [ Tuesday [ wednesday CThursday
[ Friday [l saturday Sunday
O Manthly

£65: RE

@ Monthly

m set Defa

BT7H: BRIUTNES




Backup ¥ Restore ~  Mep v

o Adatiew [ seectan T cearan %*msmm Ommsﬂmmu

@ status: 1 recards found

O Weeklv-Backup TAC-Backup 192,88 250 : /UCM/Backups/ Disabled

Backup ~ FResiore »  Help v

P Addbew [FE] Selectan [ cloaras Sigl Detete Seiected b Enable Selected Schedues () Disavle Selected Schedules

Status:

® Status: Enabled successfully

(] Weekly-Backup TAC-Backup 192. 250 : fUCM/Backups/ Enabled

BEX CLI BFERAitkZH

B15: FEREHR (SSH) A CUCM RIFH IP btk |, FAERRERGAF B NEBRIT
HOWIE , MEFFR

ﬁ PuTTY Configuration ? >
Category:
=~ 533551nn Basic options for your PuTTY session
& Ter L.nglging Specify the destination you want to connect to
Fmina Host Mame (or IF address) Port
- Keyboard —
- Bl 152 05 22
- Features Lonnection type:
- Window (O Raw (O Telnet () Rlogin [@) SSH | (O Serial
?;Eealrance Load, save or delete a stored session
- Behaviour
— Translation Saved Sessions
- Selection
- Colours :
Default Settings
=) Connection Load
Da'ta SE'H'E
aams Pm:}l’
— Telnet Delete
Hjngin
- 55H
- Senal Close window on exit:
(O Mways () MNever (@ Only on clean exit
About Help Open Cancel

F 2% FAUTWHSEEZRMMITRIEZM  utils disaster_recovery schedule add <schedulename>
<devicename> <featurelist> <datetime> <frequency> , ZIEFF7 :



E35 . FRANATHSIELZBAITRIZS : utis disaster_recovery schedule
enable<schedulename> , WEFIR :

&2 192, 106 - PuTTY

CUCM il BRIH % £3 7 6

FNWEREN 1 WFHRBEE , MEMRF :

g Seve & Back

~Status

@ Status:Ready

-Backup device name

Backup device name™

~-Select Destination®

Network Directory

Host name/IP address | 192. 250

Path name JUCM/Backups/

User name CiSCo

' L
Number of backups to store on Network Directory |1 ]

REAANEZDTH (16 MXHF ) WEMLEFR , MEMAR :



CUCM Stittatkmz 03X , REBRRIBZH (AR 32 MxX#) -

Backup = Restore = Help =

@ reresn () Cancel

&P root@CM-SFTP: fhome/cisco/UCM/Backups - O X I

n in progress for se

Status
[@ Backup oper

1PUB], please wait..

rBackup details

Tar Filename:
Backup Device:
Operation:

Percentage Complete:

Feature
ucH

ucM

Component
COPAGT
SYSLOGAGT
PLATFORM
cM
ccMoB
TCT
CCMPREFS
TFTP
MOH
ANN
&
CEF
REPORTER.
DNALIASLOOKUP

ONALIASSYNC

Refresh

on the filename to view the loa file

Cancel Backup

#M7TAR/E , DRS HMERIBZ R K EEEBZEMNKZE T FHENZOKRE (16 X4 ) B8R

Backup v Restore ~  Hep v

§Q rerrenn Cancel

2P rectDCM-SFTR: /home/cisco/UCM/Backups

Backup details

Tar Filename
£acl

Operati

Percentage Complete:

Sarver
= D3-5B-11PUB
UCM

UCH

ucH

Refresh

* Click on the filename to v

CDP
SYSLOGAGT
PLATFORM
=T}
CCM
TcT
CCMPREFS
TETR

MOH

CEF
REPORTER
LIASLOOKUP

LIASSY

Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
Tue Dec 25
25

Tue




ERSIENHZONMEMERN BN BEDH

++++++++++++
B FHEZHENERMEE  BEGIN MANUAL ( F#&F 3 )
++++++++++++

2018-12-25 11:11:59, 486 DEBUG [ Net MessageDi spatch] - drfMessageVali dator. val i dat eMessage():
Starting introspection for Message ID = 1700 Message Body =

========== BEG N nsgSubBackup_ REQ ==========

m bLeaveTenpBackupDi rect oryl nPl ace . false

destinationld . TAC- Backup

backupType : MANUAL

f eat ur esTobeBackedup : [ UCM

========== END msgSubBackup_ REQ ==========

G i o S
XRENZMZRZRMAIZE - TAC-Backup
G i o S

2018-12-25 11:11:59, 486 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: Handl eBackup: The backup
is being processed for the device: TAC Backup

++++++++H+

BRATLATG R SFTP

++++++++H+

2018-12-25 11:11:59, 487 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: Handl eBackup: Executing
sftpLsFiles to nake sure SFTP is accessible.

2018-12-25 11:11:59,487 | NFO [ Net MessageDi spatch] - drfUtils:sftpLsFiles-: Executing JSCH SFTP
I's command for: User: ciscoHostNane: 192. X X 250 from source :/UCM Backups/ with pattern -|
2018-12-25 11:11:59, 487 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection: Trying to
connect to the SFTP server.

+++++++++

CUCM E#Zz?E SFTP RS 28

+++++++++

2018-12-25 11:11:59, 617 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to rembte server. Now opening a SFTP channel .

++++++++HH+
PRI ThEER B & -

HE 1 BUAENEE
ThEe& % : UCM
++++++++HH+

2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Found 1 features selected for Restore

2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CDPAGIDI rect Backup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: SYSLOGAGTD rect Backup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: PLATFORMDI rectBackup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CLMDirectBackup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CCMVDBDI rect Backup set to : yes



2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
yes
2018-12-25 11:
Feature Nane: UCM Server
yes

UCM Server
UCM Server
UCM Server
UCM Server
UCM Server
UCM Server
UCM Server
UCM Server

UCM Server

++++++++++ b

HLLERERKE 33 N

++++++++++ b

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
gi ven path

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_dr f Conponent . xmi

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM DNAL| ASSYNC. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM MOH. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM TCT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]

11: 59, 834 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: TCTDi rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: CCMPREFSD rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nanme: TFTPDi rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: MOHDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: ANNDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: BATDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: CEFDirectBackup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: REPORTERDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: DNALI ASLOOKUPDI rect Backup set to :

11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: DNALI ASSYNCDI r ect Backup set to :

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

- drf MessageHandl! er: set Conponent BackupType:

drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.

sftpLsFiles-:

sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFiles-:
sftpLsFil es-:
sftpLsFil es-:

sftpLsFil es-:

33 files found at the

2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-

2018-12- 25- 11- 12- 03_D3-



SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASSYNC. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM MH. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM TCT. t ar

++++++++H+
XATRIEZOHE -

DRS ZREUERI %17 ID M5 -
2018-12-24-13-21-17
2018-12-25-11-12-03
++++++++H+

2018-12-25 11:16: 23,887 | NFO [ Tar Wor ker Thread] - drf SftpManager: drf GetLi st Of Backups: Adding the
backup id after the _pubhostnanme filtering: 2018-12-24-13-21-17
2018-12-25 11:16: 23,887 I NFO [ Tar Wor ker Thread] - drf SftpManager: drf GetLi st Of Backups: Adding the
backup id after the _pubhostnanme filtering:2018-12-25-11-12-03

+++++++++++++

HIRAK A ;1

+++++++++++++

2018-12-25 11:16: 24,852 | NFO [ Tar Wr ker Thread] - drf SftpManager. Renoved dBackupSet: |ist size :
1

+++++++ R

CUCM R BR : /JUCM/Backups/2018-12-24-13-21-17_D3-SB-11PUB*
+++++++ R

2018-12-25 11:16: 24,852 | NFO [ Tar Wr ker Thread] - drf SftpManager. Renoved dBackupSet: Renovi ng:
/ UCM Backups/ 2018-12- 24- 13- 21- 17_D3- SB- 11PUB*

+++++++ b+

Wz, JIRPIAFT1AZHD

+++++++ b+



2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
gi ven path

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CLM t ar
2018-12-25 11:16: 26, 405
SB- 11PUB_UCM MOH. t ar
2018-12-25 11:16: 26, 405
SB- 11PUB_UCM BAT. t ar
2018-12-25 11:16: 26, 405
SB- 11PUB_UCM CEF. t ar
2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM TCT. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM DNALI ASSYNC. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_dr f Conponent . xmi

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
search criteria.

DEBUG [ Tar Wor ker Thr ead]
DEBUG [ Tar Wor ker Thr ead]

DEBUG [ Tar Wor ker Thr ead]

++++++++H+

CUCM fF3<F ChannelSftp...

++++++++H+

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
Channel Sftp. ..

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
Channel . ..

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wor ker Thr ead]
Session. ..

++++++++H A

BFURECTHK

++++++++H A

2018-12-25 11:16: 26,572 | NFO [ Tar Wr ker Thr ead]
BACKUP operati on COMPLETED ===

)' ===

L4

drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfUtils:

drfUils:

drfUils:

sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:

sftpLsFil es-:

cl oseSFTPConnecti ons:

cl oseSFTPConnecti ons:

cl oseSFTPConnecti ons:

18 files found at the

2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-
2018-12- 25-11-12- 03_D3-

Found 16 matching the

Cl osing
Di sconnecti ng

Cl osing

- {STATE_I DLE} drfBackup: Conpl et eBackup(Devi ce=-

NTRIERDRERY , BKFEEERDELRRY : FHETK , WEAMR :



Backup ¥ Restors » Help v

@ retresn Cancel

@ success: Backup Completed...
~Backup
Tar Filename: 2018-12-25-11-12-03.tar
Backup Device:
Operation:
Percentage Complete:
Featura Componant Status Rasult ¥
(V=) CODPAGT 100 SUCCESS Tue Dec 25 1
ucM SYSLOGAGT 100 SUCCESS Tue Dec 25
(V=) PLATFORM 100 SUCCESS Tue Dec 25
ucm cwm 100 SUCCESS Tue Dec 25
ucHm CCMDB 100 SUCCESS Tue Dec 25
ucMm TCT 100 SUCCESS Tue Dec 25
ucM CCMPREFS 100 SUCCESS Tue Dec 25
ucMm TFTP 100 SUCCESS Tue Dec 25
ucHm MOH 100 SUCCESS Tue Dec 25
ucM ANN 100 SUCCESS Tue Dec 25
ucm BAT 100 SUCCESS Tue Dec 25
ucM CEF 100 SUCCESS Tue Dec 25
ucMm REPORTER 100 SUCCESS Tue Dec 25
ucM DNALIASLOOKUP 100 SUCCESS Tue Dec 25
¥ =) D3-SB-11°PUB DNALIASSYNC 100 SUCCESS Tue Dec 25
Refresh !

filename to view the log file

B HERR

EX CUCM IR R ITHIEHERR | BFE -

- DRF A& B &

- DRF £B&
£ RTMT & |, S EFFERS 85/ Trace and Log Central ( BRERFI B &AL ) > Collect Files ( Y&
X ) > Cisco DRF Local & Cisco DRF Master ( Cisco DRF Local 1 Cisco DRF Master ) , 218
7R



File System VoiceVideo AnalysisManager |1 a0 Presence  Edit Window  Application  Help

co Unified Real Time Monitoring Tool (Currently Logged into: 192, 06)

System

Systern Summary Collect Files in progress for node d3-sb-11pub

5 System Summary
Server

Down i i - i i i i ini lecti
Compl Collect Files X opsiav

Down
Downl | Select System Senices/Applications |

CPU and Memary [y schedule Collectio

D Local E}rowse Down
& I Real Tme Trace  (|pgwn

Process

Disk Usage

[Z] Select all Services on all Servers

[y collect Crash Dum||pown Name

a Critical Services

All Servers [ d3-sb-11pub

[ Collect Install Logs | Downl ;2 <, & Gradmin Web Senvice
Performance

[ Audit Logs Pownl | ~ic oo CCMRealm Web Service

Performance Pownl | cisco CCMService Web Service

Performance Log Viewer Downl (=iecq CoMUser Web Senvice

Pownl | Gisco cOP

Pownl | cisco COP Agent

Bownl | ~isco CallMlanager Cisco IP Phone Senvices

Bownl | ~iscq Called Party Tracing

S Trace & Log Central

Cisco Certificate Change MNotification

s Job Status

4 Cisco Certificate Change MNotification Service

@ SysLog Viewer

Cisco Common User Interface

Cisco ControlCenter CLI

@ VLT Tool

Hosth

Mo.of

@ AuditLog Viewer

Cisco DRF Local

Cisco DRF Master

Clsco Database on ULIEDLII

Compy Cisco Database Installation Service

Cisco Database Layer Monitor

Cisco Database Library Trace

Cisco Database Motification Service

Cisco Database Replicator Trace

Cisco DirSync

Cisco Discovery Responder Service

Cisco E911 Service

Cisco External Call Control Senvice

Cisco GRT Communication Web Senvice

Cisco Informix Database Service

DOoOooooooood==
DOOOOoOoooooooO=&EOOoOOooOOOOOOoi

< Back " Next > ||

il
=i
@
=y

|| Cancel

&R LAFE (AT UR EE CUCM 9.X SR & Wi AN Y BR B 15 B R B X 4B {2

/BN

BWIARIZRE SFTP,


https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/200787-How-to-Collect-Traces-for-CUCM-9-x-10-x.html
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