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- BRI ESRETR

- MIRIEE RS 2R (VCS)UEH

. Expressway X8.1.15 ¥ & iR 4~

. BERG—EBEEEEE(CUCM).1 2B E S iRA

. EFTCHAR
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AXEPNEEETUTHREMBE AR

- VCS X8.1. 1 E &k A

. CUCMARZA9.1(2)SUTRE S IRALARKIM & Presence 9.1(1)RE S AR A

- TC7T 1S ESRTEH (BUEATC7.2)

. VCS ControlFExpressway/Expressway /i Flid1 £

. CUCM
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ANHEPHEEHRETREZRERETNREREN . AXEPEANMERBERVEXAR
M(BRA) BE. MREEANREENE , FRREEKXTHRMEMSHEERIT,

ol

XERESRBRREEATNEEETTCHNRRARITEZ2REIM. Z2EMFRER , BRER
TR RBRAZEFAANNRE , EREAENAEREEENRZBEEERCUCMENZ 2R
BEENXH,

HW1ECUCMLIAFQDN&E R ( Wik ) BIBR RSB ERRH.

1. ECUCMH | i£$%System > Security > Phone Security Profile,
2. BIETE,

JEBRETTCHARREABMEUTSH :

4. Z# — Secure-EX90.tbtp.local ( BEFQDN#ER )



5. RZFZEEN — BB
6. FEHIKRE —TLS
7. SIPEiFixw O — 5061

Phone Security Profile Configuration
Lg Save x Delete D Copy % Reset 2 Apply Config Ehnfa Add Mew

~Status

@Add successful

-Phone Security Profile Information

Product Type: Cisco TelePresence EXGO0
Device Protocol: SIP

Name* Secure-EX20.thtp.local
Description

Monce Validity Time* gon

Device Security Mode Encrypted -
Transport Type* TLS -
__|Enable Digest Authentication

_ITFTP Encrypted Config
Exclude Digest Credentials in Configuration File

-Phone Security Profile CAPF Information
Authentication Mode* By MNull String -
Key Size (Bits)* 2048 -

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

~-Parameters used in Phone

SIP Phone Port* spe1

- | save 1| [ Delete ; [ Copy l | Reset l [ dpply Canfig j [ Add New

SR ARKBREMAN(1) —BE (&),

1. ECUCMH |, 1£3#FSystem > Enterprise Parameters.
2. [ TR zh E|Security Parameters > Cluster Security Mode > 1.

|'Eecurit'r Parameters

Cluster Security Mode ® 1

MREFRT, WCUCMAERY, MRHAXMER , EERAFTEEFXIF NIz — , BRI
CUCM,

CUCM 9.12) & £ 15F

CUCM 10& £ 15



//www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cucm/security/9_1_1/secugd/CUCM_BK_C0395F44_00_cucm-security-guide-91.html
//www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100.html

S M3 ECUCMA N E T TCHL i 0 2 EL R 3L

1. £CUCMH | i%&$#Device > Phone,

2. B ETE,

.IEBETTCHAWERHABELUL TSI : MACHIE — REETFTCHIRZHMACH It HIEF
B)MEE —AFMEZAFID — 5REFXBENFEERZZ 2R EXXH — 2R EMNE
& X 4 (Secure-EX90.tbtp.local)SIPEL & X 4 — Fr/ESIPHEL & 42 2 8l B 2 /Y10 B E L

B 3
Phone Configuration Ll BT LG Back To FingfList
_‘3 Save xl:-:m D CERy Q] Fesel o Apoy Config ::l':-. Skl Kew
Ltatus
m Ipdate suearssfi
- Associalion Inlommalion rPhone Type
|.E.-_.—r. T :”‘_ﬁ;l Product Type: Cisca TelePresemce LEYD
= . Dewics Prolocol; SIP
I wmeline [l 2718 i Raselae Telefresense FT
-----===- Unassigred assooated kems ---------- | CRevice Infornalion
2 wmz 2l il RegisTakicn Uakpown

=
IP Addrsss Lakrawn

[ cavice iz active

[ cavice iz trusmes

M&C Address® QCS0EJNESATE
Crescripaorn S EMAL
Dinwica: Poet™ EBase ne_TalePrasapss-02 * Yk Dalgile
Cemnmorn Deves Cenficuration < Mene + Wiew Dietails
Faors Buton Tempate™ Grendare Cisoo Telefrssepzs LHY0 -
Cemmon Phane Profis® Standase Commnan fheae #rafile -

Qwner @ User ) Anonymous (Public/Shared Space)

Cwner User ID* pstojano -

Phone Load Mame

—Protocol Specific Information

Packet Capture Mode* None e
Packet Capture Duration 0
BLF Presence Group™ Standard Presence group -

MTP Preferred Originating Codec™®  711ulaw

Device Security Profile® Secure-ExX90.thtp.local -
Rerouting Calling Search Space = Mone = -
SUBSCRIBE Calling Search Space = Mone = -
SIF Profile* Standard SIP Profile For Cisco YCS -
Digest User < Mone = -

"I media Termination Point Required
“lunattended Port

"l peguire DTMF Reception

SRR L E B HEHRINBIExpressway-C/VCS-CIEHBISAN ( Wik ) »

1. #£Expressway-C/VCS-CH , £finZEMaintenance > Security Certificates > Server
Certificate.



2. REHER CSR,

3. EEIFBXRKFER(CSR)FE , HHARUnified CMEREZ2BEBEXHEMEETLRELA
(FQDN)E X F HW B R iE R 2 B E X, #1420 , Secure-EX90.tbtp.local, X : Unified
CMEBEZLBREXHEMIE ETTZABAM(SAN) FERNEHE,

4. FCSRAZEIELZEM A E=FIEHMANFI(CA).

5. i #¥Maintenance > Security Certificates > Server Certificate SAFiE 4 1% F|Expressway-

C/NVCS-C,
Generate CESR

COIMImOn arme

COmIman Nsne

LOmMmon NEne G2 & i apaar

Alternative mame
Sunject aberralive nsmes

Additional sitsmatlyve nemes [Comme ssparatad)

Ikt zned Presence chat node abazes (fedarated grous

chat)
Lirified Chl phane securily profie nameas

Altetriative riathe &3 it vl appear

— Addittonad iformation

Ky length (in bdz)

ey

Elate ar province

Localty (hoswvn name]
Orpanization (compeny name)

Oeganizalionsl und

Generale C5R |

You eee hava: Bainken anca * zacuty catt

FRDM of Expressesay -

RTP-TETE-EXPRYY-C1 tokp.bocal

FODM of Expresswiay chuster plus FQDMNz of 2l peers inthe cheler -

conference-2-StandalonsChesteriadda thtp local Format

Secure-EH901p local

DS RTR-TBTR-EXFRVY-C thip local

L= RTP-TBTR-EXPRVY-C totp docal

Lo RTP-TETR-EXPRVY-C2 totp bocal

FMPP conference-2-SlandaoneCiustersacda thip local
LS Secure-EXA0 tobp oo

4056 - [

& Cigco

* TelePresence

SIS FUCH)T INBIExpressway-E/VCS-EME

FMPPAddress w

1. F£Expressway-E/VCS-EH , %&#Maintenance > Security Certificates > Server Certificate.

2. REEMK CSR.

3. EHECSRFE , ¥R “Unified CMEAME" B EE FTCH L imLLiH B kS5 25(DNS)R RS A
(SRVBR miEid & ( MEL L ) ERRVE,

4. FCSREZEELEZMAIHE=5CA,

5. #%£$#Maintenance > Security Certificates > Server Certificate U E 5 L 4% F|Expressway-

E/VCS-E,



Generate CSR Yol are here: Bsintenance @ Securiby

_| Common name
COmingn nsme FQON of Exprasswsy custet - |

Cormmen feme 33 ilwil appear RTP-TETP-EXPRY-E

I
| Alternaties name

Subiect aiternative names FGOM of Expresswsy custer plis FADNs of all pesrs inthe cluster «

Acditions sterrative remes (Comma separated) bt bocal i

Lirified CM registrations domasing 1kt ocal Format  SRVMame - |
Attarnatiee mame az it wil appese DHSETP-TETR-EXFRWY-E

DS RTP-THTP-EXERY-E2 thip local
DS RTP-TETP-EXFRNY-ET thip local
DSt Jocal

SRV _collab-sdige._ts fbipdocal

|
| Bddinnal mfarimation

ey dangthy {in bis) 4098 - 1

Cipinitey * LS i

Sknte or province W MO i
Locsiey (fowwn nams] * RTP i
CrganiTation [Compgany names) * I-]EEEI i
Crgpanizationsal unit * TelePresence i

Ganerate C5R J
SO FEHNZEECALELREIE TTCHL i,

1. BEEFTTCHAIm , &FConfiguration > Security,

2. ERCARIF |, H X % B L BEXpressway-E/VCS-EIE BRI CAILEH,

3. B i“Add certificate authority (R IERMEN)", FXE : HINFMERE , LZFEIRERS
K FHZIEH,

Security

Suzcessfully imported the caddicate Plaas2 reboot for changes 10 1ake afiact.

Cerldcales (S Fromslilled T Sbroeg secunly Mode Marraersstieal Mocs CLICM
Cestilicate Issuar
IEETARER S et BT G Fpas- U RIS -G Jelale Wime Cedificala

Add Cerificate Authonby
GA file o file selectec Brrozg. ..

Thiz syatem supports PER farmatiad files { pem) b oae o more GA cerificates withn Tha file

Ao cedificats autharty...

XX TC7.28EMELRMCATIER, MRERXEExpressway EIEBHCAEZEERTIERS , NF
FTENI D I HBPR,



# Moz L Callonmal 4 Gonfiguration i Dlagnostics £ nalntenznce & acmin

Security

Cetihcalgs ] Fremstalled Cas strong Secunty fdode horrgersistent Meode CLICH

This CA T=t iz used for Cieca LCH vis Exaressway (Edge] prosisioning only.
Coardigurs provigioning no,

These certificalas are used 1a velidala the servars cortacted ouer the interne whan the endpairt uses LICH via Exareseway provsioning. The cerldicaias can be
erhled and digabled cdmcaally, e all of Therm @2 once using e "Deable AlYErsable A0 bullon Male Thal Thes Sulton eals allects e cedieal es sled an ths
page. Certiicates ane ceddcale aulhonties upleaded globally on 1he systesoars nal aflected.

Canificate |zauer Dizakla &

AcTrusl Ges, 1 Bchechelesysteme im elakie

A-Trust-ntualds D Oetailz.... w Disahle
AAL Cerficala RSerices Comodo C4 Lmided Delails. . o Misahle
A Rz Carlsdmers S.4 gfzﬁetad Carveral de Canificaziéa Digits' - Cericdmars etaile - Diic alile
ACEONCCM Raot EDIG Details... o Digakle
AddTrest Extarnal Ca Root addTrus 4B Jatails... W Dizsble

AR MEENCAREIE - MAENVARERER BE , ZREFEERRIT TSR
2FIEFEMFTREE.

|7 NG HERBETTCHLR

- EETTCHAIRS | #%$FConfiguration > Network H #{REDNSE 9 F EHEE LT FE -
WA
AR &5 88 tb it

- EETFTCH LIRS |, ZFConfiguration > Provisioning , HARXLEFREEHEE
LoginName — FECUCMH E X
BEX —a%
i — ECUCMAE XL
SNEREERR
# ik — Expressway-E/VCS-EfY EH1 A
5 — FEMELSZICRNE



Provisioning

Connactivity External
Httphethod GET
LaginMame pstojano
kode Edige
Password

Externalianager

Addrass HIF-TETF-EXFEYWY-E.ibtp. local
Alemalefddiess

Dormain thipe local
Fath

Pratocol HTTPS

BriE

ERAAE D TEIAEE

EFTCHL i

1. Web GUIH | &M E“F R,

Expressway-E/VCS-E,

SIP Proxy 1

2. ZCLI#

otatus

F' [0 X .
UR|

xstatus //prov

*s

Network 1 | Pv4 DHCP Provi si oni ngDonai n:
Network 1 | Pv4 DHCP Provi sioni ngServer:
Provi si oni ng CUCM CAPF LSC: Installed
Provi si oni ng CUCM CAPF Mbde: | gnoreAuth
Provi si oni ng CUCM CAPF Operati onResul t:
Provi si oni ng CUCM CAPF Cper ati onSt at e:
Provi si oni ng CUCM CAPF Ser ver Nane:

Not Set
NonPendi ng

s Hefrash

e

oVEiR

B BEM RS SIPREE D,

A Collzpse al s Expand all

]

Dta 80 characters)

i to B4 o

haraclers)

I} to bd characters)
0 to B4 characters)
0 to bd characters)

|:._ ta 258 charar ||—|'\-.:|

R b 1t B R/Y

Registered

105.108

9211@tbtp.local

, i Axstatus /fprove HIREFM , BRE RS REHIBEIRES,



*s Provi sioning CUCM CAPF ServerPort: O

*s Provisioning CUCM CTL State: Installed

*s Provi sioning CUCM Ext ensi onMbbi l ity Enabl ed: Fal se

*s Provi sioni ng CUCM Ext ensi onMbbi l ity LastLoggedl nUser | d:
*s Provi si oni ng CUCM Ext ensi onMbbi l ity Loggedl n: Fal se

*s Provisioning CUCM I TL State: Installed

*s Provi sioning CUCM Provi sionSecurity: Signed

*s Provisioning CUCM TVS Proxy 1 | Pv6Address:

*s Provisioning CUCM TVS Proxy 1 Port: 2445

*s Provisioning CUCM TVS Proxy 1 Priority: O

*s Provisioning CUCM TVS Proxy 1 Server: "xx.xx.97.131"
*s Provisioning CUCM UserId: "pstojano"

*s Provisioning NextRetry:

*s Provi sioning Reason:

*s Provisioning Server: "xx.xx.97.131"

*s Provisioning Software Current Conpl et edAt:

*s Provisioning Software Current URL:

*s Provisioning Software Current Versionld:

*s Provisioning Software UpgradeStatus Last Change: "2014-06-30T19: 08: 40Z"
*s Provisioning Software UpgradeStatus Message:

*s Provisioning Software UpgradeStatus Phase: None

*s Provisioning Software UpgradeStatus SecondsUntil Upgrade: O
*s Provisioning Software UpgradeStatus Sessionld:

*s Provisioning Software UpgradeStatus Status: None

*s Provisioning Software UpgradeStatus URL: ""

*s Provisioning Software UpgradeStatus Versionld:

*s Provisioning Status: Provisioned

** end

CUCM

FECUCMH |, i&#EDevice > Phone, R FRJBE/AimT IR IR, BNERSEM
%CUCM_IP%" B R, APt R 23 EMAIExpressway-C/VCS-C,

4 SEPROCAIEROCE AFE Stz] EX90Q Badsins TelsPrasefes-DE SIF Ragisgtarad with 92108

87,133

Expressway-C

. FEExpressway-C/VCS-CH , %% Status > Unified Communications > View Provisioning

sessions.
- FEFTCHLHMN PR, BRESFNRAIMEAR :

-
e L b L T AT % AT . A 5 FETEITH  le L s

[ B0 | S Fa K v CemcalT 17130 200025 02085

TP HEBR
A RENE LT TR B TR,
SEAAET AL S EEEIR , AEDNS, EHAIE, RES, AT 2ANIIE

BIAERFENTBEEREINER , ARNTHE, NREECIERHARTZINESRE
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TR

B, ETHRETUEANTE,
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TC& 3%

Web GUI

- all.log

- T RBZICR ( SETEREIHIR )
CLI

LU an 3 SRt i R Hr R B A 2%

- log ctx HttpClient debug 9
- log ctx PROV debug 9
.logon<— ERBEIEHAIZF
EFQIERIBENBERSG EREWeb GUIR R EARERN N LE PRI XA, RERE DL, £iE

A L3 AxConfiguration Provisioning Mode: &5 %5 o
Expressways

- BT AE
- TCPDump

CUCM
- SDI/SDLER &R

B 1:iMED 48 F A W 0 F/SENE AR
WIRFTI | get_edge_configkl F & FREEAT T < W o

TC&M AR

15716. 23 Htpd i ent HTTPO i ent Curl error
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5) b20/ get _edge_config/):
' Couldn't resolve host name'

15716. 23 PROV Provi si onRequest failed: 4 (Couldn't resolve host name)

15716.23 PROV |: notify_http_done: Received O (Couldn't resolve host nane) on request
https:// RTP- TBTP- EXPRW- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_confi g/

*h R

1. RIEPMEL K ICREBFHEF R EBNENE,
2. WitEFin EEEMNDNSIRSHREEREBER,

A& 2.CATEETETTCH AR LA ZFECATIRSF

TCA¥wHE


https://supportforums.cisco.com/document/12291871/obtaining-system-configurations-xconfig

15975.
15975.
15975.
15975.
15975.
15975.
15975.
15975.
15975.

85
85
85
86
86
86
87
87
87

Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi

port 8443 (#67)
15975. 87 Httpd i
15975. 87 Httpd i

CApat h:

15975.
15975.
15975.
15975.
15975.
15975.

88
88
88
89
89
89

Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi

certificate cha
15975.89 Httpdi
15975.90 Htt pd i
(https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/):
'Peer certificate cannot be authenticated with given CA certificates’

ent
ent
ent
ent
ent
ent
ent
ent
ent

ent
ent

ent
ent
ent
ent
ent
ent
n

ent
ent

Tryi ng xx.xx.105.108...
Addi ng handl e: conn: 0x48390808
Addi ng handl e: send: O
Addi ng handle: recv: O
Cur|l _addHandl eToPi pel i ne: | ength:
- Conn 64 (0x48396560) send_pipe: 0, recv_pipe: O
- Conn 65 (0x4835a948) send_pipe: 0, recv_pipe: O
- Conn 67 (0x48390808) send_pipe: 1, recv_pipe: O
Connected to RTP- TBTP- EXPRWY-E. t bt p. | ocal (xx.xx.105.108)

O Ok

successfully set certificate verify |ocations:
CAfile: none

/config/certs/edge_ca_li st

Configuring ssl context with special Edge certificate verifier
SSLv3, TLS handshake, dient hello (1):

SSLv3, TLS handshake, Server hello (2):

SSLv3, TLS handshake, CERT (11):

SSLv3, TLS alert, Server hello (2):

SSL certificate problem self signed certificate in

Cl osi ng connection 67
HTTPClientCurl error

15975. 90 PROV ProvisionRequest failed: 4 (Peer certificate cannot be

authenticated with given CA certificates)

notify_http_done: Received O (Peer certificate cannot be
authenticated with given CA certificates) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/
15975. 90 PROV EDGEProvisionUser: start retry timer for 15 seconds

15975. 90 PROV | :

#hR

1. RIEE = HACARBIEL IR RE>"CAETF T,

2. RFIHTCA,

BFRIEHEREIER,

i) & 3:Expressway-EfESANA A5l HUCH]

TC&¥w A&

82850.02 CertificateVerification ERROR [verify_edge_domain_in_san]: Edge TLS
verification failed: Edge domain 'tbtp.local' and corresponding SRVName

' _collab-edge._tls.tbtp.local' not found in certificate SAN list
82850. 02 Httpdient
82850. 02 Httpdient
82850. 02 Httpdient
82850. 02 Httpdient
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'

Expressway-E SAN

SSLv3, TLS alert, Server hello (2):

SSL certificate problem application verification failure
Cl osing connection 113

HTTPC i ent Curl error

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- E. t bt p. | ocal , SRV:_collab-edge._tls.tbtppppp.local

R



1. EF 4 K Expressway-E CSREAEIFEUCH,

2. ETCAum L , ExternalManageri#iZ B A RERIRE N UCH, MRBXFER , BATITH,

RS 4 TCREEEX4PRENAFBENBBTER

TCEAWM AR

83716. 67 Hitpdient Server auth using Basic with user 'pstojano’
83716. 67 Htpdient GET /d&0cC5) b20/ get _edge_config/ HITP/ 1.1
Aut hori zation: XXXXXX

Host: RTP-TBTP-EXPRWY-E.tbtp.local:8443

Cooki e: JSESSI ONl DSSO=34AFA4 A6 DEE1DDCES8B1D2694082A6D0A

Cont ent - Type: application/ x-wwformurl encoded

Accept: text/xm

User-Agent: Cisco/ TC

Accept - Charset: 1SO 8859-1,utf-8

83716.89 Httpdient HTTP/1.1 401 Unauthorized

83716.89 H tpd ient Authentication problem Ignoring this.
83716.90 H tpd ient WNWMAuthenticate: Basic real n="Ci sco- Edge"
83716.90 Httpdient Server CE C ECS is not blacklisted
83716.90 Htpd ient Server: CE_C ECS

83716.90 Httpdient Date: Thu, 25 Sep 2014 17:42:51 GMVI
83716.90 H tpdient Age: O

83716.90 H tpd ient Transfer-Encoding: chunked

83716.91 H tpd ient Connection: keep-alive

83716.91 Hitpdient

83716.91 HtpOient O

83716.91 Htpd ient Connection #116 to host RTP- TBTP- EXPRW-E. t bt p. | ocal
left intact

83716.91 Httpdient HTTPCientCurl received HTTP error 401

83716. 91 PROV ProvisionRequest failed: 5 (HTTP code=401)
83716.91 PROV |: notify_http_done: Received 401 (HTTP code=401l) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/

Expressway-C/VCS-C

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconfi gprovi si oni ng
UTCTi me="2014-09-25 17: 46: 20, 92" Modul e="net work. htt p. edgeconfi gpr ovi si oni ng"
Level =" DEBUG' Action="Received"
Request-url="https://xx.xx.97.131:8443/cucm-uds/user/pstojano/devices"
HTTPMVSG

|HTTP/1.1 401 Unauthorized

Expires: Wed, 31 Dec 1969 19: 00: 00 EST

Server:

Cache-Control : private

Date: Thu, 25 Sep 2014 17:46: 20 GMI

Cont ent - Type: text/htm ;charset=utf-8

WAWM Aut henti cate: Basic real m="C sco Wb Servi ces Real nf

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C UTCTi ne="2014- 09- 25 17: 46: 20, 92"

Modul e="devel oper. edgeconfi gprovi si oni ng. server" Level =" DEBUG'
CodelLocat i on="edgeprot ocol (1018)" Detail="Failed to authenticate user against server"
Username="pstojano" Server="('https', '=xx.xx.97.131', 8443)"

Reason="<twi sted. python.failure. Failure <type 'exceptions. Exception' >>

"2014-09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconf i gprovi si oni ng:

Level ="I NFO' Detail="Failed to authenticate user against server" Username="pstojano"



Server="('https', 'xx.xx.97.131', 8443)" Reason="<twi sted. python.failure.Failure
<type 'exceptions. Exception'>>" UTCTi me="2014-09-25 17: 46: 20, 92"

AR

1. BWIEFETCLA Iw A Provisioning ( YHE ) TUE T % A#YUsername/Password ( AR &/Z1E ) &
W
2. BECUCMEIE ERIEEIE,
3. lRA10 — FEA B BRI
4. [RA9 — EACMA F &M
AP HURLHERE : https://%CUCM%/ucmuser/

MRERNBRFRER , FEATIEAGIEELERAS,

. Standard CTI Enabled
. SRECCMEBL AR

B 5: 8 T TCH LM E%

¥ SEPDOSOSD0EEAFE Stoj EX90 Baseline TelePrasence-DF SIP Rejected 37,108
ey ]

CUCMERER

08080021. 043 | 16: 31:15.937 | Applnfo | SIPStati onD(18400) - validTLSConnection:TLS
InvalidX509NameInCertificate, Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local,

Expect ed=SEPO0O506006EAFE. W I check SAN the next

08080021. 044 | 16: 31: 15.937 | Appl nfo | SI PStationD(18400) - validTLSConnection: TLS
I nval i dX509Nanmel nCertificate Error , did not find matching SAN either,
Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local, Expected=Secure-EX90.tbtp.local

08080021. 045 | 16: 31: 15. 937 | Appl nfo | Connecti onFailure - Unified CM failed to open
a TLS connection for the indicated device Device Name:SEP00506006EAFE

| P Addr ess: xx. xx. 97. 108 | PV6Address: Devi ce type: 584 Reason code: 2 App ID: G sco
Cal | Manager C uster |D: StandAl oneC uster Node |D: RTP- TBTP- CUCMB 08080021. 046

| 16: 31: 15.938 | AlarnErr | Al arnCl ass: Cal | Manager, Al arnNane: Connecti onFail ure,

Al arnSeverity: Error, Al armvessage: , Al armDescription: Unified CMfailed to open
a TLS connection for the indicated device, Al arnParaneters:

Devi ceNane: SEPOO506006EAFE, | PAddr ess: xx. xx. 97. 108, | PV6Address:,

Devi ceType: 584, Reason: 2, ApplD: G sco Cal |l Manager, C usterlD: StandAl oned uster,
Nodel D: RTP- TBTP- CUCMD,

TC& iR
SIF Prioxy 1

~tatus: Failed: 403 Forbidden

SEERExpressway-C/VCS-C

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- C. t bt p. | ocal , XMPP: conf er ence- 2- St andAl oneCl ust er 5ad9a. t bt p. | ocal

EBESERERGS | REAEExpressway-C/VCS-CTESANF R EE HIFLZ L E XHFQDN,



(Secure-EX90.tbtp.local), EEBEZRE(TLS)IEFH , CUCMIKEExpressway-C/VCS-CHI AR S 25
E$H, HTFEESANFREKEE , Rit&i B IREE , HIRECHEFEAFQDNEXNBEFERS
BeiE X

R

1. BiFExpressway-C/VCS-CRBHEH RS R/ PHWSANF T EFQDNE X BIELZ B & X

2. MBEERAFQDNERANLZEEEXH , FRIREZECUCMBPFER 7T EHHN LB B4,
3. Xt AgE R A Cisco Bug ID CSCuq863765|#EH, MRRXFER , R EExpressway-
C/VCS-C SANK/MEBFEZ L HE X ESANFIVE,

B 6: B F TCRYL i RS < — FTUDSHR S 8=
1E 12 WT> B SRR T A H LGS

Error: Provisioning Status
Provisioning failed: XM. didnt contain UDS server addres

TC&ix A&

R AN LB E R R

9685. 56 PROV REQUEST_EDGE_CONFI G

9685. 56 PROV <?xm version='"1.0" encodi ng=" UTF- 8" ?>

9685. 56 PROV <get EdgeConf i gResponse versi on="1. 0" ><servi ceConfi g><servi ce><nane>_ci sco- phone-
t f t p</ name><er r or >NameEr r or </ err or ></ ser vi ce><ser vi ce><nanme>_cupl ogi n</ nanme><er r or >NaneEr r or </ er
ror></servi ce><servi ce><nane>_ci sco-

uds</ name><server ><priority>1</priority><wei ght >1</ wei ght ><por t >8443</ port ><addr ess>cucm donai n.
i nt </ addr ess></ server ></ servi ce><servi ce><nanme>t f t pSer ver </ nane><addr ess></ addr ess><addr ess></ ad
dr ess></ servi ce></ servi ceConf i g><edgeConf i g><si pEdgeSer ver ><ser ver ><addr ess>expe. domai n. conx/ add
ress><t| sPort>5061</tl| sPort></server ></ si peEdgeSer ver ><si pRequest ><rout e>&l t ; si p: 192. 168. 2. 100: 50
61;transport=tls; zone-

i d=3; di rected; | r&gt;</route></si pRequest ><xnppEdgeSer ver ><ser ver ><addr ess>expe. domai n. conk/ addr e
ss><t| sPort >5222</t| sPort ></ server ></ xnppEdgeSer ver ><ht t pEdgeSer ver ><ser ver ><addr ess>expe. domai n
. conk/ addr ess><t | sPort >8443</tl| sPort ></ server ></ ht t pEdgeSer ver ><t ur nEdgeSer ver/ >

</ edgeConfi g></ get EdgeConf i gResponse>
9685. 57 PROV ERROR. Edge provisioning failed
url =" https://expe. domai n. com 8443/ ZXUuY2hl Z2cuY29t/ get _edge_config/', nmessage=' XML didn't
contain UDS server address'
9685.57 PROV  EDGEProvi sionUser: start retry tiner for 15 seconds
9700. 57 PROV |: [statusCheck] No active VcsE, reprovisioning

R
1 HREEKRLAFKFXBRNBSEEXHFNCTI UCHKS , ATEIMRAIRS B RLIRFE.

2.SMEICUCMEE> A EE> AFiRE> UCBRS , HAIZEm[mCUCM IPKICTI UCARS ( D
MRA_UC-Service ) »

3.5 ZCUCM admin > User Management > User Settings > Service Profile 3 812 #TEL & X 4


https://tools.cisco.com/bugsearch/bug/CSCuq86376

( BIMRA_ServiceProfile )

AEFRSWEXGF , RAFRS , ECTIMEXHH 7 , EFENQIZHFHCTI UCKRS ( B
MRA_UC-Service ) , AEREHHRFo

5.5 ZCUCMEH A > User Management > End User , & A T EIMRARS ERAHIFE K
RAFPKF,.

BEZAFNBFRET , BREEFH 2&ED , A BUCERFEEXHRREIENIHRSFE EX
# ( BIMRA_ServiceProfile ) , RE R EH®RE,

7EHARFE/LSH, ZHEL R EEAREEN , AELOHEREEHTT , AEFL KN
KRB EM.

HXRfER

- BB nHERE

. VCSiF i il fEra

- EX90/EX60A [ 1{EED

.CUCM 91 EE RIS

- BAREZ MY - Cisco Systems



//www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/infrastructure/vcs/config_guide/X8-2/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-2.pdf
//www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/endpoint/ex-series/tc7/getting-started-guide/video-systems-getting-started-guide-tc72.pdf
//www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cucm/admin/9_1_1/ccmcfg/CUCM_BK_A34970C5_00_admin-guide-91.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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