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Multiple BSSID Beacon Settings

Multiple BSSID Beacon

Radio0-802.11N2-46Hz:

Set Beacon Mode:

Set Infrastructure SSID:

Radio1-802.11N5GHz;

Set Beacon Mode:

Set Infrastructure SSID:

Set SSID as Guest Mode

Set DataBeacon Rate (DTIM): DISABLED  (1-100)

< NONE > ~

Single BSSID  Set Single Guest Mode SSID: < NONE > ~
© Multiple BSSID

Force Infrastructure Devices to associate only to this SSID

@ single BSSID Set Single Guest Mode SSID: < NONE > ~

Multiple BSSID

<NONE > ~ [ Force Infrastructure Devices to associate only to this SSID
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Ramebala_vland87#show cdp neighbors fa 0/6 detail

Device ID: BGL14.M.18-LAP1142-1.1AB.com
Entry address (es):
IP address: 10.106.122.152
IPV6 address: FE80::CEEF:48FF:FEFA:4426 (link-local)
Platform: cisco ATR-AP1142N-A-K9, Capabilities: Trans-Bridge Source-Route-Bridge IGMP
Interface: FastEthernet0/6, Port ID (outgoing port): GigabitEthernet0
Holdtime : 166 sec

Version :

Cisco T0S Software, C1140 Software (C1140-K9W7-M), Version 15.3(3)JBB2, RELEASE SOFTWARE (fcl
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Thu 27-Aug-15 19:02 by prod rel team

advertisement version: 2
Duplex: full
Power drawn: 15.400 Watts
Power request id: 44652, Power management id: 2
Power request levels are:15400 14500 0 0 0
Management address (es) :

IP address: 10.106.122.152
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HOME NETWORK ASSOCIATION  WIRELESS

SERVICES ~ MANAGEMENT

EVENT LOG

Security

Admin Access
Encryption Manager
SSID Manager.
Dot11u Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server
Advance Security

Hostname ap

Security: Global SSID Manager

Current SSID List

Network ID: (0-4096)

$SID:
VLAN:

Band-Select:
Universal Admin Mode:

Interface:

<NONE> ~ Define VIANS

Backup 1
Backup 2
Backup 3

Band Select
[7] Universal Admin Mode

Radio0-802.11N246Hz
[7] Radio1-802.11NCHz
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Cisco Unified CM Administration

For Cisco Unified Communications Solutions

VAR Cisco Unified CM Administration ¥ | Go

admin  Search Documentation ~ About  Logou

System ¥ CallRouting ¥ Media Resources ¥ Advanced Features v | Device v | Application ¥ User Management v Bulk Administration ¥ Help ¥

Gatekeeper

'2 The system is operating on demo licenses Gateway /Add this system to a Cisco Prime License Manager and install sufficient

licenses to cover its usage before expiratig he ability to provision users and devices.
Phone
) WARNING: No backup device is configure: Tk I your system in case of failure.
'2 Smart Call Home is not configured. To conf Remote Destination isable the reminder, please go to Cisco Unified Servicea
=3 Home or click here. Device Settings »

Cisco Unified CM Administration

System version: 10.5.2.13037-1
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§ . Cisco Unified CM Administration IEVERTN Cisco Unified CM Administration v |
cisco

For Cisco Unified Communications Solutions admin S t  Logout

CallRouting v Media Resources v  Advanced Features v Device v  Application v  User Management v  Bulk Administration v  Help v

System v

Phone Configuration

Q save x Delete Copy % Reset 4 Apply Config :E: Add New
Association Information Phone Type:

Modify Button Items Product Type: ~ Cisco 7925

Device Protocol: SCCP
1 emsline [1] - 4002 (no partition

2 :;al Line [2] - 4004 (no partition’ Device Information
= Registration  Registered with Cisco Unified Communications Manager cucm192
3 @gAddanewsp 2
1P Address 10.106.122.161
4 % Add a new SD Active Load ID Unknown

5 Ggadd = Download Status ~ Unknown
anew =t
Device is Active

= B
6 Gz AddanewsD 4 pevice is
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alili,  Cisco Unified CM Administrafion

€IS€O  £or cisco Unified Communications Solutions

System v CallRouting v Media Resources ¥  Advanced Features » Device ~ Application v  User Management v  Bulk Administration

Phone Configuration

[ Phone Type

Product Type:  Cisco 7925
Device Protocol: SCCP

rDevice Information

&
Device is trusted

MAC Address*

Description

Deice poal*

Common Device Configuration
Phone Button Tempiate™
Softkey Template

Common Phone Profile*

~Protocol Specific Information
Packet Capture Mode*
Packet Capture Duration

BLF Presence Group*

e

00233341E192

SEP00233341E192

Default

< None >

Standard 7925 SCCP.

< None >

‘Standard Common Phone Profile

View Details

View Details

View Details

None

0

Standard Presence group

Cisco 7925 - Standard SCCP Non-Secure Profile

SUBSCRIBE Calling Search Space < None >
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System Configuration
¢ Devce itormation
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cisco

OME ~ NETWORK CIATION ~ WIRELESS RVICES

Security

Admin Access
Encryption Manager
SSID Manager
Dot11u Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

Hostname BGL14.M.18-LAP1142-1

Security: Encryption Manager

Set Encryption Mode and Keys for VLAN:

© None

*) WEP Encryption Optional ~ ~

Cisco Compliant TKIP Features: [ En

En:

Ciher  ASCOW -
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I Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System v CallRouting ~ Media Resources » Advanced Features » Device » Application v User Management v B

Phone Configuration

Q save x Delete Copy % Reset 4 Apply Config # Add New

[ Association [ Phone Type

Modify Button Items Product Type:
Device Protocol: SCCP
1 ueAlaeON
et

Cisco 7925

2 wmaline [2] - Add a new DN [ Real-time Device Status:
e
o Registration:  Unregistered
3 @gAddanewsD o 2
1Pv4 Address: 10.106.122.155
- % Add a new SD Active Load ID:  None

= Download Status: None
5 (&5 AddanewSD

6 (5 Add anew SD [ Device Information
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For Cisco Unified Communications Solutions

System v CallRouting v Media Resources v Advanced Features v Device v Application v  User Mana

Phone

Find Phone where Device Name ~ begins with ~ Find
Select item or enter search text v
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Configuration
alaln g

cisco HOME NETWORK ASSOCIATION ~WIRELESS S SERVICES ~ MANAGEMENT FTWARE ~EVENT LOG

) "] Set DataBeacon Rate (DTIM): DISABLED  (1-100)
Security

Admin Access

Encryption Manager
SSID Manager

Dot11u Manager

Radio0-802.11N2-46Hz;

Server Manager Set Beacon Mode: ©Single BSSID  Sot Single Guest Mode SSID: voicelab  ~
AP Authentication ~
© Multiple BSSID
Intrusion Detection R S—
Set Infrastructure SSID: < NONE > ~ ] Force Infrastructure Devices to associate only to this SSID
Local RADIUS Server

Advance Security
Radio1-802.11N%GHz:
Set Beacon Mode: ©'Single BSSID et Single Guest Mode SSID: voicelab  ~

© Multiple BSSID

Set Infrastructure SSID: < NONE > v [] Force Infrastructure Devices to associate only to this SSID
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Save Configuration ~ Ping ~ Logout ~Refresh
UL

cisco HOME NETWORK ASSOCIATION SERVICES ~ MANAGEMENT ~ SOFTWARE  EVENT LOG
Home
Hostname BGL14.M.A8-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 14 hours, 39 minutes
Summary
pEtacaels S it Clients: 2 Infrastructure clients: 0

Vie Client 7] Infrastructure client
Radio0-802.11N24GHz
SSID voicelab :
Device Type Name 1Pv4 Address 1PV6 Address MAC Address State Parent VLAN
| coxclient NONE 10.106.122.153 8438.3801 45be Associated self 487
| unknown NONE 10.106.122.154 cOee fb53.6b46 Associated self 487
Radio1-802.11N5CHZ
|

- =T
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HOME  NETWORK

Save Configuration

Security

Admin Access
Encryption Manager
SSID Manager
Dot11u Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

Priority 2 < NONE > ~

Priority 3: < NONE > ~

MANAGEMENT

SOFTWARE ~ EVENT LOG
Priority 2: < NONE > ~

Priority 3: < NONE > ~

Client Authenticated Key Management

Key Management:

WPA Pre-shared Key:
11w Configuration:
11w Association-comeback:

11w Saquery-retry:

Mandatory ~
|

Disable

1000

100

(1000-20000)

(100-500)

CCKM 'l Enable WPA Weav2 -

© Ascll © Hexadecimal
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Ramebala_vlan487#sh cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVIA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
SEPDCTB94F8C4BB  Fas 0/7 140 HPM IP Phone Port 1
SEPD0C282D07393 Fas 0/17 131 HPM IP Phone Port 1
SEP002497AB40D8 Fas 0/11 147 HPM IP Phone Port 1
SEP2893FE1262C4 Fas 0/14 174 HPM IP Phone Port 1
SEP503DE57D9995 Fas 0/19 169 HPM IP Phone Port 1
SEPB41489A2F295 Fas 0/13 127 HPM IP Phone Port 1
BGL14.M.18-LAP1142-1.1AB.com
Fas 0/6 157 T B I AIR-AP114 Gig 0

UC-LAB-CUBE-SWITCH-FD2
Fas 0/24 153 R S I WS-C3750E Gig 2/0/5
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TR T i SOy,
Services: VLAN

Current Native VLAN:  None

Current VLAN List Create VLAN Define SSIDs
VLAN ID: w (1-4094)
VLAN Name (optional):

' Native VLAN

Enable Public Secure Packet Forwarding
] Radio0-802.11N24GHz

¥ Radiot-802.11N5GHz

Management VLAN (If non-native)
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Save Configuration Logout  Refresh
O R L

cisco HOME NETWORK ASSOCIATION ~WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Home il Il
cisco . " - &
Ay Cisco Aironet 1140 Series Access Point
» Easy Setup
A Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 11 hours, 58 minutes
Association
Clents: 0 Infrasructure clients: 0
Network Identity
1P Address 10106 122 152
PG Address FE80-CEEF48FFFEFA4426
MAC Address ceef 48fa 4426
Network Interfaces
Interface MAC Address Transmission Rate
1} GigabitEthernet ceef 4812 4426 100Mbps
¥ Radio0-802.11N246H 2c3t.287% 4810 Mes Index 15
& Radio1-802.11N5CH2 20312871900 Mes Index 15
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ip
ip
ip
ip

ip

dhcp
dhep
dhcp
dhep

dhep

excluded-address
excluded-address
excluded-address
excluded-address

pool VLAN487

10.106.121.1

10.106.121.1 10.106.121.20

10.106.121.1 10.106.121.30

10.106.122.1 10.106.122.130

network 10.106.122.128 255.255.255.192
default-router 10.106.122.129
option 150 ip 10.106.122.180
lease 00 5
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cisco

For Cisco Unified Communications Solutions

Cisco Unified CM Administration I

System v CallRouting ¥ Media Resources ¥  Advanced Features ¥ Device v Application ¥  User Management ¥  Bulk Administration v

ectory Number Configura
=

- Status

@ Directory Number Configuration has refreshed due to a directory number change. Please cick Save button to save the configuration.

[ Directory Number Information

Directory Number* 7999 [[urgent priority

Route Partition < None > M

Description

Alerting Name

ASCII Alerting Name

External Call Control Profile < None > -

ctive

 Directory Number Settings:
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WIRELESS SERVICES ~ MANAGEMENT FTWARE ~ EVENT LOC

NETWORK

Hostname BGL14.M.18-LAP1142-1
~ NETWORK MAP
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¥ NETWORK INTERFACE

Summary
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1P Address
i "
GigabitEthernet0 Enable Radio: — ~) Disable
— Current Status (Software/Hardware): Disabled & Down ¥

Role in Radio Network: © Access Point

© Access Point (Fallback to Radio Shutdown)
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© Root Bridae
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alli,  Cisco Unified CM Administration
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cisco HOME  NETWORK CIATION ~ WIRELESS Y SERVICES ~MANAGEMENT FTWARE ~ EVENT LOG

Security
Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP

Admin Access
Entypbon Mandoer Security: Global SSID Manager

SSID Manager

Dot11u Manager Current SSID List
Server Manager & SSID: wieb
AP Authentication "<NONE> +

VLAN: <NONE > v  Define VLANS
Intrusion Detection Backup 1
Local RADIUS Server Backup 2
Advance Security - Badap3

Band-Select: Band Select

Universal Admin Mode:

Universal Admin Mode

Interface: Radio0-802.11N24GHz
Radio1-802.11N%CHz

Network ID: (0-4096)






