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1. B BRE —BIERL(OS)EEWeb GUI,

2. SMEIRLUAPEE,

3. # #Upload Certificate/Certificate chain.

4. TECertificate Purpose T & # CallManager-trust.

5. MR EICAKIRIEP , A5 ¥ FHUpload,



il | Cisco Unified Operating System Administration
cisco I

For Cisco Unified Communications Solutions

Software Upgrades + Services = Help -

@ https://10.106.122 173/ cmplatform/ certificateUpload.do

Upload Certificate/Certificate chain

E% Upload [g Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

- Upload Certificatef Certificate chain

Certificate Purpose® ‘CallManager-trust

Description(friendly name)

i Upload File AMEER-CA.cer
[ Upload ] [ Close ]
|
R A RIEP & 2 R HLCA

1. BXE|ICUCMEEWeb GUI,
2. §in%ElSystem > Service Parameter,

3. &FECUCM ServerH 11 B %1% 2 Cisco Certificate Authority Proxy Function,

4. & Offline CALA @) L8 ¥m i & UE+ o



aliali | Cisco Unified CM Administration
cIsco

For Cisco Unified Communications Solutions

Systern «  Call Routing = Media Resources = Adwvanced Features = Device = Application = User Manac

Service Parameter Configuration

LE Save Set to Default

- Select Server and Service

*

sServer 10.106.122.173--CUCM Voice/Video [Active) -

*

Service Cisco Certificate Authority Proxy Function (Active) -

All parameters apply only to the current server except parameters that are in the cluster-wide group(=

— Cisco Certificate Authority Proxy Function {Active) Parameters on server 10.106.122.173--

Parametar Name Parameter Valua
Certificate Issuer to Endpoint * Offline CA
Duration Of Certificate Walidity 5

Key Size * 1024

Maximum Allowable Time For Key Generation * 20

Maximum Allowable Atternpts for Kev Generation * 3

NEBFERIEHER ER(CSR)
1. BREICUCMEEWeb GUI,
2. FIEREFBIE,
3. R HELSCHAMHNEBCAZ BB IF,
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CAZERMB®RIE , FERUEIR, X T IEREMERS , &R 1ZE FIOperation Pending.



- Protocol Specific Information

Packet Capture Mode® MNone
Packet Capture Duration 0
BLF Presence Group™® Standard Presence group
I Device Security Profile™ Cisco 7962 - Standard SCCP - Secure Profile

SUBSCRIBE Calling Search Space = MNone =

"l Unattended Port
] Require DTMF Reception
[ rFc2833 Disabled

- Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade

Authentication Mode T By Mull String
Authentication String

Generate String
Key Size (Bits)* 2048
Operation Completes By 2015 1 24 12 (YYYY:MM:DD:HH)

Il:ertifin:ate Operation Status: Operation Pending
Mote: Security Profile Contains Addition CAPF Settings.

BIELRLEEXH (796285 ) .



Phone Security Profile Configuration

B Save x Delete Copy % Reset a/,_? Apply Config ED] Add New

— Phone Security Profile Information

i/| Product Type: Cisco 7962
/| Dewvice Protocol: SCCP
Name* Cizco 7962 - Standard SCCP - Secure Profile
: Description Cisco 7962 - Standard SCCP - Secure Profile
I Device Security Mode  authenticated i

| Clrrre Encrypted Config

Phone Security Profile CAPF Information
Authentication Mode™ By Existing Certificate (precedence to LSC) -

Key Size (Bits)* 1024 -

Note: These fields are related to the CAPF Information settings on the Phone Cnnﬁura'

EZ L FE(SSH)LiE H 5 Autils capf csr count@ii T ABIAREEMKCSR, (WEEEBRER
BN =EPBEFLERCSR, )
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File Cormmands Tools Favorites Options  Hel

(N |19 o

Extract To View

m || LABPhoneCSRs - TAR archive, unpacked

| [SEP1C17D341FDA .csr
| | SEPB&3861583BB9.csr
|| SEPDOS74CFoBDOF.csr
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X & LUE A Microsoft Windows 2003855 23/E N CA. i FiMicrosoft Windows 2003

CAZEBECSRIWEEFEAR XM EHEHEB 2 ¥,
F.cerii . derig =
MRIRBIIEP 2. .certgz , NFEHERE N dero

) SEPDOS74CF6BDOF.cer 1/22/20153:03 AM  Security Certificate
) SEPB83861583BBY.cer 1/22/20153:03 AM  Security Certificate
) SEP1C17D341FD21.cer 1/22/20153:00 AM  Security Certificate
) SEPDOS74CFGBDOF. der 1/22/20153:03 AM  Security Certificate
) SEPB83861583BB9.der 1/22/2015 3:03 AM  Security Certificate
) SEP1C17D341FD21 der 1/22/20153:00 AM  Security Certificate

FHE (der) EZE A tgziER
AT LA EFICUCMBR S 2R RV AR (Linux) EFEUE B8 AT AR IE B MILinuxRE P IT LR 4E,

1. B LB IEFHBESFTPARS BRE W FILinux R 4.

cml052 download]# 1s
wecale-de DE-10.5.2.1000 -1.cop.8gn.mdS eopatart.sh
.car phonecert

2. WAL a5 LU AR . deriE 5 E 48 9 .tgz 3 4

tar -zcvf

2 KB
2 KB
2 KB

100% 1087

100% 10335




1052 download]#

2 do

cm ale-de DE-
cm-locale-de DE-1

[rootlcml052 download]#

R tgz XX H-& MBI SFTPERSS 25
ERRFBEEDARNSR , Ntz X EHmEISFTPIRS 85,

¥ .tgz3X #§ ACUCMER S5 8%
1. B SSHEZFICUCMARS &

2. $17utils capf cert importéan 5o

1mnort




BUSAUEHRE , BALERCSRUTHBENTF,

£ FMicrosoft Windows 2003iEH M Z L IIERWCSR
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Windows Cakalog

YWindows Update

Adrinistrative Tools  H|fB8 Certification Authority
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Programs

Settings k
Search k
Help and Support:

Bur...

Log OFF adminiskratar, ..

Shut Down,..
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{22 Certification Authority

File  Action Miew Help

c» OE TR 2E > =

'ﬂi Cerlln I.IthDr'It';.-' (Local) Mame
[EAD punked Cavtificabss
- all Tasks Shark Service

[ Tssued

Skop Service

|:| Pendin o : S
______ |:| Failed Refredh Subrnit pew request, ..
Expart List... Back up Ca...
) Restore Ca, ..
Properties

Renew C6 Certificate, ..
Help

3. ®EECSRHA £ EHOpen, MFATBCSRIMITILIR/E.

i3 Certification Authority [_|E
File Action Wiew Help

¢-+|-|_|@EPIQEE|> |

:
69 Certfication Authariy (Local i
EHEA AMEER-CA
&a [ Revoked Certificates Lack irc | (3 LABPhoneCSR -] & ®mekE-

i-+[] Tssued Certificates
D Pending Requasts
----- i Failed Requests

{SEP1C1 7D341FD21 cor
|l SEPES 326155366 oo
|| SEPDOS 74 CFEBDOF csr

Deskiop

fy Documents

My Computber

Fils name: SEFICT7D3NFD2T .cn B Open
Filez af type: | all Files 7.7 =] Cancel |

PRI FFHCSRE & &R FLIEE R AR,
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[&@ Certification Authority

File Achion Wew Help

- @ BRI R E

fﬂ Certification Authority {Local)
3-@3 AMEER-CA

------ [:| Revoked Certificates
| Tssued Certificates
'y Pending Requests
L] Faled Hequests

5. BETHIES ,

6. ARETIES , AR HITH

{& Certification Authority

File  Action Miew Help

151k ##Issued Certificate.

Requesk Status Code

Yiews Atkributes/Extensions...
Export Bipary Data, .,

............ est Disposition Messag
) Under Submission
Under Submission

Urnider Subrission

&= B@EE R DE

% Certification Authority (Local)
= @ AMEER-CA
------ [ Revoked Certificates
: Issued Certificates |
IE Pending Requesks

------ i Failed Requests

|D|:uen this ikem

7. BN NERUEBPFAGEE. ETHIES ,

Request ID | Requester Mame | Binary Certificate | | Serial Numl_l
3IZI DATA-SRMZESWA,,, - BEGIM CERTIL.. 1icd7e3sl
31 DATA-SRVZZSIA,.. - BEGIM CERTI... 1icFaacTo
32 DATA-SRMZZSIA,.. - EBEGIM CERTI... 11doasdac
33 DATA-SRNMZZ5IA,.. - EBEGIM CERTI... 11af75ch0
34 DATA-SRNMZZSIA,.. - EBEGIM CERTI... 11afa3490
e DATA-SRMZZSVA,,, - BEGIM CERTI... 11afSed50

36 IDPT'E-.... ----- BEGIM CERTIL.. 12226726
2] 37 ,,, - BEGIM CERTL.. 122272900
Edas oll Tasks » ... - BEGIN CERTL..  12227c92C
‘| Refresh

b | |

1Hi%&FE Detailsik I+

, R[5i%$%Copy to File...



Certificate 7] I

..................... .

| Details | Certification Path |

'.'.e-..-».g'ﬂ-..
! =-1 Certificate Information

This certificate is intended for the following purpose(s):
# All application policies

Issued to: SEF1C17D341FDZ21

Issued by: AMEER-CA

Yalid From 1/22/2015 bto 1/22/2016

Issuer Statement |

o |

8. TECertificate Export Wizard¥ , 1%£$ZDER encoded binary X.509(.CER).



Certilicate = [ %]
Garﬂ-!Carti‘i:H:im Fath | Eupeet Fibe Formal

Certificabes can be =xported in & vanety of file Formats.

Shiwr: I-:,NI) j
Fokd | value = Salbect the Format you wenk bo use:
Flwmrsian V3
Slsarial number 12 2 &7 2 00 00 00 00 00 24
%ﬂm algarithm shalRshA ™ Bag=#4 encoded 509 { CER)
=|Issuer AMEER-ZA,
" Cryptag Messags andard - PECES #7 i
| Elvsid fram Thursday, Jarary 22, 2015 2... i et 2 St e LT
E\'&H La Frij&:.', Taruary 22, 2016 2:51... |- Incud= el c=tifcates i1 e ceribication peta F passtl=
Elubject SEPICIFDE4IFD2L, oucm, oS, E= Eersonal Informiation Exciangs « FECS #12 0.FF
apl.lhll: ke Sl j [ [ Inciud= aljc=tficaes i e cerdfeation pets F passhl

T Ensble shror o prateckio (repui-es IES0, M7 2.0 5P4 ar sbones)
T Celsts Lhe mrivete ey it the expoet s successiul

< Back Pt = fanced |

L22avesit

-BEGIN CERTI...

Echt Praperties II Copy ko Fike. . I

9. AXManBEHM B, ARBIFEA<MAC>.certg=x.

Certificate Export YWizard

File to Export
Specify the name of the file vou want ko export

File narme:
TalCA\RameshCUCM LABPhoneCSRACER\SEP1C170341FD21 .EEFl Browse, ..

10. @I I3 #E £ Issued CertificateZf 2 T IREVE b BB iEHIEF

MCATRERABIE S
1. fTFHER TR,

2. TR EBEFRRNSER , LTEHRECA,



Certificate w 1: ﬂiqnllih]
[l | Detads | CatiFeation Path o [z
S and click an properties
- Fickd [ Ve -
E:—_;l Certificate Information [Ewtersion ¥a
E‘:‘ﬂ.ﬂlnm 12 96 ad 39 4c 29 97 ofl 45 (5.
This certificste is inbended for the followeng purpoas(s): Elagatae dgorktm shalfsa
sl igaance policks Fiser AMEER-CA,
=l soplcation pulides [ wskd From Tussday, May 07, 2019 8:55;.,.
3 Euﬂtu Monday, Hay OF, 2008 2:02:4.,
Subjact AMEER:-CA
I seilalil | Elrubic hey RSA (2048 EXs) =l
Lsswedbo: AMEER-CA pplogrechic Provide:
TIsswed bys AMEER-CA
walid froen 5(7/2003 ba S/72008
| cwmcel | e | 5
EdEPropertips, .. il Copy bo Fe. .. I
I55 er S atement o I

ir
ERREHS THARBES ERIET.
. KB R ERERE,

2. ECAPFE D T , iEBIRIERSNE RN ARRTD,

- Certification Authority Proxy Function {CAPF) Information

Certificate Operation® Mo Pending Operation -
Authentication Mode* By Existing Certificate (precedence to LSC)
Authentication String

Generate String
Key Size (Bits)* 1024

Operation Completes By 2015 |[1 24 |12 | (YY¥YY:MM:DD:HH)

Certificate Operation Status{ Upgrade Success |
Mote: Security Profile Contains Addition CAPF Settings.

EE BXHAGE , BEHERMSAE=FCAZHMLSC,
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