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IEH=
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SRR
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BEERANHEAXNEEFRSHE

« NAIEREEMREMBMIAIPEIERS , ARECisco Unified Communications
Manager(CUCM) B3I &%,

« BXREBEFEWMIT I EIERSNE R F6@EREE P Mtelecasterservice,
telecasterserviceparameter, telecastersubscribedparameter#ll
telecastersubscribedservice®k #1,

- EHIFL , HFBiEECorporate Directoryif At , BiFSBEHE A —NCUCMBRS B Ki%
HTTPEHHTTPSER , HEAXMLI KIREERHTTP(S)MA, MRIZHTTPS , NXEEUR
TFiEEFTVSIRSHWBFUARIEHTTPSHIE R, EXFEMidletlVEBiEL | XA LAEBRF
Midletd SEHE , 332 Services Provisioningi& & B 871,

BEERER

o HBFRBEFRHLFEFRN , BERERABRERE,
- Corporate Directoryfg %5 T #yService URFBRIZE N A ?
- WNERURLI% & H Application:Cisco/CorporateDirectory , MR IE B IEMN B HRAS |, BHiFS
KHHTTPEHHTTPSE R,
- BIANBERT , EAEHMRA9.IIREGRANBIFELRHHTTPSER,
- YPRSZURLIZE F Application:Cisco/CorporateDirectoryft , BiERHTTP(S)ERAE R H
CallManager(CM)4A 1 # 58 — MRS5S 88
- WEBIFESHTTP(S)ERAIEZEIM RS 28 2 B M E T,
« SEEREPUREEZHF/FEIEHTTP(S)RENPS A, WANME{LEEE,
- MREEMBAHTTPS , WHBRBIEMTVSIRFFZBMNEE , FEATVSEEILHF,
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THg=

EXFERT , BiEIREZURLIRE J Application:Cisco/CorporateDirectory , 3 H % {F
HTTPS,

IR E R BB ERMURLAE BiEHE B X 4.

<phoneService type="1" category="0">
<name>Corporate Directory</name>
<url>Application:Cisco/CorporateDirectory</url>
<vendor></vendor>

<version></version>

</phoneService>

BYBEREF A AR BAURIEXESR,

1. BiEEAHTTPS URL,

7949 NOT 11:04:14.765155 CVM-appLaunchRequest: [thread=AWT-EventQueue-0]
[cTass=cip.app.G4ApplicationManager] Creating application module -
Corporate Directory

7950 ERR 11:04:14.825312 CVM-XsiAppData&colon;:getCdUrl:

[thread=appmgr MQThread]

[cTass=xxx.xxx.xx] Using HTTPS URL

2. NB ZIRFRIRMA B FENTomcat WebiE PHEEFLFTAH, Fit , BFZREBIEERIE
RS (TVS) X IEH# 1T H B RIE,

7989 ERR 11:04:15.038637 SECD: -HTTPS cert not in CTL, <10.106.111.100:8443>
7990 NOT 11:04:15.038714 SECD: -TVS service available, can attempt via TVS

3. BIEHAETVSEFHER , MRRKE , MEKETVSERSEHREK R,

7995 NOT 11:04:15.039286 SECD: -TVS Certificate Authentication request
7996 NOT 11:04:15.039394 SECD: -No matching entry found at cache

4. BT ETVSHWEZBREZEN , RMEFHBRIESSER , R , [FITHHES.

8096 NOT 11:04:15.173585 SECD: -Successfully obtained a TLS connection
to the TVS server

5. BEIMAE L RIEERUNIER#HITH BRI,

8159 NOT 11:04:15.219065 SECD: -Successfully sent the certificate Authentication
request to TVS server, bytes written : 962
8160 NOT 11:04:15.219141 SECD: -Done sending Certificate Validation request
8161 NOT 11:04:15.219218 SECD: -Authenticate Certificate : request sent to
TVS server - waiting for response



6. TVSHINE R “0" &R R B IIE K Th,

8172 NOT 11:04:15.220060 SECD: -Authentication Response received, status : 0

7. REFERWHEE , REELXEF RGN,
8185 NOT 11:04:15.221043 SECD: -Authenticated the HTTPS conn via TVS

8198 NOT 11:04:15.296173 CVM-[truncated] Received
HTTP/1.1 200 OKAM
X-Frame-Options: SAMEORIGINAM
Set-Cookie: JSESSIONID=660646D3655BB00734D3895606BCE76F;
Path=/ccmcip/; Secure; HttpOnlyAM

Content-Type: text/xml;charset=utf-8AM

Content-Length: 966AM

Date: Tue, 30 Sep 2014 11:04:15 GMTAM

Server: AM

AM

<?xml version="1.0" encoding="UTF-8" standalone="yes"?><CiscoIPPhonelnput>
<Title>Directory Search</Title><Prompt>Enter search criteria</Prompt><SoftKeyItem>
<Name>Search</Name><Position>1</Position><URL>SoftKey:Submit</URL></SoftKeyItem>
<SoftKeyItem><Name>&1t;&1t;</Name><Position>2</Position><URL>SoftKey:&1t;&1t;</URL>
</SoftKeyItem><SoftKeyItem><Name>Cancel</Name><Position>3</Position>
<URL>SoftKey:Cancel</URL></SoftKeyItem>
<URL>https://10.106.111.100:8443/ccmcip/xmldirectorylist.jsp</URL>
<InputItem><DispTlayName>First Name</DisplayName>
<QueryStringParam>f</QueryStringParam><InputFlags>A</InputFlags>
<DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Last Name</DisplayName><QueryStringParam>1</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>

iFH B 453 23 8L F £ Phone Contacts Trust Verification Service for Unknown
Certificate P iHEHI AR

B B ER R ENBIEZHIR(PCAP) , BRI LAEA LLTIERT — tcp.port==24451IETVSE(E

o

ERERTVSBER :

1. EBE R 2 & (TLS) BF M ERE,
2. TR, EREEANTAEFIRKAE,

04:04:15.270 | debug ipAddrStr (Phone) 10.106.111.121
04:04:15.270 |<--debug

04:04:15.270 |-->debug

04:04:15.270 | debug 2:UNKNOWN:Incoming Phone Msg:

04:04:15.270 | debug
HEX_DUMP: Len = 960:

04:04:15.270 |<--debug
04:04:15.270 |-->debug
04:04:15.270 | debug 57 01 01 00 00 00 03 ea
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<< o/p omitted >>

04:04:15.271 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ

3. TVSHRRMARBEHWMES

04:04:15.272 |-->CDefaultCertificateReader: :GetIssuerName

04:04:15.272 | CDefaultCertificateReader: :GetIssuerName got issuer name
04:04:15.272 |<--CDefaultCertificateReader: :GetIssuerName

04:04:15.272 |-->debug

04:04:15.272 | debug tvsGetIssuerNameFromX509 - issuerName :
CN=cucml0;0U=TAC;0=Cisco;L=Blore;ST=KN;C=IN and Length: 43

04:04:15.272 |<--debug

4. TVSIRUFIEH,

04:04:15.272 | debug tvsGetSerialNumberFromX509 - serialNumber :
6F969D5B784D0448980F7557A90A6344 and Length: 16
04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -

Looking up the certificate cache using Unique MAP ID :
6F969D5B784D0448980F7557A90A6344CN=cucml0;0U=TAC;0=Cisco;L=Blore;ST=KN;C=IN

04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -
Certificate compare return =0
04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -

Certificate found and equal

5. TVSHIE R & 15 F 8BiF

04:04:15.272 | debug 2:UNKNOWN:Sending CERT_VERIF_RES msg
04:04:15.272 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

B, iE fR - URLIZ & 7 Application:Cisco/CorporateDirectory , Ei&
ERAHTTP

N o BEARLBEURLCERENHTTP URL , TiF R RN aEEARA, B2 %
BRAER T AHTTPH % E 4 b AT LB B R S 551,

BIENEE X4 EREBNURL,

<phoneService type="1" category="0">
<name>Corporate Directory</name>
<url>Application:Cisco/CorporateDirectory</url>
<vendors></vendor>

<version></version>

</phoneService>



BYBRFERFHAEAE , BAUURIEXLELSER,

7250 NOT 11:44:49.981390 CVM-appLaunchRequest: [thread=AWT-EventQueue-0]
[cTass=cip.app.G4ApplicationManager] Creating application module -

Corporate Directory/-838075552

7254 NOT 11:44:50.061552 CVM-_HTTPMakeRequestl: Processing Non-HTTPS URL

7256 NOT 11:44:50.061812 CVM-_HTTPMakeRequestl() theHostname: 10.106.111.100:8080

7265 NOT 11:44:50.233788 CVM-[truncated] Received
HTTP/1.1 200 OKAM
X-Frame-Options: SAMEORIGINAM
Set-Cookie: JSESSIONID=85078CCI96EE59CA822CD607DDAB28CI1;
Path=/ccmcip/; HttpOnlyAM

Content-Type: text/xml;charset=utf-8AM

Content-Length: 965AM

Date: Tue, 30 Sep 2014 11:44:50 GMTAM

Server: AM

AM

<?xm1 version="1.0" encoding="UTF-8" standalone="yes"?><CiscoIPPhoneIlnput>
<Title>Directory Search</Title><Prompt>Enter search criteria</Prompt><SoftKeyItem>
<Name>Search</Name><Position>1</Position><URL>SoftKey:Submit</URL></SoftKeyItem>
<SoftKeyItem><Name>&1t;&1t;</Name><Position>2</Position><URL>SoftKey:&1t;&1t;</URL>
</SoftKeyItem><SoftKeyItem><Name>Cancel</Name><Position>3</Position>
<URL>SoftKey:Cancel</URL></SoftKeyItem>
<URL>http://10.106.111.100:8080/ccmcip/xmldirectorylist.jsp</URL><InputItem>
<DispTlayName>First Name</DisplayName><QueryStringParam>f</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></Inputltem><InputItem>
<DisplayName>Last Name</DisplayName><QueryStringParam>1</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></Inputltem><InputItem>
<DisplayName>Number</D

MNBIEHRF , LLBFHTTP GETHERMAAIAIRESPONSE, iX2CUCMBPCAP:

[T Tvren Tana Dabeatmn frrimal Larups i
A7 115-01-23 09:04 10, FH01E00 4, 103, 134, I0a 10, 104, 111, 59 ETTF IT2 GET /coecip/seldirectoryiepur. j=pTname=5EF00ZRCCRSS1TE HTTR 1.1
1% 7] L= 1 CHRIO R0, ME0T T 0. 104 - i o [T ] a0

U HEER

HEHERRME </l , BREZ A H HB BN FAER
EWENES (WREFE)

« ERMIPEFEMCUCMARS BR(HCMAF I E —MRSER , HTTP(S)1F RFFRIE R 2RSS 25
VERBIE .

o |PEE.'LE;¢$IJAH/L:\0

- BRITVSHE (#4) .

FTVSHEIRE Ndetailedit , EEEFHF RS F e TRIERER B F X, 1EZSHCisco Bug
ID CSCuq22327 , TR EHR B ER B BANEEEN B3RS IERINAE,

TR TS RUBE R
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SR

ERA T EAE S I 2N RS

Service Name : <Any Name>
Service URL : http://<CUCM_IP_Address>:8080/ccmcip/xmldirectoryinput.jsp
Secure-Service URL : http://<CUCM_IP_Address>:8080/ccmcip/xmldirectoryinput.jsp
Service Category : XML Service
Service Type : Directories
Enable : CHECK
Enterprise Subscription : DO NOT CHECK

WE , BFRLRSITANZIEBNEEZ—

a. HERREERH.
b. £ #Related Links T #YSubscribe/Unsubscribe Services,
c. iTFZ 2 MIHRS
d. R7F. NARBHEEHRE,
i, TS IERFWARA HI4T ( FWARASREMEFAHTTPE 2HTTPS URL ) |, ZFHS 48 258
FHIFEAHTTP URL,
i. B EBFE RN E FRS,
i. MREFEER, NKEZIRINEE , FEE TS B PRIIN T/E7 =55
THER , HAERENMVE.
iv. MREETHE K WEEDLEHIA , A\CUCM IPEERSZSHAEME , THEERE,
v. EEBTER , EFAHTTPS URLW BB H A R RE HER )&,
vi. 7E , BERTIENSE , RERET—F,

MELBHEWR , FEEREREEIHTTPMARHTTPSA BNl B FER/MNNEERE
EE, HTTPSEEFRER , EERNT,

- Janip;
WECHRINARE  NESTEZSFIPREINIEZSHTLHR , HBERENWALE.
XAEE TFUTRIEZ — :

v/

a. BiIRTTEABRRTVSRSS 25

i. EFPCAPSH |, Kilfim 02445 EBEE.

i. ARIEEFHIEMNZRZFETLEELLRKA,
b. BIEESTVSERSBHREKR , BTLSEF XM,

BB S BER AT EIATRAT ¢

5007: NOT 10:25:10.060663 SECD: clpSetupSsl: Trying to connect to IPV4,
IP: 192.168.136.6, Port : 2445

5008: NOT 10:25:10.062376 SECD: clpSetupSsl: TCP connect() waiting,
<192.168.136.6> c:14 s:15 port: 2445



5009: NOT
<192.168
5010: NOT
<192.168
5011: ERR

read:

5012: ERR

read

5013: ERR

<192.168.

5014: ERR

<192.168.

5015: ERR

<192.168.

5016: ERR
srvr<192

10:25:10.063483 SECD: clpSetupSsl: TCP connected,

.136.6> c:14 s:15

10:25:10.064376 SECD: clpSetupSsl1: start SSL/TLS handshake,
.136.6> c:14 s:15

10:25:10.068387 SECD: EROR:clpState: SSL3 alert

fatal:handshake failure:<192.168.136.6>

10:25:10.069449 SECD: EROR:clpState: SSL_connect:failed in SSLv3

server hello A:<192.168.136.6>

10:25:10.075656 SECD: EROR:clpSetupSsT: ** SSL handshake failed,
136.6> c:14 s:15

10:25:10.076664 SECD: EROR:cl1pSetupSs1: SSL/TLS handshake failed,
136.6> c:14 s:15

10:25:10.077808 SECD: EROR:cl1pSetupSs1: SSL/TLS setup failed,
136.6> c:14 s:15

10:25:10.078771 SECD: EROR:clpSndStatus: SSL CLNT ERR,
.168.136.6>

BXEHAEE , 55 R Cisco Bug ID CSCuab5618,

 BEBRRTVSHRS 2R , HETLSEF A , ERTVSEERIEBFEFERHTHHRIEMNIESH

XEE,

TVSEHENREBERUO TR :

BiESTVSE R,

05:54:47.779 | debug 7:UNKNOWN:Got a new ph conn 10.106.111.121 on 10, Total Acc = 6..
05:54:47.835 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
TVSIREUMN & & & #ho

05:54:47.836 |-->CDefaultCertificateReader::GetIssuerName

05:54:47.836 | CDefaultCertificateReader: :GetIssuerName got issuer name

05:54:47.836 |<--CDefaultCertificateReader::GetIssuerName

05:
05:

54:47.836 |-->debug
54:47.836 | debug tvsGetIssuerNameFromX509 - issuerName :
CN=cucmpub9;0U=TAC;0=Cisco;L=Bangalore;ST=KN;C=IN and Length: 49

CERIEFR , BERAFNZIES.

05:54:47.836 | debug CertificateCTLCache: :getCertificateInformation
- Looking up the certificate cache using Unique MAP ID :
62E09123B09A61D20E77BE5BF5A82CD4CN=cucmpub9;0U=TAC;0=Cisco;L=Bangalore;ST=KN;C=IN


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCua65618

05:54:47.836 |<--debug
05:54:47.836 |-->debug
05:54:47.836 | debug ERROR:CertificateCTLCache: :getCertificateInformation
- Cannot find the certificate in the cache
05:54:47.836 |<--debug
05:54:47.836 |-->debug
05:54:47.836 | debug getCertificateInformation(cert) : certificate not found

d. HTTPSREEM &R FELLWFE L/ EF
MEENCUCMARSS 82 E BT REXPCAP LA UE B (S .

H I “Host Not Found” 8] B i E iz =

1. CUCMBRE B =B U R B MR PRI BB E Lo
2. T#ixmldefault.cnf.xmiI3X #8Y , BiF EWTVSIREBRIIRNZE, (FEMRA8.6.27F , AT Cisco
Bug ID CSCti64589 , BRIAELE X 48 BTVS%E. )
3. BiFETLEFABREXHFITVSEE , Bl E B T&Eixmldefault.cnf.xmlX 4, EZ R Cisco
bug ID CSCuq33297 — EBiF , J«Xﬁ’i*ﬁ%ﬁ%m%jlﬁq: NTVSEEE.,
el BRECUCMALR ETEER , ENBEESHARIESHRE , RASEXRIABRLT
ERAHTTPSHIT .
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