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/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
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. EASA8X EFFHEEE=FHNBEIULPLUEES WebVPN —i2 £ A EE Rl

. ASA 8.x VPN 5# A B XA i P #AnyConnect VPNZE F i B & = 51
ASARIMEXEE R :

ip local pool SSL_Pool 10.10.10.1-10.10.10.254 mask 255.255.255.0
group-policy GroupPolicy_ SSL internal

group-policy GroupPolicy_ SSL attributes

split-tunnel-policy tunnelall

vpn-tunnel-protocol ssl-client

tunnel-group SSL type remote-access

tunnel-group SSL general-attributes

address-pool SSL_Pool

default-group-policy GroupPolicy_ SSL
tunnel-group SSL webvpn-attributes
authentication certificate

group-url https://asab5520-c.cisco.com/SSL enable

webvpn

enable outside

anyconnect image disk0:/anyconnect-win-3.0.3054-k9.pkg
anyconnect enable

ssl trust-point SSL outside

CallManager & &
EMASAS HIEP HIFIEF %R Phone-VPN-Trustif $ 5 A CallManager , I ERA TSR :

1. B CUCMEM 4 AV IEF o
2. REATSSLWIEH,

ASA (config) #show run ssl
ssl trust-point SSL outside

3. S HIEH,

ASA (config) #crypto ca export SSL identity-certificate

BRFALE AR HR - (PEM)mIBRY B HER T -

————— BEGIN CERTIFICATE-----ZHUXFJjAUBgkghkiGO9wOBCQIWBOFTQTUI1NDAWHhcNMTMwMTMwWMTM1Mz EwWhcNMjMw
MTI4AMTM1MzEwWWjAMMQwwCgYDVQQDEWN1ZHUXF jAUBgkghkiGOwOBCQIWBOFTQTUL
NDAwgZ8wDQYJKoZIhveNAQEBBQADgYO0AMIGJIAOGBAMYCcrysjZ+MawKBx8Zk69SWAAR
FSpV6FPcUL7xsovhwbhsJE/2VDgd3pkawc5jcl5vkepTkhjbf2xC4Clg6ZQwpahde22sdfl
wsidpQWglDDrdD1We83L/ogmhkWJO7QfNrGZhOLvIxOpR7BFpZdlyFyzwAPkoB11

4. N IREH XA FRE S 7N pem 4.
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5. &% CallManager ¥ i%#ZUnified OS Administration > Security > Certificate Management >
Upload Certificate > Select Phone-VPN-trustA £ 4% 7 £ — 2 R HVE P 304
CallManager tB9VPNE B

1. &R ECisco Unified CME &,
2. N B | #%#EAdvanced Features > VPN > VPN Gateway,

dhalie Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Systern = Cal Routing = Media Resources = | Advanced Festurez « | Device =  Application = User Management = Bulk Administrsadion

Yoice Mail b

SAF b

Cisco Unified CM Adn :

System version: 8.5.1.10000-26 Iniescompany Media Services o
Fallhack

WPN
Please visit the License Report Page for more getalis.

PR Profile

WER Group
YMwrare Installation: 2 »CPU Intel{R) Xeon{R) CPU E5540 i@ E.SBGHI,! WM Gateway

PR Feature Contiguration

Last Successful Logon: Feb 5, 2013 5:55:45 PM

3. EVPNMXEEE O , ERATEE : ££VPN Gateway NameFEH |, A BF. XAL
REMBZF. £VPN Gateway Description= & |, # A8 ( Wik ) . VPN Gateway
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VPN Gatevray Configuration
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rStalus

. Status: Ready

~¥PH Gateway Information

UPH Gateway Mame®  asa phonsvP
VPN Gabeway Description
URH Gabeway URL®

itps: Y asa55 0o s com's 51

~¥PH Gateway Certificates

VPN Certificates in your Truststore | SUBIECT! Ch=10,198,16. 136, unstrocturediame=10.198,15, 136 155UER: CH=10,198, 16136, unstructurediane= «
SUBJECT: Ch=10,193,16. 140,unstructurediame=10,193,15, 140 155UER: CH=10,193,16.140,unstructuredianme=
SUBJECT: CH=10,193,16.140:5443 ISSUER: CH=10,195,16,140:3243 5/ e7:i62:72:4f
SUBJECT: CH=ASASEL0-F-17 -PHONE UNstructurs dhame=A5A55 10-F csco com 1SSUER: CH=ASAS510-F-1P -PHON

A

VPN Certificates in this Location™ unstructurediame=5345520-C csca.com, CH=ASASS20-C cisco.cam [SSUER: Di-=com DC=crtac,DiC

Save | Crelebe | Copy ] [ Add ey
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VPN Gateway Name™ ASA_PhonevPN WP Gatewray
YPN Sateway Description WP Faature Configuration
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VPN Profile Configuration

B Save x Delete Copy E:}E A Mewy

—¥PH Profile Information

Name®  nsa_PhonevPn

Description

"l Enable auto Netwark Detect

—Tunnel Parameters
MTL* 1290

Fail to Connect® 3p

" lEnable Host 1D Check

—LClient Authentication

| Enable Passward Persistence

Client Authentication Method*  certificate

—[ Save l [ Delete ] [ Capy ] [ add MNew ]
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Device - | Application + User Management *  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Settings » Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
Softkey Template

Phone Services i

SZIP Profile

Common Device Configuration

Commaon Phone Profile

System *  Call Routing *  Media Fezources *  Advanced Features +  Device = £

Common Phone Profile Configuration

Q Save x Delete Copy % Reset £ Apply Config Iﬂl} Acdcd Mewy
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0. MENBERFHAFUBTHEEXH , BRERIFELRE EO., 7£Common Phone
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4.

Swvaten «  CallRouwting = Media Rezources »  Advanced Features = Dewice «  Application

VPN Profile Configuration

| HSave xDEIete Copy I{JJ Acdd Mewy

— Status

@ Status: Ready

—¥PM Profile Information

Name®  asa_PhoneWPn

Description

| Enable auto Metwaork Detect

~Tunnel Parameters
MTU* 17490

Fail to Connect® 5

| Enable Host ID Check

;_[:Iient Authentication \\
Client Authentication Method® Certificate o
" |Enable Paz i

. & %CallManager. M ##f | 1%£#ZEUnified OS Administration > Security > Certificate

Management > Find,

S AR B A RAIE S A IEIUE : MIC:Cisco_Manufacturing_CA — £ FAMICI IP 1%
BT HHRIE

Fired Cartifizate st wikere File Mams »* hegnswich o« | Find [ Cleér Filter H"—_‘F” =]

Cafifizatz Nams Cedificate Tvpe -7EM Fla

btormicat carts tomcat.aam

ipeac carts ipeec.parn

Lz l=le sl Lrusl=cerls CUCHES, e

|pe=c-Trust trust-certs CUCHMES.pem

CalManager carks CallManagzr.oem

CHAPF carts CRPFpenn

TVE oarks NS oam

|Gd|h1:|||d|_.|l:r-L|u:~L Lrus-uenls ey Manuldclusiny S8 e

CalManager-trust trust-certs CAaP-RTP-001 pem

ZCalManager-trust thusT-certs Cece oot CA 2048 pem
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5. &FKIEP , BlCisco_Manufacturing_ CATCAPF, T .pemX 4} BER xtXX 4

6. FASALBIBRFETR , AEAZIRENILEEXNEELAHTEARIE. SRERTEHmA
base-644mi3 A CAIEFBY , 1R XA H R F T HH.pem 44 LLKBEGINMEND T, =¥
LR
ASA (config) #crypto ca trustpoint CM-Manufacturing
ASA (config-ca-trustpoint) #enrollment terminal
ASA

ASA (config) #crypto ca authenticate CM-Manufacturing
ASA (config)#

config-ca-trustpoint) #exit

(
(
(
(

<base-64 encoded CA certificate>

quit

7. BIABREL LN B HRIECRERNILES B HRIE,
tunnel-group SSL webvpn-attributes
authentication certificate
group-url https://asa5520-c.cisco.com/SSL enable
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BRIMVERT , VPN FFE BFETLE TMIC, 79607940 FRMTMIC , EEEKRLERRF
FREELSCR L E M.

EE : BREBUMCHMICATLSCRZE, BRI XFLSCXH ECUCMMTLSEEZ#TE BRI, BT
MICHRIEBAIEZERE , FRERENEAMCHITTLSEHRIERATERMEMENNER2H
TAREXE. WRMICEZEEE , BRTERBEMRE.
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1. #CUCM_ Lt 5 FICAPFRES -

2. BUECAPFIRF/E , P BB FEE ST UECUCMHPERLSC, &FEICisco Unified CMERE |, &R
FEFRRE>BF, ERERENBIE,

3. HUEHMAANMREINEE(CAPF)ER MY , BRABRERER , FFHRERENFKEH
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— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -
Authentication Mode® By Authentication String -
Authentication String 1234565

’ Generate String ]

Key Size (Bits)* 2048 -
Operation Completes By 2013 3 10 12 (YYY¥Y:MM:DD:HH)

Certificate Operation Status: Mone
Mote: Security Profile Contains Addition CAPF Settings.

4. MRS HH IR (Authentication Mode)iR & 7 22 FRF R I AL (Null String or Existing
Certificate) , M TTHF#H — S RIE,

5. IR Authentication Modei& BN F A& |, BEBIFRF & F3hikiZESettings > Security
Configuration > **# > LSC > Update.

BiF
ERAKHS THARBAE EREIT,

ASARUE

ASA5520-C(config) #show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : CP-7962G-SEPXXXXXXXXXXXX

Index : 57

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium, AnyConnect for Cisco VPN Phone
Encryption : AnyConnect-Parent: (1)AES128 SSL-Tunnel: (1)AES128
DTLS-Tunnel: (1)AES128

Hashing : AnyConnect-Parent: (1)SHAl SSL-Tunnel: (1)SHAl
DTLS-Tunnel: (1)SHAlBytes Tx : 305849

Bytes Rx : 270069Pkts Tx : 5645

Pkts Rx : 5650Pkts Tx Drop : O

Pkts Rx Drop : O0Group Policy :

GroupPolicy_SSL Tunnel Group : SSL

Login Time : 01:40:44 UTC Tue Feb 5 2013

Duration : 23h:00m:28s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 57.1

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15
Encryption : AES128 Hashing : SHAL



Encapsulation: TLSv1.0 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client Type : AnyConnect Client Ver : Cisco SVC IPPhone Client v1.0 (1.0)
Bytes Tx : 1759 Bytes Rx : 799

Pkts Tx : 2 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 57.2

Public IP : 172.16.250.15

Encryption : AES128 Hashing : SHAL
Encapsulation: TLSv1l.0 TCP Src Port : 50529

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client Type : SSL VPN Client

Client Ver : Cisco SVC IPPhone Client v1.0 (1.0)
Bytes Tx : 835 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID : 57.3

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15
Encryption : AES128 Hashing : SHAL

Encapsulation: DTLSv1.0 UDP Src Port : 51096

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client Type : DTLS VPN Client

Client Ver : Cisco SVC IPPhone Client v1.0 (1.0)
Bytes Tx : 303255 Bytes Rx : 269270

Pkts Tx : 5642 Pkts Rx : 5649

Pkts Tx Drop : 0 Pkts Rx Drop : 0

CUCMEE
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TP HERR

B B 5& A £ X LB iE Y PR HERR(E B
#3< Bug

. Cisco Bug ID CSCtf09529 , Z£CUCMM 738961, 9951F19971 £ R IIXS VPNINRERY X I
. Cisco Bug ID CSCuc71462,IPEiEVPNHFE I EE8 o4
. Cisco Bug ID CSCtz42052,IPEBiESSL VPN FIER AR O &


http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCtf09529
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCuc71462
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCtz42052

. Cisco Bug ID CSCth96551 , BiEVPNA F+ BB & R A X BT EASCIZE .
. Cisco Bug ID CSCuj71475,IPEiEVPNEEF M ATFTP
. Cisco Bug ID CSCum10683 ,IPEiERIEFKAREE, Bk SEFU

HXRfER
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http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCth96551
https://tools.cisco.com/bugsearch/bug/CSCuj71475
https://tools.cisco.com/bugsearch/bug/CSCum10683
//www.cisco.com/en/US/support/index.html?referring_site=bodynav
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