HESERSGE -2 R TR (CUBE) U REFHE
T XY BA A 3& (ZBFW)

B =%

show voip rtp connections
show call active voice brief

show sip-ua connections tcp detail
show policy-firewall sessions platform
show policy-map type inspect zone-pair sessions

BUEHEER
CUBEZith #4834 0 (LT1)+ ZBFW

M)

AT BNAEESENE - R ER(CUBE)R LA EFWE T XEAIP K& (ZBFW).
TORFAF
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AXEHEBEARENER,

ERHAK
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AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

BRER

- Cisco 10S XE£16.7.1+ 2 B A X #FCUBE L iR MZBFWE & Zh &8

=

— AXHERER TCUBEHMANRIE, CUBERSRAR. MGCPESCCPMX, Cisco SRSTH,
ESRSTM >, H323M k<= A MEL/TDMEZT MK,

- CUBE EnterprisefX X #%CUBE + ZBFW RTP-RTP# &, 12 : CSCwe66293

— W FTDM/AELHEZT MK FZBFW |, 5SS H LT XY
: https.//www.C|sco.com/c/en/us/suDoort/docs/securitv/ios-firewall/21 3550-troubleshoot-one-way-
audio-problems-in-f.html

) 4% B

TOIE B RN E NINSIDEFIOUTSIDEH B HEM K 2 R o

INSIDEEE —MNPMLE , OUTSIDEAEFMNPML,

SE3EM LR

Endpoint_A - Network A - Gigl - CUBE - Gig3 - Network B - CUCM
\_ Network C - Endpoint_B

BTRFILR

Call Direction >
Endpoint_A > SIP > CUBE > SIP > CUCM > SIP > Endpoint_B

BIENRR

Endpoint_A <> RTP <> CUBE <> RTP <> Endpoint_B


https://tools.cisco.com/bugsearch/bug/CSCwe66293
https://www.cisco.com/c/zh_cn/support/docs/security/ios-firewall/213550-troubleshoot-one-way-audio-problems-in-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/ios-firewall/213550-troubleshoot-one-way-audio-problems-in-f.html
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- BBEZBFWHE , FEREZEXEHEN , AREEOLENZENR. 25, IERAMEZ
BEONREREZXEE KK,
- RARTHEE-XENRE.
- RIFEEBAMEAT , ENFRAXEBZ AN REMMEESR.
- EEMATHRE , KPUBT M XEN i E I XY |, ZBEEENX TRMERXIEER
- RE, EXENRFASBEIRSRKE , ZXBATYERE, EATNEELNRE
FKAVRMEB ARSI,
« CUBE EnterprisefE %W SELF X H121T, SELFXEBIFEFIREHI[HWHEHMTEE , 0
ICMP, SSH, NTP, DNS%,
- BECUBE LTI—E2FEANEHPVDMEE & XBAHAREFE , LM EI SRR E X,
- ZBFWA2BHATRERE , AERE R XHEEXIENUESGRERE,

HRREATINERE , TRERMNNEIZMEHRIPLBMATXE , e .

- MEA , Gig1 —RIE X
- MEB, MECHGig3u FTHRHXE
« CUBERSELFX i —&f4

OUTSIDE INSIDE
I I I I
Endpoint_A - Network A - Gigl - CUBE - Gig3 - Network B - CUCM
| \_ Network C - Endpoint_B
SELF

BETXR, BAATUMNERE L6 2FRLCUBE+ZBFWEARTF A L9 6 XX RS
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e SELF {;I;a LIRAI ASESIPFIRTPIR
SELF g QAT%;%BEI@@#&AE@ H ¥ SIPA]
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&,

!
zone security INSIDE

zone security OUTSIDE
!

AZEEREIRTRSIR, MRS KBRS
NTEREILERE |, FALINE BB 27 B M VPRI T %

A, BRIVREET RITESIR, RKREMRERGFREERE,
NEEER  BATHN SN XE 6 — RS A A U R B AV SRS

R]RIAB

EEE , WLAEAmatch protocol sipFMmatch protocol sip-tisFHBE , ER TiHBEEBN , EEE

IP/i% O

SERETRIGFIZIR, RMRET, SRESBRSY

<#froot>

I Define Access List with ACLs for OUTSIDE interface

ip access-Tist extended TRUSTED-ACL-OUT

10 remark Match SIP TCP/UDP 5060 and TCP TLS 5061

11 permit tcp 192.168.1.0 0.0.0.255 any range 5060 5061

12 permit tcp any 192.168.1.0 0.0.0.255 range 5060 5061

13 permit udp 192.168.1.0 0.0.0.255 any eq 5060

14 permit udp any 192.168.1.0 0.0.0.255 eq 5060

I

20 remark Match RTP Port Range, IOS-XE and Remote Endpoints
21 permit udp 192.168.1.0 0.0.0.255 any range 8000 48198

22 permit udp any 192.168.1.0 0.0.0.255 range 8000 48198
|

! Tie ACL with O ass Map

class-map type inspect match-any TRUSTED-CLASS-OUT

match access-group name TRUSTED-ACL-OUT
!



I Tie Class Map with Policy and inspect

policy-map type inspect TRUSTED-POLICY-OUT
class type inspect TRUSTED-CLASS-OUT
inspect

class class-default

drop Tlog
!

RET RITEZIR, KRG, REEERSY

ip access-1ist extended TRUSTED-ACL-IN
1 remark SSH, NTP, DNS

permit tcp any any eq 22

3 permit udp any any eq 123

4 permit udp any any eq 53
I

N

10 remark Match SIP TCP/UDP 5060 and TCP TLS 5061

11 permit tcp 192.168.2.0 0.0.0.255 any range 5060 5061
12 permit tcp any 192.168.2.0 0.0.0.255 range 5060 5061
13 permit udp 192.168.2.0 0.0.0.255 any eq 5060

14 permit udp any 192.168.2.0 0.0.0.255 eq 5060

20 remark Match RTP Port Range, IOS-XE and Remote Endpoints
21 permit udp 192.168.2.0 0.0.0.255 any range 8000 48198
22 permit udp any 192.168.2.0 0.0.0.255 range 8000 48198
23 permit udp 192.168.3.0 0.0.0.31 any range 8000 48198
24 permit udp any 192.168.3.0 0.0.0.31 range 8000 48198

class-map type inspect match-any TRUSTED-CLASS-IN

match access-group name TRUSTED-ACL-IN
1

policy-map type inspect TRUSTED-POLICY-IN
class type inspect TRUSTED-CLASS-IN
inspect

class class-default

drop log
!

B2 X 5 BR 5
ETR, BN HEERPEE IS A XERT RS
IX L XA FF 51 A B AT iz B 1 22 A9 SR AR S Y R 55 SR S

<tfroot>

! INSIDE <> SELF

zone-pair security IN-SELF source INSIDE destination self



service-policy type inspect TRUSTED-POLICY-IN
zone-pair security SELF-IN source self destination INSIDE

service-policy type inspect TRUSTED-POLICY-IN
!

I QUTSIDE <> SELF

zone-pair security OUT-SELF source OUTSIDE destination self
service-policy type inspect TRUSTED-POLICY-OUT
zone-pair security SELF-OUT source self destination OUTSIDE

service-policy type inspect TRUSTED-POLICY-OUT
!

AEADEXE

<tfroot>

I Assign Zones to interfaces

int gigl
zone-member security INSIDE
|

int gig3
zone-member security OUTSIDE
!

U
BiE ARG — rey

Leat , MEuRBEI R ECUCMARICUBERY LR E A LA TR IR

1. 5060 L ®YCUBEM AYETCP SIPEE /it AGIG 1 H S EIOUTSIDER X1

2. CUBEESELFX i #iE47 , Rt %6 AOUTSIDEZISELF X 5% (OUT-SELF)

3. service-policy/policy-map TRUSTED-POLICY-OUT fF A F R #ETRUSTED-CLASS-OUT
class-mapF TRUSTED-ACL-OUT access-listie &R &

4. AR5 , CUBERH{E F Zs ith IFF 0L B £ 32 48 SR8 TE R P U O BRI AR EE AW A3 0, £

RRplH , CUCMBHE R EARFRFGIG 3,
1. BXCUBER I HBLR | ESH A1
. https://www.cisco.com/c/en/us/support/docs/voice/ip-telephony-voice-over-ip-
voip/211306-In-Depth-Explanation-of-Cisco-10S-and-10.html

5. CUBESBIEF M TCPEREFMSIP INVITE , FTEREGIG 3 ( AEP ) » CUBEFESELFX1F

Z17 , Rt e/ EASELF-OUT XXy

6. service-policy/policy-map TRUSTED-POLICY-IN A FR#ETRUSTED-CLASS-IN 3B &1 ]

TRUSTED-ACL-IN access-listi® &R E
7. T F PR EFEIN-SELFFISELF-OUT |, LAK i% FEALIE &7,


https://www.cisco.com/c/zh_cn/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
https://www.cisco.com/c/zh_cn/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
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show zone-pair security

o WENSRE RPTAE XIEX BRE A B2 A B AR 55 SRR

 source, destinationxBFAATENFEXFHNME , UREREFESIMNXER,

<tfroot>
Router#

show zone-pair security

Zone-pair name IN-SELF 2
Source-Zone INSIDE Destination-Zone self
service-policy TRUSTED-POLICY-IN
Zone-pair name OUT-SELF 4
Source-Zone OUTSIDE Destination-Zone self
service-policy TRUSTED-POLICY-OUT
Zone-pair name SELF-IN 5
Source-Zone self Destination-Zone INSIDE
service-policy TRUSTED-POLICY-IN
Zone-pair name SELF-OUT 6
Source-Zone self Destination-Zone OUTSIDE
service-policy TRUSTED-POLICY-OUT

Router#

show zone-pair security source |NSIDE destination self

Zone-pair name IN-SELF 2
Source-Zone INSIDE Destination-Zone self
service-policy TRUSTED-POLICY-IN

TR IES)E E E 4R

- WS FHMCUBE>H A K & R B R4 EE

<#root>

Router#

show cal |l active voice com| i NA VRF
<calTlID> A/0 FAX T<sec> Codec type
467 ANS T2 g71lulaw VOIP
468 ORG T2 g71lulaw VOIP

show voip rtp connections

Peer Address
Psipp
P8675309

IP R:<ip>:<udp>
192.168.1.48:16384
192.168.3.59:16386

N
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<#root>

Router#

show voip rtp con | i NA VRF

No. CallId dstCall1ld LocalRTP RmtRTP LocalIP

1 467 468 8120 16384 192.168.1.12
2 468 467 8122 16386 192.168.2.58

show call active voice brief

RemotelP
192.168.1.48
192.168.3.59

. HTEENIEE RS voiphl B media bulk-statsfi THE S |, FE R send(TX)H

received(RX)&1HE £

« MRFEEFELCUBEMZBFW , MTXN 53 FFILER ERIRXPUES |, 6201109 RX, 109 TX

<tfroot>

Router#

show cal |l active voice br | i dur

dur 00:00:03 tx:107/24156 rx:109/24592 dscp:0 media:0 audio tos:0xB8 video tos:0x0
dur 00:00:03 tx:109/24592 rx:107/24156 dscp:0 media:0 audio tos:0xB8 video tos:0x0

show sip-ua connections tcp detail

. B SENECUBES REFMSIP TCPERZFMER

« show sip-ua connections udp detailZfshow sip-ua connections tcp tls detailE S A AT &R

UDP SIPFITCP-TLS SIPEYMEE i HE =

<#root>
Router#
show si p-ua connections tcp detai

Total active connections : 2
[..truncated..]
Remote-Agent:192.168.3.52, Connections-Count:1

Remote-Port Conn-Id Conn-State WriteQ-Size Local-Address Tenant
5060 51 Established 0 192.168.2.58:51875 0
Remote-Agent:192.168.1.48, Connections-Count:1
Remote-Port Conn-Id Conn-State WriteQ-Size Local-Address Tenant
33821 50 Established 0 192.168.1.12:5060 0

[..truncated..]



show policy-firewall sessions platform

WSS MZBFWH & E S RE,
RTPFRTCPEASIPAEM i
LUERARZBFWEY |, AT AR b E N £iEID,

« show policy-firewall sessions platform detail 7] i F & & E ZHIE.

<tfroot>

Router#

show policy-firewall

sessions platform

--show platform hardware qfp active feature firewall datapath scb any any any any any all any --

[s=session
Session ID:
+-Session
+-Session
Session ID:
Session ID:
Session ID:
+-Session
+-Session
+-Session
+-Session

i=imprecise channel c=control channel
0x000000A8 192.168.2.58
ID:0x000000AA 192.168.2.
ID:0x000000A9 192.168.3.
0x000000AC 192.168.3.59
0x000000AD 192.168.1.48
0x000000A6 192.168.1.48
ID:0x000000AE 192.168.1.
ID:0x000000AD 192.168.1.
ID:0x000000AB 192.168.1.
ID:0x000000A7 192.168.1.

d=data channel u=utd inspect A/D=appfw action allow/
51875 192.168.3.52 5060 proto 6 (-global-:0:-global-:0) (Ox16:sip) [
58 0 192.168.3.52 5060 proto 6 (-global-:0:-global-:0) (Ox16:sip) [
52 0 192.168.2.58 5060 proto 6 (-global-:0:-global-:0) (Ox16:sip) [
16386 192.168.2.58 8122 proto 17 (-global-:0:-global-:0) (0x2:udp) [
16384 192.168.1.12 8120 proto 17 (-global-:0:-global-:0) (0x3a:sip r
33821 192.168.1.12 5060 proto 6 (-global-:0:-global-:0) (0x16:sip)

48 16385 192.168.1.12 8121 proto 17 (-global-:0:-global-:0) (O0x3a:si
48 16384 192.168.1.12 8120 proto 17 (-global-:0:-global-:0) (0x3a:si
48 0 192.168.1.12 5060 proto 6 (-global-:0:-global-:0) (0Ox16:sip)

12 0 192.168.1.48 5060 proto 6 (-global-:0:-global-:0) (0x16:sip)

show policy-map type inspect zone-pair sessions

« @S ERHNEIESshow policy-firewall sessions platform3& {5l , 1B % H hiE B S X g3 B 5T
, BT AR,

Router# show policy-map type inspect zone-pair sessions |

Zone-pair: IN-SELF

Session
Session
Session
Session
Session

ID 0x000000AD
ID 0x000000A6
ID 0x000000A7
ID O0x000000AE
ID 0x000000AB

Zone-pair: OUT-SELF
Session ID 0x000000AC
Zone-pair: SELF-IN
Zone-pair: SELF-OUT
Session ID 0x000000A8
Session ID 0x000000AA
Session ID 0x000000A9

HUEHEER

(192.
(192.
(192.
(192.
(192.

(192.
(192.

(192.
(192.

i Zone-pair|Session ID

168.
168.
168.
168.
168.

.48:16384)=>(192.
.48:33821)=>(192.
.12:0)=>(192.168.
.48:16385)=>(192.
.48:0)=>(192.168.

168.1.12:8120)
168.1.12:5060)
1.48:5060) sip
168.1.12:8121)
1.12:5060) sip

sip-RTP-data SIS_OPEN
sip SIS_OPEN

SIS_PREGEN

sip-RTP-data SIS_PREGEN
SIS_PREGEN

RR R

168.3.59:16386)=>(192.168.2.58:8122) udp SIS_OPEN

168.2.58:51875)=>(192.168.3.52:5060)
168.2.58:0)=>(192.168.3.52:5060) sip
168.3.52:0)=>(192.168.2.58:5060) sip

sip SIS_OPEN
SIS_PREGEN
SIS_PREGEN

N



AR RM T Cisco 10S XEXFBh X EH i FEHEBRE R

https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/117721-technote-iosfirewall-
00.html

CUBEZA# 3 B#EO(LTI)+ ZBFW

. MCUBER B 4R L A9 HPVDMA RS R 4 4 OB (NIM)RT | X 2% ] F§ F CUBE

LTIE &Y,
- PVDMHIEREZEOFE — NSRS 5IZ¥xy/z , E5PVDMBIL BT B, Hli0 | service-

engine 0/42 E£MxRPVDM/DSPH##E,
- ltservice-engine XM E —MNX1E , BB &HXBHRFFE.

AT BLEfSCUBE LTIE AR BRSS 51 25T 2 INSIDEX 18, , LA FZBFW.,

!
interface Service-Engine0/4/0

zone-member security INSIDE
!

AR5 51 2 X iE 3T BR 5 9 2K LLZ 58 v Al T2 TPVDM/DSPH 4 SCCP R4 B R MSCCP4EE D
, BAREFEFE TANAEREE.
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