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crypto pki trustpoint CUBEtest(this can be any nane)

enrol | ment sel fsigned

seri al - nunmber none

fqdn none

i p- address none

subj ect - name cn= | SR4451-B.ci sco.lab !(this has to match the router’s host nane)
revocation-check none

rsakeypair | SR4451-B.cisco.lab !(this has to match the router's host nane)

T2 BEEFERE , BT S Crypto pki enroll CUBEtest SA3REN B £ & i

crypto pki enroll CUBEtest
% The fully-qualified domain name will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes

WESGEMIETS | W LAZTRHA Lt o

Router Self Signed Certificate successfully created
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crypto pki export CUBEtest pemternina

B b an w5 A B T IER



% Sel f-signed CA certificate:

M | ByDCCASqgAW BAgl BATANBgk ghki GOw0BAQUFADAe MRwWGg YDVQQDEXNJ ULI 0
NDUxLUI uY2l zY28ubGFi MBAXDTELMT| x NTAXNTAXNVoXDT| wivDEWMT AWVDAWMVFowW
H EcMBoGALUEAXMTSVYNSNDQLMS1CLMNpc2NvLnxhYj Bc MAOGCSGGS! b3 DOEBAQUA
A0s AVEgCQQDG: Z974Tf v+pngs1+cCelZ/ e0b2zg6Cr | j 4T1t +NSI Gbsj MJ919/ i x
7Fa6DG33LEYUMLNNt kLaz+8UNDAy BZr AgMBAAG Uz BRMAS GA1 Ud EWEB/ wQFVAVB
Af 8BWHWYDVROj BBgWFoAU+Yy 1UgKdb+r r | Nc7t Zer di RVKPowHQYDVROOBBYEFPM
t VKi nW g6y DXO7WKK3SETCj 6MAOGCSqGS| b3DQEBBQUAAOEADQXG2FYZ/ MSewj SH

T88SHXqOEVgcLr gGScwe pbR1IMKFPpl hDVaJf H FC6j nk GAWT J FWe ek ASKpOt z Yx4

LDQax Q==

% General Purpose Certificate:

M | ByDCCASqgAW BAgl BATANBgk ghki GOw0BAQUFADAe MRwWGg YDVQQDEXNJ ULI 0
NDUxLUI uY2l zY28ubGFi MBAXDTELMT| x NTAXNTAXNVoXDT | wivDEWMT AWiVDAWMVFowW
H EcMBoGALUEAXMTSVYNSNDQLMB1CLMNpc2NvLnxhYj Bc MAOGCS|GS! b3 DOEBAQUA
A0s AVEgCQQDG: Z974Tf v+pngs1+cCelZ/ e0b2zg6Cr | j 4T1t +NSI Gbsj MJ919/ i X
7Fa6DG33LEYUMLNNt kLaz+8UNDAy BZr AgMBAAG Uz BRMAS GA1 Ud EWEB/ wQFVAVB
Af 8BWHWYDVROj BBgwWFoAU+Yy 1UgKdb+r r | Nc7t Zer di RVKPowHQYDVROOBBYEFPM
t VKi nW g6y DXO7WKK3SETCj 6MAOGCSqGS| b3DQEBBQUAAOEADQXG2FYZ/ MSewj SH
T88SHXqOEVgcLr gGScwe pbR1IMKFPpl hDVaJf H FC6j nk GAWT J FWe ek ASKpOt z Yx4
LDQax Q==

----- END CERTI FI CATE- - - - -
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LN uaREr 4L 7 N . oL s
File name: [SR4451-B.ciscolab.pem =
Save as type: All i;'pes{'.l]l .,]
= Hide Folders save | | Cancel |

H R4 FFCUBEILH L& FICUCM

- CUCM OS Admin > Security > Certificate Management > Upload Certificate/Certificate chain
- iE$ &= CallManager-Trust

- F#.pemXfE
e — » —=
Upload Certificate/Certificate chain - Mozilla Firefox =0 X

B  httpsy/fcucm10-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Egimm uus.e

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this custer

~Upload Certificate/ Certificate chain
Certificate Purpose® CallManager-trust -
Description(friendly name)

Upload File 1SR4451-B.cisco.lab.pem

| Upload | | Close |

@ *- indicates required item.
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0@ Certificate Details|Self-signed)

(il | httpsy/10.201.198.182/cmplatform/certificateEdit. doToert = fusrlocal/cm/ secuity/CallManager joarts

Cortificate Detalls for CUCHM 1052, CallManager

~ Status
@ Status: Ready

- Certificate Settings
Filg Name CallManager.pem
Certificate Purpase CaliManager
Cartificate Type oarts
Certificate Group produck-cm

Description{friendly name) Seif-signed certificate generated by system

- Certificate File Data

[

Wersian: V3

Serigl Numbear: 4ATBS03ASAIDZ0ZADTDSABIFETARTOFT

Signaturehilgarithm: SHALwIthASA [1.2.840.113549.1.1.5)

lzzuer Mame: Lerednb, ST=Texss, CN=CUCM1052, Ol = prifme, D=cm, C=US

Walidity Fraem: Tho Jol 21 13:11:22 CODT 2016

Ta: Tue Jd 20 13:11:21 CDT 2021
Subject Name: LarcdnS, ST=Texas, CN=CUCHM 1052, Oll=prime, D=dten, C=US
Key: RSA (1.2.840.113549.1.1.1)
By warlwe:

J0E2010a02B20101006B03ERIFL 17 Fded6B4 3 Lefe 1 6dMdb1 2 TdbaI M09 1d1dBeThE
B9l 3alGa80d2a %ea T4l b4 2b5a5 Y 1 belabe 1 31006 1bE02 4a84a Ja Fde0 e S00 Lac
AMbSS1b5T1569d44c 1FI36d5a 1 c2al0ckfbSebetadbbl 61 3ca3d 1cT Fo84paad 1a752
Jed3361 16856197 A5cRE1 1685ab 3057 65ed0as LoddFI 136244702 14001 T aa 2 be
J8d07ae0 1 Tdea T 19540280 1 Gabb020 T 7RO WETEE Sdatcabbbalbd ST IbTF202
B3dS0f14b7dBddee 0306907291 FE6451ba 108 I584caed2 | 20bdbed 52 40a1 598353

Regenerate Generate CSR Dawnload -FEM File Download .DER File

Clome

% %6. ¥ Callmanager.pemif $ £ £ E/CUBE
- fE R A - YmEE 2R $T FF Callmanager.pem
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crypto pki trustpoint CUCMHOSTNAME



enrol | ment term nal

revocati on-check none

crypto pku authenticate CUCVMHOSTNAME

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TW CE)

You will then see the follow ng:

Certificate has the follow ng attributes:
Fi ngerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fi ngerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8Cr518D4 443EOE84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the foll ow ng:

Trustpoint CA certificate accepted.

% Certificate successfully inported

F]R7FSIPERENFEACUBENHERIEREER

si p-ua

crypto signaling default trustpoint CUBEtest

SRS EATLSE BIL 5 X Fk

di al - peer voice 9999 voip
answer - address 35..
destination-pattern 9999
sessi on protocol sipv2

session target dns:cucnlO-5



session transport tcp tls
voi ce-cl ass sip options-keepalive

srtp

HIRI.BECUCM SIPHF YL FLE X

- CUCM AdminTa > System > Security > SIP Trunk Security Profile
- BERLE XM , AR

SIP Trunk Security Profile Configuration

) save I veete [ copy @y reset 2 Appiy Contig fa Adaew

Name* CUBE Secure SIP Trunk Profile

Description Secure SIP Trunk Profile authenticated by null String

Device Security Mode Encrypted T

Incoming Transport Type® TLS -

Outgoing Transport Type LS -
Enable Digest Authentication

Nonce Validity Time (mins)® 600

¥.509 Subject Name ISR4451-B. cisco_lab|

Incaming Port® G061

| Enable Application level authorization
¥ | Accept presence subscription
| Accept out-of-dialog refer®*
¥| Accept unsolicited notification
¥ Accept replaces header
¥| Transmit security status

Allow charging header
SIP W.150 Outbound SDP Offer Filtering™ Use Default Filter -

AE: EHBEZRIER  X509FBRELB R ENCNENEREEXEE

HPR10.7ECUCM LEL ESIPH 4K

. FRIE P SRTP allowed € iE4E
- BEiE [EHEY B it ik H 58 R i% 0 50608 79 iis 05061
- BREBEHPSIPRAUREZLEEX M (ELTRIFEIE )



SIP Information

~ Destination

Destination Address 5 an SRY

Destination dddress

1" 10.201.160.12

Destination Addrpss 1Py

Destination Port
5061

MTP Prefermed Onginating Codec®

BLF Presence Group®

SIP Trunk Security Profile®

Rerouting Caling Search Space

Out-Of- Dialog Refer Caling Search Spaoe
SUBSCRISBE Caling Search Space

SIP Profile®

DTMF Signaling Method *

- REABEEFH,

g

Standard Presence group
ISR4451-B Secure SIP Trunk Profie
% Mone >

= Mane >

= Mane >

Standard SIP Profile-optons

Ho Preference

 view Detals
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show di al - peer voice sumary

TAG TYPE MN OPER PREFI X DEST- PATTERN
KEEPALI VE
9999 voip up up 9999

TR HE R

B RS IX L R

debug crypto pki ap

debug crypto pki call backs
debug crypto pki messages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl nsg

debug ssl openssl states
debug ip tcp transactions
debug ccsip verbose

Webex 5 Hil#1E :

https://goo.gl/QOS1iT

Pranty

FER THRU SESS- TARGET

0

Trans;

[ e SIF Trunk Stshm 557 Trunik Do afcen
s Full Senvioe Tame b FUll Senace: O day 0 howr O
Tk MaErRAs

STAT PORT

syst dns:cucnil0-5 active
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