JCUCM, IPEEEFICUBEZ HEISIP TLSH
SRTPEEWCA (E=HCA) ERIEBHNH
T 1T P HERR

H 3%

AN AERADAWIEBMRAE(CA) (F=4 ) EEBE-BEEESR(CUCM), IPEEFEMIR
i — SR L% (CUBE) 2 AN 21& KB MU (SIPE fi 2 R £(TLS) MK £ LafZ S th i (SRTP)WELE
ROIZ575ECABEEMUES , AEABABLCANFIBEMEAH ( 2FEIPEE, CUCM, M
CUBEEFRRERFRE ) EFILEH.

FTRFH

=R

Cisco BWETHUTER :
- W CARSBRERE

- CUCMEHEBEENBEER , IPREIMNLZLER (NE )
- CUBEEAREF RS VoIPHMIKENEHREEETK

ERM ALK
R HEBET U TR REEIRA -

- Windows 2008k %588 — iE Pl & ¥4

. CUCM 10.5

. CUBE - 3925E , #Cisco I0S® 15.3(3)M3
. CIPC



A NESFLET BESREF RPN REREH . AR EAOFERERARAR
(RN ) BE, NRCEANSESRS  BRRESETRTAS S 0RERN,

TERER
CUBELHZLIEZEET D IRID
. R2ES — CUBEEATLSRIFSIPESMEBRMNBILZ £ (IPSec) , LURIFH.323 LHES
- BENR — BREXRFMERPPIL(SRTP)
CUCMIEP M & ¥R E IhBE(CAPF) A EBiF IR H A A UEFH(LSC). Hit , HCAPFHAZCAZX
B, ENELHEFEHMECA,

E 7 HRINAIREICAZ B RCAPF | &S -

Aol
R4

Root CA E Emdnate CA

S ———_
.-'_l'-' CUBE __-._.'

CUCH

PSTN 7

SRTP

FHIREF , ERARCAN—MMNECA. FTECUCMACUBEIEH#MAMBECAZ A,

B MCUBE
t B RSAZ4ATT .
LS BRAERILAT L.

EAS|H , CUBERR—1MrZE , EATUREMRE.

CUBE-2 (config) #crypto key generate rsa general-keys label CUBE modulus 2048



The name for the keys will be: CUBE

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 12 seconds)

CUBE-2 (config) #

2. AMBCATIBECARIEEES , NECAEELATSIP TLSEE.
EXRRFS , NECAHEESEBHFISUBCAT , MIBCANEESZHIROOT,

enrollment terminal pem allow manual cut-and-paste certificate enrollment. pem keyword is used
to issue certificate requests or receive issued certificates in PEM-formatted files through the
console terminal.

LB RAEANEBEHRLINECUCM SIPREL £EE X4 EWXS509EZ B MITE ., REXKKR
ERENENEE (MRERATHEHSE ).

KERESR1HIBZAIRSAZ AN

crypto pki trustpoint SUBCAl
enrollment terminal pem
serial-number none
ip-address none

subject-name CN=CUBE-2
revocation-check none
rsakeypair CUBE

crypto pki trustpoint ROOT
enrollment terminal
revocation-check none

3. £ B CUBEIEFH LA IFR(CSR).

crypto pki enrollin 524 R AL L CARCSR |, BUREIE A MIEH,

CUBE-2 (config) #crypto pki enroll SUBCAl
% Start certificate enrollment

% The subject name in the certificate will include: CN=CUBE-2
% The subject name in the certificate will include: CUBE-2
Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

MIICjjCCAXYCAQAWKDEPMAOGA1UEAXMGQ1VCRSOYMRUWEWYJKoZIhveNAQkCFgZD
VUJFLTIwggEiMAOGCSQGSIb3DQEBAQUAALIBDwAWGgEKAOIBAQDAMVvUfevAglip
Kn8FhWjFINNUFMgkgh2Cr1IMV+ovR2HYPTFwgr 0XDhZHMSsnBw6 7Tt ze3Ebxxoau
CcBQCcIASZ4hdTSIgixG+9YQacLmIMXpfxHp5kcICzSES11rTexArTQglW8+rErYpk
2THN1S0PC4cR1BwoUCgB/+KCDkjJkUy8eCX+Gmd+6ehRKEQSHAFHEfUr5he/7/pB
1iHietNKSxYEOr9TVZPiRJr tpUPMRMZE]1RUM7GoxBrCWIXVAVEAGC0Xgd1ZVL1Tz
z2sQQDagvJ9fMN6 fngKv2ePr+f5gqejWVvzGO0DFVQs0y5x+Y1+pHbsdV1hSSnPpJdk6
TaaBmX83AgMBAAGYITAfBgkghkiGIwOBCQ4xXE]AQMA4LGA1UJDWEB /wQEAWIFODAN
BgkghkiG9wOBAQUFAAOCAQEArWMIbdhlU8VEaF1cMIIbr569BZT+tIjQ0z30gNGQ
QpzHwclLoaKuCbhpc/uOhwl4MGS67Z440IwdzK2 /5bb/KL47r8H3d7T7PYMEK61AZK
sU9KE96zTvHNWI 9wXImB5b1JfRLXNFWXNSVEF4FjU74plxJL7siaa5e86eNy9deN
20iKjvP804MgWewILrD01YZMDMDS1Uy82kWI6hvXG5+xBT5A1102xCj189y6/D4d
f0i1DZvaQk+73j3jBCzLv5hET+1neoQBw52e7RWU8s2biQw+7TEAdOSNYtF3g/mA/x



bUKw5SwT4pgGUJIcDAWej3ZLgP91g5yydIMiCACRY+3mLccQ==

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
CUBE-2 (config) #

FFBEGIN CERTIFICATE REQUESTSEND CERTIFICATE REQUEST Z [A] 94 tH & # E) 2B A XX
sl

CUBE CSREEBLTXEEM :

Attributes:

Requested Extensions:

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

4. MMEBECAIREICAIEPIECA , RFIRENCAILL B MZ L CUBEILEH,
ERINEBAMCUBEIES , EHEALTRIPFEKMCSR, BRE K HMicrosoft CA WebfRE85-

Microsoft Active Directory Certificate Senices — sophia-EXCH2010-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
source (such as a Web server) in the Saved Request box

Saved Request:

CpzHwWwclloaFuCspe/ulhwldMGSEZ440IwezKZ S 5b
Base-8d-encoded sUSKEoEzIvENWLOWXIMSSbLlIERLEnFWENaSVEF4F)
certificate request 20i¥jvEBodMgWewILrDO1YZMDMDS1UyE2kWIEhVX

L3

{CME ar fO0i102valdk+ T jBCzLvEhET+ ineoBwsie TRNTES

PECS #10 or EUEwESwT4pgGUIcDANe j 22LgPalgSyydSMidCRY+ (E

PKCS#7y - END CERTIFICATE REQUEST----- -
1 1 5

Additional Attributes:

Afinbutes:

5.5 ARCAMME CARICAIEF,

FERRBEADPITFIES , JFHAEMBEGIN CERTIFICATE REQUESTE %I H #5 M5 ZIEND
CERTIFICATE REQUEST,



CUBE-2 (config) #crypto pki authenticate SUBCAl

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIFhDCCBGYgAwIBAgIKYZVFyQAAAAAAFjANBgkahkiGIwOBAQUFADBOMRIWEAYK
CZImiZPyLGOBGRYCbGkxFjAUBgoJkiaJk/IsZAEZFgZzb3BoaWExIjAgBgNVBAMT
GXNvcGhpYS1XSU4tM1MxOEPDMOXNMKELQOEWHhcNMTQwOTI 1MDAWNZU2WheNMTYw
OTI1MDAxXNzU2WjBIMRIWEAYKCZImiZPyLGQBGRYCbGkxFJjAUBgoJkiadJk/ISZAEZ
FgZzb3BoaWExXxGzAZBgNVBAMTENNvcGhpYS1FWENIM]AXMC1DQTCCASIWDQYJKOZI
hvceNAQEBBQADggEPADCCAQOCgYEBAJK+Nmz4rieYfr9gH3ISTuYz3TWpafpjDJ71
TkIwwwC28TvjF15vrKEiaPyFzxL5TEHaWQOYAo /WMdtuyF7aB+pLJlsoKcZxtrGv
gTMtuphcJI5Fpd43681R8ZXJ1AT/Dz+Nsh4d PCOGUUKQeycyRDeOBz08vL5pLj /W99
b8UMU1VOgBudel ZwxWPMFxB7z0eYsCEXMnGFUlp3HFAWZczgK31dNO9I0X+p70UP
ROCQPMEQxuheqv9kazI IJKENHENOQO8IH176Y32vUzLg3uvZgaWG6hGech/gjm4L/
1KmdZTNSH8H7Kf 6vG6 PNWrXWwLNkhriWaYEryHel IshEj7Z2UeB8sCAWEAAaOCAMUwW
ggJhMBIGCSsGAQQBg]jcVAQQFAGMBAAEWIWYJKwYBBAGCNXUCBBYEFLNnd8HNCEKE
1sPgI5800g/LgwVSMBOGA1UdADgQWBBSsdYJZIU9IXyGm9al67+8uDhM/EzAZBgkr
BgEEAYI3FAIEDB4KAFMAJQBiAEMAQTAOBgNVHQS8BALSEBAMCAYYWDWYDVROTAQH/
BAUwWAWEB/ zAfBgNVHSMEGDAWGBTvo1P60P4LXmMIRDVSMbIMk8 jnOfDCB3QYDVRO £
BIHVMIHSMIHPoIHMoIHJhoHGbGRhcDovLy9DTj1lzb3BoaWEtV01O0LTNTMThKQzNM
TTJIBLUNBLENOPVAJTi0zUzE4SkMzTEOyQSxDTJj 1DRFAsQ049UHVibGljITIwS2V5
JTIwU2VydmljZXMsQ049U2VydmljZXMsQ0490Q029uZmlndXJhdGlvbixEQzlzb3Bo
aWESREM9bGk/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlzdD91YXN1P29iamV]jdENs
YXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHIBggrBgEFBQCcBAQSBVDCBUTCBLgYT
KwYBBQUHMAKGgalsZGFw0i8vLONOPXNvcGhpYS1XSU4tM1MxOEpDMOXNMKELQOES
Q049QUI1BLENOPVB1YmxpYyUyMEt1eSUyMFN1cnZpY2VzLENOPVN1cnZpY2VzLENO
PUNvVbmMZpZ3VyYXRpb24sREMIc29waGlhLERDPWxpP2NBQ2VydGlmaWNhdGU/YmFz
ZT9vYmplY3RDbGFzcz1jZXJ0aWzZpY2F0awouQXv0aG9yaXR5MAOGCSGSIb3DQEB
BQUAA4IBAQB] /+rX+9NJ1SZglYwQXkLg6+LUh70kCoeCHHEBGUaS+gvbYQ50VwJ I
T1PTj4AYNh62A6pUXplo8mdxKxOmZeRLTYgE9Q/S10Y+qoxJ5zN11SqglRU4AE02sRz
wrzfaQpLGgyHXsyK1ABOGRgGQQWIZ 70XoKMRNmMO+eu3NzBs4AVAALL8UhFCv4AIVX
/t6gIHY6YKNMVByYJjZ3MdFmohepNS5CHZUHIvrOv9eAiv6+Vaan2nTeynyy7WnEv7P
+5L2kEFOSfnL4Zt2tEMgc5WyX6yjxDWmIIODTSyRshmxAoY1o03EJHWIW+fIocdmIS
hgWDzio0Zz70SMImIgNReHMC1jL3FD2nge

Trustpoint 'SUBCAl' is a subordinate CA and holds a non self signed cert
Certificate has the following attributes:

Fingerprint MD5: C420B7BB 88A2545F E26B0875 37D9EB45

Fingerprint SHAl: 110AF87E 53E6D1C2 19404BA5 0149C5CA 2CF2BELC

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE-2 (config) #
CUBE-2 (config) #crypto pki authenticate ROOT

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIDezCCAMOgAwIBAGIQMVE /OWg+ELXFC2IAUGvA2jANBgkaghkiGIwOBAQUFADBQ
MRIWEAYKCZImiZPyLGOBGRYCbGkxFjAUBgoJkiadk/IsZAEZFgZzb3BoaWEXIjAg
BgNVBAMTGXNvcGhpYS1XSU4 tM1IMxOEpDMOXNMKEtQOEWHhcNMTQwOTEZMjMzODA2
WheNMTkwOTEzZMjMOODA1WjBOQMRIWEAYKCZImi ZPyLGQBGRYCbGkxFjAUBgoJkiad
k/IsSZAEZFgZzb3BoaWExIjAgBgNVBAMTCXNVCGhpYS1XSU4tMIMxOEPDMOXNMKEL
QO0EwggEiMAOGCSAGSIb3DQEBAQUAA4L IBDWAWGGEKAOIBAQC4aywrloOpTdTrM8Ya
R3RkcahbbhR3g7P11uTDUDNM5P16P8z3MckfjB/yy6SWrl1OnddhyvMG6IGNtVxJ4
eyw0c7jbArXwOoemGLOt454A0mCfcbwMhjQBycg9SM1r1Umzad7k0OCzj/rD6hMbC4
jXpgbuU8g7eB3LzN1XFI3DHjxYCBKMIeG45pgmsOc3mUjlChCtnYXgno+mfhNzhR
HSth02z4X1Gm99v467j/PgGiNRg4WKCwDc45SG3QjIDgDxnRIPKtRANva66UJE£DIp



4YMXQxOSkKkKMtDEDhH/Eic7CrJ3EywpUpMZAmghdbmQ7Vo2pnRTbYdaAv/+yr8sMj
+FU3AgMBAAG]jUTBPMASGA1UdDWQEAWIBhjAPBgNVHRMBAf8EBTADAQH/MBOGA1UAd
DgQWBBTvO1P60P4LXMIRDV5MbIMk8nOfDAQBgkr BgEEAYI3FQEEAWIBADANBgkq
hkiG9w0OBAQUFAAOCAQEAMA7hI2EEUMUMZrc/gqtSJ22310J1pKEPMVi7CrodtWSgu
5mNtl1XsgxijYMgD5gJelogsdmv7efYvOvI2WTCXfwOBJI0on8tgLFwpl+SUJWs95m
OXTyoS9krsI2G2kQkjQOWniMgPANxpmJ3C4WvQLPLwtEOSRZRBvsKy6lczrgrV2mz
kx12n5YGrGcXSbl1PPUdd1Jepll18U+AQC8wkSzfJulyHIJwoH+1rIfggKUeedx7z6s
SCaGddCYr30K/3Wzs/WjSO2UETVNL3NEtWHDc2 t4Y7mmIMSDvGiHZUgGZotwe 9kt
9f2dZA0rtgBg4IDtpxkR3CQaauB7wUCpzemHzf+z9Q==

Certificate has the following attributes:
Fingerprint MD5: 511E1008 6D315E03 4B748601 7EE1AQE5
Fingerprint SHAl: 8C35D9FA 8F7A00AC OAA2FCA8 AAC22DS5F D08790BB

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE-2 (config) #

6.5 ACUBEZEZ L+,

FEIREARDPITFIES , JFHAEMBEGIN CERTIFICATE REQUESTE #I H #5 M5 ZIEND
CERTIFICATE REQUEST,

CUBE-2 (config) #crypto pki import SUBCAl certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIEAJjCCAUqgAwWIBAgIKQZZrHQABAAAAEZANBgkahkiGOwOBAQUFADBIMRIWEAYK
CZImiZPyLGQOBGRYCbGkxFjAUBgoJkiadJk/ISZAEZFgZzb3BoaWEXGZAZBgNVBAMT
EnNvcGhpYS1FWENIMJAXMC1DQTAeFwOXNTAOMDEWMDEzZNDFaFw0xNjAOMDEwWMDI z
NDFaMBExDzANBgNVBAMTBkKNVQkKUtMJjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQOCggEBAMCZW+59 6 8CDWKkg fwWFaMWU01QUygSCHYKvUgxX 61 9HY £ ITOMXCCVRCO
FkcxKycHDrtO3N7cRVHGhg5wFBwgBIniFINIiCPEb71hBpwubOxel /EenmRwgLNJ
IKWWEN7ECENCCVbz6sStimTZMc3VLQ8LhxGUHChQKAH/40I0SMmMRTLx4Jf4az37p
6FEORDkAQOUCRISVMFz/v+kGWIed600pLFgQ6vINVk+IEMu21Q8xExkSVFSbsajEG
sJYhdV28QAYLRep3V1UuVPPPaxBAOQ8nl8w3p+eAq/Z4+v5/ mp6NZXMY7QMVVCzT
LnH5iX6kdux1XWFJKc+kmTpNpoGZfzcCAWEAAaOCASIwggEeMA4GA1UJDWERB /wQE
AwIFoDAJBgNVHQAEFgQUIPbHMHSkYrjJ2+/+hSSMEoma0QIwHwYDVRO jBBgwFoAU
rHWCWSFPSF8hpviWi+u/vLgdTPxMwTwYDVRO fBEgwRjBEOEKgQIY+ZmlsZTovLOVY
Q0gyMDEwWLNNvcGhpYS5saS9DZXJ0RW5yb2xsL3NveGhpYS1FWENIM]AXMC1DQSgx
KS57jcmwwbQYIKwYBBQUHAQEEYTBEMFOGCCsGAQUFBzAChl1FmaWx101i8vRVhDSDIw
MTAuc29waGlhLmxpLON1cnRFbndJvbGwvRVhDSDIWMTAuUC2 9waGlhLmxpX3NvcGhp
YS1FWENIM]AXMC1DQSgxKS55cnQwDAYDVROTAQH /BAIwWADANBgkahkiGIw0OBAQUF
AAQOCAQEAe7EAOXKIALj4vxZuxROOFOfsmjcojU3lachnrLCbg/FyW7eNblphl.ONT
Dt /D1fZ5WK2g3Di+/UL11Dt3KYtINZ1dLpmccnipbbNZ5LXLOHDKLNGt3gtLfKIv
J6GNNWCxXLM181xmlDzZT8VQtiQk5XZ8SC78hbTFtPxGZvEiX70v22hekkOL1Dgwdh
/3mtagxfnsl1B/J3Fgpsloch4d 5BndGiMAWavzRj jOKQaVLgVRvVrPIy3ZKDBaUleR
gsy5u0DVSrhwMo3z84r+f03k4QarecgwZE+KEXoTpTALfhiCbLKw0ZyRMXXzWgNE1
10tEQbs52neCwXNwV24a0CChQMw2xw==

% Router Certificate successfully imported

CUBE-2 (config) #

7 MTCP TLSELE N & Wi,



XA LE 2 R B SR S FERF AT,

voice service voip
sip
session transport tcp tls

8. Asip-uaB BLEER , WETRFATFCUBERICUCMZ BIM P ESIpET :

sip-ua
crypto signaling remote-addr <cucm pub ip address> 255.255.255.255 trustpoint SUBCAl
crypto signaling remote-addr <cucm sub ip address> 255.255.255.255 trustpoint SUBCAl

HE , JUNRESEBEENFEspETERERAEER :

sip-ua
crypto signaling default trustpoint SUBCAl

9.5 ASRTP,

XA LAE 2 R B SR SN FEERRIT.

Voice service voip
srtp fallback

10.34 FSRTPHIERHE A (RTP) MR BBt , EER S,

R Cisco IOS®M A} 15.2.2T(CUBE 9.0)SKE S hix 4~ , M AT LAEE B A #th #5750 452 O (L T1) #7528 BA &
MEELIE,

LTI¥ B a5~ HFESRTP-RTPI I H 2N A Al IR FE(PKI) EERE E.

dspfarm profile 1 transcode universal security
codec g7l1llulaw
codec g7llalaw
codec g729ar8
codec g729abr8
maximum sessions 10
associate application CUBE

TR Cisco IOS®IKTF15.2.2T , N ESCCP#EEs,

SCCPEBHRFTEFTHEMLER , B2 , RFAR—HKHBEERESE , MEF—FEK(SUBCA)T
A FCUBEM%38s.

sccp local GigabitEthernet0/2

sccp cem 10.106.95.153 identifier 1 priority 1 version 7.0
sccp

!

sccp ccm group 1

bind interface GigabitEthernet0/0

associate ccm 1 priority 1

associate profile 2 register secxcode

1

dspfarm profile 2 transcode universal security



trustpoint SUBCAl

codec g7l1lulaw

codec g7llalaw

codec g729ar8

codec g729abr8

maximum sessions 10
associate application SCCP

telephony-service

secure-signaling trustpoint SUBCAl
sdspfarm units 1

sdspfarm transcode sessions 10
sdspfarm tag 1 secxcode
max-ephones 1

max-dn 1

ip source-address 10.106.95.153 port 2000

max-conferences 8 gain -6
transfer-system full-consult

E.ECUCM

1. A CUCMY = k4 K CallManager CSR.

£ 1 ZCM OS Administration > Security > Certificate Management > Generate Certificate Signing

Request , B F o

Generate Certificate Signing Request

Lﬁ_}, Generate [T Close

- Status

'5 Warning: Generating a new CSR for & specific certificate type will overwrite the axizting CSR for that bype

- Generate Certificate Signing Request
ICertiﬁcat'l‘.' Purpose * CallManager

- |

‘ Subject Alternate Names [(SANs)
Farent Daomain

- - -d
Distribution™ empub -
Common Name* empub

Key Length™® 2043

Hash Muuriﬂ'um* SHAZSE

[ Genarate | [ Close ]

@ *. indicates required itam.

CallManager CSRIFEB U T X BE M :

Requested Extensions:
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication,

IPSec End System



X509v3 Key Usage:
Digital Signature, Key Encipherment, Data Encipherment, Key Agreement

2 FRENEH ME CAZ B B FTECMT1 K #Y CallManageriE $,

EASRIPERBICSR, EAWebRSFR/IEPLERBLTHE  BREBIEHEDEFUTRARE
REY : BFER, BAMB, BENER , WEFR.

o ——— ==

| General | Detads | Certification Path |
Show: [-r:ﬂ:- -J
Field Ve =
[ Twahd from Wednesday, March 18, 2015 ...
[ valid o Friday, March 18, 2016 9:22:5...
[ subgect empub, tac, cisco, bangalee, ... (|| | ||
-] Public key RSA (2044 Bits)
fiy | Enhanced Key Usage Server Authentication (1,3.6.... !
vl Dagitad Signature, Key Endpher...
{1 ] subject Key Identifier 8357 36 Ob ad e7 5422 Ob b1l...

| i;|Jh-|ll'v|-|.|'i1-|.- Wi Telwmp b sy KayNizs 75 R7 5071 4F43 5§

Digital Signature, Key Endpherment, Data Encphwerment (b}

Edit Properiies. . [ Copy to Fle...

Learn more about certificate detads

o ]

3. MIRCAFIME CA E£ CAIEF £ CallManager-Trust,

£ #1ZCM OS Administration > Security > Certificate Management > Upload
Certificate/Certificatef , 2B FiRo



Upload Certificate/Certificate chain
E‘% upload [ Close

Status

@ Wamning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

r Upload Certificate/Certificate chain

Certificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File root.cer

I Upload I I Close I

@ *_ indicates required item.

Upload Certificate/Certificate chain
E@ Upload [ﬂ Close

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

Upload Certificate/Certificate chain

E:E rtificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File subcrdinate.cer

[ Upload ] | Close ]

@ *. indicates required item.

4 MEFTR , $FCallManager& & if # £ 7 CallManager.



Upload Certificate/Certificate chain

E’E‘ﬂ Upload @ Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it te all servers in this cluster

- Upload Certificate/ Certificate chain

Certificate Purpose® CallManager '_]

Description(friendly name) Self-zigned certificate
Upload File cmpub.cer

I Upload ] [ Close ]

@ *. indicates required item.

5. ER MRS 2R LML BEEFIR(CTL) XM (BHCLI) -

admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n):

Updating CTL file
CTL file Updated
Please Restart the TFTP and Cisco CallManager services on all nodes in the cluster that run

these services
admin:

6. EFFET R EEF B3I CallManagerfTFTPIRS , EA WM IRS 28 L EFH B CAPFIRS .
7 BIERFHSIPH 4R £ B & S,

F£CM Administration £ , §#1 ZSystem > Security > SIP Trunk Security Profiles > Find,

EFNBIELESIPRUEE X UGEFTNLZEEEXH , WIBREFT R,



Bswe xnem Copy %th:t & npply Config l:ﬁimuew

=SIP Trunk Security Profile Information

Name* CUBE-2 Secure SIP Trunk Profile
Description Secure SIP Trunk Profile authenticated by null String
[EEvice Security Mode Erncrypted v_]

Incoming Transpart Type® TLS i
Outgoing Transport Type TLS -
" Enable Digest Authentication
Nonce Validity Time {mins)* &00

[[ 509 subject Name CUBE-2
Incoming Port* 5061

__ Enable Application level autharization

Fl Accept presence subscription

¥ Accept out-of-dialog refer**

| Accept unsolicited notification

Tl Accept replaces header

"~ Transmit security status

. Allow charging header

SIP v.150 Qutbound SOP Offer Filt:ringt Use Default Filter -

8. BIZEFICUBEMSIPHI4E,
WMEAPR , ESIPHRY E B ASRTPAYF,



eI
e sve I ooete Ry Reset G adaiew

BAR Group < None = -
Tunneled Pratocal Hane -
Q516 Variant™ N Changes .
ASN.1 ROSE OID Encoding® No Changes -
Facket Capture Mode* Nane -
Facket Capture Duration 0

[ Media Termination Point Required
| Retry Video Call as Audie
Path Replacement Support
| Transmit UTF-8 for Calling Party Name
Transmat UTF-8 Names in QSIG APDU
T Unattanded Port
m When this flag is checked, Encrypted TLS needs to be configurad in the network to provide end o &nd secunty. Failure

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Raute Class Signaling Enabled* Default -
Use Trusted Relay Point® Default -

¥ PSTN Access

] fwn On AN Active Unified CM Nodes

BL B B 4Rk 05061(TLS)HESIPH4 LR AR LSIPH SRS EEXH , METR.

Trunk Configuration Re
E Save x Delate % RAeset # Badd Heey
—SIF Information
Destination
7| Bestination Address is an SRV
Destimation Address Destination Address IPwh Crestination Port
1 10.006.55.153 SDEL
MTE Preferred Originating Codec™ 78 Lulaw -
BLF Fresence Group® Standard Presancs graup -
|51P Trunk Security Profile* CUBE-2 Secure SIP Trunk Profile | -
Rercuting Calling Search Space < Nane > =
Cut-0f-Malog Refer Calling Search Space < Nane = -
SUBSCRIBE Calling Search Space o NOnE > -
SIP Profile® Standard SIF Profile w imw Datais
DTMF Signaling Method™* Mp Preferance -

KriF
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show sip-ua connections tcp tls detail
show call active voice brief



e.g.

Secure-CUBE#show sip-ua connections tcp tls detail
Total active connections : 2

No. of send failures : 0

No. of remote closures : 13

No. of conn. failures : 0

No. of inactive conn. ageouts : 0

TLS client handshake failures : 0

TLS server handshake failures : 0

Note:

** Tuples with no matching socket entry

- Do 'clear sip <tcpltls]/udp> conn t ipv4d:<addr>:<port>'

to overcome this error condition

++ Tuples with mismatched address/port entry

- Do 'clear sip <tcpltls]/udp> conn t ipvé:<addr>:<port> id <connid>'
to overcome this error condition

Remote-Agent:10.106.95.151, Connections-Count:2
Remote-Port Conn-Id Conn-State WriteQ-Size Local-Address

5061 16 Established 0 10.106.95.153
57396 17 Established 0 10.106.95.153

—————————————— SIP Transport Layer Listen Sockets ---------------
Conn-Id Local-Address

2 [10.106.95.153]:5061

FEALTIH BN , £4%Kshow call active voice briefés R % H .

Telephony call-legs: O

SIP call-legs: 2

H323 call-legs: O

Call agent controlled call-legs: O

SCCP call-legs: O

Multicast call-legs: 0

Total call-legs: 2

1283 : 33 357052840ms.1 (23:57:23.929 IST Sun Feb 15 2015) +2270 pid:3 Answer 3001 active
dur 00:00:08 tx:383/61280 rx:371/59360 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP 10.106.95.132:17172 SRTP: off rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms g71llulaw TextRelay:
off Transcoded: Yes

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

1283 : 34 357052840ms.2 (23:57:23.929 IST Sun Feb 15 2015) +2270 pid:1 Originate 2001 active
dur 00:00:08 tx:371/60844 rx:383/62812 dscp:0 media:0 audio tos:0xB8 wvideo tos:0x0

IP 10.65.58.24:24584 SRTP: on rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms g7llulaw TextRelay: off
Transcoded: Yes

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a

LostPacketRate:0.00 OutOfOrderRate:0.00

b4k, Z#ECisco IPEIEMCUBER WX 2 B ¥ TSRTPINZ M IS |, IPEE L& E RBIER,
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X LEiE iR A B T HERRPKI/TLS/SIP/SRTP & &,

debug
debug
debug
debug
debug

crypto pki{ API | callbacks | messages | scep | server | transactions | validation }
ssl openssl { errors | ext | msg | states }

srtp {api | events }

ccsip {messages | error | events | states | all }

voip ccapi inout



	为CUCM、IP电话和CUBE之间的SIP TLS和SRTP配置企业CA（第三方CA）签名证书并对其进行故障排除
	目录
	简介
	先决条件
	要求
	使用的组件

	背景信息
	配置
	网络图
	配置CUBE
	配置CUCM

	验证
	故障排除


