{ERACACHIEREFEFARELEVCS

AXHENMBRENEAERFRFRNEA TR FERUSBRMUMEE RS R(VCS)EL & ERAM
SHERE , BERTEENVCSHEH#TRERZSFHRIEMNALR , MR1T. ERFBELTLIRENIK
o

FRFH

EXR
AXESREEABEHER,
ERKNAH

AR E B E T Cisco Expressway B £ (X14.0.2).

ANHEPHNEEHRETREXRERNEFHNRZFEEN, AXEFEANARRZRAERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERSHBERIE,

HRER

CACRMATFEN S BRI , BUERS" T BHIRE T X HIFNHRNR | LR ERIREN YRR

BFED. ERFYEBEREMEMREMED | SN ERGRFFEZHE VAN S EX FAA
HAUERER , SHRIEFTEAFRENRE , RIECAC (B NEREEF ) T20064F M it

, REMABRTERESMNMRE , TRMMMNET K, SHIEEREES TR GREIFEBLIEH
%\é}l{:o

TAREREF?

EBE+ EMicrosoft i F &KX EIWindows T & A AR IR E(PKNA < BAH , RN EBEFIERE T
REMBRAER  MEFIRGHRIE, BRXMZLHTMHE, B PR A IEBMBKFHNBEER



, AREll:

- REBESREE  ERFPAANEMEIN ARG R
-BEZE2XBETE  @BFORIE. HFLENBAM , EREPIFTENENHE IS

- EIE, RESREFPNITENZBSESNEIEMEMIAEE SN TBAEL,
HEEFEKAWindowsFEER A HRERM —F 0 , RAEEFRERM THN., TN , EERS
CD-ROMEIBIA—# , MITENTULEEEGHNENL., WREZBINSERNTPKIEMEE , NFE
ERFRELRTIHEE, AXBTIREABEXEDLZRILAR , BAXUMAXELACHER
, 1S A : http://technet.microsoft.com/en-us/library/hh831740.aspxe

EMEMRIRIE
RELLLEM
6. BLEVCSUFEABAZEAF
FTENIRE:

1
2.
3. BLEUE B M A M I E R
4
5

Windows 2012R25 k%588 , EEUTAG/IELZERMY -

- TAUEAR /G

- Active Directory

- DNS

- EET EEFHMWindows PC

- VSEC.CMS KR3IEEHH A ATEBEENEREF .


http://technet.microsoft.com/en-us/library/hh831740.aspx

. VSEC:CMS K2.0 - |0 X
File Go Help

versasec

VvSEC:CMS K-5eries

Gemalto .MNET card (native)

Gemalto PIV

Gemalto SEG {native)

Gemalto 5G (native)

HID 272

Identity Device (Microsoft Generic Profile)
Identity Device (NIST SP 800-73 [FIV])
IDPrime MD 840 (native)

Trer—i__ _ RArs o0 ol _as %

VersalE-FaaH 4
REEREF
BREFEFREERMAXMAERTAUXERLNEA, UTRUEENZERA,
MARKERFRFRRZRHERF
MRRNBHZET EREFRFR , WEERAWindows'EZRRERFRXBINX— K. BN :

1. B8 FiEREZIIWindows PC_ERIUSBE O

2. BRBERE LNHBARESRRIEFRYE. XFEEWindowsP X I FiEEREFRIEIEFH
BHBFNFT. ERNEST  REAT FEHESPHNEEERSIER. FEEE
WINDOWS,

3. ARy = HE LM “My Computer(BREVEEX)' EH: , RIFHE T FRE LA “Manage (BE ) "

4. BRI RENBARF TR , RAEEHERS .

5. EAENKTD , tRELEEF. T TRELNEM

6. EEMEMF L , EBHRE THFIRPERBZ", Click OK.

7. MREHRSEREEFBHITEN , BEFHSHITEN.



I (R E S R AL AR

1. NEE T EZ3hEHMEANEMMC,

2. BEE R BER T R , AGiEEManage,

3. HHE ¥ T REE Smartcard User Certificate Template(BREF A FiEP#ER) |, REiEE
“Duplicate ( &l ) " , ME PR,

Consolel - [Console Root\Certificate Templates (2012DC-AD.jajanson.local)] I;IE-
File Adion View Favorites Window Help -le]=
e 2 L=
n| Ennsole Rect Template Display Nanfe Schema Version Wersi..  Intended Purposes - | Actions
& i Certification Authority [Local 3 Adeniiste 1 A i e
‘j’l Certifreate I!mplal:?{l[mzoé-ﬁﬂ.japn:on.loc | _q:::‘l:t::: Session i 3_-1| Certificate Templates (2012DC-ADjaj... «
T Basic EFS 1 3 Mere Actions '
I A Exchange 2 050 Private Key Archival Smartcard User -
¢l CEP Encryption 1 41 More Actions »
] Cade Signang 1 ER|
¢l Computer 1 5.1
Cross Certification Autherity 2 1050
3 Directory Email Replication 2 150 Directory Servce Email Replication
T Domain Contraller 1 4
3 Dormain Centrolles Authentication 2 100 Client Authentication, Server Authentication, Smart Card Logen
| EF5 Recovery Agent 1 &1
) Enreliment Agent 1 a1
2 Enreliment Agent (Computer) 1 51 =
) Exchange Enrcllment Agent (Offfine requ... 1 41
F Exchange Signature Only 1 &1
T Exchange User 1 A
T ipse 1 8]
& IPSex (Offline request) 1 71
E Kerberas Authentication 2 1o Client Authentication, Server Authentication, Smart Card Logon, KD
3 Key Recovery Agent 2 1050 Key Recovery Agent
3 oCsP Response Signing 3 1000 OCSP Signing
) RAS snd 185 Server 2 1010 Client Authentication, Server Authenticatian
T Root Certfication Authority 1 51
7 Routes (Offline request) 1 41
Senartcard Logon 1 &1
Elsmartcardser U ey |
& Smartcard User VS 4 0.6 Secure Email ogen
2 Subordinate Cestification Autharity 1 51 All Tagks v
E Trust List Signing 1 ER| Properties
2 User 1 3
T . aa | Help >
<] [ >l < " )

142 I 2R UE P AR AR
4 REMEBEIFNEBPRRIET , EFERAREFTERTER,



Subject Name lssuance Requirements

Superseded Templates Extensions Security Server
General | Compatibility | Request Handling | Cryptography | Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

[w] Show resulting changes

Compatibility Settings

Certffication Authority
Windows Server 2012 R2

Certificate recipient

Windows 8.1 / Windows Server 2012 R v

These settings may not prevent earier operating systems from using this
template.

REFREMRE
5 —MREEEMF L

a.JEEE ¥ , fNSmartcard User_VCS,

b .RFERIRENFHEE. £ Applyo



Subject Name

lzzuance Requirements

Superseded Templates

General

Extensions

Security

Server

Compatibility

Request Handling

Cryptography

Template dizplay name:

Smartcard User WVCS

Template name:

Smartcard User WVCS

Validity period:

YEArs

Renewal perod:

&

weeks

[w#] Publish certifficate in Active Directory

[ ] Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

6. “FERAERIAF L -

a.1% i& “Purpose to Signature and smartcard logon”,

b.& & Prompt the user during enroliment, 5 Apply.

R~ —ixatE I8



Subject Name Server lzsuance Requirements
Superseded Templates I Extensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Purpose: Signature and smartcard logon W

[ ]| Delete revolced or expired certificates {do not archive)
[ ] Include symmetric algorthms allowed by the subject
[ ] Archive subject’s encryption private key

[ ] Mllow private key to be exported

[ ] Renew with the same key (%)

] For automatic renewal of smart card cerificates, use the existing key if a
new key cannat be created (7)

Do the following when the subject is enrolled and when the private key
associated with this cerificate is used:

() Enroll subject without requiring any user input

(®) Prompt the user during enrollment

O Prompt the user during enrolimert and require user input when the
private key is used

* Control is disabled due to compatibility settings.

oK Cancel

HREFERALE
7TENEERF L, FRNEHAKRNRE R 2048,

a.% #iRequests must use of the following providers , R/E%&ZMicrosoft Base & gt FINFRHR
[ 8

b.EH NA"



Subject Name Server lzzuance Requirements

Superseded Templates Exdensions I Security
Compatibilty | General | Request Handling | Cryptography | Key Attestation

Fravider Category: Legacy Cryptographic Service Provider

Algonthrm name: Determined by CSP

Minimum key size: 2048

Choose which cryptographic providers can be used for requests
() Reguests can use any provider available on the subject’s computer
(®) Reguests must use one of the following providers:

Prowiders:

v i "
[ IMicrosoft DH SChannel Cryptographic Provider

[ IMicrosoft Enhanced Cryptographic Provider v1.0
[ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr
[ IMicrosoft Enhanced R5A and AES Crnyptographic Provider

Request hash: Determined by CSP

[ ] Use atemate signature format

EFIERIRE

8. fESecurityit T+ L , RINER FEnrollin MNRN L 2E, 0, WREBERFAEASBRNR
, FIERERIEAFA , AENHEEIRNR



Compatibilty | General | Request Handling | Cnyptography | Key Attestation
Subject Name Server lzzuance Requirements
Superseded Templates Extensions Security

IEI'I!:IIJIZ:I ar User names:

52, Authenticated Users

& Administrator (Admin@jajanson local)

% Domain Adming (JAJANSONYDomain Admins)

% Ertemprse Admins (JAJANSOMN Enterprze Admins)

Pemissions for Autherticated Users

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

0.8 H AR UTHMERH ARFENR. EHHERAELAL RELEBERSIRP,



@& File Action View Favorites Window Help

| 2m X E = Hm
(] Console Rogt Termplate Display Manfe Schema Version Versi Intended Purpeses
b Ll Cestification Authority (Local) 3 Code Signing 1 EX ]
| Centificate Templates (20120C-AD jajansondoc | 3 Coamputer 1 51
T Cross Certification Autherity 2 1050
3 irectory Email Replication 2 1150 Directary Service Email Replication
' Domain Contraller 1 a1
3 pomain Contraller Authentication 2 100 Client Authentication, Server ign, Smart Card Logen
= EFS Recovery Agent 1 61
F Enecliment Agent 1 a1
3 Enroliment Agent (Computer) 1 51
H Exchange Enrellment Agent [Offline requ... 1 a1
3 Exchange Signature Only 1 &1
E Exchange User 1 |
H1psec 1 a1
3 1PSec (Offline request) 1 71
3 Kerberos Authentication 2 M0 Client Authentication, Server ion, Smart Card Logen, KDY
T Key Recovery Agent 2 1050 Key Recovery Agent
= OCSP Responze Signing 3 1010 OCSP Signing
) RAS and 145 Server 2 1018 Chent & ication, Senver
3 Roct Certification Authority 1 51
Eﬁumminemqusﬂ 1 41
H semartcard Legen 1 61
3 smartcard User 1 1.1
=] Semarteard User_VCS 4 016 Secure Ernail, Client Authentication, Semart Casd Logen
3 subcrdinate Certification Authority 1 51
3 Trust List Signing 1 X}
B vser 1 X}
= user Signature Only 1 a1
Fves_Legin SMART 2 1008 Smart Card Logon, Client Authentication
3 Web Server 1 a1
' Webclientandserver 2 1004 Client Authentication, Server
3 Workstation Authentication H 1010 Client Authentication
<[ " I >l <] " | )
36 centificate templates I

TS E BBV R AR

10. EMMCHIEBEHK S , B F Certification Authority(Local) , #2 /5 7E Certification Authority 5 R 1 &

FFCA.

L8 ¥ tCertificate Templates , #HiNew , /5% thCertificate Template to Issue, A/FEFFT I
BN EREFER,

File Action View Fovorites Window Help
| #nm 2= B(m
[ Censole Ract
b & Certificate Termplates
L) Certification Authority (Local)
4 gl jRjansen-2012DC-AD-CA

R A0 F R AR

| Narme

T Exchange Enrcliment Agent (Offline r...
3 1PSec (Dffline request]
3 Webclientandserves

3 tdministrater

Intended Purpose

Certificate Request Agent

IP security [KE intermediate

Client Authentication, Server Authentic.,

2l Revoked Certificates 3 Exchange Signature Only Sacure Email
£ Issued Cenificates 3 CEP Encryptian Centificate Fequest Agent
- ::‘:;mm 3 Smartcard User ¥C5 Secure Email, Client Authentication, Sm...
= Catiicae Ta———L Il BVCS_Logirg_WT Smart Card Logon, Client Authentication
o 1 tAgent Certificate Request Agent
imail Replication Directory Senvice Ernail Replication
= " sntroller Authentication Client Authentication, Server Authentic...
View * Luthentication Client Authenticstion, Sercer Authentic...
Hew Window from Here Ery Agent File Recovery
- Encrypting File System
NewTHpsd Vigns sntroller Client Authentication, Server Authentic...
Refrech r Server Authentication
Export List... Client Authenticstion, Sercer Authentic...
Help Encrypting File System, Secure Email, Cl..,
et Certification Authority <Al

Microseft Trust List Signing, Encrypling...

More Actions

MERESE , EMMCH | AREFRER I BRAEINE TR , 2R FAEES , AT F1E
gﬁ”o RE , BRERELCANEH , 2EH Al Tasks(FTEES)” , A5 2 & Start Service(J3 31 iR
)”0



@ File Action View Favoites Window Help - -]s]x]
e nmDcz Hm » e

1 Conscle Root Hame

b 3 Cenificate Templates 1] Revoled Centificates

4 [ Cenification Autherity (Local) [ lssued Certificates

‘a é'- WA AN CA
jl Al Take » Start Senvice

View v Stop Service:
New Window from Here Submit new request... |
New Taskpad View.. Backup CA..
Relresh | RestoreCA..
Brport List.. Renew CA Certificate.. |
Properties
Help

Containg actions that can be performed on the item.

BIEAERHTERERS
SEMRBIES
BUSERSE (ITESERSE ) HRTIERE,

1. BMMCEFES , BEHRM , REEETRNAFKS

@ Console1 - [Console Root] =l e
@ File Acion View Favorites Window Help [=]e]x]
@ o|[m & B[m

[ Console Roct Hame

There are no items to show in this view.

‘Add or Remove Snap-ins |i|

'fmms*ctu:au*siw fhis console: from those avallable on your computer and configure the selected sat of snap-ns. For
5, ¥ igar enabled.

Avalable snap-ns: Selected snapns:
Snagn vendor | E console Roat
il Active Disctory 0a..,  Mirwsoft Cor...
9 Active Directory Site... Microsoft Cor... -
 Active Diractory Use,.. Miasoft Cor...

|>

=1 Active) Contrel Mirouoft Cor... || mansge certficates
ADSTEdit Marosoft Cor.... THe s oll Brdy po
Austhorization Manager Marosoft Cor... ® My user sccourt
Cortifcate Templabes:  Mirosoft Cor... 1) Sanvice actount

I Certificntes Microsoft Cor... O Compaser secwmnt

Desaripbon:
The Certificates snap-n allows you to browse the contents 4

N INAE B
2. AREHEFREBRDPATR , B AEES" , RAREE WRFTIER",



@ File Action View Favorites Window Help - e x
e 70 0| 6
(] Console Root Object Type | Actions
“ § Cotines Comert s || et Pesonal -
D j D L
N :-r | Find Certificates... | More Actions »

b (I Enl  AllTasks , Find Certificates...
| .
: % :‘ View » Request New Certificate...
p 3 Tn . New Window from Here . Import...
b Ur Mew Taskpad View... Advanced Operations

p = TH
b 3 Tr| Refresh

p Export List...
p £ Ce Help

b B -

a T3 Certification Authority (Loc
b @i jajanson-2012DC-AD-Cs

3 E

Personal store contains 9 certificates.

HSRHUEH

3EMS ERTFT—H , RFEE Active Directory’ T KM, REBXEGT—%,

@ File Action View
e z(m o

] Console Root

[ Enterprise Trust
b | Intermediate Ce

Select Certificate Enrollment Policy

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

ore Actions »

Configured by your administrator
Active Directory Enroliment Policy

p [ Third-Party Roo
b (] Trusted People
b 1 Client Authentic

4 L5 Certification Authol
I @ jajanson-2012DG

3

Configured by you

Personal store contains 9 ce oTes

Active Directory;Xft T &

4 3% Enroliment Agent Certificate QXA IEUE ) , £ 445 J3 Smartcard User_VCS , A5 # &

Enroll,



= - |0 | X
@ File Action View -|a]x
e 2@ 0
7] Console Root
4 [5) Certificates - Curren Request Certificates
b | Personal
b ] Trusted Root Ce You can request the following types of certificates. Select the certificates you want to request, and then i 4
b ] Enterprise Trust click Enroll.
p 1 Intermediate Ce S—
b [ Active Directory _#\ More information is required to enroll for this certificate. Click here to configure settings.
p (1 Trusted Publishd
b [ Untrusted Certifi [ Exchange Signature Only 1) STATUS: Available Details v

- A\ More information is required to enroll for this certificate. Click here to configure settings.
p | Trusted People

b [ Clank Autantic i) STATUS: Available Details
p [ Centificate Enroll
b [ Smart Card Tru i) STATUS: Available
4 L5 Certification Author
b @i jajanson-2012D4 [JVCS_Login_SMART 1) STATUS: Available
More information is required to enroll for this certificate. Click here to confi

[T Show all templates

< wm ] | Enrol || Cancel

Personal store contains 9 cel

SEMHIE AR

ENITEERKREINERENEMYE , XEEEBAREMEA T EMIEREF.

ATRENATRBFERFETEHRIE , EFRIMXEERFHAERILES , REFESFAEE
o

- Lrreaint  Wormade Bowafal e-ifin sy § saredd L' freaeal] = o I
- &
=
T
e { et e Frdallafa v Kt
L &
Tt g« [Erp—
B B Bl iy Bl Py
o bt e R LU Eie =
= s e d e e
ey g e st

Sppi e g s e e s b
o vy i T
e b

RFRIEM

1.BBIMMCH S A EHERMEE R R A ik~ iE+.
2AEEEFHEFDASUR , ARERMEES>BRRE  AReHKk.... . B2,
3.fEMS L, #%$FActive Directory) Xt 5Kl , RAFREH T -5




@ File Action View Favorites Window Help

e 2[m o[ cz B
(21 Consale Roat Issued To = Bsued By Expiration Date  Intended Purpeses | Friendly Name Status G Actions
4 () Centificates - Curment Uses ;) Administrator Jaianson-2012DC-AD-CA 101472009 Certificate Request . <Nome> En
4 (1 Persanal 3] &dministrater jajanson-20120C-AD-CA 10200 Microsoft Trust List.  <Mone> Ad o .
e v] | Request New Costifcate.. rnistrator 2002117 File Recavery <Nane> RO Fctions
nsan-20120C-AD-CA 1071272009 Cestificate Request . <None> Enra)
¢ (5 Enl View > L= N PR cAll> i hioaes
BTNt New Window from Here Advanced Operaticns v Create Custom Request... 1361414498615, <Nane> 136l
4 g: New Taskpad View. Ekaﬂhng " [Enrall On Behalf Of... Secure Email, Client..,  <None> Sma
s i Hlscatt Lang i Manage Envoliment Policies. 5 Secure Email, Client., <Nane> Sma
. FrlSestt Lang m?ﬂt—'ﬁﬂ'ﬂ—’fmb Secure Ernail, Client..  <Mane> Srna
PET™ | Eport Liste.
b 2 Tnl i
b B e |Hep
b ) Certificate Ensaliment Requests
& ) Semart Card Trusted Roots
b L Certification Authority (Local)
-i Consatel - [Corndhe RoanCemtianes - Curent Use\PesonatCeningatis) = @
W Fik Ao iew Fedim fnios  Help [=]=]=]
= aE ol &= BF
] Corade Rt sl B = Esard By [ Dae L Tenlly “"i |
= @ Canfistan . ot idur £ o wivatie e e 2O 20 AU A Cadfuste Fisperad - +Hisas (L
4 ] Fermed Tl adman et inAreen: G A0-CA g MBouom Tretlisl. aMcags
. Carifcstn K, Mo Ao L
wET e i freel
b ] Emipia Trast |
o resaddte Dt el dh ot Bl - (ETH
B ] At Chrmaiaesy S Ofigmat. b | v
& 1] Trustesl Pabiabern - — B ¥iou Boagin il
e ] Uerirerted Cartéaim |
—fmy N . t.H.lm Ly divei
£ 1] Thard Py fiz ot Custificrios et Tea frdpamg rall baip Sk v degfal cosdindipn yrad 42 connae] b wrelen
& 1 Trusted Sucyin PR, ] OO S HeIRy, 500 AT SRy rElbd Lists
B Ut Bathemminzatice | mesars
] Camtbarina L b My iati - il Ty F]
B ] T Card Tromtel Pt Noar " ... §
Wied b o bl Bt 2 B il B vy g ool 1 s e gt
[ ]
[l - »
Pyngnl v cotpng § el

AEFRUEHEMERR RERET—F%



a Console1 - [Console Root\Certificates - Current User\Personal\Certficates] [=]o] x|
@ Fle Action View Favorites Window Help [-[=]x]
% z2mo s Bm
[ Consale Root ssued To 5 Issued By Expiration Date | Intended Purposes  Friendly Mame Status | Certi | Actions
a G Centificates - Cument User ) adrministrater japnsen-20120C-AD-CA 1001472019 Certificate Request ... <None> [L7L]] P —
4 [7] Personal Bl administeater jajansan-20120€-AD-CA 1071272008 Microsaft Trust List... <Mone> Ad 5
] Certificates ol Administr More Actiens 3
b 1 Trusted Root Cerification Authoriti T Admini -
1 [ Enterprise Trust Clisjanson-201
b ] Inmtermediate Centification Authorities EIPIVKey BDSA 136
b [ Active Directory User Object TlSestt Lang tms
b [ Trusted Publishers ZlScott Lang Select Certificate Enroliment Policy &ma
p (] Untrusted Certificates Tlscott L Sma|
b [ Thisd-Party Reat Cestification Autherities "9 Certificate enrollment policy enables for bazed on ifi plates.
b [ Trusted People Certificate enrollment policy may already be confiqured fwylw
p [ Client Authentication Issuers
p ] Cestificate Enroliment Requests Configured by your administrator
b [ Smart Card Trusted Roats Active Directory Enroliment Policy
Configured by you Add New
<] (] >
Personal store containg 9 certificates.
S SR
x
"EEXR LRUEH, X & F AHIE 5
7]
S5MEERLERLSRIULD, XREZAERIEMES,
& Consolel - [Console Root\Certificates - Current User\Personal\Certificates] = |l e
@ File Action View Favorites Window Help
s amoc @
[ Consale Roat Issued To - Issued By Expirstion Date  Intended Purposes  Friendly Mame Status  Centi | Actions
4 () Cestificates - Current User £ Adeministrator jajanson-2012DC-AD-CA 101472019 Cestificate Request .. <MNones Enre, M
4@ _P(munal ) Administrator jajanson-20120C-AD-CA 11272018 Microsedt Trust <None> Aoy ™ N »
L Certificates T3 Administratod |_ o x e
b ) Trusted Reot Certification Autharities ) Adrini Errol
i [ Enterprise Trust ~igjanson-20134 =
b ] Intermediste Certficstion Authorities g{,mgm‘: - 128l
b ) Active Directory User Object %) 8<ott Lang . $ena
b ) Trusted Publishers 5 scott Lon Select || Select a Certificate s
b ] Untrusted Certificates P s:' L’ a S
B Third-Party Root Cestification Autharities ElScott Lang Youn her users, Click
b ] Trusted Peaple Browse i Administrator
b ) Client Authentication lssuers Issuen jsjanson-20120C-AD-CA
b ) Certificate Enrollment Regquests
& ) Semart Card Trusted Racts o Valid From: 10/14/2017 to 10/142019
Signing| ) . )
Llick here to view centificate. Browse ...
E— properties
Administrator
Issuer: jajansan-20120C-AD-CA
Valid From: 107122017 to 107122019
]
| Concel |

<]

Personal store contains § cenificates,

ERZERIED

6.ETF—1TREL
User_VCS,

LEZHNRINEFRNIES , FlH , ©REZSIZHERSmartcard




@& File Action View Favorites Window Help

e anE 0| e B

Consolel - [Console Root\Certificates - Current User\Personal\Certificates)

b (] Third-Pary Root Cenification Autharities
b [ Trusted People

b [ Client Authentication lssuers

p [ Cestificate Enroliment Requests

b 2] Smant Card Trusted Roots

Wou can request the following types of cerificates, Select the certficates you want ta request, and then
click MNext.

7y Exchange Envoliment Agent (Offline Dciaii
request)

A STATUS: Availsble

Ay More infermation is required to enroll for this cetificate, Click here to configure settings.

) Exchange Signature Only 1) STATUS: &vailable Details v |
L Mare informatian is required to enroll for this certificate. Click here to configure settings.

®) Smartcard User ¥CS 1 STATUS: Available Details v

O User i) STATUS: dvaitable Details »

[[] Shew all templates

Personal store cantains 9 certificates.

) Consele Roct lssued To = bszwed By Expiration Date  Intended Purposes Friendly Mame Statws | C Actions |
a [l Certificates - Current User 3 Administrator jajanson-20120C-AD-CA 1001472019 Certificate Request ... <Nonex Enrg

4@ .?tmnal E;l.admini;lralor jajanzon-20120C-AD-CA 101272018 Microsoft Trust List...  <Mone> Adl " - m

-l Centificates ) Administrated T=T0o] o

b ET Cenification Authoriti 1 Admi o - Enrg

b [ Enterprisze Trust [l jajamson-2013

b [ Intermediate Centification Authorities Z2IPIVKey BDSAS 1.3.6

b [ Active Directory User Object s,,“l,

b ] Trusted Publishers Request Certificates Sma

b [ Untrusted Certificates Sm.

5

EERVCSEREF

THETX , REELEREFERARRICHNAF. £Ebrowse A BAEZIMWATNAFL B, EARH
f , £/ Scott Lang 'antman@)jajanson.locallk /'

& File Action View Favortes Window Help
« #m 0 = Bm
| Cenzole Root
o [P Certificates - Current User

4 [ Personal

1 Centificates

b [ Trusted Root Cestification Authenties

b [ Enterprise Trust

b [ Intesmediate Centification Autharities

b [ Active Directory User Object

b [ Trusted Publishers

[ Untrusted Cestificates

p [ Third-Party Root Cetification Authorities

b [ Trusted Peaple

b L Clienit Authentication lisuers

b [ Certificate Enrcllment Requests

b [ Smast Card Trusted Roots

Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

lzsued Te = lagised By Expiration Date  Intended Purposes Friendly Mame
) administrator jejansan-20120C-A0-CA 101472019 Certificate Request .. <Nonex
) Administrator jajanzan-2012DC-AD-CA W0/12/2018 Microsoft Trust List..  <Nones
L) hdministratod _Tal x

E) administratof
EPIKey BO9AS -

T.] Seatt Lang
Tl seott Lang
Tlscott Lang

Seloct this chyct fype:

[eer | [Ctiect Types.- |

From this location: In name of that user. For
[Enter the object name to select (sxampiesk meeds to be installed is

[ |Cowe

l- =] x I
[=]#]x]

Status

Perscnsl store containg § cerificates.

Mere Actions ]

EER S

8. EF—NMREEF , BHIIM LM, NE , HERFHBARFERF,




Console - [Console Root\Certificates - Current User\Personal\Certificates]

[@ File Action View Favorites Window Help

es| a0 6&|

b ] Trusted Root Certification Auth

2] administrato
&) Ademini

b 1 Enterprise Trust

b ] Intermediste Castification Authorities

b ] Active Directory User Object

b ) Trusted Publishers

b ) Untrusted Certificates

b ] Third-Party Root Centifieation Autharitiss
b ] Trusted Pecple

b ) Client Authentication lssuers

¢ ] Centificate Enrgliment Requests

b ] Seart Card Trusted Rosts

)
Eljajanson-201
FRIPVKey B

Elseatt Lang
#ylseatt Lang
Elscont Lang

Select a user

To request a certificate on behalf of anather user, enter the formal name or domain name of that user. Far
earnple, Firstname Lastname, username, of domainusemanme,

Before enrclling for a certificate, make sure the device on which the user certificate needs to be installed &
attached.

User name or aliss:

JRJANSON antman

|[CEromse—]

(ot | [Cconce ]

Eneg

136
Sma
Sma|

[ Consale Raat Issued To - Isswed By [Expiration Date  Intended Purposes  Friendly Name Status | C Actions
4 G Centificates - Curent User ?ﬂminimner jajanzon-20120C-AD-CA 101472019 Centificate Request ... <Manex Enee)
4 ] Persanal ) Administrator jaiansen-2012DC-AD-CA 1001272018 Microsoft Trust List... <Mones> Ad 5
] Certificates Mare Actions

Personal store containe 9 certificates.
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B
R File Action View Faveriter Window Help
e im0 &= Bm
[ 71 Consote Root

4 [g¥ Certificates = Current User

a [ Perzensl
Certificates

b [0 Trusted Roet Certification Authorities
b Enterprise Trust
b Lo Inkerrnediste Cedification Autharities
b Active Directory User Object
b [ Trusted Publishers
[ Untrusted Certificates
b [ Third-Party Rect Certification Authedities
b Trusted People
b [ Client Authentication lssuers
i Certificate Enrcllment Requests
b [ Smart Card Trusted Roots

Parzanal stere contaans § cedificates,

WA S|

11.5%/J5 , £ & Z/Enroliment SuccessfulZ & /5
T EMEHPINBIVCS, B ,

Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

Issued T *

T3 Administrater
L) didministrator

Issued By

jajansen-20120C-AD-CA
jajansen-20120C-A0-Ca

Expiration Date  Intended Purpases
Certificate Reguest ...
Microsoft Trust List.

Friendly Mame
<Henex

None>

£al Administratod
£ Administratos
Aisjanson-2013 _,] Certificate Enrollment
FHIPIVK ey BDYAS

Elscott Lang
ElScatt Lang
Zal5cott Lang

Reque:

Theenrdl  Enrolling for the user certificate.
Please enter your authentication PIN.

Active

Sm

| PiM

|| cancer |

TREMITR

[ENEIE

Cancel
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Certificates. =
More Actions 3
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£ fin EMaintenance > Security > Trusted CA Certificate , J$#8CA_ L& EIVCSH B Trusted CA

Certificate 53R,

2 G RCAZ B BE TR LEEIVCS, SftZEMaintenance > Security > CRL Management,

SARBENREXN AT URIES , ZEMNREXMNIEFRFRIAF/E , ATHNLDAPS A1 A -
BITHORIUE, ENREXFFSIUEHAISubjectlEL, X A LLZE
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u# Certificate
General Detais Certification Path

Show: I«:AI} v

4

Value

Signature hash algorithm sha512

Issuer jajanson-2012DC-AD-CA, jaja...
valid from Tuesday, October 17, 2017 5:...
valid to Thursday, October 17, 2019 5...

)| ) 1 )

antman@jajanson.local, Scott ...
::_f_ Public key RSA (1024 Bits)
|- )| Public key parameters 0500

R rertifate Temniate Tnfrem Temnlate=1 26 1 4 1 211 21

E = antman@jajanson.local
CN = Scott Lang

OU = Heroes

DC = jajanson

DC = local

Edit Properties... Copy to File...
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4. SMEEF>RE2>FPREBAUR. ERENENEFRIED , BN PER
antman.pem , FH FEFINH X, 7£Regex T KiCertificate-based authentication patternif %
, UEEBHITIER |, Fregexti R EN XN, BOER AR BB/ FE,

My Regex: [/ Subject:.*emnil Address=(?.*) @ aj anson. |l ocal/m

wilialny
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Fig
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MiALER

SMRMANERUETAENER N AR T EXLEEIKAER R, XHEXRRSHETIE
PHSHRUERBN ENREIN, ERUEEYR , FSMEZEE , BMaintenace > Security >
Certificate-based authentication configuration.

6. B S M EISystem > Administrator , S5 & &5 H%EF T HAE L%k E Client certificate-based
security = Client-Based Authentication , B AAETEF BN S BRI, FALIRE , AFREXNNK
FEAVCSERS:EMNFQDN , RESRRAFEEEE MWK H M A D EAH ARG RFHPIN,
RE , EPIHEBH , HIREVCSHRS M Web GUI , th R FEH HEkRAdministratoriZdll. ARG
f# S ABRSSES. IR iE A T Client certificate-based security = Client-Based Validationi& i

, W#HZES AP 2 HAdministratoriRAR N FIAMERMERE , ttBARTRAAEEARE, BE | B
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sl
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

System administration

Ephemeral port range end # |49999 i
‘I Services !

Serial port / console Oon | 1

S5H service On ~| 1

Web interface (over HTTPS) Oon «| 1L

‘I Session limits

Session time out (minutes) # [30 | i
Per-account session limit 2 ||J | 5
System session limit # [0 |

_I System protection

Automated protection service On | L

Automatic dizcovery protection On | L

‘I Web server configuration

Redirect HTTP requests to HTTPS L

HTTP Strict Transport Security (HSTS) On | i

Web administrator port 443 | 1

Client certificate-bazed security I | Not required [ | i

Drop down the above box and choose
Client-Based Authentication

Related tasks

Upload a CA cerificate file for HTTPS

Test client cerificates

BRETFEF®RNEHRIE
fhan | BEPIT 1 0

MRERETEFRNSHRIE , MVCSHTEMRRELIES , BRLTEBUESFAEFEWeb
GUI, BR , A"EELOAMEEZRNRS, MINXEAERMME ERE , FRABXMAMNE
WRERETEF W S BRIERER.
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