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FREVCSIEH

RIANBERT , MIBVCSRAET ARSI, EEENEHL , SHME4HF > EHEE > REERIEH
0 iﬁ..tShow server certificate , FITF— N FHEQD , ,JIJEEEE:FSE’JJ?#“?&E

Server certificate
e o Hote: This WIS & panl of @ clester but & net the conSguraion magier. Any configeration changes made on this VIS may be kel Moeg information can be Sooend on the Clusterng help page
Server coertficate dats

Sarver certificabe PEM Fiz  Show seinver cerhificabs

Currently baded certificate expires on Zap M) 2014

Fese! 10 Sefaul sarver cenincate |

AT B REUEH BIRER RHI

----- BEA N CERTI FI CATE- - - - -

M | DHz CCAoi gAwl BAgl BATANBgkghki GOwOBAQUFADCBN] FDMVEEGALUECgwW6 VGVt
c®yYXJI5! EN cnRpZm j YXRI | DUANzcONWYWLTI 5YTAt MTFI My LThNTE4LTAWNTAL
Nj KSNW 0Y] FDVMEEGALUEOWBVGVE cRy YXI5I ENI cnRpZni j YXRI | DU4Nz c ONWYw
LTI 5YTAt MTFI My LThNTEALTAWNTALNj] kK5NW 0Y] EOVAWGALUEAWWFY2I zY28wHhc N
MTMVOTMMVDE X Nz | whc NMTQAVOTMMVDEe X Nz | wwy CBnj FDVEEGALUECgwW6 VGVt c Ry
YXJ51 ENl cnRpZm j YXR | DU4ANzcONVWWWLTI 5YTAt MTFI My ThNTE4ALTAWNTALN k5
NW 0Y] FDMEEGALUEOWEVGVE cR@y YXI51 ENI cnRpZm j YXRI | DUANZ cONWYWLTI 5
YTAt MTFI My ThNTEALTAWNTALN k5NW 0Y] EOVAWGALUEAWMEY2] 2 Y28wgZ8wDQYJ
KoZl hvc NAQEBBQADg YOAM GJ Ao GBAKW/ ob+Y1zr KoAB5Bv Ps GR7aVf nirYPi pLOl /
L21f yyj 00O6qv9l zDCgy 7PFZPxkD1d/ DNLI gplj j Ugqdf FV+64r 8OKESWBO+4DFI ut
t WLQLuKzzdsmvZ/ b41nEt osEl HNxH7r DYQs qdRA4NgNDIVI OgVFCEVAC7ZvAVAS



ESMDYNY9AgMBAAG czBx MAKk GALUdEWQCVAAWIAYJ Y1 ZI AYb4QgENBBCWFVRI bXBv
cnFyeSBDZXJ0aWZpY2F0ZTAdBgNVHUAEFgQU+knGYkeei WjA] ORhz QqRCHba+nEw
HwWYDVROj BBgwFoAUpHCEOXs BHLAz ZN153S/ Lv6cxNDI wDQYJKoZI hvc NAQEFBQAD
gYEAZKI | M5fi 49p1j | YqYdQAI j O ashYVf qGQUUMFr 4V1hokMBOBy GGThx8j x6Y/ S
plSyT4i | Usui YODD18EkLzt 8y3j FNPnHYAW f 2f B9J3nDAgbi QdnbLAeD2RRUsy 7
1Zc3zTl 6\W.6hsj +90GAs| / TG h@2n7yUWPl 6CevopbJeli A=

----- END CERTI FI CATE- - - - -

BRI LAE AR #PC LB A OpenSSLEL i A E L E P #1585 (I a0SSL Shoppen) X if Bt THRIBHEEF
IEBEIE:

Certiflcate Tntormation;

) common Name: cisce

% Organization: Temporary Certificate 587 745f0-29a0-11e3-a518-00505699504b

o Organization Unit: Temporary Certficabe 587 74500 29a0- L1e2-a518-005056595b4hb
3 valial From: Segplembser 20, 20

l'-l“:"'n.l'.-iliﬂ To: Septembas 20, 2014

) 1ssuer: cisco, Temporary Certificate S87745f0-29a0-1 1e3-a518-005056995b4b

% Key Size: 1024 bit

) Scrial Number: 1 [0x1)

4/ EEVCSASRIES

HFEANCSHRESEHE—NMNEEMHELABHWIED , R EEENHMIEPHRERSS L, &
DUERFEABSRIUEBHIHIEBMEVHCAZZNIERL, BEXEIENFMAEFEE , HSRCisco
TelePresence Certificate Creation and Use with Cisco VCS Deployment Guide,

LN ENAEAVCSEASERBZRIES , RFLEZIES :
1. BlrootA R B & ZZIVCS , B310penSSLHEKFLE :

~ # openssl

penSSL> genrsa -out privatekey. pem 1024
Generating RSA private key, 1024 bit |ong nodul us
.................................. +H++++
................ +H++++

e is 65537 (0x10001)

2. AL AERIERERER(CSR):

penSSL> req -new -key privatekey. pem -out certcsr.pem

You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [AU]:BE

State or Province Nane (full nane) [ Sone-State]: VI aans- Brabant

Locality Name (eg, city) []: D egem

Organi zati on Name (eg, company) [lInternet Wdgits Pty Ltd]: G sco

Organi zational Unit Name (eg, section) []:TAC


http://www.sslshopper.com/certificate-decoder.html
http://www.sslshopper.com/certificate-decoder.html
//www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config_guide/Cisco_VCS_Certificate_Creation_and_Use_Deployment_Guide_X7-2.pdf
//www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config_guide/Cisco_VCS_Certificate_Creation_and_Use_Deployment_Guide_X7-2.pdf

Conmmon Nane (e.g. server FQDN or YOUR nane) []:radius.anatony.com
Emai | Address []:

Pl ease enter the following '"extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nanme []:

penSSL> exi t

3.ERBEZRIES !

~ # openssl x509 -req -days 360 -in certcsr.pem -signkey privatekey. pem-out vcscert.pem

Si gnat ure ok

subj ect =/ C=BE/ ST=M aans- Br abant / L=Di egem O=Ci sco/ OU=TAC/ CN=r adi us. anat ormy. com
Getting Private key

~ #

4. WINEBIEAA

~#1s -ltr *. pem

-rwr--r-- 1 root root 891 Nov 1 09:23 privatekey. pem
-rwr--r-- 1 root root 664 Nov 1 09:26 certcsr.pem
-rwr--r-- 1 root root 879 Nov 1 09:40 vcscert.pem

5. EAWINSCPTRIUEH , AFEH EAFINIT L, LEVCSAUERIES ; BEEMAMER

BYAEP

Sarver certificate

xi_; Kot This WCS i part of & clusher bul i not the configuration master. Any configurion changes made on this VO3 may b kKekl. More information can B Tound on the Clstering he

Berver certificate dats

ifizais PEM Fila  Show senver canifcals |

Currently kaded cermiScale axpiras on Sep 30 2014

Russl 1o daisull sarver oltificKis

Certificate signing request (C58)

Cartificwie remsmsest

There i no cerlificabe signing reques! in progress

Generabe CERl

Uplosd new certificate

Select the server privals key fil=

“Cprivateey. pem Choose... | i

Select the server oortificate file

“C-Wwescert penT Choose... | i

Upkiad asrvar cartificals dala

achi TRl TR DR

6. XXFFBVCSIRSHEE IR,

FESREBMCUCMES BRFMBIVCSRS 37

ANINR B CUCMERSS 2R IES , BMEVCSEREEN]. EARMP , BEANIRECUCMEIRER

FRIUEH ; CUCMEREHHERBERIULES , R ETHFBRIEVCS LB 6 BIX LU,
IR ENMAMCUCMARS 2R VCSIRSS SRR M B ERIEH ¢


http://winscp.net/eng/index.php

1. M\CUCM T #CallManager.pemif$, E3FZE|OS AdministrationT1H , 51 ElSecurity >
Certificate Management , /5% H T & B £ % CallManager.pemiEF :

- = - =
Lignegenm mﬂuwm @ﬂf;mmcsn LENLannmCSR

~Status

@ Status: Ready

- Certificate Settings

File Name CallManager.pem

Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

— Certificate File Data
] "

Version: V3

Sernal Number: 136322006787293084267780831508134358913

SignatureAlgorithm: SHALwithRSA (1.2.840.113549.1.1.5)

Iszuer Name: L=Peg3, ST=Diegem, CN=MFCI1Pub, OU=TAC, O=Cisco, C=BE

Validity From: Wed Aug 01 12:28:35 CEST 2012

To: MonJul 31 12:28:34 CEST 2017
Subject Name: LePeg3, STeDiegem, CNeMFCI1Pub, OUsTAC, O=Cisco, CeBE
Key: RSA (1.2.840.113549.1.1.1)
Key value:

30818902518100e608e60cbd 1a9934097e9c57479346363e535d002825be7445c00abfacd306acf0a2cl 381 cd lccbabisba640
b48dd54c883c3004e4dbofd4ed0f27bc2 147dedalads1bl9dc07 TcaTaeSa0f8cdf608656d 7 ef7bas7 27 3f6440ea1d8be6973253
eScads51f33d19d91365F1c8d6257a93f8efled1a28170d2088a848a7d7edc8110203010001

Extensions: 3 present

(]

Extension: KeyUsage (O1D.2.5.29.15)
Critical: false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

Extension: ExtieyUsageSyntax (010.2.5.29.37)

Critical: falzse

Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,
1
[

= | Regensrabe |- [ Generate CSR [ Download CSR ]

2. W ERMIVCS LW ZEFECAIER, EVCSE , SMELH > IFHEE > SEFECAITEH
, REIEFRERCAILES:

Trusted CA certificate
" i Wots: This VCS is part of & guslar bul i ol the configuralica Sasber. Aiy configuration changes Sade an this VOIS may b losl Moos mlermaton can B fund o the Cluslerng help pages.
J Upload

Sedect the Tie containing trusted CA cerlificabes

Ca carificate PEM Figl Shaw CA catihzals I

Choose.. | 1§

Uplsad CA cartificale| Resells M[ﬂuiuﬂlﬁuhl

REFTT—IHED , ERANEENRAEILES.

3. YR ZEEMABIEBE RN, EXA YRR T I CallManager.pem3 ¥ , &l
HAZR R ZARTRNE S ZEEEBRHE — XA XHFR RS



Cal | Manager Pub

----- BEG N CERTI FI CATE- - - - -

M | OrDCCAgGgAW BAg! QZo7WOnj KYy9JP228PpPvgTANBgkghki GOWOBAQUFADBe
MQs wOQYDVQQGEWI CRTEOVAWGAL UEChMFQR| z Y28x DDAKBgNVBAS TA1RBQz ERVASG
ALUEAXM TUZDbDFQAW x Dz ANBgNVBAg TBk RpZ\WiI b TENVAs GA1 UEBX VEUGVN Mz Ae
FwoxM A4NMDEXNMDI 4Mz VaFwOx Nz A3 Mz Ex VDI 4 Ve RaMF4x Cz AJBgNVBAYTAK J FMYw
DAYDVQOKEWDaXNj bz EMVIA0 GA1 UECX MDVEFDVREWDWYDVQODEWh NRk Ns MVBLY] EP
MAOGALUECBMGRG | Z2Vt MOWOWYDVQOHEWRQZWE zM GF MAOGCSqGSI b3 DQEBAQUA
A4GNADCBI QKBgQDCOYMYRgZhAl +nFdHKOY2PI NdACg! vnRFwAG/ r NgGr PCi wTgc
Ocxqs Gt GQLSN1Uy| PDAESNuf ROQPJ 7whRI5KGMYbGdwHF Keui g+Mr2Cd t f Pe6l y
c/ ZEDgHYvQ zJT5sr WJf MOGAKTZf HI 1i V6k/ j vPt G gXDSCI qEj n1+31 EQ DAQAB
01cWWTAL BgNVHQBEBAMCAr wind wYDVRO! BCAWHG Y! KwY BBQUHAWEGCCs GAQUFBWVC
Bggr BgEFBQc DBTAJBgNVHQ4 EFgQUK4] YX606BANLCal bKEN6YV7Bpk QMDQYJIKoZI
hvc NAQEFBQADg YEAK EGDARAMXt X4Cl hEat QE3pt T6L6RRAY P8oDd3d! GEOYWhAZH
Aqr w771 oi eva297AwgcKbPxnd51 Z/ aBIxvnF8TI i OSkj y+dIJWasZW ei 9STxVGn
NSr 1Cy At 8UJhODSUj GHt nv 7y Wse5BBINBDR/ r M| Rr | | RzAJDeyglLl g+we=
----- END CERTI FI CATE- - - - -

MRCUCMEFHP B SRS | BHEMARNARRS R,

4. FXHBFENCATrust.pem , A £ tUpload CA certificate’ff 3X 4+ £ £ EIVCS:

Trusted CA certificate
i Wote: This VOS2 i par af & chuslar bul s 56 the configurabion Saslsr. Any configuration chansss Sads on s VOS5 may be el Mo mformation can B faund o5 the Chislarng bel pags.

Upload

"CACATrust pam Choose... | ||

CA cerlificat FEM File Show CA cerscale i

Uplyad CA certificais || Resst to defaull CA cemsficabs |

VCSHERHEECUCMBEEMIEF,

5. WMFIBVCSIRSHREEMTRE,
FHEBMVCSHS 88 L& BICUCMBR ST 38
CUCMEZEEEVCSEMMIUES,

LI AN 48 a0 £ 4% FECUCM £ & B A VCSIEF 4E 8 CallManager-TrustiE 4 :

1. #£0S Administration R £ , S E|Security > Certificate Management , # AL BZF |, X
WEHMVE , A5 K tHUpload File:



Upload Certificate fCertificate chain
EJ—% Upload File H Close

—Status

® Status: Ready

—Upload Certificate/Certificate chain

CEl"tlfl':E'tE |Ca|lManager trust LI
Name*

De=scription

Upload File |"Ci\wescert.pem”

- | Upload File | | Close |

® *_ indicates required item.

2. MFE’EVCSEE%%%J:%LE% ENEEVCSEENSMNCUCMRS S LIMTILIRE  XEER
iz1TCallManagerf REHIFFE T =

SIPHERE
%1E1E%EWA%\,JL$HE1=.EF EVCSLE B FEXIHHECUCMLEBESIPH %, BxIbiTiE
iFMEE , S Cisco TelePresence Cisco Unified Communications Manager with Cisco

VCS ( SIP':F'éIi ) %B%?‘a‘ﬁo

Rrir

FIASIPEZEEVCSHBEXE L TIEIRES


//www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config_guide/Cisco_VCS_Cisco_Unified_Communications_Manager_Deployment_Guide_CUCM_8_9_and_X7-2.pdf
//www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config_guide/Cisco_VCS_Cisco_Unified_Communications_Manager_Deployment_Guide_CUCM_8_9_and_X7-2.pdf

Edit zone
Aept proxasd

0 NG| raaoerel

Meda Encry

Authentication
enbicaton po

5P authentication trusl mode

Pl mode

Location
Paar 1 pddmss
LEL)
Faar drass
Paar & sddmess
Paar § sddmas
LTt}
Achiansed
Fone profTie

o) Do) concn

Sime

Humbar of cals b this xene
Eimndwicth usad on this VC5

Total bandwidth used across this clster

Search rules iargehing this Tons

=

0 kbps
0 khps

Treal &5 asthenboabed - |

O =

1048, 36203
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