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FPassword eessssss Reenter Password sessssss Protoco DES ' AES128

Host IP Addresses Information
* Accept SHNMP Packets from any host Accept SNMP Packets only from these hosts
Host [P Address
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Advanced Notification - rﬂ’u‘

@@»aul

i

Buy Try Learn Home Messages RECEHEHIS Speakers Bells Mnun Plugins

InformaCast User Guide

Frequently Asked Questions

Troubleshooting Guide

APl Documentation
InformaCast Basic Paging - Provided by OEM Agreement with Cisc__APLQuick Start Guide

You currently have InformaCast Basic Paging installed for use. Click the Try and Buy FemsuPPOrt 3
unlock a 60-day free trial or upgrade to InformaCast Advanced Notification.

BEHTRES THMEERET" , BT,

Tools
These links help camy out steps mentioned in the documentation, or suggested by technical support.

APl Log Shows requests made to the InformaCast REST API

Calling Terminal Diagnostics Shows the CTI ports and route points registerad with InformaCast.
Call Detail Hecords Directory Shows the directory containing the call detail records
InformaCast Logs Directory Shows the directory containing the InformaCast logs.

Log Tool Collects and analyzes Singlewire log files for emors

ains information logged by InformaCast.

SIP Stack Log Contains information logged by the SIP stack.
Summary Log Contains a summary of broadcasts sent by InformaCast.

HiE MR

MInformacast

MInformacastiIREREIE B HIRE =15 %,
FiEA

1. B3 SSHiE#E ZlInformacastERICLI

2. }h {7 S sudo capturePackets test.cap SAFF 24 3R H 6122 & Htest.capi X4
3. AFIEMBFEST

4. #Ctrl + C4& FRpcap

5 MATISAARKESHRENE+H

6. BEFASFTPEZ 4 & #|(SCP) N X £ M EIPC
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1. MWeb T £ 3 Z % InformaCast_LogTool,
2. MATE - HIERIET[5]. B TInformacastfyIP, EFZEEMBIBETHWRMSITHRE , 1B

FT 7R o

.. Administrator: Singlewire Software: InformaCast Log Tool - 2015070 =10] x|
=

Singlewire Software _J

[1] Gather Logszs From InformaCast Server
[2] Uncompress Gathered Logs

[3] Parze Logsz For Errorz and Solutions
[4] Turn JTAPI Debugging On~0FF

[5] Hetwork Traffic Capture

[9]1 Exit

Henu Cholcl..cc-2 5

erver IP: 172.16.3.221
sernane: admin
assword:

ttenpting to RAccess L172.16.3.221 via SEH

econds Capture Should Run [1-3081: _ hd
3. WRAXMEFLR , XHEMALUEZNIAIRE, HERBMES , EFED[1]HIREnterTF 1B
REED , WEM R,

Seconds Capture Should Bun [1-3881: &8

[1] Start 6@ Second Capturs
[#]1 Return to Hain Henu

Henu Choice. 1
Teaffic Edpturﬂ Etnrtud' 68 Seconds
Bd:a8:51

4. ZTEFER—NENTEIITE SR | EPEREIRART RIFELAT A, ELatRESIEB , =5H
RENTEHE BT, HRFTAHF L,

5. ZTENBFEIHRNAME BEBH R tgz X+ , HEHHEHERITHEL, XERATWERR
WIEI1MEE , Bt BERERERHIRK.

6. i T Ef¥4EInformacast_LogTool.exefV & B FHA|E— NI ERBEIHRO XX | IEFR

o
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ﬁ InformaCast_LogTool.exe
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FE3 (EMA12.0 1R ESRAPRERHE )

1. & ZF<Informacast_IP>:10000
2. $fin ZSystem > Capture Network Traffic.

Capiure Mabtwork Trafic

Cigtuie Pachely For & Frobders Bagsor]

&

3. B d;“Start a new packet capture(FF M BB\ R HR)” , AEEFIRA , MBI R,

Caphute Fackels for & Protiem Repen

L

4. ¥R B T2 E5IF , B 5Stop Packet Capture ( I ¥IFAHEIK ) , REAEMHIR33,0004
iR ¥ tiStop Packet Capture ( S BIBAEHIK ) -

5. §#1ZESystem > Collect Logs , i ARIBH R IR , A2 HCollect a new set logs.

6. BEREFHE , FHEEHDownload to Your Computer( FREIEHITEH) , MBFTR.

Colliecd o Mo Bal ol Lo Tor & Probbien Repedt

Vol 0 v | e

(]

FiE4 (EMRA12.0 1R ESRAFELE)

ERAE12.01RESHRAF , TEEEsudomm T, BEETHIESHEIR , 5 M capture-packets <X
HE> <BEI¥>TS , WRGIFR :

adm n@ nf or macast : ~$ capt ur e- packets test

Saving up to 33000 packets to /var/log/capture-packets/test

tcpdunp: listening on ethO, |ink-type ENLOMB (Ethernet), capture size 1514
byt es

NC13 packets captured

15 packets received by filter



0 packets dropped by kernel
Interrupt signaled. C eaning up.

AR : GUIFEMLTCL, BN EFKBISFTPRS R , MBAZKTUMNIRES, FIEMTHREK
R E

MCUCM

RFEHEE XNALREBIE S HIR. EEHPRER —IPCUCMT LFEZICUCM,
- MREB—ANCUCMTI R , FIREBFEZHR , MBI,

o8~ — 55 — [
over
ToP \ /
Packet Packet
capture capture

. MR HBECUCMEIE |, H B — /T A 5InformacastBfE , BEE — MY a58HEEE |, NIREHK

EomIR , BT,
Performance.log CiscolTAPIxx.Iog SOL0xx_200_exx  SDLOkx_100_xxx

SCCP
or SIP

caligr | < | P Phone

N\

Packet capture Packet capture
+—— | IP Phone
SCCP
or SIF

SDL002_100_xxx

1. NEERRNT RITFSSHEE
2. iz 1T T utils network capture eth0 size all count 1000000 file TestbA /3 zh £ 3E 23R,
3. EilE &
4. ERACHl + CELEBIESHK
5. EWIABIEESHRERE , 1§27 Tfile list activelog
platform/cli/*



o 10.1.61.158 - PuTTY

6. £ A an ~file get activelog platform/cli/Test.cap ¥ IE B HIR L X BISFTPARSER. & , BN
SEEMEERS S EMNFTAE capXX ¥ , & Afile get activelog

latform/cli/*.c

e e 5 i o

----------------
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7. MRFEAEFEASFTPIRS R | BEARTMT,. S#1ZESystem > Trace & Log Central > Collect
Files, £ & T—&F"HEABIBRIBRAT ELEE , WEA T



Collect Files

|
| [ Select System SenicesiApplications |

[ selact all Services on all Servers

_ Mame | Nlﬂl;ﬂ_m_! [ ecm@pub
_|

Cigeo WebDialerRedirector Web Senice
Cron Logs
Ewant Vigwar-Application Log
Evani vVigwar-Systam Log
Hosl Resourtes Agent
IFT Flatform CLI Creéaled Repons
IFT Platfarm CLI Logs
IFT Platform Cert Monitor Logs
IFT Platform CertMgr Logs
IFT Platfarm Clusier Manager Logs
IPT Platfarrm GLN Logs
IFT Flatform IPSacMgmt Logs
IFT Platform RemoleSuppor Logs
Install File Signing
Install and Upgrads Logs
MIB2 Agant
Mail Logs
Mgatty Logs
WTP Logs
Hafdump Logs
acket Capture Logs |
Prog Logs
54R Logs
SHMP Masgtar Agent
Security Logs
Senice Manager
Spooler Logs

Systern Applic ation Agent ' N

e e
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OO OO OO

OoOO0O0On

|
L

(OO0 O0O0ORICIOOOOoDoOOooCOOoooc

OOOO0O0O O EICIC0

Cancel

_n
=
=
@
&

8. &#

9.1
MEF

1. BUESPANZE|PCIt O, S ZECM Admin page > Device > phone , H & ¥ k& A B BHY B iE

2. ETREEEERR LT , ®BISpan to PC Port , AEMNTHREGIREF TR, LHR
7, RARrTNAERE
3. FE LA BIEREEIBIENPCEH O,
4. BEEABHNPZETHRIES S MERMG. SR LAERAWireshark ( REMBTFESHIRERYE ) -
5. &\ &,
6. YEBEEEE BN , REEFIEBHITFEIHIR.
BU N EUATHERRIESHFHMER
. https://supportforums.cisco.com/document/44741/collecting-packet-capture-cisco-ip-phone
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Performance logs SDL logs Console logs (PRT logs)

SDLIRER
B TFSIPEEAMBJTAPHRHIR B

CUCM:10.1.61.158

Informacast:10.1.61.118

BIEA

DN:110

#E : CP-8861

B4R : sip8xx.12-0-1SR1-1

EBIEARIPH#HE : 10.1.61.12

MAC SEP2C3124C9F8E1

B15B

DN:111

HE : CP-8811

B AR AN : sip8xx.12-0-1SR1-1

BB iEBAYIPH AL : 10.1.61.11

MAC SEPF87B204EED99

BE%S 7777

#### CUCM receives the invite from Phone A

71439050. 002 | 19: 00: 35. 206 | Applnfo | SIPTcp - wait_Sdl ReadRsp: Inconing SIP TCP nessage from
10.1.61.12 on port 51600 index 25770 with 1791 bytes:
[ 431528, NET]

I NVI TE sip: 7@0. 1. 61. 158; user =phone SI P/ 2.0
Via: SIP/2.0/TCP 10.1.61.12:51600; br anch=z9hG4bK18a14280



From "PhoneA" <sip:110@0. 1.61.158>;tag=2c3124c9f 8e10c3c246b7956- 5¢c62f a57

To: <sip:7@0.1.61.158>

Call-1D: 2c3124c9-f8e1000d-00337209- 0547bb10@0. 1. 61. 12

Max- Forwar ds: 70

Session-1D: 712c9elf 00105000a0002¢3124c9f 8el; r enpt e=00000000000000000000000000000000
Date: Tue, 10 Sep 2019 00: 00: 37 GMI

CSeq: 101 INVITE

User - Agent: Ci sco-CP8861/12.0.1

Cont act: <sip: 142b9f 25- 7f 2b- 48a8- 9f f 9-

377f 616f 3084@0. 1. 61. 12: 51600; t ransport =t cp>; +u. si p! devi cenanme. ccm ci sco. com=" SEP2C3124COF8EL"
Expires: 180

Accept: application/sdp

Al'l ow.  ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Renot e- Party- 1 D: "PhoneA" <sip:110@0. 1.61. 158>; party=cal | i ng; i d-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-
cal I i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-servi ce-control, X-ci sco-srtp-fall back, X-
ci sco- nonr ec, X- ci sco-confi g, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al'l ow Events: kpm , di al og

Recv- 1 nfo: conference

Recv- 1 nfo: x-cisco-conference

Cont ent - Lengt h: 548

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti ona

v=0

0=Ci sco- SI PUA 11811 O IN I P4 10.1.61.12
s=SI P Cal

b=AS: 4064

t=0 0

mFaudi o 22018 RTP/ AVP 114 9 124 0 8 116 18 101
c=IN I1P4 10.1.61.12

b=TI AS: 64000

a=rt pmap: 114 opus/ 48000/ 2

a=f nt p: 114 maxpl aybackr at e=16000; spr op-
maxcapt ur er at e=16000; naxaver agebi t r at e=64000; st er eo=0; spr op- st er eo=0; usedt x=0
a=rt pmap: 9 G722/ 8000

a=rt pmap: 124 | SAC/ 16000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCVA/ 8000

a=rt pmap: 116 i LBC/ 8000

a=fnt p: 116 node=20

a=rt pmap: 18 Gr29/ 8000

a=f nt p: 18 annexb=yes

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

a=sendr ecv

### CUCM performs digit analysis for the dialed digits (dd="7777")

71439203. 000 | 19:00: 36.580 | SdISig | DaReq | wai t
| Da( 1, 100, 216, 1) | Cdce( 1, 100, 224, 6)
| 1,100, 14, 1368. 16710. 1. 61. 127+ [[RNHO NO, L0 V:0,2:0 D 0] Cl=19282342

Fgdn=t i =1nd=110pi =0si 1 Cgpn=t n=0npi =0t i =1nd=110pi =1si 1

Di al edNumet n=0npi =1t i =1nd=7777User =7777Host =10. 1. 61. 158Por t =5060PassWbr d=Madder =Tr anspor t =4nDi sp
| ayName=RawUr | =si p: 7@0. 1. 61. 158; user =phoneOri gPort =0pi =0si 1 request | D=0

Di gi t Anal ysi sConpl exi ty=1 Cal | i ngUser= | gnorel ntercept=0 callingDevi ceName=SEP2C3124C9F8E1
71439203. 001 | 19: 00: 36.580 | AppIlnfo |Digit Analysis: star_DaReq

daReq. partiti onSear chSpace(8653f 609- 05a7- 5914- 819b- 3a89680af 6a2:),
filteredPartitionSearchSpaceString(lnfornacast_PT: phone_pt),
partitionSearchSpaceString(Ilnformacast _PT: phone_pt)

71439203. 002 | 19: 00: 36.580 | AppIinfo |Digit Analysis: Host Address=10.1.61.158 MATCHES this
node's | Pv4 address.

71439203. 003 | 19: 00: 36.580 |AppIlnfo |Digit Analysis: star_DaReq: Matching SIP URL, Nuneric
User, user=7777



71439203. 012 | 19: 00: 36.588 | Applnfo |Digit analysis: match(pi="2", fqcn="110",
cn="110", pl v="5", pss="Informacast_PT: phone_pt", TodFilteredPss="Infornacast_PT: phone_pt",
dd="7777", dac="1")

71439203. 013 | 19: 00: 36.588 | Applnfo |Digit analysis: analysis results
71439203. 014 | 19: 00: 36.588 | Applnfo || PretransforntCallingPartyNunber=110
| Cal I i ngPart yNunber =110

| Di al i ngPartition=lnformacast _PT

| Di al i ngPatt ern=7777

| Ful  yQuali fi edCal | edPart yNunber=7777

| Di al i ngPat t er nRegul ar Expr essi on=(7777)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitString=7777

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st=7777

| Col | ect edDi gi t s=7777

| UnconsunedDi gi t s=

| TagsLi st =SUBSCRI BER

| Posi tional Mat chLi st=7777

| Voi ceMai | box=

| Voi ceMai | Cal | i ngSear chSpace=

| Voi ceMai | Pi | ot Nunber =

| Rout eBl ockFl ag=Rout eThi sPattern

| Rout eBl ockCause=0

| Al erti ngNane=

| Uni codeDi spl ayNanme=

| Cal | abl eEndPoi nt Nane=[ ddef 6b78- 6232- f 5eb- b286- 79292be99bb5]

#### CUCM determines call must stay on the same node, then it sends the call to SIP Trunk
PID=SIPD(1,100,84,12)

71439207. 001 | 19: 00: 36.588 | AppIinfo |Digit analysis: wait_DnPi dRes- Partition=[107a02ea-a384-
5219- 3670- ba9d14b9d094] Pattern=[7777] Where=[], cnDevi ceType=[ Unknown], QutsideD altone =[0],
Devi ceOverride=[ 0], PID=SIPD(1, 100, 84, 12), Cl =[ 19282342], Sender =Cdcc( 1, 100, 224, 6)

### CUCM extends the call to the Informacast SIP Trunk

71439248. 001 | 19: 00: 36. 643 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.118 on port 5060 index 25758

[ 431545, NET]

INVI TE sip: 7777@0. 1. 61. 118: 5060 SIP/ 2.0

Via: SIP/2.0/ TCP 10. 1. 61. 158: 5060; branch=z9h&4bK1996d1e0c5e3e

From "PhoneA" <sip:110@0. 1.61. 158>;tag=229417~7cc9781le-f 7e3-4c51- a2b9- de353a4e7d6f - 19282343
To: <sip:7777@0.1.61.118>

Date: Tue, 10 Sep 2019 00: 00: 36 GMI

Cal |l -1D: 2d72f80-d761le7a4- 1996¢c- 9e3d010a@l0. 1. 61. 158

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Cisco-CUCML1. 5

Allow INVITE, OPTIONS, INFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTIFY
CSeq: 101 INVITE

Expires: 180

Al'l ow Events: presence, kpm

Supported: X-cisco-srtp-fallback, X-cisco-original-called

Cal |l -I nfo: ; method="NOTI FY; Event =t el ephone- event ; Dur ati on=500"

Call -1 nfo: ;x-cisco-video-traffic-cl ass=DESKTOP

Session-1D: 712c9elf 00105000a0002¢3124c9f 8el; r enpot e=00000000000000000000000000000000

Ci sco-Gui d: 0047656832- 0000065536- 0000000001- 2654798090

Sessi on- Expires: 1800

P- Asserted-ldentity: "PhoneA" <sip:110@0. 1.61. 158>

Renot e- Party- I D: "PhoneA" <sip:110@l0.1.61.158>; party=cal | i ng; screen=yes; pri vacy=of f

Cont act :

<si p: 110@0. 1. 61. 158: 5060; t r anspor t =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEP2C3124C9F8E1"
Max- For war ds: 69



Cont ent - Type: application/sdp
Cont ent - Lengt h: 552

v=0

0=Ci scoSystensCCM SI P 229417 1 IN I P4 10.1.61. 158
s=SI P Cal

c=IN I1P4 10.1.61.12

b=TI AS: 64000

b=AS: 64

t=0 0

mFaudi o 22018 RTP/ AVP 114 9 124 0 8 116 18 101
b=TI AS: 64000

a=rt pmap: 114 opus/ 48000/ 2

a=fnt p: 114 maxpl aybackr at e=16000; spr op-
maxcapt ur er at e=16000; naxaver agebi t r at e=64000; st er eo=0; spr op- st er eo=0; usedt x=0
a=rt pmap: 9 Gr22/ 8000

a=rt pmap: 124 i SAC/ 16000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA/ 8000

a=rt pmap: 116 i LBC/ 8000

a=maxpti me: 20

a=fnt p: 116 node=20

a=rt pmap: 18 Gr29/ 8000

a=rt pmap: 101 tel ephone-event/ 8000

a=fnt p: 101 0- 15

#### Informacast replies with 200 OK (Call established using codec PCMU)

71439316. 004 | 19: 00: 36. 849 | Applnfo | SIPTcp - wait_Sdl ReadRsp: Incoming SIP TCP nessage from
10.1.61.118 on port 5060 index 25758 wi th 889 bytes:

[ 431549, NET]

SIP/2.0 200 K

CSeq: 101 INVITE

Cal |l -1D: 2d72f80-d761le7a4- 1996¢c- 9e3d010a@0. 1. 61. 158

From "PhoneA" <sip:110@0. 1.61. 158>;tag=229417~7cc9781e-f 7e3-4c51- a2b9- de353a4e7d6f - 19282343
To: <sip:7777@0.1.61.118>;tag=2c9be8b4

Via: SIP/2.0/TCP 10.1.61. 158: 5060; br anch=z9hG4bK1996d1e0c5e3e; r port =43802

Cont ent - Type: application/sdp

Contact: "InformaCast" <sip:7777@0.1.61.118;transport=tcp>

Al ow. ACK, BYE, CANCEL, | NFO, | NVI TE, OPTI ONS, NOTI FY

Accept: application/sdp

Accept - Encodi ng: identity

Accept - Language: en

Support ed:

Call-Info: <sip:7777@0. 1. 61.118: 5060>; met hod="NOTI FY; Event =t el ephone- event ; Dur at i on=500"

Cont ent - Lengt h: 248

v=0

0=Si ngl ewi r el nfor maCast - SI P 1568074182370 1 IN I P4 10.1.61.118
s=SI P Cal |

c=IN I1P4 10.1.61.118

b=TI AS: 64000

b=AS: 64

t=0 0

mFaudi o 32070 RTP/ AVP 0 101

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

a=ptine: 20

#### ACK from CUCM to Informacast
71439319. 001 | 19: 00: 36. 850 | Applnfo |SIPTcp - wait_Sdl SPI Signal : Qutgoing SIP TCP nessage to
10.1.61.118 on port 5060 index 25758
[ 431550, NET]
ACK sip: 7777@0.1.61.118;transport=tcp SIP/2.0



Via: SIP/ 2.0/ TCP 10.1.61. 158: 5060; br anch=z9hG4bK1996e72237022

From "PhoneA" <sip:110@0. 1.61. 158>;tag=229417~7cc9781e-f 7e3-4c51- a2b9- de353a4e7d6f - 19282343
To: <sip:7777@0.1.61.118>;tag=2c9be8b4

Date: Tue, 10 Sep 2019 00: 00: 36 GMI

Call -1 D 2d72f80-d76le7a4-1996¢c- 9e3d010a@o0. 1. 61. 158

User - Agent: Cisco-CUCML1. 5

Max- Forwards: 70

CSeq: 101 ACK

Al ow Events: presence, kpn

Content-Length: O

### CUCM sends 200 OK to Phone A with codec PCMU

71439437. 001 | 19: 00: 36.884 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.12 on port 51600 index 25770

[ 431551, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10.1.61.12: 51600; br anch=z9h4bK18a14280

From "PhoneA" <sip:110@0. 1.61.158>;tag=2c3124c9f 8e10c3c246b7956- 5c62f a57

To: <sip:7@0.1.61.158>;tag=229414~7cc9781le-f 7e3-4c51- a2b9- de353ad4e7d6f - 19282342

Date: Tue, 10 Sep 2019 00: 00: 35 GMI

Call-1D: 2c3124c9-f8e1000d-00337209- 0547bb10@0. 1. 61. 12

CSeq: 101 INVITE

Allow INVITE, OPTIONS, INFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTIFY

Al'l ow Events: presence

Supported: replaces

Server: G sco-CUCMLL. 5

Call-Info: ; security= NotAuthenticated; orientation= to; gci= 1-15008; isVoip; call-instance= 1
Send- | nf o: conference, x-cisco-conference

Renmot e- Party-ID: <sip:7777@0. 1. 61. 158>; part y=cal | ed; scr een=no; pri vacy=of f

Session-1D: ddef 6b786232f 5ebb2867929ab229417; r enpt e=712c9e1f 00105000a0002¢3124c9f 8el
Renmot e- Party-ID: <sip: 7777@0. 1. 61. 158; user =phone>; part y=x- ci sco-ori gi nal - cal | ed; pri vacy=of f
Contact: <sip:7@0.1.61. 158:5060;transport=tcp>

Cont ent - Type: application/sdp

Cont ent - Lengt h: 235

v=0

0=Ci scoSystensCCM SI P 229414 1 IN | P4 10.1.61. 158
s=SI P Cal

c=IN I1P4 10.1.61.118

b=AS: 64

t=0 0

mFaudi o 32070 RTP/ AVP 0 101
b=TI AS: 64000

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

#### ACK from Phone A to CUCM

71439438. 002 | 19: 00: 36. 950 | Applnfo | SIPTcp - wait_Sdl ReadRsp: I ncomng SIP TCP nessage from
10.1.61.12 on port 51600 index 25770 with 692 bytes:

[ 431552, NET]

ACK sip: 7@0. 1. 61. 158: 5060; transport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10.1.61.12: 51600; br anch=z9h4bK20553712

From "PhoneA" <sip:110@0. 1.61.158>;tag=2c3124c9f 8e10c3c246b7956- 5c62f a57

To: <sip:7@0.1.61.158>;tag=229414~7cc9781le-f 7e3-4c51- a2b9- de353ad4e7d6f - 19282342
Call-1D: 2c3124c9-f8e1000d-00337209- 0547bb10@l0. 1. 61. 12

Max- Forwar ds: 70

Session-1D: 712c9elf 00105000a0002c3124c9f 8el; r enpt e=ddef 6b786232f 5ebb2867929ab229417
Date: Tue, 10 Sep 2019 00: 00: 39 GMI

CSeq: 101 ACK

User - Agent: Ci sco-CP8861/12.0.1

Renot e- Party- I D: "PhoneA" <sip:110@0. 1. 61. 158>; party=cal | i ng; i d-

t ype=subscri ber; privacy=of f ; screen=yes



Content-Length: O
Recv- 1 nfo: conference
Recv-1nfo: x-cisco-conference

#### Since integration is with JTAPI, CUCM sends REFER to the phone with instructions to join to
the IP and port of multicast

71439541. 002 | 19: 00: 38. 199 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.11 on port 51784 index 25768

[ 431557, NET]

REFER si p: €2881942- 2853- 4eab- a0d9- 96228c79d062@0. 1. 61. 11: 51784; transport=tcp SIP/ 2.0
Via: SIP/2.0/ TCP 10. 1. 61. 158: 5060; br anch=z9h(4bK19970687ccd2b

From <sip:111@0. 1. 61. 158>;tag=1598606730

To: <sip:111@0.1.61.11>

Cal | -1D: 4085c80-d76le7a6- 1996d- 9e3d010a@l0. 1. 61. 158

CSeq: 101 REFER

Max- Forwar ds: 70

Contact: <sip:111@0. 1.61.158:5060;transport=tcp>

User - Agent: Cisco-CUCML1. 5

Expires: 30

Ref er-To: cid: 1234567890@l0. 1. 61. 158

Content-1d: <1234567890@10. 1. 61. 158>

Cont ent - Type: mul ti part/m xed; boundar y=uni queBoundary

M me-Version: 1.0

Ref erred-By: <sip:111@0. 1. 61. 158>

Cont ent - Lengt h: 682

- - uni queBoundary

Cont ent - Type: appl i cati on/ x-ci sco-renot ecc-r equest +xm
<X- Ci sco-r enpt ecc-r equest >

<dat apasst hr oughr eq>

<appl i cati oni d>0</ appl i cati oni d>

<l i nei d>0</1i nei d>
<transacti oni d>109</transacti oni d>

<st ati onsequence>St at i onSequencelLast </ st ati onsequence>
<di spl aypriority>2</displaypriority>

<appi nst ance>0</ appi nt ance>

<routi ngi d>0</routi ngi d>

<confi d>0</confi d>

<f eat ur edat a></ f eat ur edat a>

</ dat apasst hr oughr eq>

</ x- ci sco-renot ecc-r equest >

- - uni queBoundary

Cont ent - Type: appl i cati on/ x- ci sco-r enot e- cnm+xmn

<Ci scol PPhoneExecut e><Execut el t em URL="RTPMRx:239.0.1.2:20480"/ ></ Ci scol PPhoneExecut e>
- - uni queBoundary- -

#### Phone B replies with 202 Accepted

71439542. 002 | 19: 00: 38. 215 | Applnfo | SIPTcp - wait_Sdl ReadRsp: I ncomng SIP TCP nessage from
10.1.61.11 on port 51784 index 25768 with 571 bytes:

[ 431558, NET]

SIP/ 2.0 202 Accepted

Via: SIP/ 2.0/ TCP 10.1.61. 158: 5060; br anch=z9hG4bK19970687ccd2b

From <sip:111@0. 1. 61.158>;tag=1598606730

To: <sip:111@0. 1. 61. 11>; t ag=f 87b204eed990c3a4020c613- 5969341f

Call-1D: 4085c80-d76le7a6-1996d- 9e3d010a@lo0. 1. 61. 158

Session-1 D f9d4984b00105000a000f 87b204eed99; r ennt e=00000000000000000000000000000000

Date: Tue, 10 Sep 2019 00: 00:40 GMr

CSeq: 101 REFER

Server: Ci sco-CP8811/12.0.1

Contact: <sip:e2881942-2853-4eab-a0d9-

96228c79d062@0. 1. 61. 11: 51784; transport =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEPF87B204EED99"
Content-Length: O



#### Phone B sends a NOTIFY to indicate that it was activated (Data="Success")
71439548. 004 | 19: 00: 38. 453 | Applnfo | SIPTcp - wait_Sdl ReadRsp: I ncomng SIP TCP nessage from
10.1.61.11 on port 51784 index 25768 with 2006 bytes:

[ 431559, NET]

NOTI FY sip: 111@0. 1. 61. 158: 5060; t ransport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10.1.61.11:51784; branch=z9h&4bK08ccf 329

To: <sip:111@0. 1. 61. 158>;t ag=1598606730

From <sip:111@0. 1. 61.11>;tag=f 87b204eed990c3a4020c613- 5969341f

Call-1D: 4085c80-d76le7a6-1996d- 9e3d010a@o0. 1. 61. 158

Session-1 D f9d4984b00105000a000f 87b204eed99; r ennt e=00000000000000000000000000000000
Date: Tue, 10 Sep 2019 00: 00:40 GMr

CSeq: 1000 NOTI FY

Event: refer

Subscription-State: term nated; reason=timeout

Max- Forwards: 70

Contact: <sip:e2881942-2853-4eab-a0d9-

96228c79d062@0. 1. 61. 11: 51784; transport =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEPF87B204EED99"
Al | ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE
Cont ent - Type: mul tipart/m xed; boundary=uni queBoundary

M ne-Version: 1.0

Content -Length: 1199

- - uni queBoundary
Cont ent - Type: appl i cati on/ x-ci sco-renpt ecc-response+xmn
Cont ent - Di sposi ti on_sessi on; handl i ng=requi r ed

<?xm version=1. 0" encondi ng="UTF- 8" ?>
<X- Ci SCO-r enot ecc-r esponse>

<r esponse>

<code>200</ code>

<r eason></r eason>

<appl i cati oni d>0</ appl i cati oni d>
<transacti oni d>109</transacti oni d>

<st ati onsequence>St at i onSequencelLast </ st ati onsequence>
<di spl aypriority>2</displaypriority>
<appi nst ance>0</ appi nt ance>

<l i nenunber >0</ | i nenunber >

<routi ngi d>0</routi ngi d>

<confi d>0</confi d>

<cal lid></callid>

<options_i nd>

<conbi ne max="0">

<servi ce-control ></ servi ce-control >
</ conbi ne>

<di al og usage="">
<unot ></ unot >
<sub></ sub>

</ di al og>

<presence usage="">
<unot ></ unot >
<sub></ sub>

</ presence>

</ options_i nd>

</ response>

</ x- ci sco-renot ecc-response>

- - uni queBoundary

Cont ent - Type: appl i cati on/ x- ci sco-r enot e- cnm+xmn

Csont ent - Di sposi ti on: sessi on; handl i ng=r equi r ed

<?xm version="1.0" encodi ng="utf-8"?>

<Ci scol PPhoneResponse>

<Responseltem URL="RTPMRx:239.0.1.2:20480" Data="Success" Status="0"/>



</ G scol PPhoneResponse>
- - uni queBoundary- -

#### CUCM send a 200 OK for the NOTIFY received

71439556. 001 | 19: 00: 38. 464 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.11 on port 51784 index 25768

[ 431560, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10.1.61.11:51784; branch=z9h&4bK08ccf 329

From <sip:111@0. 1. 61.11>;tag=f 87b204eed990c3a4020c613- 5969341f
To: <sip:111@0. 1. 61. 158>;t ag=1598606730

Date: Tue, 10 Sep 2019 00: 00: 38 GMI

Call-1D: 4085c80-d76le7a6-1996d- 9e3d010a@l0. 1. 61. 158

CSeq: 1000 NOTI FY

Server: Cisco-CUCML1. 5

Content-Length: O

#### CUCM sends to the phone B a REFER to stop receiving multicast audio

71442357. 002 | 19: 01: 10. 795 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.11 on port 51784 index 25768

[ 431582, NET]

REFER si p: €2881942- 2853- 4eab- a0d9- 96228c79d062@0. 1. 61. 11: 51784; transport=tcp SIP/ 2.0
Via: SIP/2.0/ TCP 10. 1. 61. 158: 5060; br anch=z9h(AbK199754588a6e3

From <sip:111@0. 1. 61.158>;tag=928499252

To: <sip:111@0.1.61.11>

Cal | -1D: 171b2c80-d761le7c6-19970- 9e3d010a@lo0. 1. 61. 158

CSeq: 101 REFER

Max- Forwar ds: 70

Contact: <sip:111@0. 1.61.158:5060; transport=tcp>

User - Agent: Cisco-CUCML1. 5

Expires: 30

Ref er-To: cid: 1234567890@L0. 1. 61. 158

Content-1d: <1234567890@10. 1. 61. 158>

Cont ent - Type: mul ti part/m xed; boundar y=uni queBoundary

M me-Version: 1.0

Ref erred-By: <sip:111@0. 1. 61. 158>

Cont ent - Lengt h: 683

- - uni queBoundary

Cont ent - Type: appl i cati on/ x-ci sco-renot ecc-r equest +xm
<Xx- Ci sco-renpt ecc-r equest >

<dat apasst hr oughr eq>

<appl i cati oni d>0</ appl i cati oni d>

<l i nei d>0</1i nei d>
<transacti oni d>109</transacti oni d>

<stati onsequence>St at i onSequencelLast </ st ati onsequence>
<di spl aypriority>2</displaypriority>

<appi nst ance>0</ appi nt ance>

<routi ngi d>0</routi ngi d>

<confi d>0</confi d>

<f eat ur edat a></ f eat ur edat a>

</ dat apasst hr oughr eq>

</ x- ci sco-renot ecc-r equest >

- - uni queBoundary

Cont ent - Type: appl i cati on/ x- ci sco-r enot e- cnm+xmn

<Ci scol PPhoneExecut e><Executeltem Priority="0" URL="RTPMRx:Stop"/></C scol PPhoneExecut e>
- - uni queBoundary- -

#### Phone B sends to CUCM a 202 Accepted

71442358. 002 | 19: 01: 10. 802 | Applnfo | SIPTcp - wait_Sdl ReadRsp: I ncomng SIP TCP nessage from
10.1.61.11 on port 51784 index 25768 with 571 bytes:

[ 431583, NET]

SIP/ 2.0 202 Accepted



Via: SIP/ 2.0/ TCP 10.1.61. 158: 5060; br anch=z9hG4bK199754588a6¢e3

From <sip:111@0. 1. 61.158>;tag=928499252

To: <sip:111@0. 1. 61. 11>; t ag=f 87b204eed990c3elc1bf e96- 1d092704

Call-1D: 171b2c80-d761e7c6-19970-9e3d010a@0. 1. 61. 158

Session-1 D f9d4984b00105000a000f 87b204eed99; r ennt e=00000000000000000000000000000000

Date: Tue, 10 Sep 2019 00:01:12 GMI

CSeq: 101 REFER

Server: Cisco-CP8811/12.0.1

Contact: <sip:e2881942-2853-4eab-a0d9-

96228c79d062@0. 1. 61. 11: 51784; transport =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEPF87B204EED99"
Content-Length: O

#### A NOTIFY is sent from the phone B to CUCM to indicate that it stopped receiving multicast
audio

71442417.004 | 19: 01: 11. 069 | Applnfo | SIPTcp - wait_Sdl ReadRsp: |ncomng SIP TCP nessage from
10.1.61.11 on port 51784 index 25768 with 1994 bytes:

[ 431584, NET]

NOTI FY sip: 111@0. 1. 61. 158: 5060; t ransport=tcp SIP/ 2.0

Via: SIP/ 2.0/ TCP 10.1.61.11:51784; branch=z9hG4bK68d7f 530

To: <sip:111@0. 1. 61. 158>;t ag=928499252

From <sip:111@0. 1. 61. 11>; t ag=f 87b204eed990c3elclbf e96- 1d092704

Call-1D: 171b2c80-d761e7c6-19970-9e3d010a@0. 1. 61. 158

Session-1 D f9d4984b00105000a000f 87b204eed99; r ennt e=00000000000000000000000000000000

Date: Tue, 10 Sep 2019 00:01:13 GMI

CSeq: 1000 NOTI FY

Event: refer

Subscription-State: term nated; reason=timeout

Max- Forwards: 70

Contact: <sip:e2881942-2853-4eab-a0d9-

96228c79d062@0. 1. 61. 11: 51784; transport =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEPF87B204EED99"
Al | ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE

Cont ent - Type: mul tipart/m xed; boundary=uni queBoundary

M ne-Version: 1.0

Content -Length: 1187

- - uni queBoundary
Cont ent - Type: appl i cati on/ x-ci sco-renot ecc-r equest +xm
Cont ent - Di sposi tion: sessi on; handl i ng=requi r ed

<?xm version="1.0" encodi ng="UTF- 8" ?>
<X- Ci SCO-r enot ecc-r esponse>
<r esponse>
<code>200</ code>
<r eason></r eason>
<appl i cati oni d>0</ appl i cati oni d>
<transacti oni d>117</transacti oni d>
<st ati onsequence>St at i onSequencelLast </ st ati onsequence>
<di spl aypriority>2</displaypriority>
<appi nst ance>0</ appi nst ance>
<l i nenunber >0</ | i nenunber >
<routi ngi d>0</routi ngi d>
<confi d>0</confi d>
<cal lid></callid>
<options_i nd>
<conbi ne max="0">

<servi ce-control ></ servi ce-control >
</ conbi ne>
<di al og usage="">

<unot ></ unot >

<sub></ sub>
</ di al og>
<presence usage="">

<unot ></ unot >
<sub></ sub>



</ presence>
</ options_i nd>
</ response>
</ x- ci sco-renot ecc-response>
- - uni queBoundary
Cont ent - Type: application/x-ci sco-renotecc-cm-xm
Cont ent - Di sposi tion: session; handl i ng=requi red
<?xm version="1.0" encodi ng="utf-8"?>
<Ci scol PPhoneResponse>
<Responselt em URL="RTPRx: St op" Dat a="Success" Status="0" />
</ G scol PPhoneResponse>
- - uni queBoundar y—
### CUCM replies with 200 OK
71442425. 001 | 19: 01: 11. 070 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.11 on port 51784 index 25768
[ 431585, NET]
SIP/2.0 200 K
Via: SIP/2.0/ TCP 10.1.61.11: 51784; branch=z29hG4bK68d7f 530
From <sip:111@0. 1. 61. 11>; t ag=f 87b204eed990c3elclbf e96- 1d092704
To: <sip:111@0. 1. 61. 158>;t ag=928499252
Date: Tue, 10 Sep 2019 00:01:11 GMr
Call-1D: 171b2c80-d761le7c6-19970- 9e3d010a@0. 1. 61. 158
CSeq: 1000 NOTI FY
Server: Cisco-CUCMLL. 5
Content-Length: O

BATFCTISERMBHTTPEAN EF

CUCM:10.1.61.158
Informacast:10.1.61.118
BiEA

DN:110

25 . CP-8861

E AR : sip8xx.12-0-1SR1-1
BiFARIPH#EHE  10.1.61.12
MAC :SEP2C3124C9F8E1
BiEB

DN:111

BS . CP-8811

Bl ARA : sip8xx.12-0-1SR1-1
B iEBRYIPH# L : 10.1.61.11

MAC :SEPF87B204EED99



REEs 7778

#### CUCM receives the INVITE from phone A (Call Manager SDL Log)

71531116. 002 | 19:15:32.972 | Applnfo | SIPTcp - wait_Sdl ReadRsp: Incoming SIP TCP nessage from
10.1.61.12 on port 51600 index 25770 with 1791 bytes:

[ 431985, NET]

INVITE sip: 7@0. 1. 61. 158; user=phone SIP/ 2.0

Via: SIP/2.0/ TCP 10.1.61. 12: 51600; branch=z9ht4bK112766f c

From "PhoneA" <sip:110@0. 1.61. 158>;tag=2c3124c9f 8e10c541ed075¢c2- 67793e32

To: <sip:7@0.1.61.158>

Call-1D: 2c3124c9-f8e10011- 0bb54030-57b0a7c8@0. 1. 61. 12

Max- Forwar ds: 70

Session-1D: 02023b9b00105000a0002c3124c9f 8el; r enot e=00000000000000000000000000000000
Date: Tue, 10 Sep 2019 00: 15:35 GVr

CSeq: 101 INVITE

User - Agent: Ci sco-CP8861/12.0.1

Contact: <sip: 142b9f 25- 7f 2b- 48a8- 9f f 9-

3771 616f 3084@L0. 1. 61. 12: 51600; t ransport =t cp>; +u. si p! devi cenanme. ccm ci sco. conr" SEP2C3124COF8EL"
Expires: 180

Accept: application/sdp

Al 'l ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Renmot e- Party-I1D: "PhoneA" <sip:110@0. 1.61.158>; party=cal | i ng;id-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-ci sco-
cal I i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-service-control, X-ci sco-srtp-fall back, X
ci sco- nonrec, X-ci sco-config, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al ow Events: kpnl, dial og

Recv- I nfo: conference

Recv- I nfo: x-cisco-conference

Cont ent - Lengt h: 548

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti ona

v=0

0=Ci sco- SI PUA 19108 O IN IP4 10.1.61.12

s=SI P Cal

b=AS: 4064

t=0 0

mFaudi o 19104 RTP/ AVP 114 9 124 0 8 116 18 101

c=INIP4 10.1.61.12

b=TI AS: 64000

a=rt pmap: 114 opus/ 48000/ 2

a=f nt p: 114 maxpl aybackr at e=16000; spr op-

maxcapt ur er at e=16000; maxaver agebi t r at e=64000; st er eo=0; spr op- st er e0=0; usedt x=0
a=rt pmap: 9 G722/ 8000

a=rt pmap: 124 | SAC/ 16000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA 8000

a=rtpnmap: 116 i LBC 8000

a=fntp: 116 node=20

a=rtpnmap: 18 G729/ 8000

a=f nt p: 18 annexb=yes

a=rt pnap: 101 tel ephone-event/ 8000

a=fnt p: 101 0-15

a=sendr ecv

#### Digit analysis for the dialed number 7778

71531367. 000 | 19:15:34.231 | Sdl Sig | DaReq

| wai t | Da(1, 100, 216, 1)

| Cdce( 1, 100, 224, 12) | 1,100, 14, 1368. 88710. 1. 61. 12"* |[R N
HO,NOL:0,V:0,Z:0,D:0] C=19282358 Fqgdn=ti =1nd=110pi =0si 1 Cgpn=t n=0npi =0t i =1nd=110pi =1si 1

Di al edNumet n=0npi =1ti =1nd=7778User =7778Host =10. 1. 61. 158Por t =5060PassWr d=Madder =Tr anspor t =4nDi sp
| ayNanme=RawUr | =si p: 7@.0. 1. 61. 158; user =phoneOri gPort =0pi =0si 1 request| D=0



Di gi t Anal ysi sConpl exi ty=1 Cal | i ngUser= | gnorel ntercept=0 callingDevi ceName=SEP2C3124C9F8E1
71531367. 001 | 19: 15: 34.231 |Applnfo |Digit Analysis: star_DaReq:

daReq. partiti onSear chSpace(8653f 609- 05a7- 5914- 819b- 3a89680af 6a2:),
filteredPartitionSearchSpaceString(lnfornmacast_PT: phone_pt),
partitionSearchSpaceString(Ilnformacast_PT: phone_pt)

71531367. 002 | 19: 15:34.231 |AppIinfo |Digit Analysis: Host Address=10.1.61.158 MATCHES this
node's | Pv4 address.

71531367. 003 | 19: 15:34.231 |Appinfo |Digit Analysis: star_DaReq: Matching SIP URL, Nuneric
User, user=7778

71531367. 004 | 19: 15:34.232 |AppIlnfo |Digit Analysis: getDaRes data: daRes.ssType=[0] Intercept
DAMR. sstype=[ 0], TPcount=[0], DAMR NotifyCount=[0], DaRes. NotifyCount=[0]
71531367. 005 | 19: 15: 34.232 |AppIlnfo |Digit Analysis: getDaRes - Renote Destination [] isURI[1]
71531367. 006 | 19: 15: 34.232 |Applnfo |Digit analysis: patternUsage=2

71531367. 007 | 19: 15:34.232 |Applnfo |Digit analysis: match(pi="2", fqcn="110",
cn="110", pl v="5", pss="Informacast_PT: phone_pt", TodFilteredPss="Infornacast_PT: phone_pt",
dd="7778", dac="1")

71531367. 008 | 19: 15: 34.232 |Applnfo |Digit analysis: analysis results
71531367. 009 | 19: 15: 34. 232 | Applnfo || PretransforntCal lingPartyNunber=110

| Cal I i ngPart yNunber =110

| Di al i ngPartition=lnformacast _PT

| Di al i ngPatt ern=7778

| Ful  yQual i fiedCal | edPart yNunber=7778

| Di al i ngPat t er nRegul ar Expr essi on=(7778)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitString=7778

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st=7778

| Col | ect edDi gi t s=7778

| UnconsunedDi gi t s=

| TagsLi st =SUBSCRI BER

| Posi ti onal Mat chLi st=7778

| Voi ceMai | box=

| Voi ceMai | Cal | i ngSear chSpace=

| Voi ceMai | Pi | ot Nunber =

| Rout eBl ockFl ag=Rout eThi sPattern

| Rout eBl ockCause=0

| Al erti ngName=I nf or macast CTI RP

| Uni codeDi spl ayNane=I nf or nacast CTl RP

| Di spl ayNaneLocal e=1

| Over |l apSendi ngFl agEnabl ed=0

| Wt hTags=

| Wt hVal ues=

| Cal I i ngPart yNunber Pi =Not Sel ect ed

| Connect edPar t yNunber Pi =Not Sel ect ed

| Cal I'i ngPart yNanmePi =Not Sel ect ed

| Connect edPar t yNanePi =Not Sel ect ed

| Cal | Manager Devi ceType=NoDevi ceType

| Pat t er nPr ecedencelLevel =Rout i ne

| Cal | abl eEndPoi nt Name=[ 4db482c3- 64c3- 5adf - 33¢5-a11¢c890d96d0]

| Pat t er nNodel d=[ 4db482c3- 64c¢3- 5adf - 33c5-a11¢c890d96d0]

| AARNei ghbor hood=[ ]

| AARDest i nat i onMask=[ ]

| AARKeepCal | Hi story=true

| AARVoi ceMai | Enabl ed=f al se

| Net wor kLocat i on=0nNet

| Calling Party Nunber Type=Cisco Unified Call Manager

| Calling Party Nunbering Plan=Ci sco Unified Cal | Manager

| Call ed Party Number Type=Cisco Unified Cal |l Manager

| Call ed Party Numbering Pl an=Ci sco Unified Call Manager

| Provi deQut si deDi al t one=f al se

| Al | owDevi ceOverri de=fal se



| I sEmer gencyNunber =f al se

| Al t er nat eMat ches=

| Transl ati onPatternDetail s=

| Resour cePriorityNanmespace=

| Pat t er nRout eCl ass=Rout eC assDef aul t

#### CUCM extends the call to the Line control associated to the CTI Route Point ICVA_CTI_RP
(Call Manager SDL Log)

71531370. 001 | 19: 15:34.232 |AppIinfo |Digit analysis: wait_DnPi dRes- Partition=[107a02ea-a384-
5219- 3670- ba9d14b9d094] Pattern=[7778] Were=[], cnDevi ceType=[ User Devi ce], QutsideD altone =[0],
Devi ceOverride=[ 0], PID=LineControl (1,100,178, 1306), Cl =[ 19282358], Sender =Cdcc( 1, 100, 224, 12)
71531386. 001 | 19: 15: 34. 233 | Applnfo | LineCdpc(20): -dispatchToAll Devices-, sigNane=CcSetupReq,
devi ce=lI CVA_CTI _RP

#### CUCM sends the CTI New call notify (Call Manager SDL Log)

71531404. 000 | 19:15:34.235 | SdI Sig-O | Cti NewCal | Notify | NA
Renot eSi gnal | UnknownPr ocessNane( 1, 200, 25, 1) | Stati onCdpc(1, 100, 67, 2)
| 1, 100, 14, 1. 337*A* [[RNHO,N4,L:0,V:0,2Z:0,D 0] LH=1] 47

GCH=1| 15018 CH=1| 19282359 Held CH=0|0 State=2(Cti OferingState) Reason=1 Origin=1

Devi ceName=l CVA_CTl _RP CGPN=[ DN=110 uDN=110 NunPl =T Part=phone_pt VnBox= Nunifype=0 Nane=PhoneA
Uni Nane=PhoneA NanePl =T Local e=1 PU=2 Devi ce=SEP2C3124C9F8E1 d bl Cgpn=110] CDPN=[ DN=7778
ubDN=7778 NunPl =T Part =l nf or macast _PT VnBox= Nunifype=0 Nane=I nf or macast CTl RP

Uni Name=I nf or macast CTI RP NamePl =T Local e=1 PU=2 Devi ce=] LRP=[ DN= uDN= NunPl =T Part= VmBox=
NunmType=0 Narme= Uni Nane= NamePl =T Local e=1] OCDPN=[ DN=7778 uDN=7778 NunPl =T Part =I nf or macast _PT
VmBox= NuniType=0 Name=I nf or macast CTI RP Uni Name=I nf or macast CTI RP NamePl =T Local e=1] AuxDat a=T
Far EndCM d=1 Endpoi nt Type=1 Rl U=F Privacy=F Call Present=T FeatPriority=1 Feature=137 AttrType=0
Li neld [ DN=110 Part=phone_pt] | PAddr Mode=0 | sConsCal | DueToRol | over =F

Uni qCal | Ref =0000000000003AAA012639B700000000 Cgpnl Pv4Addr =c3d010a Cgpnl Pv6Addr =

Cal i ngMul ti Medi aCap=0F0 Cal | edMul ti Medi aCap=0F0 Cal | i ngPartyMuil ti Medi aMask=3

Cal | edPartyMul ti Medi aMask=3 Sessi on-1D: Devi ce= 5ee92aa5415831d8b114c4bal9282359; Renote=
02023b9b00105000a0002c3124c9f 8el

#### CTI process receives the CtiNewCallNotify from CallManager process (CTI Manager SDL Trace)
04961495. 000 | 19: 15: 34.236 | SdI Sig-1 | Cti NewCal |l Notify

| ready | CTI Devi ceLi neMyr (1, 200, 25, 1)

| StationCdpc(1, 100, 67, 2) | 1, 100, 14, 1. 33/"*1* | [R N
H:O,N1,L:0,V:0,Z:0,D: 0] LH=1]|47 GCH=1| 15018 CH=1| 19282359 Hel d CH=0| 0

State=2(Cti O feringState) Reason=1 Oigi n=1 Devi ceNane=l CVA_CTl _RP CGPN=[ DN=110 uDN=110 NunPI =T
Part =phone_pt VnmBox= NunType=0 Name=PhoneA Uni Name=PhoneA NaneP| =T Local e=1 PU=2

Devi ce=SEP2C3124C9F8E1 d bl Cgpn=110] CDPN=[ DN=7778 uDN=7778 NunPl =T Part =I nf or macast _PT VnmBox=
NumType=0 Nare=I nf or macast CTI RP Uni Name=I nf or macast CTI RP NarmePl =T Local e=1 PU=2 Devi ce=] LRP=[
DN= uDN= NunPIl =T Part= VnBox= NunType=0 Nane= Uni Name= NanePl =T Local e=1] OCDPN=[ DN=7778
ubDN=7778 NunPl =T Part =l nf or macast _PT VnBox= Nunifype=0 Nane=I nf or macast CTl RP

Uni Nare=I nf or macast CTI RP NanmePl =T Local e=1] AuxData=T Far EndCM d=1 Endpoi nt Type=1 Rl U=F
Privacy=F Cal | Present=T FeatPriority=1 Feature=137 AttrType=0 Lineld [DN=110 Part =phone_pt]

| PAddr Mode=0 | sConsCal | DueToRol | over =F Uni qCal | Ref =0000000000003AAA012639B700000000

Cgpnl Pv4Addr =c3d010a Cgpnl Pv6Addr = Cal | i ngMul ti Medi aCap=0F0 Cal | edMul ti Medi aCap=0F0

Cal I i ngPartyMul ti Medi aMask=3 Cal | edPartyMuil ti Medi aMask=3 Sessi on-1D: Device=
5e€92aa5415831d8b114c4bal9282359; Renpte= 02023b9b00105000a0002c3124c9f 8el

#### CTI process sends the NewCallEvent to Informacast server (CTI Manager SDL Trace)

04961497. 003 | 19: 15: 34. 236 | Applnfo |[CTI-APP] [CTIHandl er:: Qut put Cti Message ] CTl
NewCal | Event ( LH=1]46 CH=1| 19282359 CH=0|0 GCH=1]|15018 |ineHandl eSpecified=1 state=2
origin=1 farEndpoi nt Speci fi ed=1 far Endpoi nt CM D=1 endpoi nt Type=1 reason=1 renote in use=0
privacy=0 medi aResourcel D= resource | D=0 devi ceNane=ICVA_CTI_RP cgpn=110 Presentation=1 cgpn
Narel nf o=l ocal e: 1 pi: 1 Name: PhoneA Uni codeNane: PhoneA cdpn=7778 Presentati on=1 cdpn

Narel nf o=l ocal e: 1 pi: 1 Nanme: I|nfornmacastCTlI RP Uni codeNane: |nformacast CTIRP original cdpn=7778
Presentation=1 original cdpn Nanelnfo=locale: 1 pi: 1 Nane: |InformacastCTlIRP Uni codeNane:

I nf ormacast CTI RP LRP= Presentation=1 LRP Nanelnfo=locale: 1 pi: 1 Nane: UnicodeNane: UserData=
cal I i ngPart yDevi ceNane=SEP2C3124C9F8E1 medi aDevi ceNane= ucgpn=110 ucdpn=7778 unnodi fi edOri gi nal
cdpn=7778 uLRP= cgPnPartition=phone_pt cdPnPartition=Informacast_PT

oCdPnPartition=lI nformacast _PT |IrpPartiti on= Cgpnl P=0xc3d010a | sConsul t Cal | DueToRol | over =0

api Cal | Ref er ence=0000000000003AAA012639B700000000 | i nel d. DN=110 | i nel d. part =phone_pt

Cal | Present abl e=1 FeaturePriority =1 globalizedCgPn=110 i pAddr Mode=0 cgpnPU=2



cdpnPU=2Cal | i ngPart yMul ti Medi aBi t Mask=3Cal | edPart yMul ti Medi aBi t Mask=3 Sessi on-1D: Device=
5e€92aa5415831d8b114c4bal9282359; Renpte= 02023b9b00105000a0002c3124c9f 8el

#### CTI process receives the LineCallAcceptRequest from Informacast server (CTI Manager SDL

Trace)
04961500. 002 | 19: 15: 34. 242 | Applnfo |[CTI-APP] [CTIHandl er:: processl nconm nghMessage] CTl
Li neCal | Accept Request ( seg#=33 LH=1]46 CH=1| 19282359 nmedi a resource | D= resource | D=0

nedi a devi ce name=)

#### CTI process sends the answer to Call Manager process (CTI Manager SDL Trace)
04961503. 000 | 19: 15: 34. 242 | Sdl Sig-O | Cti Li neCal | Accept Req | NA

Renot eSi gnal | UnknownPr ocessNane( 1, 100, 66, 16) | CTI Devi ceLi neMyr (1, 200, 25, 1)
| 1, 200, 13, 90. 89710. 1. 61. 118" CVA CTI_RP |[R NH O,N: 0, L:0,V:0, Z:0,D: 0] AsyncResponse=124
CH=1| 19282359 LH=1| 47 Medi aDevi ceNane = Medi aDevicePid = (0,0,0,0) resource | D=0

#### Call Manager process receives the answer from CTI process (Call Manager SDL Log)
71531414. 000 | 19: 15:34.243 | Sdl Sig-1 | CiLineCall Accept Req

|restartO | StationD(1, 100, 66, 16)

| CTI Devi ceLi neMyr (1, 200, 25, 1) | 1, 200, 13, 90. 89710. 1. 61. 118"l CVA_CTI _RP | [R N

H: 0,N0,L:0,V:0,2Z:0,D: 0] AsyncResponse=124 CH=1| 19282359 LH=1| 47 Medi aDevi ceNane =
Medi aDevi cePid = (0,0,0,0) resource |1D=0

#### CTI Process receives from Informacast the port to be used to receive the audio (CTI
Manager SDL Trace)
04961525. 002 | 19: 15: 34. 256 | Applnfo |[CTI-APP] [CTI Handl er:: processl nconi nghMessage] CTI
Devi ceSet RTPFor Cal | Request ( seg#=35 DH=1|52 CH=1|19282359

Rt pDesti nati on=1983709450| 32080)

#### CTI Process sends the port to Call manager process (CTI Manager SDL Trace)

04961528. 000 | 19: 15: 34. 256 | Sdl Si g-O | Cti Devi ceSet RTPFor Cal | Req | NA

Renot eSi gnal | UnknownPr ocessNane( 1, 100, 66, 16) | CTI Devi ceLi neMyr (1, 200, 25, 1)

| 1, 200, 13, 90. 91710. 1. 61. 118" CVA CTI_RP |[R NH O,N: 0O, L: 0, V:0, Z: 0, D: 0]

AsyncResponse=126mCti I nterface(1, 200, 25, 1) DH=1| 53 CH=1| 19282359 Rt pDesti nati on1983709450| 32080

#### CUCM sends the 200 OK to the Phone A (Codec PCMU, IP and port of Informacast)

71531593. 001 | 19: 15: 34. 258 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10.1.61.12 on port 51600 index 25770

[ 432000, NET]

SIP/2.0 200 K

Via: SIP/ 2.0/ TCP 10.1.61. 12: 51600; br anch=z9hG4bK112766f c

From "PhoneA" <sip:110@0. 1.61.158>;tag=2c3124c9f 8e10c541ed075c2- 67793e32

To: <sip:7@0.1.61.158>;tag=229579~7cc9781le-f 7e3-4c51- a2b9- de353ad4e7d6f - 19282358

Date: Tue, 10 Sep 2019 00: 15: 32 GMI

Call-1D: 2c3124c9-f8e10011- 0bb54030-57b0a7c8@0. 1. 61. 12

CSeq: 101 INVITE

Al low. INVITE, OPTIONS, |INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY

Al'l ow Events: presence

Supported: replaces

Server: Cisco-CUCML1. 5

Call -Info: <urn:x-cisco-renotecc:callinfo> security= NotAuthenticated; orientation= to; gci= 1-
15018; isVoip; call-instance= 1

Send- | nf o: conference, x-cisco-conference

Session-1 D 5ee92aa5415831d8b114c4bal9282359; r enpt e=02023b9b00105000a0002¢c3124c9f 8el

Renmot e- Party-ID: "I nformacast CTI RP" <sip: 7778@0. 1. 61. 158>; party=cal | ed; screen=yes; pri vacy=of f
Contact: <sip:7@0.1.61. 158:5060;transport=tcp>

Cont ent - Type: application/sdp

Content - Lengt h: 179

v=0

0=Ci scoSyst emsCCM SI P 229579 1 IN I P4 10.1.61. 158

s=SI P Call

c=INIP4 10.1.61.118

b=AS: 64

t=0 0

mrFaudi o 32080 RTP/ AVP 0



b=TI AS: 64000
a=ptine: 20
a=rtpmap:0 PCMU/8000

#### ACK from Phone A to CUCM

71531622. 002 | 19: 15: 34. 473 | Applnfo | SIPTcp - wait_Sdl ReadRsp: | ncomng SIP TCP nessage from
10.1.61.12 on port 51600 index 25770 with 692 bytes:

[ 432004, NET]

ACK sip: 7@0. 1. 61. 158: 5060; transport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10.1.61. 12: 51600; branch=z9h&bK4f cbad6d

From "PhoneA" <sip:110@0. 1.61. 158>;tag=2c3124c9f 8e10c541ed075c2- 67793e32

To: <sip:7@0.1.61.158>;tag=229579~7cc9781le-f 7e3-4c51- a2b9- de353a4e7d6f - 19282358
Call-1D: 2c3124c9-f8e10011-0bb54030-57b0a7c8@0. 1. 61. 12

Max- Forwar ds: 70

Session-1D: 02023b9b00105000a0002¢c3124c9f 8el; r enpt e=5ee92aa5415831d8b114c4bal9282359
Date: Tue, 10 Sep 2019 00: 15: 37 GMI

CSeq: 101 ACK

User - Agent: Ci sco-CP8861/12.0.1

Renot e- Party- I D: "PhoneA" <sip:110@0. 1.61. 158>; party=cal | i ng; i d-

t ype=subscri ber; privacy=of f; screen=yes

Content-Length: O

Recv- 1 nfo: conference

Recv- 1 nfo: x-cisco-conference

NOTE: At this point the call from phone A to Informacast has been established successfully. For
this scenario the phones are activated using HTTP, hence there are no CUCM logs related to the
phone activation.

A&

BFSIPERR

#### Informacast receives an INVITE sent by CUCM

2019-09-09 19:09: 42,323 [pool -41-thread-1] INFO ba [] - Received INVITE request; call ID
2d72f 80- d761e7a4- 1996¢c- 9e3d010a@0. 1. 61. 158; from "PhoneA" <sip:110@0. 1. 61.158>; to
<sip:7777@0. 1. 61.118>; contact <sip:110@0.1.61.158:5060;transport=tcp>;, user-agent C sco-
CUCML1. 5

#### Informacast sends a 200 OK to CUCM

2019-09-09 19:09: 42,508 [pool -41-thread-1] INFO ba [] - Sent INVITE response; status OK (200)
call I D 2d72f80-d76le7a4-1996¢-9e3d010a@o0. 1. 61. 158; from "PhoneA" <sip:110@0.1.61.158>; to
<sip:7777@0. 1. 61.118>; contact "InformaCast" <sip:7777@0.1.61.118;transport=tcp>

#### CUCM replies with ACK to Informacast

2019-09-09 19:09: 42,527 [pool -41-thread-1] INFO ba [] - Received ACK request; call |D 2d72f80-
d76l1le7a4- 1996¢c- 9e3d010a@o. 1. 61. 158; from "PhoneA" <si p:110@l0. 1.61.158>; to
<sip:7777@0. 1. 61.118>; user-agent C sco-CUCML1. 5

#### Informacast provides the IP and port

2019-09-09 19:09: 42,871 [pool -1264-thread-1] INFO u [] - providing address: 239.0.1.2
2019-09-09 19:09: 42,885 [pool -1264-thread-1] INFO t [] - Gathering information required to send
t he nessage

2019-09-09 19:09: 42,904 [pool -1264-thread-1] INFO t [] - Broadcast will be sent on port: 20480

#### Stream settings:
2019-09-09 19:09:43,556 [Signaler # 1 run 1] INFO Signaler [] - Streamsettings

General info: User=dial cast(System User), Broadcastlnitiator=10.1.61.12
Sour ceType=Cal | i ngPhone, MessageKey=908, MessageType=Live Audi o, MessageDescri pti on=Basi ¢ Pagi ng
Li ve Broadcast, Reci pi entG oupDescription=SanJose, Maxl PPhones=50, Maxl| PSpeakers=0,
Devi ceArbiter=null, CreatedOn=Mon Sep 09 19:09: 42,849 CDT 2019, PauselLength=0,
Nurmber OF Repeti ti ons=1

Audi o details: AudioFile=null, AudioFornmat=ULAW 8000.0 Hz, 8 bit, nmono, 1 bytes/frane,



Renot eAddr ess=239. 0. 1. 2, Renot ePort =20480, MessageVol une=As-1s, NonUrgent=true, |nterrupt=false,
Priority=2, LiveAudi oSource=LiveBroadcast Tri gger Task[ cal | | D=2d72f 80-d761le7a4- 1996¢-
9e3d010a@0. 1. 61. 158, cal | Mapper =Cal | Mapper [ di al edNunber =7777 i sMapped=t rue nmessagel d=908

reci pientlds=[1714] di al code=null dn=null] , nulticastAddress=null, rmulticastPort=0,

triggerFai | Audi oFi | e=/usr/l ocal/singl ew re/lnfornmCast/web/sounds/ivr/broadcastTrigger/triggerFa
il.ulaw wav, preToneFile=null, postToneFile=null, recordedFile=null, recordingStarted=false,
done=fal se] , PreTone=null, PostTone=null, HasDynam cAudi o=f al seRepl ay=f al se

Confirmation details: CollectConfirnmations=fal se

#### Informacast sends the instruction message to 1 participant (SEPF87B204EED99)

2019-09-09 19:09:43,555 [Signaler # 1 run 1] INFO Signaler [] - Sending message to 1
participants

2019-09-09 19:09: 43, 643 [Push: 10. 1. 61. 11- pool -1269-thread-1] INFO i [1 run 1] - Started device
instructor for phone PhoneDescription (deviceType=36670, devi ceName=SEPF87B204EEDQ9,
description=Auto 111, devi cePool =Default, callingSearchSpace=, address=10.1.61.11,

cti User =l CVAI nf or macast, cti Password=[ hi dden], | ocation=Hub_None, profil eDescription=null,

pbxDescri pti on=CUCM

#### Informacast received the response via JTAPI from the phone

2019- 09-09 19:09: 44, 126 [Push: 10.1.61. 11-pool -1269-thread-1] INFO i [1 run 1] - The response
fromthe phone SEPF87B204EEDQ9 via JTAPI is:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Ci scol PPhoneResponse>

<Responselt em URL="RTPMRx: 239. 0. 1. 2: 20480" Dat a="Success" Status="0" />

</ G scol PPhoneResponse>

#### Informacast starts broadcasting
2019- 09- 09 19: 09: 44, 151 [pool -1269-thread-1] INFO ah [] - Starting broadcast for inbound call
2d72f 80- d761e7a4- 1996¢c- 9e3d010a@0. 1. 61. 158 on mnul ti cast address /239.0.1.2 and port 20480

#### Informacast receives the BYE to end the paging

2019-09-09 19:10: 15,222 [pool -41-thread-1] INFO ba [] - Received BYE request; call |ID 2d72f80-
d76le7a4- 1996c- 9e3d010a@o. 1. 61. 158; from "PhoneA" <sip:110@0. 1. 61.158>; to

<sip:7777@0. 1. 61.118>; user-agent C sco- CUCML1.5

#### Informacast sends to the phone the instruction to stop receiving audio

2019-09-09 19:10: 16, 403 [Push: 10. 1. 61. 11- pool -1269-thread-3] INFO i [1 run 1] - Pushing stop
conmand to phone: PhoneDescription (devi ceType=36670, devi ceName=SEPF87B204EED99,

descri pti on=PhoneB, devi cePool =Default, callingSearchSpace=, address=10.1.61.11,

cti User =l CVAI nf or macast, cti Password=[ hi dden], | ocation=Hub_None, profil eDescription=null,

pbxDescri pti on=CUCM

#### Informacast receives the response from the phone
2019-09-09 19:10: 16, 732 [Push: 10. 1. 61. 11- pool -1269-thread-3] INFO i [1 run 1] - The response
fromthe phone SEPF87B204EEDO9 via JTAPI is:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Ci scol PPhoneResponse>

<Responsel t em URL="RTPMRx: St op" Dat a="Success" Status="0" />

</ G scol PPhoneResponse>

#### Task ended

2019-09-09 19:10: 19, 357 [ Devi ceDeacti vat or-pool -1268-thread-1] INFO ah [1] - Canceling live
broadcast for inbound call 2d72f80-d76le7a4-1996c¢c-9e3d010a@0. 1. 61. 158

2019-09-09 19:11:45,250 [Tiner-0] INFO JavaExchangeAdapter [] - Task Ended: checkpoint command
to conpact the database

BTFCTISR



InformacCast | | JTAPI Library CTI Mgr | | CallMgr IP Phone

sondData
...
CilervceDataFass ThroughReg Eanttarserdea T
:Juﬂaqn.:r:r tl;q'ﬂ'.
ZIP REFER
P
Multicagt Join
HTTP GET: /informpCast/somepdge. xml
-
HTTP GET response: <Ei5m|F’F’lon eText>. . <EiscolPFPhoneText= >
SIP NOTIFY
Raoni e Tollger *
DaiaR s sporae’semson )
_
.
CtiDeviceDataPassThroughResp
-
Response

#### Informacast receives the request to route the call

2019-09-09 19: 24: 39,936 [ RouteCal | : 15018/ 1Thread] INFO av [] - Route request for cal
[CiscoCal | 1 D=15018/1 cal |l i ngDN=110 cal | i ngPartiti on=phone_pt callingTernm nal =SEP2C3124C9F8E1
| ast Redi rect edDN=nul | nodi fi edCal | edDN=7778 current Cal | edDN=7778 cal | edDN=7778] on

| CVA_CTI _RP, 7778

#### Dialing pattern matches
2019- 09- 09 19: 24: 39,942 [ Qoserver Thread(af @eaf7c)] INFO V [] - Dialing pattern "7778" natched
di al ed route point nunber 7778

#### Informacast provides the IP and port for multicast

2019- 09- 09 19: 24: 40, 020 [pool -1287-thread-1] INFO u [] - providing address: 239.0.1.2

2019- 09- 09 19: 24: 40, 020 [pool -1287-thread-1] INFO t [] - Gathering information required to send
the nessage

2019- 09- 09 19: 24: 40, 023 [pool -1287-thread-1] INFO t [] - Broadcast will be sent on port: 20486

#### Informacast sends the message to all devices in the recipient group, in this case to only 1
device

2019-09-09 19:24:40,262 [Signaler # 4 run 1] INFO Signaler [] - Sending nmessage to 1
participants

#### Informacast starts the live broadcast over the IP and port
2019-09-09 19:24:40,263 [Signaler # 4 run 1] INFO ah [] - Starting live broadcast alert for
i nbound call 15018/1 on nulticast address /239.0.1.2 and port 20486

#### Informacast sends the instruction activate the phone (SEPF87B204EED99) and join to the
multicast audio

2019- 09- 09 19: 24: 40, 278 [ Push: 10. 1. 61. 11- pool - 1269-thread-10] INFO i [4 run 1] - Started device
instructor for phone PhoneDescription (deviceType=36670, devi ceName=SEPF87B204EED99
descri pti on=PhoneB, devi cePool =Default, callingSearchSpace=, address=10.1.61.11,

cti User =l CVAI nf or macast, cti Password=[ hi dden], | ocation=Hub_None, profil eDescription=null

pbxDescri pti on=CUCM

#### Informacast receives the response from the phone



2019- 09- 09 19: 24: 40, 624 [ Push: 10. 1. 61. 11- pool - 1269-thread-10] INFO i [4 run 1] - The response
fromthe phone is:

#### Informacast starts the broadcast over the IP and port
2019- 09- 09 19: 24: 40, 637 [pool -1269-thread-10] INFO ah [] - Starting broadcast for inbound cal
15018/ 1 on nulticast address /239.0.1.2 and port 20486

#### Informacast receives the notification that the call has ended
2019- 09- 09 19: 25: 21, 253 [ Qbserver Thread(af @eaf 7c)] INFO af [] - RTP input stopped event
recei ved for inbound call 15018/1

#### Informacast sends the instruction to the phones in order to stop receiving audio

2019- 09- 09 19: 25: 21, 865 [ Push: 10. 1. 61. 11- pool - 1269-thread-12] INFO i [4 run 1] - Pushing stop
conmand to phone: PhoneDescription (deviceType=36670, devi ceNanme=SEPF87B204EEDO9
descri pti on=PhoneB, devi cePool =Def ault, callingSearchSpace=, address=10.1.61.11,

cti User =l CVAI nf or macast, cti Password=[ hi dden], | ocation=Hub_None, profil eDescri ption=null

pbxDescri pti on=CUCM

#### Informacast receives the response from the phone
2019- 09- 09 19: 25: 22,123 [Push: 10. 1. 61. 11- pool - 1269-thread-12] INFO i [4 run 1] - The response
fromthe phone is:

#### Deactivation done

2019- 09- 09 19: 25: 22, 134 [pool -1269-t hread-12] INFO ah [] - Canceling |live broadcast for inbound
call 15018/1

2019- 09- 09 19: 25: 22,134 [pool -1269-t hread-12] INFO Signaler [] - Notifying signaler that the
deactivator is done

254 BEPRT)

#### The same IP and port for multicast provided by Informacast is shown in the console logs
5311 INF Sep 10 00: 15: 34.434302 (701:844) JAVA-PushThread| ci p. push. PushThr ead: execute - Sl eep
for 100ns previous= current =RTPMRx: 239. 0. 1. 2: 20486 i =0 total =1

5312 DEB Sep 10 00:15:34.535773 (701:832) JAVA-SIPCC-MSP: np_create_rtp_session:
schene_speci fi ¢=239. 0. 1. 2: 20486 directi on=0 ntast=1 payl oadtype=4 franesi ze=20 vadenabl e=0
5313 DEB Sep 10 00:15: 34.535893 (701:832) JAVA-SIPCC-MSP: np_create_rtp_session: precedence=0
m xi ngnode=0 mi xi ngparty=0 channel t ype=0

5314 DEB Sep 10 00: 15: 34.535980 (701:832) JAVA-SIPCC- MSP: np_create_rtp_session: ipv4d
address/port/type [-1382943496/ 20486/ 1] .

#### Create receive session only

5315 DEB Sep 10 00: 15: 34.536032 (701:832) JAVA-SIPCC-MSP: np_create_rtp_session: Create Rx only
stream

5316 NOT Sep 10 00: 15: 34.536151 (408:408) ns- MSAPI. nms_f or ceReserveMedi aPort port 20486

5317 NOT Sep 10 00: 15:34.536291 (701:832) JAVA-SIPCC-MED API: 0/-1, np_create_rx_session: MCAP
0:GRP -1: STRM -1: PT 4: PRD 20: PORT 20486: DTPT 0: MCAST 1

5320 DEB Sep 10 00:15: 34.536489 (701:832) JAVA-np_create_rx_session:type=1, addr=239.0.1. 2,

i p4=- 285212414

5321 DEB Sep 10 00: 15: 34.536525 (701:832) JAVA-np_create_rx_session: addr_str=239.0.1.2

5323 DEB Sep 10 00: 15: 34.536661 (701:832) JAVA-np_create_rx_session: [ ToMS] payl oad=4

dynpayl oad=0 pkt_peri od=20 | ocal _addr=239.0.1.2 type=0 | ocal _port=20486



5326 NOT Sep 10 00: 15: 34.537528 (408:408) ns- RTPSESSI ON. cr eat eRTPSessi on nedi a
[ pv4=239. 0. 1. 2] [ port=20486] [i nterface=NULL] [ medi at ype=4] [ rel ayee=0] [ gr oupi d=4294967295] [cal | i d=
4294967295]

#### Start RTCP
5385 NOT Sep 10 00:15:34.673264 (408:408) ns- RTCPMGR. rtcpm startRtcp[ A1 6:5:8] [I ocal
I Pv4: port=239.0. 1. 2:20487] [rempt e | Pv4: port=0.0.0.0:0]

#### Start RTP session RX
5388 NOT Sep 10 00: 15:34.673917 (408:408) mns- RTPSESSI ON. ms_st art RTPSessi onRx[ A: 6] START RX
[ streane5] [ medi aType( codec) =4] [ pkt si ze=20] [ P-1 Pv4=239. 0. 1. 2] [ Port =20486] [ gr oupi d=-1] [ cal | i d=-1]

#### Release connection

5536 NOT Sep 10 00:16:16.173301 (701:832) JAVA-SIPCC-MED API: np_session_cnd: release local rtp
port 20486

5537 NOT Sep 10 00:16:16.173396 (408:408) ns- MSAPI . nms_rel easeRxPort : port 20486

BiEaHR
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. CUCM:10.1.61.158
Informacast:10.1.61.118

. BBiEBRYIP#E : 10.1.61.11

. #5 : CP-8811

- EHARA ; sip8xx.12-0-1SR1-1

. eth.addr==SEPF87B204EED99
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N [hizp] ligmp EIC ~| Expresss
ti, Time Srce Destrgbon Protecs! Lengeh  nfo

1771 99:24:39, 352999 10.1.61.22 173.36.89.68 HTTP 2295 CCM_POST [fcom_system/request HTTR/1.1 (text/plain)

1777 80:24: 39404520 173.36.89.68 18.1.61.22 HTTP 394 HTTP/1.1 200 OK (text/plain) | Informacast sends IP and port for multicast |

1995 00:24:49. 392163 10.1.61.118 18.1.61.11 HTTP 223 GET /StreamingStatisticsx?l HTTR/1.1

1911 80:24:49, 444320 19.1.61.11 18.1.61.118 HTTR/¥ML 1452 HTTR/1.1 200 OK - | The phone authenticates with Informacast |
|- 1917 00:24:49.453245 18.1.61.118 18.1.61.11 HTTP 399 POST JCGI/Execute HTTR/1.1 | (application/x-ww-form-urlencoded)

1922 P9:24:49, 479784 10.1.61.11 10.1.61.118 HTTP 457 GET JInformaCast/phone/ auth?UserID=ICVAInfbrmacastaPas sword=rtpavvididevicenane -SEPFBTBZB4EEDSS HTTP/1.1

1926 80:24:49_483773 18.1.61.118 18.1.61.11 HTTP 76 HTTR/1.1 200 0K (text/html) = Informacast replies with 200 OK |

1932 00:24:49. 610840 18.1.61.11 239.9.1.2 IGPv2 60 Mesbership Report group 239.8.1.2 «

1941 09:24:49. 735551 18.1.61.11 10.1.61.118 HTTR/XML 474 HTTP/1.1 200 OK I

1965 00 : 2458, 509480 19.1.61.11 239,8,1.2 TGy 68 Hesbership Report group 239.9.1.2 | The phone joins to the Membership (IPand port) |

2070 00:24:58, 399886 10.1.61.11 239.0.1.2 IGPv2 6@ Mesbership Report group 239.0.1.2

2512 89:25:30. 985198 18.1.61.118 18.1.61.11 HTTP 404 POST JCGI/Execute HTTP/1.1 (application/x-wes-form-urlencoded) w | Infermacast gives the order to leave

2516 00:25:31.228042 18.1.61.11 234.0.9.2 IGPv2 68 Leave Group 239.8.1.2 «

2518 00:25:31. 234468 18.1.61.11 10.1.61.118 HTTP/XML 462 HTTP/1.1 200 OK

[ The phone leaves the IGMP group
< 1 >
~ Hypertext Transfer Protocol

POST fCGL/Execute WTTP/1.1\rin

Authorization: Basic SUMWQULuZmSybWF jYXNGOnIBcGF2dalkrin

User-Agent: Jakarta Commons-HttpClient/3.1\r\n

Host: 19.1.61.11\r\n

Content-Length: 116\F\n

Content-Type: application/s-wei-form-urlencodedirin

rin

[Full request URI: bttp://10.1.61.11/0GI/Execute]

[MTTP request 1/1]

[Besponse in frase: 1941]

File Data: 116 bytes

L Encaded. aoolicationl s foca.uclencoded
| Form item: "WIL" = “<CiscolPPhoneExecuter<Executeltem URL="RTPMRx:235.0.1.2; 20486" /></CiscolPPhoneExecute»”

BiE EVRIE MR ( BITAPIEH] )

. CUCM:10.1.61.158
. Informacast:10.1.61.118



BBiEBRYIP# 4t : 10.1.61.11

. B85 : CP-8811

. EMERRAS : sip8xx.12-0-1SR1-1

- MAC SEPF87B204EED99
ZZDEEE“JI?S DFTR |, BiFER BLHJITAPIES| , X ZE K& Send Commands to Phones by JtapiB & A
, B TR,

a Admin | Broadcast Parameters

Send Commands o Phones by JTAPI;
w Create Telephony Terminals for all Phones:
Starting Multicast IP Address: 239.0.1.2 | [required)
Ending Multicast IP Address: 1239.0.1.2 (required)
See <http:/iwww iana orgfassignments/multicast-addresses>.
Multicast TTL: [16 | (required)

( CANCEL ls UPDATE 3

MR FIXH | BHiEBENSIP REFERMWCUCMARS 2R WA BN IPRIIK O, B LLEEHESIP
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o Te " Erotoc 5
61 15:28184.551855  [10.1.61.158 SIF i sip1e2881943-2853-deal- 4009 -96228C 7006210, 1.61. 12149248 transportetcp | (application/x-clsco-resotecc-requestsnml) (spplication/x-cisco-remotecc-ca
63 15:28:04.567280  TLET n ” g nl)
68 15:28:04. 768154 10.1.81.12 624 Request: WOTIFY sip: 111§10. 1. 61. 158:5068; transport=tep |  (application/x-cisco-r por 1) {applicat fsco-r 3
1 15:28:04, TT IS 10.1.61.158  10.1.61.122 e 403 Status: 200 DK |
< e ¥ ture_JITAP " E
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Ml Phoned_capture_ITAP|.peapn
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File Edit WView ©Go Capture Anslyze Statistics Telephony Wirekess Toolk Help

Am. @ RE Qe=»HF2_Eaqaal

N | ol
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B6 15:28:04, E00300 | 18.1.61.12 230.0.1.2 IGMPv2 64 Mesberzship Report group 230.0.1.2., B I Join the multicast arot
157 15:28:09, 149169 5 2 B | a1, IGHMPvE 6@ Mesbership Report Eroup 230.8.1.2 | Foin Qe muiTic Fs oup
328 15:28:1B8. 960256 19.1.61.12 230.8.1.2 IGMPv2 60 HMesbership Report group 239.8.1.2 B
338 15:28:36. 145839 8. 1.81.12 224.86.8.2 TaMPv2 £8 Leave Group 235.98.1.3 = J Leave mlticast group

Frame 66: &8 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
Ethernet II, Sre: Clsco_deied:90 (F8:7b:20:4e:ed:99), Dst: IPvamcast_01:02 (01:00:5e:00:01:02)
Internet Protocol Version 4, Src: 10.1.61.12, Dst: 239.8.1.2
v Internet Group Managesent Protocol
[1aP Version: I]
Type: Mesbership Report (@x16)
Max Resp Time: 0.0 sec (Exdd)
Checksum: Bufofe [correct]

lticast sawressi[oveez ]
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EInformacastd , B/ HBIER .

BRERSGEIU : AT 3 AWebminF#3 &l A 0 (hitps://x.x.x.x:10000) , AR A SSHiAE]
InformaCastiE#L 1% &Y, ERIAFF Fadmin , M ZHE 5 changeMe,

Admin 21T & XEE G R HE(https://x.x.x.x:8444/InformaCast/admin),

#1B . AFRPInformaCastERHE RN R 7. BATIBFR BB, MREK , SinglewireXiFAR
TE RS,
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