HEBRMRABR S5 HI Expressway i & BR 55 25 UE B 18 iF
Mz

B =%

ZREA
X
R
ERES
A[{ECA%E
SANZCN#® &
ShE
EFX14.2. 00 iRA

AN EEBRREID CSCwc696615% B RHRIEID CSCwa25108%< BxFYExpressway X14.2.0%
EERAELHITHER,

FRFA
B3R

Cisco BB THLUTEE :

+ ExpresswayEARE &
« MRAEAREE

ERREHF

BXEPHWEEETX14. 2R ESRA LHCisco Expressway.

AXHEPNEEHRRETREXRENEFNRZEEN, AXEFEANARERZRNERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERSHIBERRE,


https://tools.cisco.com/bugsearch/bug/CSCwc69661
https://tools.cisco.com/bugsearch/bug/CSCwa25108

I
Al
—_
Tl
¢l

B2 ERHEEID CSCwc69661

HERIFEID CSCwa251084r BT A E N , ExpresswayF A LN R EREZ B[N ITHI BT
21517 (MRA)BR S B9 Cisco Unified Communication Manager (CUCM), E&&: —EletE B MELIR
A(IM&P) AR Unity 528 TP R VIEBRIE, hERATERS MExpressway ¥ &AL EHIMRAZ K
KM

REBXRERMPHTTIPS) R — M EAERERE(TLS)MBEENREBREDN. SEMATLSE
FEEPRMNTLSIER IRt Z2BE, KRSHEFHMAR | SHORWIE ( THREEENZRES
) FBRFL (N ) . FHWIEAHIEFEARE , AEBARP A LREESTNERRBRE.

TLS (iE$ ) RIFERIFHRIENNT , AR WLBRREEEEIEBNZES. RIESERN

1. ZIEENIERHRYFI(CA)E
2. TBEABF(SAN)HA A B FR(CN)

AJ{SCA%E

EffExpressway-C{EECUCM/IM&P/Unity K IEVIEH , ©EEEREB B NZIE PR HETHINR
(1R ) EPMANI(CA) R EER, ShREERTSMIEPEEFIRCAERNIEREREN , HAE
E4. N TEEBRIIEEETE , BMNEPETERNFE : Issuer ( H Issued by’ ) FSubject ( =
‘Issued T0” ) »
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RS BREH ( HIANCUCME 3% BlExpressway-CHIIE$ ) #E“Subject’ ZERFBEE EEHAECNHN T
£ [REHA(FQDN) :

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab

CUCM cucm.vngtp.lab®y RSS2 IEH R~ Hl, ©TESubjectFERBICNE M EEFQDN |, FEEHR
HiEM , HlCountry (C), State (ST). Location (L)...... BRATE T ABRIRSEF[IEPHBR
vngtp-ACTIVE-DIR-CAKICAS % ( % ) »

TARCA ( 1RCA ) th AT UM AIEBRIFZE D . FEXHMNRCAILERH , RATTLLE ElIssuerFl
SubjectEEHEHE :

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1ab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA

ERIRCADRWIES , ATHIRE S,

HFHEFRT , RCATREEMR RS H/IEF. B , SN ANEMCATKIES, WREMCAR
BEMmAPEICA, RIEK , PRICATAEEN MR ECAMA RS R/IEBHIEHR, RIAEKIES
ARSSERIEFHEHFECA 191K , M EICA 1 X MR ECA 2FRBVEBHER. EF&K/ETECAELE
MIBCAIRELHIES :

Server certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-1

Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab
Intermediate CA 1 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Subject: DC=1ab, DC=vngtp, CN=vngtp-intermediate-CA-1
Intermediate CA 2 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-3

Subject: DC=1lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Intermediate CA n certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1ab, DC=vngtp, CN=vngtp-intermediate-CA-n
Root CA certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-C
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|dentifier FEX R E T4, XL FH TS tEERASubject/IssuerF B E/HEFMIEPFRIRAF @ A
DERNEBHEESubject/IssuerFBMIEH , BEEHB—NEZH , Z—MIRER. 1148
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{BAEE ERHFIEID CSCwa12905 , Expressway R4 HILX i iER , b FEENFHAMNTE ( Flan
BHZXH ) WiLP L& 2 EHHE2LAA(CN)WExpresswaylSEEH, NHTEENHFER
CAZRIIFHENEFATRNEREH , AEEECHRAFEAMEBMNIES ( TaEENCUCM
14PN EEFERIEREE) .
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& & @ cisco.com
s Certificate X
General Details Certification Path ol I el I I Products and Services

CISCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
+ Proves your identity to a remote computer
«2.16.840.1.113839.0.6.3

*2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement

o U

HERMNEBFLEPNEFAGE (LHESANZE ) i, RINSBIEE THRNRNBTURFE L HAb
FQDN :




& Certificate e
General Detalls Certification Path

Show: <Al> o

Held Value e
& Certificate Polices  [1]Certificate Palicy:...
i ORL Distribution P... [1]CRL Distribution ...

Subject Alternativ,.. DNS Name=C0s00-, .,
@ Subject Key Identl... blBcecodd9aSdidr4. .
& Enhanced Key Usage Server Authenticatio...
EISCT List w1, adfTbefa?df10c....
. Key Usage Digital Signature, Ke...
. Thumbgprint Odddbce 30b00bd7 ...

DNS Names dsco-images. dson.omm ..--..
DNS Name=dsoo.onm

NS Name=www-01.ds00.com

DNS Name=vwww-02 dsco.com

DNS Name=wivw-rip.cson,com

DS Namé=wiww. csoo. com

DS Name=vwww_mediaflles-dsco.com

DS Name=wisw Static-asod. oom

DHS Name=wwyl . Gsoo.com v

Edit Properties. .. Copy to Fle...

ok |

Fltn | X EERE Y RAE RiEZE T https://www1.cisco.comBt , BT ESEESANEEH |, Akthéd
ERANEEERE,
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B2 , HEANFX Ehttps://www.cisco.com Tl B #5x W IPHb ik (https://72.163.4.161)8Y , EF L ER
Z2EE , ANEEENE#ITEEMNCA , ERHEABRINNIEBP TSR TEZED RS [T
(72.163.4.161),

x o+

€ C A Metsecure | hips/T2163.4.161

A

Your connection is not private

f m T2,163.4.167 (for example,

b itis 72,163.4.167; it

EXNERP , BAUEIHIRE , ERANETLSER LEATATET L RENRE, Bt , &
RIEP AR IS ZREF IR AREECHCNHISANER , XT—[/IFFEE,

TTHEHR

MRAMRS ™ E K T Expressway £ 18 B CUCM/IM&P/Unity RS 23 89 JL/NHTTPSERE | LUE IE I3
TEHRIEABERETEREFFRNEBEER, LBEREET L O8443M69721# 17T,
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EIRTX14.2.0l9fRZA+F , Expressway-C LA EBIX L LHTTPSEEN RERFHFAFARILEE iR
MAIER, XTESHEFPRARE. EMRAERE L , HEFEEEConfiguration > Unified
Communications > Unified CM servers / IM and Presence Service nodes / Unity Connection
servers TR IICUCM / IM&P / UnityBR$5888Y , B — MBI R TLSH UM = "Ee & 9 “FF "k 3 ik
TLSUEBAET, BEEERMAXEEEARIFEXER , RPCHXKIE 7T SANFHFQDN
IPUARIEFHHEREARIESREHZFEECARE,

TN
CISCO Cisco Expressway-C
Status » System » Configuration » Applications » Llzsers» Maintenance »

Unified CM servers ¥ou are here: Configuration *

Unified CM server lookup

Unified CM publisher address cucmpub. vngtp.lab

Username # | administrator 1
Password ¥ |wesennen i
TLS werify mode On i

Deployment Default deployment 1

AES GCM support Off i

SIP UPDATE for session refresh Off w i

ICE Passthrough support Off i

Save | Delete | Cancel |

B TLSUE PR IER EXEZINCUCM/IM&P/Unity R F 22T K , A REMRAR ZH B £ & ik
ZERTER. KEBNFE—MRAR , CRRIEESFMNAFAELL, STERIETARSSET S
FHIERREEERRE RN EMRARSHETANEEEFRRITARSSETAER
(FQDNZIP ) ., WERENE=-IMHRIZ , EEI?JE?%EEEJ?J‘E;Fﬁﬂ:Expressway-Cﬁﬂﬁqﬂiy\l_E’\JZi
mAEMu , A BESAMRAZEF IR AR, flin , £FCUCMLE , f£System > Server T , &R LAfE
FIPi#hst ( $512010.48.36.215 ) MA B SRS SR , AEHAMRAZ Fin (B RXEMExpresswayiE
)R , BERETLAEEXpressway-C £ FAFQDN cucm.steven.lab# A ICUCM, EHit , ik
CUCMMtomcatiE #8&cucm.steven.labERNSANS B B5& APt | MR TLSKIFENX "R E R
“FFR AT , ER BEMRAR Fin kI SKFRIBIE AT s 2 U HAFQDNRIPH Bix , Rt F @l
TLSEIE,
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Wif, XEWREEKXINCUCM/IMEP/UnityTr SLEAE] , HTLSKIFEX"RE N KA , EHSWMIT
LEIThEE, MBHIEAM , MTLSEFFLTK , BRESEW , XAEXSBEEL , TR
RHERATERTL B FZEAM, A, MBETLSRIFERXRERN T, WFRIEFTE EZERE
BEIE, WEENREIFTR,

Expressway[@ CUCM/IM&P/Unity 7 i & # i Y iE 5 IMRAEE # 7 FT R o

BRTBUIAMTLSIRIUE , X14. 25| AT —NEW , ZERTREESEBIRNTREETULSF , &
HERTENARBER, XAURSSBERFARGENENANTLSIEE , ARRNEHRZH , BT
BEMCUCM ( T EE A TECDSAE EM #IhiE B E M ™m ) iR Cisco Tomcat=Cisco
CallManagerif$ , BEARZE , EFERECDSAZE ( SR ELERSAE Z £ BRI )

Cisco Tomcat-ECDSAZ Cisco CallManager-ECDSAIE B A A EMCAZE |, th A MR BX R
FEE(BA) .

HFBERTIAFERHTEREEEX  BNTIRTARKE , MExpressway X14.2.1 ZITHR
KB R, MASZ , BAUMNER>%4> MBS EE S ME5I% 25 FE ECDHE-
RSA-AES256-GCM-SHA384 : 7, tIR&E |, M BRI ECDSAZB M T RERSAREE, MR

, MBESLE —#NTH , RSABEESHL LR

Cipher Preferences - ECDSA Cipher Preference Over RSA
ECDSA certificate: fi d RSA

% The f

Important |

fault C: |:"!-|\'I 50 eler RS.
ze (Maintenan ty C ipherg) or CLI cor

ng with “ECDHE -RSA-AES256-GOM-SHAZE4: " uging either Web

EZEF , TLSRIEAMEFRRAR , FEESEHIEANE
1. XBZRIUAEFHNCATZERE

a. BERIEH

b. AR EHCAZ A HIIE+

2. IE PP ITEEE MU (FQDNRIP )

HES R R

BETRNZEERTREEMEPNRLUG R | HPExpresswayMX14.0.7HEKEIX14.2/57

, MRAZFRAM, EMNEAZHPHREMLZL , B HEFE, XEABERHEMRARRZ B
#EMRA%%%'MZFFH:E’J&\I&EElluxlﬂi(})\éﬁ?F>l’>liﬁ>l’>liﬁEll.,\lﬂiqﬂ)ﬂil*o RENEERAH
fiFis A FiF.

1. EBZRUEPHCATEZEE

EREH AT KRB EEExpressway-CHEEEFRHNCALE |, A BUR KRR INEExpressway-CHRS
BHNEEEFNEZRKRIER (ARLEBACA),

ETHEN RS | S E BB B CUCM (10.48.36.215 - cucm.steven.lab)#y %R B % 08443 &


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html

E¥LLE (200 OKIARL ) |, BR

<{froot>

===Success connection on 8443===
2022-07-11T18:55:25.910+02:00 vcsc

2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.955+02:00 vcsc
2022-07-11T18:55:25.956+02:00 vcsc

200

===Failed connection on 6972===
2022-07-11T18:55:26.000+02:00 vcsc
2022-07-11T18:55:26.006+02:00 vcsc

2022-07-11T18:55:26.016+02:00 vcsc
2022-07-11T18:55:26.016+02:00 vcsc

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

WARNI NG Core server certificate verification failed for

(cucm.steven.lab).

TAERA6972 LA N TFTPERES| £ 481% ( 502057 ) .

UTCTime="2022-07-11 16:55:25,910" Module="net

Event="Request Allowed" Detail="Access allow
UTCTime="2022-07-11 16:55:25,916" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net

UTCTime="2022-07-11 16:55:26,000" Module="net

UTCTime="2022-07-11 16:55:26,006" Module="net
UTCTime="2022-07-11 16:55:26,016" Module="net
[ET_NET 0]

Action=Termi nate Error=self signed certificate server=cucm steven. | ab(10.48. 36. 215)

dept h=0

2022-07-11T18:55:26.016+02:00 vcsc traffic_server[18242]:

ERROR: SSL connection failed for

'cucm.steven.lab': error:1416F086

[ET_NET 0]

SSL routines:tls_process_server_certificate:certificate verify failed

2022-07-11T18:55:26.024+02:00 vcsc traffic_server[18242]: UTCTime="2022-07-11 16:55:26,024" Module="net

502 connect failed

“UEPIIE KW B S8R TR BEXpressway-CTERIETLSIEF, EREREESTH , RAEXRTE
LRHIEH, MRREETHO, WHNBELRIEH. HREATON , ERECERIERE , HitEXR
HICAZE ( MExpressway-CHHAEXRE ) .

HERMNEBENXA BEH R A BB E RN pcap AT |

B LB EICUCME]8443iw O ERY

Expressway-CI2HEH , EHCNJHcucm-ms.steven.lab ( SANJFcucm.steven.lab ) , STEVEN-

DC-CAN cucm.steven.lab,



v Certificates (2423 bytes)
dertificate Lengthi 1547
v fertificate:

420t commornnmaCuCR-RE, Steven., Lok, 0.0t or)

o Bmped  Cmlealon Cwdprl ko
35437 10.85. 5. 118 Bat) TOR i

35622 10,98, 56,215 #443 TLSYLLD €58

3 B44] 10.48. 36,45 FEET2 TLSVI.D s
IH63T 105606315 TP e

' 8443 10.88.3.46 354ED Tisvi.d 1]
I 35621 10.85. 5. 215 By TOP =T
1 35621 19.48.36. 115 2443 TLSVILD s

I0.AR. 15, 115 B44] 10,88, 76.45 FSEIT TLSVI.Z =]

8. 2636 35632 10.48.26.215 5543 TOP =1

35422 10,280 118 BA4Y TLEVA.2 con

703 20710 BA4Y 10,85, 56,46 6L TEP s

4707 1E2-47-11 B44T 10,45, 36.46 6L TP s

A708 1902-97-11 15622 194876115 B TR =

709 332-07-13 5441 10,58 346 542 TLSVAL2 =

CTE TR T 35423 108856118 Baay T =1

A711 308710 35621 10,48, 56, 115 B3 TLSVELD =2

=]

TLEV1.2

P AN el B

sEEsIncEe

2043

JU622 » 8243 [ACK] Sgul Acksl WiNeS4256 Lenst T
£lient Hello

Server Helln

5633 = $440 [ACE] 509eTIE Ackalddd MINeESIIR LEned TRvBlaSTISTINST THECraAMERNIEE
Certificate, Server e, Server Hells Bome

35652 + 8443 [ACK] Soqeib ACkeZiS) MineG348 Lened TovalsdTASTH4ST TSOCre34B683ZS1
Client wey Exchange, Change Cipher Spec, Encrypted Handshate Message

Wew Sefalion Ticket, Chasge Cloher Spec, Encrypted Handihike Mess

35633 = 8440 [ACK] S09e654 ACkal99S MINeES128 LENSD THBLaETESTING] THOIrsIEAIZEE
Application cara

=ETESTOLIE TiecrsdeddiiTse

66 BAA3 = 35622 [ACK] SeqeddS Acks3LI1 WANe3SHT2 Leved TSvalel43633256 TSecreBTESTOLER

4

1287

443 = I5622 [ACE] Sequl@PS Acked1ll Wine3SHTI Lemelddd TSwaled41633D68 TSecr=378578461 [TCP segment of o
I56T2 = B44D [ACE] SedallIl Atkedfid WERSEALTS LeSed TSVAlaBTRETOTI TSecralIG1IT60

Application pata

FEE2D 5 8443 [ALE] SefeliM) ACKWSTIA WINeSBAEE Lofwd TSVELETESMT) TLLCTaM4BEINIE

Encryptes Alert

eazsembled FOU]

ot bt ol 4.0t StaTe0r

~ signecertificate
vershon: v £2)
serialnumber:
» sigrature (shalWithASAEscrypticn)
istuer: rossequence (@)
validity
subject: rnfequence (8)
» subjecthublickeyindo
extensions: 9 tems
¢ Extensisn ($4-2e-ertCnuiapt)
+ Exvensien (1d-ce-keyusage)
w Extension (1d.ce.subjectaltiame)
Extension I9i .5.29.17 (1d:0e-subjectaltusme)
ritical: True
w cemtralummes: 1 Ltess
~ dGeseralime: Gwse (1)
dictiiame 1 cups. steves, lab

¢

(4d.ce.rubjectreyIdent idier)
(48 ce-methor by identifter]
(4d-ce-cnnistribunicaralnts)
(1 pe - muthort tyInfoac cesstyntax)
{1d-m3 -certificabe- tesplate)
» Extention (id.m.application.tertificate.policies)

* algerithalaentifier (ShaIMLTRASARNCrYE!

Fadding: o

encrypted: #fbaTETelENTaTasIOTIEREREIITEACRCCTeCaMNICESD. ..
gertificate Length: 318

i

b ogertificate: JRENIEANEITT IO IIINIANIINIITEAIICITININRL, . . (14 0T- commoniimne  ABEVEN D0 LA, datteven, S2a L0}

FECUPE SOCKETS Layer

2ationipneaCinio, id iglom, 9.0t countryng

BR , YRMNEEROGCI72 LIBEMIEHA , BB CREZRIIER (MEAEBE ) , Hh
CNi®E N cucm-EC.steven.lab, -ECH B FRAIXZCUCMLiZEMWECDSAIEH,

‘ &
i Baaan
o it ot TN o i e

&731 1MI1-07-11 L6:55:26.006551 19,48, 26,46 31576 10.48.26.215 971 TP 58 66 31576 + €971 [ACK] Seqel ACKel WiteG4256 Lened TSvaleSTESTESIS TSeCrsP4363310
4 4733 IMII-07-11 LEiS5i26.007I00 10,45, 26,46 31576 10,48, 36,215 972 TiSvi.T s 583 client welle

4714 1921-07-11 16:55526.M16250 19.45.26. 215 972 19, 26.46 JIETE TSV T 38 1514 Sefved Hells, Certifizate, Sefver Kiy Exthinge

4735 M2I-07-11 16ISSI26.816391 10,45, 3646 31576 10.48.36.215 972 TCP e 66 31576 + €972 [ACK] SeqeSiE ACKel449 WineS212E Lemw® TSvaledTESTOS3S Toecrs34363331%

ATIE F22-07-11 16:55:126.006588 18,48 346.218 EATD 10.48.36.58 HSTE TLSwl.2 {1 499 Certificate Reguest, Server Hello Dome

1628520018518 19.48.30.40 31578 18.48.38.21% 2 Ter [~ ] 66 31576 = €972 [ACK] SeqeS18 ACK1B82 WiNe43T32 Léfed TEIvAlaSTESTOLNE TLerra34383302%

2021-97-11 16:55:26.007065 18.48. 36. 215

FTETETY

210711
W23-07-11

19,45, 2646 10,48, 36. 215

18,48, 36. 215

<

v Secure Seckefs Layer
 TLSV1.2 Reesed Layer: Wandghake Profedel: serte wello
 TUSv1.2 Recerd Layers Handshake Proteeol: Certificete
contest Type: Handshake (21)
wersion: TLS 1.2 (Wce3e3)
Lengthi 667
w Wasdshake Proterol: fertificate
mandshake Type: Certificate (11)
Length: 463
Certifieates Lesgth: G50
~ Certificates (560 bytes)
certificate Length: 657

2748 2002-07-11 10.58.36.215 nsm
AT47 I0EI-07-11 L6IEEII60I4265 19,58, 2646 972
4748 2021-07-11 16:55:16.024238 19.45.36.215 3578

.z o
P L]
.z 1]

73 Alert (Level: Fatal, Description: uninown CA)

585 Client wells
1814 ferver welle, Certificate, Server rey fxg

6 U576 = §972 [ACK] Seqe516 Ackal439 WiNesS1Z6 Levied TEVAleSTESTOSSD THACraB4IENINNT
500 Certificate Reguest, Server Helld Dose
66 31578 + §972 [ACK] SeqeSi8 AckalBS3 WiNe§3744 Leved TSvleSTESTOSAR THecradalsiiasy
73 Alert (Level: Fatel, Description: Unknosn A}

v ertificate: 30E201I0NEII SN0 L0TATAREE2I TR A MG, ., (12u0R.1 1¢.at.statecr
v sipeedtertificate

version: v3 (1)

Serislumber: GuPaTeSelITTIEI] LAIBaSEANRIRF 1S

SIEPATUre (eCdsaewith.SHAES)

~ isguer: rdasequens

148t

Lsteven. Lsb, 14.at. a1 L 4d-at-crganiz 1

& (o)
rEnSequince: & tems (540t
+ waligdty
subject: rénsequence (@)
subjectFublickeyinds
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BRTEEEN , RERSHFERIEMRAR F if [ BN E U & HiER, a0, HEECUCMLE
System > Server FRECUCMES , CUCM LIP3t (10.48.36.215) 4 [6] Expressway-C & % It 2K i@
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<tfroot>

2022-07-11T19:49:01.472+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,472" Module="netw

HTTPMSG:

|GET http://vcs_control.steven.lab:8443/c3R1dmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw/cucm-uds/user/em

2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw
2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw

HTTPMSG:

| GET /cucm-uds/user/emusk/devices?max=100 HTTP/1.1

2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]

WARNI NG SNI (

10.48.36.215

) not in certificate

. Action=Terminate server=10.48.36.215(10.48.36.215)
2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]

ERROR: SSL connection failed for



'10.48.36.215"': error:1416F086:

SSL routines:tls_process_server_certificate:certificate verify failed

Heh | c3RIdmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMWAF (base64) 5
steven.lab/https/10.48.36.215/8443 | X & R E BAIFIE[110.48.36. 2150 EZAEN EIE M AL | T F
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3. £k , ARE=1EExpressway-EFExpressway-CIREZ 88 VI B H1e K (MR 2 £ | 3
BRI INEFNEINTRRERRE)

4. EEADHIMEBREZS BT E FHNAE
5. MRBHEE , ELNENZHMHN RS F[ERSH ESRBXNRHESNERT

- Diagnostic overview
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https://cway.cisco.com/csa-new

e Diagnostic overview
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Further infommation
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KRR RRBRTLSKIEER THFE, BENITHREDRTERNESHE

HIZEFIWARNING : Core server certificate verification failed for (<server-FQDN-or-IP>)&¥
Action=Terminate Error=self signed certificate server=cucm.steven.lab(10.48.36.215) depth=x;E &
, ARG B EEAE R EHExpressway-CIRSS 25 LMV EEE, FHCASZIIEE (RE>0) , =
FERLEF>ZL>ZEECAUEBTIHNBEZRILES (RE=0) . BREFEFNENRSHE LTI
B, 3—MEER2 , HExpressway-CEEEFE LW EHCANERIEPHITER,
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MR EFWARNING : SNI (<server-FQDN-or-IP>) not in certificate’H 2. , |3k BA It IR 5525 FQDNER
IPREEECREMIERFP, BULMEHEPUBTEZEL , LA HEHREE ( 0 , FCUCM L
#ISystem > Server LR A RSF[/IEBHFBENAR ) , RERIFExpressway-CRS 88 LVELE
NERZEE,
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https://tools.cisco.com/bugsearch/bug/CSCwa12905
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