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Jabber user experience when calling to CMS space without ActiveControl
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Jabber user experience when calling to CMS space with ActiveControl
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= Expressway does not terminate DTLS. We do not support DTLS for securing media and SRTP is used to secure

calls. Attempts to make DTLS calls through Expressway will fail. The DTLS protocol is inserted in the SDP but
only for traversing the encrypted iX protocol.
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WMedia negotiation when using Expressway versions lower than X12.5 and CEtcp SIP trunk
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MRA: Support for Encrypted iX (for ActiveControl)

ActiveControl over MRA is already supported with encrypted phone profiles. This feature will allow MRA video
endpoints and Jabber clients with non-secure phone security profiles to negotiate ActiveControl so that users can
see roster lists, layouts, and other iX-dependent ActiveControl features in video meetings.

There are no configuration or interface changes for this feature. However, you may need to rediscover your Cisco
Unified Communications Manager servers after you upgrade the Expressway.
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Media negotiation when using Expressway and CEtls SIP trunk with TLS SIP trunk to CMS
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running a version of 12.5{1)5U1 or higher and a TLS SIP trunk to CMS

FRFH:

. CUCM 12.5(1)SU1T R E & M A< (MR A< 1%, BH)
. Expressway X12.5. 15 & & iR A (MR A< 152 R )
b :

. EEEREEAXTIRECUCM

- EERERZNIREIWBESE

. & T JabberFf TC/CEL i
Con:

- EEAHLKCUCM

- N EZFCUCMEZ BRHx A<
MCUCM 12.5(1)SU1 , EXHFEMSIPL B IZRZNIXNZNE , Dt E U UEFRZELRIHREFB
EHZ £ ActiveControlEEFHEDTLSER . ©EBIETCPA#EBest Effort X% |, fFRFEE
CUCMHIT R ETCPIER ( ETLS ) H1ER T EIRAE MBEHNIXEE,

FECUCM 12.5(1)SUTHY“ INZRIXBE Mo N LZEERET , CERN TEATEEREFNFEMBRN
, ILERGETSHEM MR B AW I SIP 4R 2 19 5712 T HHER 0 T 0 FI28 SliX Az,



/content/en/us/td/docs/voice_ip_comm/cucm/rel_notes/12_5_1/SU1/cucm_b_release-notes-for-cucm-imp-1251su1/cucm_b_release-notes-for-cucm-imp-1251su1_chapter_01.html#concept_D334DC2BE69AAF125C8878F39F472181
/content/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X12-5-1.pdf#%5B%7B%22num%22%3A156%2C%22gen%22%3A0%7D%2C%7B%22name%22%3A%22XYZ%22%7D%2C48.75%2C289.5%2C0%5D
/content/en/us/td/docs/voice_ip_comm/cucm/security/12_5_1_SU1/cucm_b_security-guide-125SU1/cucm_b_security-guide-for-cisco-unified125SU1_chapter_01.html

Mon-Encrypted Modes

Unified Communication Manager enables negotsation of secure active control messages in media path from endpoints in & meeting when the endpainl may not be
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