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CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Unified Communications

_| Configuration

Unified Communications mode Mobile and remote access ;| |

| XMPP federation

I XMPP federation support [On =] (i
Use static routes oﬁ' (i Configure static routes for federated XMPF domains
Dialback secret I p— i
Sacurity mode Mo TLS 5 i
Privacy mode | Off = Al

BERXMPPEAEE , RIMERLUTHER
1. Expressway-EEE T HARMEALE , HF 1% E & B FExpressway# /U (Expressway C)o

Expressway EHEFE R : "Detail="xconfiguration xcpConfiguration is_federation_enabled —

E&g 0% 1"
2. Expressway-Cfi FlExpressway E S2S4H #4113 & $TCUPEIE EE L A9 “xmpps2snodes’zk o

Expressway CHEFE R : "Module="network.ax|" Level="INFO" Action="Send"
URL="https://cups.ciscotac.net:8443/ax|/" Function="executeSQLQuery"

3. WREAXMPPIRS BRSRVIEKEH N HDNS , SUERE T ER SN HE LA X LIER,

_xmpp-server._tcp.domain.com ( ¥% 5269 )

B iFExpressway L FIXMPPHE B

FR1BEIMCUPBTITRE(CL)ETIHER , RIFIMAPRSF[ETHINEZ THRIFEFENX

admin : Mxmpps2snodesiz{Tsql select *
pkid cp_id

055¢13d9-943d-459d-a3c6-af1d1176936d cm-2_s2scp-1.eft-xwye-a-coluc-com
S TH = .
i

HE2. WIFIM&PBRSS 88 ERIXMPPER S X F
ELRB>H AR E> XMPPES>1% B> XMPPER &1 R > %

BEBRExpressway CHIExpressway E L BIXMPPE & [



$B1:.;FFADEBUGHBI B :

fEExpressway-E L :

43> > &> 1% A LB E> developer.clusterdb.restapi
fEExpressway-C k :

43> > > 3¢ A il E> developer.clusterdb.restapi

Gir> Wr>B R >M 4 B LB > network.axd

$ 2 fEExpressway-CHExpressway-E E 5112 i A EMTCP#: 4%
MRRFEEFEMERE , BMCLIEIMEPIHHITHIE S HIR

"utils network capture ethO file axl_inject.pcap count 1000000 size all"

3. 7EExpressway-E £ B AXMPPEX&

>k

£330% , RETR KILExpressway EFIXMPPEL B T iR K S B

SI2. ERER#H

Configuration > Unified Communication > Dialback Secret

min
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 Help o4 Logout

Unified Communications You are here: Configuration * Unified Communications ¢ Configuration

| i Success: Saved

T
_| Configuration

Unified Communications mode | Mobile and remote access 5 | |

| XMPP federation
XMPP federation support foni] (7
Use static routes |'W_| i Configure static routes for federated XMPP domains
Dialback secret - —— i I
Security mode [ Mo TLS '] #
Privacy mode I_Oll |

_save |

SIP registrations and provisioning on Unified CM
IM and Presence services on Unified CM
XMPP federation

,l Related tasks

Configured (See Unified Communications status)
Configured (See Unified Communications status)

Configured (See Unified Communications status)

View XMPP federation activity in the event log
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Initiating Server Receiving Server Authoritative Server

xxxxxxxxxxxxxxxx

Send verify request
>

Send verify responds
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DOMAIN1 DOMAINZ DOMAIN1

SRIRETRSFEREFREEDRERNBARTUE | AREIBEBRS =

SR FWRS BTN R LI @ BANRS SFRUE ML R,
SEIHTENBRSFAZHARNKOES , B TEBRIIER,

STARIUET |, BWIRS 22 R 2 K B K2 ARS52/HIXMPP,

H5. LIRS EIX_xmpp-server._tcp.<target domain>T&E &K LA E K EW RS 25
HR6.IZ W PR S BXF_xmpp-server._tcp.<orginating domain>H{T &KX A E KRN IRS 25

HI7 BENRS BT A G KRS 2R E
B ER B4

Y Expressway X B k55820 , Expressway £ RIL S :

XCP_CM2[12122]...Level="INFO " CodeLocation="stanza.component.out"
Detail="xcoder=34A9B60C8 & i% : <db:result from="coluc.com'
to='vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

XCP_CM2[12122]...Level="DEBUG" CodeLocation="stream.out" Detail="(00000000-0000-0000-
0000-000000000000, coluc.com:vngtp.lab , OUT)xcoder=34A9B60CS8ifA 307 A #Y B4 B A,

XCP_CM2[12122]:..Level="INFO " CodeLocation="ConninfoHistory" Detail="E RS E X
: PENDING->CONNECTED....

HExpressway 2 #EZ B RFERE , B R RILIRE:



XCP_CM2[22992]...Level="VBOSE" CodelLocation="stanza.component.in"
Detail="xcoder=05E295A2B & W & :

<db:result from="coluc.com'
to='vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

XCP_CM2[22992]:..Level="INFO " CodeLocation="Resolver.cpp:128" Detail=
"IE 7 J& 3 'coluc.com:puny=coluc.com:service=_xmpp-server._tcp:defport=0'#J 7 23 & K"

XCP_CM2[22992]...Level="INFO " CodeLocation="debug" Detail="(e5b18d01-fe24-4290-bba1-
a57788a76468, vngtp.lab:coluc.com , IN)
2 #4789 EHLRY B34 #h it =coluc.com 5 7£=SRV dns-timings=(TOTAL:0.003157 SRV:0.002885)"

XCP_CM2[22992]:..Level="INFO " CodeLocation="DBVerify.cpp:270" Detail="(e5b18d01-fe24-
4290-bba1-a57788a76468, vngtp.lab:coluc.com , IN)

DBVerifyfi 23T FF 8, IETE&KiAdb:verify$#Ea : <db:verify from="vngtp.lab' id="05E295A2B'
to='coluc.com'>d780f198ac34a6db795fcdaf8762ea9b03</db:verify>"

XCP_CM2[22992]:..Level="INFO " CodeLocation="DBVerify.cpp:282" Detail="(e5b18d01-fe24-
4290-bba1-a57788a76468, vngtp.lab:coluc.com , IN)

DBVerify Y2 Ell 89 £3E 2 <db:verify from="coluc.com' id="05E295A2B' to="vngtp.lab'
type="valid'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:verify>

HExpressway R Z R F58RE , Expressway £ Rt EE

XCP_CM2[5164]:..Level="INFO " CodeLocation="debug" Detail="xcoder=94A9B60C8
onStreamOpen:

<stream:stream from='vngtp.lab' id='1327B794B' to='coluc.com' version='1.0' xml:lang='en-
US.UTF-8' xmIns='jabber:server' xmins:db='jabber:server:dialback’
xmins:stream="http://etherx.jabber.org/streams'/"

XCP_CM2[5164]:..Level="VBOSE" CodelLocation="stanza.component.in"
Detail="xcoder=94A9B60C8 2 W %I :

<db:verify from="vngtp.lab' id='"05E295A2B'
to="coluc.com'>d780f198ac34a6db795fcdaf8762ea9b03</db:verify>"

XCP_CM2[5164]:..Level="INFO " CodeLocation="stream.in" Detail="xcoder=94A9B60C8< [l i}
AT&E"

SHIERR2RA


http://etherx.jabber.org/streams'/>�

st]uan]n,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7)o

Unified Communications You are here; Configuration * Unified Communications * Gonfiguration

4 Configuration |

Unified Communications mode | Mobile and remote access = | i

_| XMPP federation |

XMPP federation support [On : | :
Use static routes [ o | Configure static routes for federated XMPP domains
Dialback secret ] N | i
D]
| TLS required
Privacy mode - TLS opticnal

_Save |

REW WA

. Wireshark 7] | F HEBR &
- IR ERRABEERMEZRZE(TLS), AESHLTLS
ABFEIHRTEIERT AREETLSH RA :

P Protocol

|Source |Destination ]Protocol|Length|lnfo ¥ FEATURES(stream) [] )
= STARTTLS [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]

xmlns: urn:ietf:params:xml:ns:xmpp-tls

10.48.36.171 10.48.55.113

REQUIRED
10.48.36.171 10.48.55.113 XMPP/XML
10.48.55.113 10.48.36.171 TCP ¥ 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1119100130 TSecr=1119103044

10.48.55.113 10.48.36.171

10.48.55.113 10.48.36.171 XMPP/XML 173 FEATURES
10.48.55. 113 6630353 > xmop-server [ACK
10.48.55.113 117 STARTTLS

.806.30. 171 LU-M’-:D-J.JJ 5 e 0 =
434 [TCP segment of a

FUU]

real~ XMPP Protocol

10.48.55.113 10.48.36.171 TCP
10.48.55.113 10.48.36.171 TCP 1369 [TCP segment of a real STARTTLS [xmlns='urn:ietf:params:xml:ns:xmpp-tls"]
10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ : i < . S pa
10.48.36.171 10.48.55.113 TCP 640 [TCP segment of a rea xmins: urniletf:params:xml:ns:xmpp-tls
10.48.55.113 10.48.36.171 TCP 292 [TCP segment of a real
10.48.36.171 10.48.55.113 TCH 298 [TCP segment of a rea: POOT
|
10.48.36.17 ) Ack=3460 Win=41600 Len=0 TSval=1119103110 TSecr=111910015

inasesaa ~ PROCEED [xmlng:"urn:ietf:params:xml:ns:xmpp—tls"]
xmlns: urn:ietf:params:xml:ns:xmpp-tls

LiERX NSSLEt , BAEEFEITLSIEF



Source Destination | Protocol | Length | info

=11191023043 TSecr=1119100125

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seg=1 Ack=1 Win=29312 Len=0 TSval

10.48.36.171 10.48.55.113 TLSv1.2 269 Continuation Data

10.48.55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1115100130 TSecr=1119103044
10.48.55.113 10.48.36.171 TLSv1.2 254 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 = xmpp-server [ACK] Seq=204 Ack=189 Win=30336 Len=0 TSval=1119103044 TSecr=1119100130
10.48.55.113 10.48.36.171 TLSv1.Z2 173 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=204 Ack=296 Win=30336 Len=0 TSval=1119103046 TSecr=1119100131

117 Continuation Data
116 Continuation Data
275 client Hello

10.48,36.171 10.48,55.113 TLSvl.
10,48.55.113  10.48.36.171 TLSvl.
10.48.36.171 10.48.55.113 TLSvl.
10.48.55.113 10.48.36.171 TLSvl. 1434 Server Helle

10.48.55.113 10.48.36.171 TLSvl 1359 Certificate, Server Hello Done

10.48,36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=464 Ack=3017 Win=35096 Len=0 TSval=1119103049 TSecr=1119100134

MK NN N

10.48.36.171 10.48.55.113 TLSv1.2 640 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

10.48.55.113 10.48.35.171 TLSv1.2 292 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

10.48.36.171 10.48.55.113 TLSvl.2 2538 Appiicatlnn Data

10.48.55.113 10.48.36.171 TLSvl.2 283 Application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3450 Win=41500 Len=0 TSwal=1119103110 TSecr=1115100156
10.48.55.113 10.48.36.171 TLSvl.2 113 Application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3507 Win=41500 Len=0 TSval=1119103110 TSecr=1115100135
10.48.36.171 10.48.55.113 TLSv1.2 190 Application Data

10.48.55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seq=3507 Ack=1394 Win=33408 Len=0 TSval=1115100236 TSecr=1115103110
10.48.55.113 10.48.36.171 TLSvl.2 218 Application Data

HEE:
ER1EAMHE, SN intermnetTBEM. IMAPRA R FESH

fEExpressway-CHE L :
"Function="executeSQLQuery"R#&="401"RX="T"

JRA 1 : Expressway-CixIM&P f FF By 145 1R

Xt 0] LUE I iE 1T I URL H 5 Fi Expressway C LB & B9 E B 5 3R IE

Configuration > Unified Communications > IM and Presence Servers

https://cups address.domain.com:8443/axI

BRAR1: EFZHB , RIFCUPKRSEAIM
ER 2BKE %K , CUPLWXCPRHEBEERMMIES

KA 2 : CUPLIIXCPEBHESBEAEHEH
XA LAEEBARE FHCUPERFIIE,

ulwln  Cisco Unified CM IM and Presence Administration B
€I5€@  For Cisco Unified Communications Solutions A3 | ccmadmin | Sesrch | Logeut | About

Sysem~ Prosenca v  Messagng =  Application ~  Bulk Aminisyason v Diagnostics = Felp v

[ selectall [ clear all g Delete Selected
Status
@ S records found
Notifications (1 - 5 of 5) Rows per Page S0 °
Find Motifications where Origin | begins with = | Find | Clear Filter || 4| =
Severity & Cownt. Deseristion Origin Created
& 5 Cisco XCP Router : (ecupl0s.coluc.com) requires a restart in order for recent configuration changes to take effect. You can restart this service hare. Once the service is restarted, this notification will be Cigco XOP Config Manager Jan 5, 2015 3:10:43
deleted automatically. =
& s Ciseo XCP Router : (Scupl(.colue.com) requires & restart in order for recent configuration changes to take effect. You can restart this service lere. Once the service is restarted, this notification will be Cisco XOP Config Manager Jan s, 2015 3:10:42
deleted automatically. e

RRAR 2 : TCUP L EFH B IXCPRHISE


https://cups_address.domain.com:8443/axl

AENALRHBA , ECUP LMIXCPEEHR A SMERRBIES. WREFHBHXCPIARRSET
SERRIE R |, N EH S 3D IMAPERF 2 f# Rt 8] &,

WiF

X% TR T REN R,
TR HEBR

B A R R 0 PR S
HXxER

- BARFZIEHIH - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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