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-SIP Trunk Security Profile Information

Name * B2B SIP TRUMK EXPRESSWAY Mone Secure
Description Non Secure SIP Trunk Profile for B2B Expressway
Device Security Mode Non Secure .
Incoming Transport Type® TCP+UDP .
Cutgoing Transport Type TCP -

Enable Digest Authentication
Nonce Validity Time (mins)* 500

».509 Subject Name

Inceming Port® 5060

Enable application level authorization
| |Accept presence subscription
|| Accept out-of-dialog refer**
@Mcﬂpt unsolicited notification
@Acr.:ept replaces header

Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering® | Use Default Filter
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-5IP Trunk Security Profile Information

Name* B2B SIP TRUNK EXPRESSWAY SECURE

Description Secure SIP Trunk Profile for B2B Expressway

Device Security Mode | Encrypted :
Incoming Transport T'ﬂ:IE* | TS ‘
Outgoing Transport Type | TLS -

Enahble Digest Authentication

Nonce Validity Time (mins)* 500
X309 Subject Name expresswayc.cisco.com
Incoming port* 5061

Enable Application level authorization
Accept presence subscription

Accept out-of-dialog refer**

Accept unsolicited notification
Accept replaces header

Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering™ | Lise Default Filter

aF

b.# CUCM L& & SIP H4k,

B4k | PrEB2BIFALER R A R HCUCM,

SIP YL ESHZE CUCM VCS HREMIRES .

BRRBRES 1 THEENZTL2EE X

c.fEExpressway-C L it B4R B X 15

ZEEExpressway-C LEEE @ CUCM BIME 4R X1,

XA T AL B2B REHHE CUCM,

EEANERE , HE—HNHNARLAAREENBNROESESLS CUCM SIP KR SIP Fi4k
L2 BB XA A EC B Y 0 Y i O AR XY R



FEARGIF | SIP/TCPEAM B #rim 0 A6060,SIP/TLSEAM Birig O 76061, (ESHLTER

1), WEFT

MExpresswayEETTH , S#1ZE Configuration > Dial Plan > Transforms y Configuration

SIP TCP M43 X 1T :

_I Configuration
Neme * | CUCMZONE
Type Neighlbor
Hop count Ly i?ﬂ | i

| Hazs
Mode [ T

_| sIP
Moda [ T
Port « | go6o [
Tran=port [Toe, el 1d
Accept proxied registrations | Damy 3| &
Media encryption mods | Pasto =
ICE suppor [

_I Authantication

Authenticabon policy

S1P authentication trust mode

| Do net chedk credentials

N
L]

]

ehacation

Peer 1 eddrass

| 10.48.78.105

Peer 3 addrass

Peer 4 eddraszs

Feer & eddrass

Peer & eddrazs

SIP: Reachable: 10.48.79. 1058050

Aduancad

Lone profile

| Cizco Unified Communications Manager (8.6.1 orlater) 3| ¢

Save | Cancel | Delets |
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Name * [ cuemzone | i
Type Meighioar I
Hop count * | ap i
[ |
Mode I
|8 |
Moda | On L
Part + | 6061 i
Transport | TLs [ [d
TLS varify moda [ Om p] L
Accapt proxied registrations | Derny | L4
Media encryption mode | Auto RN
ICE suppont [ o [1d
_I Authentication |
Autnentication policy | Donotcnecscredentisls 3| §
SiP authenticetion trust mode [ o [1d
| Location
Poer 1 addrass | cuem cisco.com | i S1P: Reachable: 10.48.79.105:6050
Paer 2 andrass | [ 14
Peer 3 gddress ' ' i

_I Advanced

Zone profila

| Clsco Unified Communications Manager (8.6.1 orlater) 2| ¢




SIP TLS #A4BX1F - TLS BiFEN B X

HTLSKIFENRERNKANR |, WEAMu n LLRCUCMT 2/ IPH#eit, F 4B HFQDN,

MExpresswayEETTH , M ZE Configuration > Dial Plan > Transforms y Configuration

_I Configuration |
Name * | cucmzone |14
Type Neighioar
Hop count - 'zu—| i
| Haz |
Mode [ o =] (d
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Mode [on  t]§
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TLS varify mods offt o) &
Accept proxied registrations [ Dany 2] i
Media encryption moda | Puto * | f
IGE support [off &] .4
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Authentication policy | Donetchedk credentials 5| ¢
SIP authentication trust mode | of &| i
_| Location |
Paar 1 podraszs | 1048 To108 [ 13 SIP: Reamﬂhhi 10.4B.70_105:6050
Peer 2 eddress [ - l i
Peer 3 eodrass [ I i
Peer 4 eddress [ l i
Peer § podrass [ I i
Peer § eddress [ l i
_I Advancad
Zone predile | Cisco Unified Comemunications Manager (8.6.1 orlater) 2| ¢
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I
Name * | B2B-Traversal i
Type Traversal client

Hop count «fi5 |

Connection credentiais

Usamame * | aft [1d
Password | [E— lii
‘I s I
Mode [of 3] i
Bkoce [asent 7] &
s |
Mode [on 3] i
Port « | 7003 [ 14
Tranzport [T i (i
TLS verify mode [on 2] i
Accept proxied registrations [ Aow 2] i
Media encryption mode | Awum = 4
ICE suppor |Oﬁ—:| L
SIP polson mode [ o0& =] i
_I Authentication i
Authentication policy | Donotcheck credentials 3| §
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Retry intarval . ?1_213 | L
Location |
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| Configuration

Mame * Ipza-rmarsal I i

Type Traversal server

Hop caunt +* |15—| |

Connection credentials

Usernarma # |efl |

Passward Add/Edit local authentication database
| H.323

Mode [Of- 5] i §

Pratoce] [(Assent 3] i

H.460.19 demultiplexing mode Lo 2] | §
| sIP

Moda IFJ i

Port «[7003 | i

Transport M Bl L

TLS verify moda [ O] (3

TLS verify subject name + | eftaowye.colue.com i

Accepl prodied registralions Allew = | g
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Create zone You are here: Configuration* Zones* Zones* Create zone

Configuration

HName CMHSZone

Tupe OrS b
Hop count 15 i
H.323

Mode on

SIP

Modz an &

TLS warity mode O w i

Fallback transport protocol TCR W
Meda encryption mode At R

CE support [Off »| i
Aibvanced

neclude address record _C'TT g

Zone profile Diefault W

reatezone | _cancel |
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DNS SRV records

Marme Service  Prototol  Priority  Weight  Port Target host
axamphs.com haZiecs icp 10 10 1720 Ep. B MRl R.oom
axampha.com haZiis udp 10 10 1718 BE. BB MR B o0m
sxampda.com, £ icp 10 10 2060 BXpR. EXEME8 Com,
axamphe.com, E-H udp " 10 10 S0ED BX.EEMmEle com,
XA .Com, 2 i 10 10 5061 B BB MmEle com.
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