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2016-04-19T17:09:13+10:00 expc tvcs: UTCTime="2016-04-19 07:09:13,973" Module="network.sip"

Level="DEBUG": Action="Received" Local-ip="10.0.30.2" Local-port="27901" Src-
ip="64.100.0.10" Src-port="7003" Msg-Hash="123456789123456789"
SIPMSG:

| SERVICE sip:serviceserver@cucm02.example.local SIP/2.0

Via: SIP/2.0/TLS 64.100.0.10:7003;egress-zone=UCTraversal;branch=[branchID];proxy-call-
id=[callid] ;rport

Via: SIP/2.0/TCP 127.0.0.1:5060;branch=[branchID];received=127.0.0.1;rport=25063;ingress-
zone=DefaultZone

Call-ID: abcdl2345678@127.0.0.1

CSeq: 4616 SERVICE

Contact: <sip:serviceproxy@cucm02.example.local>

From: <sip:serviceproxy@cucm02.example.local>;tag=0987654321aaaa

To: <sip:serviceserver@cucm02.example.local>



Max-Forwards: 15

Route: <sip:64.100.0.10:4401; transport=tls;apparent;ds;lr>

Route: <sip:127.0.0.1:22210; transport=tcp;vcs-cate;lr>

User-Agent: TANDBERG/4132 (X8.7.2)

Date: Tue, 19 Apr 2016 07:09:13 GMT

Event: service

P-Asserted-Identity: <sip:serviceproxy@cucm02.example.local>

X-TAATag: e€90b4983919b1£f7a46d38£835

Identity:

"710J9gpsS50b2TUALt tNXBGYRWDbnRuf5skrkxP+B14ngRvjkIWIu7BQP5W7vW1BTVyVaGuubV5u7rPDc5anDx9u461/8Tkx
xYuxkr83DEh/cYPWlwO7JvTP5nub6/EtELt6RXvwizY6Gm/MXV4eMgQJ06kA86EFxP1SsRxop0YjUs61B10InBrtQjOicskoA
uMGzNjiBKvcCAbrASGtWP015vRp9khcs3e8vmkpZzH5Qtef 6+gNaRWPES3MS=="

Content-Type: multipart/mixed;boundary=boundary-63j7zrmj35ifsu3efgbgab03hnzinbf

Content-Length: 2555

--boundary-6j7zrmj35ifsu3lefgbga603hnzlinbf
Content-Type: application/text

<?xml version="1.0" encoding="utf-8"?>
<methodCall><params><username>john.smith</username><realm>expe.example.com</realm><nonce>21i78wor
v9unccsbvbelfidxai78worviunccecs6ovbelfidxadil5sj</nonce><gop>auth</gop><cnonce>54£80570</cnonce><nc
>00000001</nc><response>21i78worvounccsévbelfidxadils5j</response><uri>sip:cucm02.example.local</u
ri><method>REGISTER</method><id>12345678</id><caching-enabled>true</caching-
enabled><regtype>collab-
edge</regtype></params><methodName>DigestAuth</methodName><version>1.0</version><msgid>123456789
79</msgid><sipdomain>cucm02.example.local</sipdomain></methodCall>

--boundary-6j7zrmj35ifsu3lefgbga603hnzlinbf
Content-Type: application/x-x509-ca-cert

hknS5nQ8NJEspxLPYON4BvA8iL7ZasOgnggHR1j95N8bn
0fi1igoKhe90kV6Y7PRbRpwFv6jGiFR8hyepr3t2BPeclaZ
ZAK3ZC92RQbDJCxy2U99LEWL1 TpJQwIuTjLHicbiNCNZu
Be9xEMgewwGFVESzW08DzlecINXpsKgQ0ivbpLbwreXJG
SCbcse3067yvghMDsotcK4gurl1FZWOZJFa3EM1goT3Mj
ApGVMfL9caTjY1lEaLWD15rWGGe8FpRLC1zrz0wwUGg7Px
Moy 6kAujtolwNIBUIOsgJ98MnBUUREJZNW7g7nJL5zywT
FXhMgy9PBUMuwjgu5bKruY4caWDYtNulkZzCtnm04410k7
xhTO0OWWJ 9sNFnDQGDrgBIFBjggEihSbZr6hdPg27ZMzZ4r
15yGpz0j7a61g2NOKm6FXpfgVlB7zvyQsM6x0XIJEImp]V
alO0nHYKTLKBEmMKS5jVosgyOrSWpZPimc364sRxRWAABZZX
M6XstZNGhvQNDVk1J1fCN5yRtEgEkkizeWOHIcts922wL
2rVTfUEfWGXMkca8YHK] 2 1xkthNnHVbLG0YoUNOUDHglxu
49F7Kcw7neuQQz4MmEL £591nyhY7gEIQVEPGn0jggzAX8
omNVxTewaInTXvjxo5xvTLghYfESCgniBbtWwMhhRUuR7N
eh090vFWsuUyHImDBYpoONZWTXEB4AFwS5Xwf jzZAoHZOFV6
xCEALGYrpI4Ebaz58r8uVr fXkrNrgepFw2zMgamhwfon5
AzEU2gh9vTUNZEAN8De5XQKA1peehO8Dpef2JTBLV5avE
nh7rfxh8BzZY4xteSRox8iBnT4Na6gsDMb2gvp6gTYFFJH
RGMHIe5siTI1HhARGD]jendEwrKEMOYNIJWTgmx4m]jDrgyme

2016-04-19T17:09:13+10:00 expc tvcs: UTCTime="2016-04-19 07:09:13,977"
Module="developer.sip.leg" Level="INFO"
CodeLocation="ppcmains/sip/sipproxy/SipProxyLeg.cpp (10047)"

Method="SipProxyLeg: :routeViaNettleIfNeeded" Thread="0x3150905deeab": this="0xc76759f343ca"
Type="Outbound" routingViaNettle="false" twoInARow="false" onelsATraversalServerZone="false"
isCall="false" isRefer="false" fromClusterPeer="false" fromNettle="false" toNettle="false"
inboundZone=UC_Traversal (encryption-mode=on ice-mode=off) outboundZone=DefaultZone (encryption-
mode=auto ice-mode=off) encryptionSettingsRequireNettle="true" iceSettingsRequireNettle="false"
needlesslyNettling="false" routeViaNettle="false"
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2016-04-19T17:09:13+410:00 expc tvcs: UTCTime="2016-04-19 07:09:13,979" Module="network.tcp"
Level="DEBUG": Src-ip="10.0.30.2" Src-port="27921" Dst-ip="64.100.0.10" Dst-port="4401"
Detail="TCP Connecting"

2016-04-19T17:09:13+410:00 expc tvcs: UTCTime="2016-04-19 07:09:13,980" Module="network.tcp"
Level="ERROR": Src-ip="10.0.30.2" Src-port="27921" Dst-ip="64.100.0.10" Dst-port="4401"
Detail="TCP Connection Failed"
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2016-04-19T17:09:13+10:00 expc tvcs: UTCTime="2016-04-19 07:09:13,982" Module="network.sip"
Level="INFO": Action="Sent" Local-ip="10.0.30.2" Local-port="27901" Dst-ip="64.100.0.10"
Dst-port="7003" Detail="Sending Response Code=408, Method=SERVICE, CSeqg=4616,
To=sip:serviceserver@cucm02.example.local, Call-ID=abcdl2345678@127.0.0.1, From-
Tag=0987654321aaaa, To-Tag=0987654321bbbb, Msg-Hash=123456789123456789"
2016-04-19T17:09:13+10:00 expc tvcs: UTCTime="2016-04-19 07:09:13,982" Module="network.sip"
Level="DEBUG": Action="Sent" Local-ip="10.0.30.2" Local-port="27901" Dst-ip="64.100.0.10"
Dst-port="7003" Msg-Hash="123456789123456789"

SIPMSG:

|SIP/2.0 408 Request Timeout

Via: SIP/2.0/TLS 64.100.0.10:7003;egress-zone=UCTraversal;branch=[branchID];proxy-call-
id=[callid];received=64.100.0.10;rport=7003; ingress-zone=UCTraversal; ingress-zone-id=4

Via: SIP/2.0/TCP 127.0.0.1:5060;branch=[branchID];received=127.0.0.1;rport=25063;ingress-
zone=DefaultZone

Call-ID: abcdl2345678@127.0.0.1

CSeq: 4616 SERVICE

From: <sip:serviceproxy@cucm02.example.local>;tag=0987654321aaaa

To: <sip:serviceserver@cucm02.example.local>;tag=0987654321bbbb

Server: TANDBERG/4132 (X8.7.2)

Warning: 399 10.0.30.2:5061 "Request Timeout"

Content-Length: 0
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https://www.cisco.com/c/dam/global/zh_cn/td/docs/voice_ip_comm/expressway/config_guide/X8-10/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X8-10.pdf
/content/en/us/support/docs/unified-communications/expressway/118992-configure-nat-00.html#anc9
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