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- CMSE —HE5HEMA2.1.4REBRA

. Expressway CHIExpressway EfRZ<X8.9.2% & & iR A&

. FECMS L it & Callbridge #Webbridge

. £ ExpresswayXi t /5 A B3I FIZE 5 R (MRA)

- fE R ENAT(TURN)E I 82 28 iExpressway-E

- Webbridge URLKYZ\ 3B o] #4715 & AR 585 (DNS) 12 F , A T\ 3R
- CMS IPith ik M AN ER30Z A BB A A 30 AT AR AT DN S 18 %



- ECMS E R HNHMAIBEHEEN AT BEEEEMELRSHIL(XMPP) %15

- NAH BB Z] Expressway E (903t IP shit f9PH A& EFF /S TCP ik 0O 443

- B X IE EFTFFITCPAIUDPH® O 3478 M 2 3t B Bk W E|Expressway ERY 2 F P ik
. TEB A tE E3TFFBYUDPIR ASEE24000-29999 |, LAExpressway-ERI A G Pt 1R

ERRMEH
AR E BB T U TR AR -

- CMS& — A5 EFBMRA2.2.1
. Expressway-CHlExpressway-E , i XX P 2% 3% 0 4= (NIC) FI 52 25 P 45 h 11k #5350 (NAT) R 4R i A<
X8.9.2
- POSTMAN
AXEPHNEEHRETHRESRENREFNRREEN, AXNFEANMERZRVEXAR
M(BA) BE. MREEANREXINE , FRAREEKX THRMEDSHEERIE,

[T
PR 4% [
Internal AN
[not used on this examplel
i

Internal DNS Bxternal DNS

webRTG external domain

o

I
2%
|
-

wehRTG internal domain



BRER

&R
St
CMS IPitbut

Expressway-C IP#bit
Expressway-E LAN1 IPit ( AEB )
Expressway-E LAN2 P31t ( 566 )

EZANAT IPHbE

DNS # &

AEEDNSE R

% DNS : Name Type Data
a4 5 ACTIVEDIRECTORY & xmpp-client Service Location (SRV) [10][10][5222] xmpp,cms.octavie.local.
4 || Forward Lookup Zones | §_|_xn1pp-ser\.rer gflwﬁp;ms.octavio.local.
b Bl _msdcs.octa\fio.loﬁ'l & _cisco- [10][10][8443] ocucmp.octavio.local,
4 2] octavio.Com g = _cuplogin V) [10][10][8443] ocupsp.octavio.local,
e ||
2. DNS | MName Type Data “
4 5 ACTIVEDIRECTORY | ] _tep " ;
4 [ Forward Lookup Zones ﬂvcse Host (A) External webbridge URL resolves to internal IP address I
b Ed _msdcs.octavio.local::i crSaeh Host (4] 172.16.85.180 |
4 || octavio.com | & (same as parent folder) Start of Authority (SOA) [10], activedirectory.octavio.local,, hostmaster.octavio.local.
; _t.cp. 1 ‘ E—l(same as parent folder) Name Server (NS) activedirectory.octavio.local.

SEEDNSHE &

cms octavio.local
octavio.com
172.16.85.180
172.16.85.167
172.16.85.168
192.168.245.61
10.88.246.156

-

Timestamp
static
static
static
static

Timestarmnp

static
static
static
static

S EEDNS 24 E B Webbridge URL , iZURL##HNT A Expressway-ERV EEZSNAT IPHbit , 20E PR,

G DS Mame I Type l Data i
= 3 | tep
| Global Logs | s
| Forward Lookup Zones '—l (same as parent Folder) Start of Authority (SO4) [71, rzde.rmz.lab,, hostmaster.ms...
= (same as parent Folder) Mame Server (MN3) rrede, e, lab,
cmsweb Hosk [4) 10.33. 246, 156!
WCSE Hask (&) 10.83.246,154

= [ T octavio,com

bcp

_tls

CMS, Callbridge, WebbridgeFIXMPPE &

ST APUBE callbridgeF FJiE, ZEE RBUER CallbridgeiF AT,




BXEZFAEE:

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10

FSE2.MBATR , BEMMPJE Acallbridge. webbridge FIXMPP,

EREEERE | AT BOMAERAXLEEE

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V



http://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   
http://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   
http://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf

ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf

BROMAGZIEBHFMER | BRI T e

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf

HBR3. 5 M ZE Configuration > General EFICMSM T , FHELEWebbridgeH NEBFSAEBURL , tnEFRr
o

Web bridge settings
Guest account client URI |https: ffmweb.m .octavio.local I

Guest account JID domain |cme.octavio.local

Custom background image URI

Custom login logo URI

Guest access via ID and passcode | secure: require passcode to be supplied with ID +

Guest access via hyperlinks | allowed Vl

User sign in |a||0wed Vl

Joining scheduled Lync conferences by ID | not allowed V|

IVR

VR numeric ID

Joining scheduled Lync conferences by ID This EQDN has to be:setas AN an

Expressway-E cerificate

External access

Web Bridge URI |https://cmswebJoctavio.com

VR telephone number

EE . CMSAAEDEE—NZEME,

CMSLEEEZHEARE , MBI,

|| HName URI user part Secondary URI user part Additional access methods Cal D
] | Proxy webRTC proxywebrtc@cms. octavio.local 100101

AR SR NEBAAHEERS

MBI, AtE AREILAL B E B R R B


http://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
http://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf
http://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf

Incoming call handling

Call matching

Domain name Targets spaces
L1 | cms.octavio.local 10 yes
[] | octavio.com 10 yes
TURNPE i

$B1. TURNAFETAPIEE Postmani#t TEH B, koS HATHRAEERE.

https://
SE2 FERHPOSTHEH S M ZEBody , AEBTURNRSZ SRS HRERETH]. BEEFTURNRS M

SHIMBE PR Ro

POST W httpsd/fadmin.cms.octavio.local:445/apifv]/turnServers Params
on @ Headers (2) Body @
_ Exp-E LAN1 IP address )
form-data ® x-www-form-urlencoded raw binary
serverAddress 172.16.85.168
clientAddress 1D_88.2ﬁ5.15&-{ Static NAT IP address j
username turnuser
password cisco This username
and password
Type standard has ta be
tcpPortNumberOverride 3478 Configured on
Expressway E

HW|IIBITHEGETHEFIRSZRID , RETURNIRS SRE ERVRS . YNEHIHIDIME TR,


https://%3ccms_web_admin_address%3e:%3cweb_admin_port%3e/api/v1/turnServers

GET ¥ httpsy//admin.cms.ocavio.local:445/apifvlfturnServers

Authorization @ Headers (2) Pre-request Sc
Type Basic Auth
) The authorization header will be generated and
Username admin added as a custom header
Password s Save helper data to request
Show Password
Body rokies Headers (10)
Pretty R Previe XML v
1 <2xml version="1.8"7>
2~ <turnServers totgl="l-2
3~ <turnServer id="1aalﬁccc—S?dl—4-24d—‘3|:|3d—3#EET-F232433“>|
4 <serverAddress>1l/2. 1b. 85, 1b8<{/serverfiddress >
5 <clientAddress»18.88.246.156</clientAddress>
B < fturnServers
7 LjturnServersi

SBRAEHAPIH S RENIDHAEAGETHEEETURNBRSEES , B R

AR ZEET2ETRSHBNEB.



GET Vv hrrps!f'.’adr|1in.cms_octavic.lncal:445."apia"u1.’turnSENeri."ZamGCEE—BTEIi~424d—9d3d—3d00?@32435I Params

Authorization @ Headers (2] Pre-request Script Tests
Type Basic Autch b C
. The authorization header will be generated and
Username admin added as a custom header
Password Save helper data to request

Show Password

Body Cookies Headers (10) Tests Status: 200

Pretty  HRaw  Preview ML v =

1 «<?xml version="1.8"3>»

2~ <turnServer id="2aaléccc-87d1-424d-0d3d-3d@@7f232433" >
3 ¢serverAddress»172,16.85.168< /serverAddress>

4 ¢clientAddress>1€.88.246.156</clientAddress?

5 ¢numRegistrations»8</numRegistrationsy

B <username>turnuser</username>

7 <typerstandard</types

B <tcpPortNumberOverride»3478</ tcpPortNumberOverrides
9 </turnServer:

HPR5. B disendIREVARSS B IRS . MEPR |, ELE IR RHA,



GET

httpsif/fadmin.cms.octavio.local:445/apifvifturnServers/2aal Gocc-87d1-424d-9d34-3d Dﬂ?f232435;’5tatus|

Autharization @ Headers (2)

Type

Username

Password

Body

Pretty

4

4

U - W R T

=]

11

Headers [1{)}

Basic Auth

admin

Show Password

XML~ =5

<¥uml version="1.8"2>»
<turnServer»

<status:success</status>

<host>

<address>»172.16.85.168</address>
<portNumber»3478«</portNumber:>
<reachable>true</reachable
<roundTripTimeMs>52< /roundTripTimeMs
<mappedAddress»172.16.85.188</mappediddress
<mappedPortNumber>41574< /mappedPortMNumber:

</host>

12 <jturnServer

Expressway-C H1Ef: B

The authorization header will be generat
added as a custom header

Save helper data to request

$ 1. Expressway-C 41 BB W 1E (octavio.local), Expressway-E 451 B B L E 15
(octavio.com) , JNE TR



e
CISCO Cisco Expressway-G

Status System Configuration Applications Users Maintenance
DNS
_| DN S settings
System host name lvesc | G
Domain name octavio.local | iy
DMS reguests port range | Use the ephemeral port range w | i)

Default DHS zervers Internal DNS sewerj

Address 1 172.16.85.162 | i

SER2 MMIEExpressway CHIE LS AMRA |, 2B R,

Unified Communications

[Contigaration

I I
Unified Communications mode Ugbie and remole access | 1

SE3.MEFTR , EExpressway-CHIEZ A 81 2% —BEZFHX T,



CISCO Cisco Expressway-C

Status System Configuration

Applications Users

Maintenance

Edit zone

_I Configuration

Name

Type

Hop count

_I Connection credentials

Username

Password

This credentials are
configured on Exp-E

* |UT Zone

|Unified Communications traversal |

* 15 i

¥

I

* |TLrser

o |-I'I-II-'

_| sip

Port

Accept proxied registrations
ICE support

Multistream mode

SIP poison mode

Preloaded SIP routes support

SIP parameter preservation

»*
I
=
=1
=

Alow | i
Off w| i
n ;‘
Off w| i
Off o] i

Off w|

(=]
£

_| Authentication

Authentication policy

Do not check credentials | @

=

Expressway-C Ly &

FPR1.7EExpressway-C L ELE N BB A A EBE , B PR,



at]ann
CISCO Cisco Expressway-C

Status System Configuration Applicat

Domains

1 pctavio.local

]
[] -2 octavio.com

SER2EABRNAVEE. SMERR > 5i—BE > B™ Meeting Server. MBI , FEGuestik
FEFwmURIFER LB E 7 EfWebbridge URL.,

vl
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Cisco Meeting Server

| Meeting Server configuration !

Meeting Server Web Proxy L
Guest account client URI * |crnsweb.uctaviu.cum i

Name Address
cmsweb.octavio.com 172.16.85.180

R : NEBDNS K A ZBM FFURL (cmsweb.octavio.com) @47 i M EBCMS R FFIP# 11k, FE4S
Bl | IPF}172.16.85.180,

Expressway-C L Z £ /L% (SSH)RRB A MEJ LW HEE N FIRES , MBI R.

el
CISCO  Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Unified Communications SSH tunnels status “You are here: Siatus » Unified Communications
Target Dormait Statu
‘vecse.octavio.com octavio.local Active

vese octavio.com cmEweb.octavio com Active

vese. octavio.com octavio.com Active

AE  RSF[LAEERS /LB MCAILEH,

Expressway-E L E &

S PR1. Expressway-EX4MEFTURNYFAIE , BB TR



il
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Option keys
oo
7 Expressway Series Active
[T H323-SIP Interworking Gateway Active
[ Active
[ Active

SR AIE A S\ ERE B EExpressway-E , MBI FTRo

M
tl%ﬁg Cisco Expressway-E

Status System Configuration Applications Users Maintenance

DHS =zetting=
System host name |'.rn:,se | i
Domain name |ucta1.r'ru.|:um | ij

Default DNS servers

Address 1 [10.88.246.210 | G

Addrezs 2 | | dd

FTWIATURNRS SRZNE—BEFBEXEIZA, , MEMRR.

lllllllli
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Local authentication database
Records: 3

.1._. _E irm..
O admn View/Edd
[0 tunuser View/Edd
O Tuser View/Edd



SRAQBRE—BEFHEXE , BT,

ITIr
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Edit zone
_I Configuration |

Name # |UT Zone i
Type Unified Communications traversal
Hop court . i

_I Connection credentials

Username # [Tuser i

Password AddiEdit local authentication database

| sip |

Port *

=4
[=1
=]
iy
-

=]
@
o
2
g
=
=
=3
B

TLS verify subject name #*

Accept proxied registrations Allow w1
ICE =upport Off w| | L
Muttistream mode 0 i
SIP poison mode Off | 1)
Preloaded SIP routes support Off | i@

SIP parameter preservation Off | | L)

=
£

SBW5.BETURNIRS 8. WEPTR , $#ZEConfiguration > Traversal > TURN,
AR : TURNIER A EE LR H3478 , AN ERWebE Fimig R TURNE R K A,

],
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

TURN

_I Server |

TURN services [

TURN reguests port : F [
| The one configured before L

Authentication realm * |1ern user

Media port range start # | 24000 i
Media port range end Ll I




HIMTurn (FFEB ) "G, RBE R Active (5&30 ) 7, B FI R,

Status

Listening address 1 172.16.85.16832 78]
Listening address 2 192.168.245 613475
Number of aclive TURN chenls 0

Humber of active TURN relays (connected via TCP) 0

Number of aclive TURN relays (connected via UDP) 0

£ 1%6.5 it ESystem > Administration. WebRTCZE F iwiE 3K 1 8] 3% 1443 , K ItExpressway-ER/Y
EEROMMERNEfbimO , EAPIF , EEHRN445 , MEFTR.

_‘ Web server configuration |

I
Redirect HTTP reguests to HTTPS i
HTTP Strict Transport Security (HSTS) |
Web administrator port 445 | i
Client certificate-based security | Not required wl I

F 7. FNExpressway-ERIZIE$ : HIFFWebbridge URLZHN 7RSS 85I EAISAN |, BRI R

X509v3 Subject Alternative Mame:
DNS:vcse.octavio.com, DNS:vcsc.octavio.local, DNS:cmsweb.octavio.com, DNS:cmsweb.octavio.local, DNS:octavio.local, DNS:cms.octavio.local, DNS:octavio.com

e
ERRHS THARBEEERIET.

HER1IEFR ZIFHIWebX 1T 25 H 5l A /A8 Webbridge URL , 4B R T —1NFRE , WEFR.

A BN AP REI AN KR ARA T &
. https://kb.acano.com/content/2/4/en/what-versions-of-browsers-do-we-support-for-
webrtc.html?highlight=htm1%5C-5%20compliant%20browsers#content



/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content
/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content

P G

e
(4 & nitps//cmsweb.octavio.com ¢ || Q Search

M

Meeting

Jain call

HIR2 ik Join call i A SLRTELERZEID , MEFT R

Enter Call ID

M

Meeting

100101

Passcode (If requirsd)

Continue »

Back

FIR3. FE dcontinue H M AR EFS , LIV EAMEZNEMANZRINEN , BEARHIGD , ZREBH
JProxy webRTC,. #Join call , ZNE PR,



Proxy webRTC

Octavial

Joincall w

Or sign in and join

FRAMAR —BREF , BYLABIQWFEENFHERE , MBI,

Participantes

B HERR

B RENEE T AT EERTHRELRR.



RERIAFFWEZH

FTFWebbridge WA , IIARUHZETRE R , YEMACMSHA N |, BAFINE-/ITEBHE RN
iR WETR.

Sign in

M

Meeting

UEemame

Signin )

Fault conditions

Fault condition

2017-05-20 18:15:28.769 Web bridge connection to "cmsweb.cms.octavio.local" failed (connect failure)

LMFEEEFUMFEBBEN , 2RERE,
BRRTT B

- KECMSEE A M LM Webbridge URLELER B IEH, At , BSHEERE>EN
- Webbridge#Callbridge XM EEE , BREETRHARE 2R NEIWebbridgeBLEH , 1NE
7



AR EERH RIS,

WebRTCH HE R“GEiRER"

i - :

¥ A\ Bad Request * H

«— > | A Mot secure | b#05//cmsweb.octavio.com
fRR T R

. K &EExpressway-C LEE 7T EFH T EIK S FFIKRURI, Fik , iS5 HZEConfiguration >
Unified Communication > Cisco Meeting Server,
MBERIPURLEFEKRFEZEFIRURLFE E , W Expressway-CH#EMTE , A ADNSIRE S LE I
ia;%iiﬂﬁizﬁlﬁﬁ%ﬁkWebﬁm%%qﬂ HIEIRBERBIRER. EXFP , BBENFHBURLAE REIR
, B F 7o



araa]i.
Cl5€0 Cisco Expressway-C

Status System Configuration Applications Users Maintenance
Cisco Meeting Server

‘ \'«i— aISucoess:I he address cmsweb.cms.octavio local resolved successfully. The local cache has the following changes: Inserted: 172.16.85.180

Meeting Server configuration !

Meeting Server Web Proxy EI'.-‘

LN
Guest account client URI * |crnsweh.cms.nc13vin.lucal x’ :,_,

save]

Guest account chient URI resolved to the ling argets
Hame

Address
krnsweb.cms octavio.local 172.16.85.180 I

WebRTCEFIRE R A REERE

rmsweb.octavio.com

M

Meeting

Join call

Sign in

PSS

CERRELEEN , SRSV EMEIR. HExpressway-ELHWIERERNZRISNE=FILEH
AR A

. &I EWebbridge URLZ BN SANZR I EExpressway-ERSGEFIEH £ , WBFTR



/‘_’\‘, Welcome X\+

€ | O 8 https:/Jcmsweb. octavio.com & [|Qas

cse.octavio.com:445/viewcert cert= SER P ERTIFICATE

Digital Signature, Key Encip
X509v3 Extended Key Usage:

TL: ign, TLS We
X509v3 |Subject Alternative Hame:

DNS:vecse.octavio.com, DNS:vesc.octavio.local,
X509v3 Subject Key Identifier:

18:64:25:56:90:31:C7:58:0D:6A:13:5D:4F:7F:25:BA:AB:DE:3D:AC
X508v3 Authority Key Identifier:
keyid:DD:ES5:67:1E:8D:63:50:48:D5:7A:42:29:B3:C2:24:2B:2C:36:96:16

t Buthentication

IDNS :cmsweb. octavio. coml DNS:cmsweb.octavio.local, DNS:octavi

M

Meeting

Join call

Signin

WebRTCE PR EE#{E MRIERE , RSN H BT 288

@. t-"' Share screen Leave

Another application may be using your camera or microphone

Connecting

Proxy webRTC

TURNARE 88 I P B S B8 fEexpressway-EE{CMSHBIAPIE BEiR,. ASEERBHIE RNE

o



2017-05-20 | 19:43:14.133 Info web bridge link 3: hew guest login request|21 received

2017-05-20 | 19:43:14.133 | Info guest login request 21: passcode resolution scheduled

2017-05-20 | 19:43:14.133 | Info guest login request 21: resolution in progress

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage scheduled (queue length: 1)
2017-05-20 | 19:43:14.135 | Info created guest account with user ID "guest3804072848@cms.octavio.local"
2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage executed

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage in progress

2017-05-20 | 19:43:14.137 | Info guest login request 21: successfully stored credentials

2017-05-20 | 19:43:14.163 | Info web bridge link 3: guest login request 21: response written

2017-05-20 | 19:43:14.231 | Info successful login request from guest3804072848@cms.octavio.local

2017-05-20 | 19:43:14.930 | Info instantiating user "guest3804072848@cms.octavio.local"

2017-05-20 | 19:43:14.934 | Info new session created for user "guest3804072848@cms.octavio.local"
2017-05-20 | 19:43:18.805 | Info call 6: allocated for guest3804072848@cms.octavic.local "Web client” conference participation
2017-05-20 o call 6: setting up combined RTP session for DTLS (combined media and control)

WA B BRI HREINE R, EEITWebRTCEFiRHIPC LiZ1TWireshark, TR EIE IR

fa , BSTUNITEHES, B4MNEIEHERNEIR,

1458 2817-85-20 19:52:48.704889  172.16.84.124 18.88.246.156 STUN 182 Bxledn (7754} Default Allscate Request UDP user: Eirogser reals: turnuser with nonce
1462 2017-85-20 19:52:48.714894  10.88.246.156  172.16.84.124 STUN 262 BxBabe (2748) Default Alloeate Error Response user: turnuser with nence reals:[Eurnuser UDP error-code: 431 [*Unknown error codet) Tntegrity Check Fallure]

PCXIEZDBELIER , Expressway NATHe it B N TR MR 25 K W7 E B
RRAR
EBEHR  BEEAFPENEE, YFTETURNRSSHSH EEBEBCH] , MBFR.

POST https:/{admin.cms.octavio.local:445/apifvifturnServers/2aal boocB87d1-424d-0d3d-3d 007232433/
® zaders (2) Body @
form-data '® x-www-form-urlencoded raw binary
serverAddress 172.16.85.163
clienttddress 10.88.246.156
username TUrnuser
password cisco
type standard
tcpPorthumberOverride 3478
e

CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance
Local authentication database

_| Configuration

Name * ilurnuset ] i

Password ¥ |essssnns ! 1
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