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3. ENEEBERRTIUDSIESE

4. Expressway-C A& RIL4EHIR - XCP JABBERD Detail=Unable to connect to host
"%IP%'" ort 7400 : (111) Connection Refused
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6. X HIBYWebEx Connecti CERS
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AP MR T At FEERI NI TR, #ERIEENENRN T L3 Collaboration Edgefi# R
R{THEHRN TR TS RERREHBRREEDENRETNEREN B,
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Cisco BB THUTER :

- BRE—BEEES (CUCM)

« Cisco ExpresswayiZ

- Cisco Expresswayill £

- BRENREEMELIRS(M&P)
+ WindowshixCisco Jabber

« MachRCisco Jabber

« ZHERRCisco Jabber

+ iIOS®RRCisco Jabber

o BRIUP

- B RS (DNS)

ERREH
AP WEEETUTREMBHIRA
« ExpresswayhR4xX8.1. 1R E & R4

« CUCM 9.1(2)SUTEE SR KIMEP 9.1(1) K E SR A
- Cisco JabberhR4%9.7 2% & & iR 2~

AXHEPNEEHRETREXRENEFNREFEN, AXEFEANMERZHNERAR
(RN ) BRE. MRENVMELTEIRS , FRRETHAERSHBERE,

3K [B)

JabberZTEEIF MRAZE 3%
WERATREMZ M RIS | Edp —LRIBE LR,

1. ROIEBIMED & IRS 12 FR(SRV) M/ ix 084437 £ 1 R

E(FJabberFF i FEAMRAKIIE R , XA BIZEMEDLLESRVIEEH BT MNAZBIHE,
JabberBFin&#E oI , ©E2#1TDNS SRVE :

1. _cisco-uds : ltSRVIEFKA FHEECUCMBRSZBREE A,



2. _cuplogin : tESRViEFKA THEIMGPRFELE T Ao

3. _collab-edge : ILSRViEFATHEMRAZRS AT A,

MR JabberEFiwE/E3) , {BARWKE_cisco-udsF_cuplogin@®ISRVEZ , H B &KW ZE|_collab-
edgeMINE , MESEALNEZRBKRSRYNEH 5 H Y Expressway-E,

_collab-edge SRViE x5 [M E Al 084438 Expressway-EfI SE2 FREH & (FQDN), ME&E6IE
_collab-edge SRV , REECARAIBAAN , REMREAA , BisO8443FT LG R |, MJabber®E
Fﬁ%/ﬁﬂ%o

& A LUB S MERR R 5 R0 $T 25 (CSA) P HISRVE EEFHIA_collab-edge SRVIE &2 AT LR AT LA
R TCPi% 8443 2 & A LA E],

MRIKO8443F3E1H A , XAJRERENLZ£RE (FHAE ) HIEZimO , REEXp-EFHIERIAR K
(GW) SR B8 Il B 4E iR

2. VCS Expressway E FIE B R A2 A0 A

f£Jabber®E Fin i Zl_collab-edgeI R & 5 , BB K A8443 RE B MEZ £(TLS)W
Expressway , =i MExpresswayt ZFiE+ , Bl ETLSHK A T Jabber® F im FExpressway Z [B] £Y
BfE.

W RExpressway;& B @ EExpressway FODNS B A RIS ZIEH , NLRESEK , B
Jabber® PR oA E FKo

MREEWEB |, F1EExpressway EFERIEBZHZERCSR)ITE |, iZT B B3 FExpresswayhy
FQDN{EN & A EHBFR(SAN)BEER

o MRAE RExpressway-CFHlExpressway-E 2 [8] LA & Expressway-E F 7\ Zp 48 ¥ 2 (Bl #E 1T
ZLEE,

AXExpresswayilf BER (I8 ) WT—NK , HSHMRASREEHE

Table 1. CSR Alternative Name Element and Unified Communications Features

Add These Items as Subject Alternative Names When Generating a CSR for These Purposes

Mobile and Remote Jabber guest XMPP Federation Business to
Sccess Business Calls

Unified CM registrations domains (despite their name, these have more in common Required on - - -
with service discovery domains than with Unified CM Unified CM SIP registration Expressway-E only
domains)

XMPP federation domains - - Required on -
Expressway-E only

IM and Presence Service chat node aliases (federated group chat) - - Required -

Unified CM phone security profile names Required on - - -
Expressway-C only

(Clustered systems only) Expressway cluster name Required on Required on Required on
Expressway-C only Expressway-C only Expressway-C only


https://cway.cisco.com/csa/
https://cway.cisco.com/csa/
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0101.html

3. L &E B F R A EIUDS RS 25

Jabber®& Pk I SExpressway EE VU R2EEE , 2ERHFTULKE E (get_edge_config). Ltill
LB D E_cuploginfl_cisco-udsBISRViE &, WRiI&EEHKRIRE_cisco-uds SRVIEx , M
Jabber® P T E R E B R,

EfRERIE | FEREAZBEIER_cisco-uds SRVIEFE , H @I Expressway-Cit 1T 47,
E<DNS SRVIEEMWiFMEER , SR8 1IMRMRAZEISE,

MRELTFREH , LR —HENER. MREERFHFEZT , H BRI JabberE F i RIREE
IR = BIERSS(UDS) |, B EIAET B MNP ER W EBDNSH €2 _cisco-uds SRViE R,

N 1% - EExpresswaylRAX1252 5 . FEEENY cisco-UDS SRVIZREIFMEIRZIDNS, &
KULIERAThEE M AE S |, HS M B Cisco Expresswayfy ¥z flix 12 177 (8] SR B H5
(X12.5),

4. Expressway-C HE&E RIt4Ei% : XCP_JABBERD Detail=Unable to connect to host '%IP%' ,
port 7400 : (111) Connection Refused

WM RExpressway-EmMEZOREFIB[NICO)BRERER , TS BRBEFAXCP)RFELE
F#. MRExpressway-ERfSX LR | NBTTEES BB E A

1. EA—KRF
2. REBRMBETER,
3. EANMEEMETMIREN =

EfALER | 5 Use Dual Network Interfacesi&Ii & i I No,

HIM R BA RE 2 , Expressway-EfE &5 IR MK IZE DO L IITXCPEE |, S BUER LM/,
Expressway-EFETCP¥i 07400 L{ITXCP£ &, MVCSHERREE Anetstatis © B LARIEX — o

5. Expressway-E R 588 £H /88 % 5 _collab-edge SRVH H &l & 7 L

I RDNS T E L& H #Expressway ERRS 28 £ B /185 _collab-edge SRV R Z A K EIH A BT
B , MJabber® F ik Fo & SExpressway EXB{E. Jabber® Fif{Eget_edge_confight 51 A f F
xmppEdgeServer/AddressJt & 2 31 F|Expressway-EHIXMPPE#,

T 2 MExpressway-EZ|JabberZ F i #get_edge_confighid B RxmppEdgeServer/ib it & RAR
RN

<xmppEdgeServer>

<server>

<address>examplelab-vcsel.example URL</address>
<t1sPort>5222</t1sPort>

</server>

</xmppEdgeServer>


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
http://ecatslab-vcse1.ecatslab.com/

ElfXER , EHMR_collab-edge SRVIEFK SExpressway EEXH B/ B THL, FHA1E R LI
B&id 7 BRIREID CSCuo083458 , # 21 EARHKIEID CSCuo082526748 N0 -

6. BT Y ATBIWebEx Connecti] B , TiE&

WindowshitJabberBHEE 7R :

2014-11-22 19:55:39,122 INFO [0x00002808] [very\WebexCasLookupDirectorImpl.cpp(134)]
[service-discovery] [WebexCasLookupDirectorImpl::makeCasLookupWhenNetworkIs
Available] - makeCasLookupForDomain result is 'Code: IS_WEBEX_CUSTOMER; Server:
http://URL server;

Url: http://example URL server';;;.2014-11-22

19:55:39,122 INFO [0x00002808] [overy\WebexCasLookupDirectorImpl.cpp(67)]
[service-discovery] [WebexCasLookupDirectorImpl::determineIsWebexCustomer] -
Discovered Webex Result from server. Returning server result.2014-11-22 19:55:39,122
DEBUG [0x00002808] [ery\WebexCasLookupUrlConfigImpl.cpp(102)]

[service-discovery] [WebexCasLookupUrlConfigImpl::setlLastCasUrl] - setting last_cas_
Tookup_url : http://example URL server2014-11-22

19:55:39,123 DEBUG [0x00002808] [pters\config\ConfigStoreManager.cpp(286)]
[ConfigStoreManager] [ConfigStoreManager::storeValue] - key : [last_cas_lookup_url]
value : [http://example URL server/cas/FederatedSSO?org=example URL]2014-11-22
19:55:39,123 DEBUG [0x00002808] [common\processing\TaskDispatcher.cpp(29)]
[TaskDispatcher] [Processing::TaskDispatcher::enqueue] - Enqueue ConfigStore::persist
Values - Queue Size: 02014-11-22 19:55:39,123 DEBUG [0x00002808] [pters\config\ConfigStore
Manager.cpp(140)]

[ConfigStoreManager] [ConfigStoreManager::getValue] - key : [Tast_cas_lookup_url]
skipLocal : [0] value: [http://website URL/cas/FederatedSSO?org=example URL]
success: [true] configStoreName: [LocalFileConfigStore]

&&= E mEWebEx Connect.

BKARREE | EBIER R WebExE ¥ Ko
IR T &

ERN , BAUERXEETC —FENE R HER,

« S BUR i Eljabber-config.xml, fAJEfFjabber-config.xmI3X# £ EICUCM LW TFTPIRSS
F. CEREFIHRBAEATER,

<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">

<PoTlicies>
<ServiceDiscoveryExcludedServices>WEBEX<
/ServiceDiscoveryExcludedServices>
</Policies>

</config>


https://tools.cisco.com/bugsearch/bug/CSCuo83458
https://tools.cisco.com/bugsearch/bug/CSCuo82526
http://loginp.webexconnect.com
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr%27
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
https://help.webex.com/en-us/result?offset=27&filters=%7B%22product%22%3A%5B%22Webex+Online%22%5D%7D&count=1

- NRAWAEXRE , HIETHUATHE :
msiexec.exe /i CiscoJabberSetup.msi /quiet CLEAR=1 AUTHENTICATOR=CUP
EXCLUDED_SERVICES=WEBEX

N oE EoARTRERATESRE.

- BIETRERIURL , HERRWEBEXARS :

ciscojabber://provision?ServiceDiscoveryExcludedServices=WEBEX

WA LUK BB RUCIRSE AN E Z 1S B AR A 7ECisco Jabber 12.8 78 #th 21 2 fh HE BRI LE AR &5
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7. Expressway-ClRFSHREREBIRHEEHREELINE IR, RERSSH | EESFFFURSHER

"
o

MEEMEMB>G—BE , HEIHRESCEEELHIEIR, PERESES  EESSEERS
2 E R, "X FUnified CMGEMMIMEPHRS , F£EExpressway-C L HE R A EDNSRF BB R
Expressway-EfJDNS Aig %, Expressway-EBEZIDNS AlCREENERTERSZIEMAAFIM
TEExpressway-E LB TEB#ASNATHENNICBERB A TEASNATHXINIC , RZ2HR , HEXIE
il BR A EBDNS AR S5 85 P R AHBIDNS Aid&. At , H&EFEExpressway-CH EADNSEREAREF
H f#EHTExpressway-E FQDNAY , B4 F FMWIDNS Aid %,

RS R
R Expressway E NICHL & 1 FEAFRSNATHI ENNIC :

1. B BRExpressway-CH Bt & HYDNS AR 55 88 Expressway-E A EBIP# it FIDNS Aig %,
2. B3 CMD (ipconfig /flushdns)mIF Expressway-CHl i FPCHHIDNSEF,
3. EE3Expressway-CIR% 85

R Expressway E NICELE 1 /5 AEEASNATHIXINIC :

1. il BRExpressway-C Bt i B DNS R 5 85 P Expressway-E 7438 [Pt FIDNS Aid &,
2. B CMD (ipconfig /flushdns)ml# Expressway-CHl i FPCHHIDNS&EZF,
3. EF /53 Expressway-CAR% 88,

8. B &L %EMicrosoft DirectAccess

R EEJabber® P im R PC L AMicrosoft DirectAccess , N H B =R fEE R |, ATgES
FHIMRA, DirectAccessiFIDNSEHBENIPREEZBINIIME , MIFHEPCERAVPN—,

~ SEE : Microsoft DirectAccess X #rJabber over MRA, {FAIHEHIRREER MR,
DirectAccessVELEHMEEE R A H.

Bt , &0 AR Zh FE IEMicrosoft DirectAccess & MR HT SR BE R F AV FTBDNSIE %, DirectAccessTt
EALEIX LR R ( JabberFE BB BT MRAM N HEDNSHEMIXLIZF )


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_8/cjab_b_deploy-jabber-on-premises-128/cjab_b_deploy-jabber-on-premises-128_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_8/cjab_b_deploy-jabber-on-premises-128/cjab_b_deploy-jabber-on-premises-128_chapter_01101.html

- _cisco-udsfySRVid &
+ _cuplogin®SRViExk
_collab-edgefySRVig
 FFBExpressway EFJiE %

9. Expressway /X E]DNSZE# & K

MIRZAX8.87F#A , Expressway/VCSER HExpE. ExpCHFiECUCMT R4 & Mi¥[EDNSHK
Bo

BRTEBER , 5 Mx8.8 K THRAF B ME 3 M iz 77 [ fYDNSIE F A A Bl {7

[e]

MR AZBDNSIEF A EFEIE , MFE 5| AreverseDNSLookuplIExpressway B & A[gEZ1E 4R IR ¢

2016-07-30T13:58:11.102-06:00 hostname X CP_JABBERD[20026]: UTCTime="2016-07-30 19:58:11,102" Threadl D="139882696623872"
Module="Jabber" Level="WARN " Codel ocation="cvsservice.cpp:409" Detail="caught exception: exception in reverseDNSL ookup: reverse
DNS lookup failed for address=x.x.x.x"

Expressway-CTE & ifJExpressway-E IPFIPTRIZ F X U E —/NFQDN, 1R MDNSUKEIFEiRHY
FQDN , N &E A EHREREITHEK :

2020-04-03T17:48:43.685-04:00 hostname XCP_JABBERD[10043]: UTCTime="2020-04-03 21:48:43,685" Threadl D="140028119959296"
Module="Jabber" Level="WARN " Codel ocation="cvsservice.cpp:601" Detail="Certificate verification failed for host=xx.xx.xx.xx, additional

info: Invalid Hostname"
S Al R]
B BETEIM , TVFSIP/2.0 40575 7%

Expressway-CH 12 i A % & /R IA i Jabber® F i & 3% B9 E S SR B SIP/2.0 405 Method Not
AllowedsE B, X A AE R H FExpressway-CHICUCM 2 [8] B % 05060/5061 B 24 5 & i& & 2 MY
(SIP)FR AT,

<#root>

SIP/2.0 405 Method Not Al l owed

Via: SIP/2.0/TCP 10.10.40.108:5060;egress-zone=ColTlabZone;branch=z9hG4bK81le7f5f1lcl
ab5450c0b406c91fcbdf181249.81ba6621f0f43eb4f9c0dc0db83fb291;proxy-call-id=da9e25aa-
80de-4523-b9bc-be3leel328ce; rport,SIP/2.0/TLS 10.10.200.68:7001;egress-zone=Traversal
Zone;branch=z9hG4bK55fc42260aa6a2e3741919177aa84141920.a504aa862a5e99ae796914e85d35
27fe;proxy-call-id=6e43b657-d409-489c-9064-3787fc4919b8;received=10.10.200.68; rport=
7001;ingress-zone=TraversalZone,SIP/2.0/TLS
192.168.1.162:50784;branch=z9hG4bK3a04bdf3;received=172.18.105.10; rport=50784;
ingress-zone=CollaborationEdgeZone

From: <sip:5151@collabzone>;tag=cb5c78b12b4401ec236e1642-1077593a

To: <sip:5151@collabzone>;tag=981335114

Date: Mon, 19 Jan 2015 21:47:08 GMT

Cal1-ID: cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162


http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
sip:6212@appmtltel02
sip:6212@appmtltel02
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162

Server: Cisco-CUCM10.5
CSeq: 1105 REGISTER

War ni ng: 399 col |l abzone "SIP trunk disall ows REG STER'

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
Content-Length: 0

ERRIEE | HNNATFECUCMAE BN HFISIPRUMSIPH &R SEE X4 EASIPIK O
T CUCMEYExpressway-C4B B X & ek Hfttim O ( HIa05065 ) o XAFIE AR A it — 25 15 B
o UTREERE :

CUCM

1. £ FAER5060 (5065) A SN {51 U i O B B2 FTEYSIP A 4k 22 2 Bl i X4
2. QI ESIPRULZLE EXHHERXERISIPHRY | HfF B8R E NExpressway-C IPH#iil | ik O
5060,

Expressway-C

1. £ FBR5060 (5065)2 7h#9 B #xi% O I | CUCMAY AH 4B X 15 S L ELCUCMEL & .
2. £Expressway C & E>H> SIPH , #{RExpressway C{#E5060 L {iITSIP,

SoftphoneZe & EM |, [RE ="K 015"

3k B Expressway-CH 12 it B & & TREvent="Registration Rejected” Reason="Unknown domain” Service="SIP"
Sre-ip="XXX XXX XXX.XXX" Src-port="51601" Protocol="TCP" AOR="sip : XXX.XXX.XXX",

EFRLFAR , FREUTILR

- MEFRFEAFLLRBLZEBMEXY |, JabberBFiRREBHECUCMBFEARZLRE LT LR E
X2

- WRJabberFFinEALZENRELLREXNH , R2BEEXHNEMHRRENFQDNE |, B
K ZFQDN& # 2 B 1E SANEL & £ Expressway-CiE 5 £ ?

« MRJabberF M mEATENRBREBEEXMH , BEMIRE>D LS B>-RESB-EHER
2N AREEHRZEEARBTRENIURIECUCMEREZ RRY, MRENO, NE
B R MM RPTIC RIS RS e RIP £ 5

SoftphoneZe & EM , IRE =2 “Idle countdown expired”
L8 7E Jabber® F i K X FIREGISTERE B A8 REV B [ESE B & & Expressway E B &R , BER

“Idle countdown expired"£51x ( WA TRBREMTR ) o

<#froot>

2015-02-02T19:46:31+01:00 collabedge tvcs: UTCTime="2015-02-02 18:46:31,144"
Module="network.tcp" Level="DEBUG": Src-ip="


https://video.cisco.com/detail/video/5828832832001/resolving-port-conflict-issues-for-mra-phone-registrations?autoStart=true&q=expressway

Jabber Publ P

" Src-port="4211"
Dst-ip="

VCS-E_IP

" Dst-port="
5061

" Detail="

TCP Connecting

2015-02-02T19:46:31+01:00 collabedge tvcs: UTCTime="2015-02-02 18:46:31,144"
Module="network.tcp" Level="DEBUG": Src-ip="

Jabber Publ P

" Src-port="4211" Dst-ip=

VCS-E_IP

" Dst-port="

5061

" Detail="

TCP Connection Established

"2015-02-02T19:46:49+01:00
collabedge tvcs: UTCTime="2015-02-02 18:46:49,606"
Module="network.tcp" Level="DEBUG": Src-port="4211" Dst-ip=

VCS-E_IP

" Dst-port="

5061

" Detail="

TCP Connection C osed

" Reason="

Idle
count down expired

EEAXES B R BAR KSR HSRTIT T O5061 ; ER , ERB KN NEARF2EEEANARRE
, I TCPERES XM,

MREBERXFER , Expressway-ERIHEH BB X IER AT8E/S A 7 SIPRN/N AR M < (ALG)IhEE,
EEEMEE , XMBRAIIIEE, MRFHEENFBITIERE |, HSHEM XN m X,

BXSIPRE/ALGHIFHEES |, 551 ERExpressway EMExpressway CEZF & 2f 215 /Y Kt
4o



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
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2015-08-04T10:14:23-05:00 expe tvcs. UTCTime="2015-08-04 15:14:23,533" Module="network.tcp" Level="DEBUG": Src-port="24646"
Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connecting"

2015-08-04T10:14:23-05:00 expe tves: UTCTime="2015-08-04 15:14:23,534" Module="network.tcp" Level="DEBUG": Src-port="24646"
Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Established"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="developer.ssl" Level="ERROR"

Codel ocation="ppcmains/ssl/ttsdl/ttssl_opensd.cpp(67)" Method="::TTSSLErrorOutput” Thread="0x7fae4ddb1700":
TTSSL_continueHandshake: Failed to establish SSL connection

2015-08-04T10:14:23-05:00 expe tves: UTCTime="2015-08-04 15:14:23,535" Module="network.tcp" Level="DEBUG": Src-port="24646"
Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Closed" Reason="Got EOF on socket"

2015-08-04T10:14:23-05:00 expe tvcs: Event="Inbound TL S Negotiation Error" Service="SIP" Src-port="24646" Dst-ip="10.2.0.2" Dst-
port="5061" Detail="No SSL error available, probably remote disconnect" Protocol="TLS" Level="1" UTCTime="2015-08-04 15:14:23,535"

& BJabberfy B :

-- 2015-08-04 10:48:04.775 ERROR [ad95000] - [csf.cert.][checkldentifiers] Verification of identity: 'URL address failed.

-- 2015-08-04 10:48:04.777 INFO [ad95000] - [csf.cert][handlePlatformV erificationResultSynchronously] Verification result : FAILURE
reason : [CN_NO_MATCH UNKNOWN]

-- 2015-08-04 10:48:05.284 WARNING [ad95000] - [csf.ecc.handyiron][ssl_state callback] SSL alert read:fatal:handshake failure

type=eSIP, isRelevant=true, server=URL server name:5061, connectionState=eFailed, isEncrypted=true, failureReason=eTL SFailure,
SSLErrorCode=336151568

type=eSIP, isRelevant=true, server=192.168.102.253:5060, connectionState=eFailed, isEncrypted=false, failureReason=eFailedToConnect,
serverType=ePrimary, role=eNone

-- 2015-08-04 10:48:05.287 ERROR [ad95000] - [csf.ecc.handyiron][secSSLIsConnected] SSL_do_handshake() returned : SSL_ERROR_SSL.

5k B Jabberty $iiE 23R & R 5Expressway E IPHISSLIHEE ; B2 , KIEWIEP HIER B LIRS 2

3813 2015-08-05 12:59:30. 811036000 192.168.1.89 97.84,35.116 TLsvl 247 client Hello

3829 2015-08-05 12:59:30. 980461000 97.84,35.116 192.168.1.89 TLEVL 1045 Server Hello, certificate, certificate Reguest, Server Hello Done
3883 2015-08-05 12:59:31.313432000 192.168.1.89 97.84.35.116 TLEVL 252 certificate, €lient Key Exchange, change Cipher Spec, Encrypted Hamdshake Message
3887 2015-08-05 12:59:31. 341712000 97.84,35.116 192.168.1.89 TLSV1 61 Alert (Level: Fatal, Description: Handshake Failure)
Handshake Protocol: Certificate [
Handshake Type: Certificate (11)
Length: 539

certificates Length: 536
cervificates (536 bytes)
certificate Length: 533
[ = Certificate (id-at-commonName-_internal_PP_ct|_phoneproxy_file,id-at-organizationalunitNane=STG, id-at-organizationName=Cisco Inc) |
# signedCertificate
# algorithmidentifier (shawithRSAEncryption)
Padding: 0
encrypted: 5d1944¢311d1741f9b003995eca3b06ada3esf2bd49aatic.. .

By K 1% B Bl B AR,
RRFR :

BIAFWETHERE, EREZSHIN 7TXMER , EH Ashowrun poicy-mapin 5, EFEREUT
KLUHMAR :



class sec_sip
inspect sip phone-proxy ASA-phone-proxy

EABENRE , BERSTEENER,
WP AL} o< (8] 2
I MRARE I B 72 3545
UTRARSBEANFNNICEHEZ P LI EBNREMF EBAE
« KR7ESystem > Network Interfaces > IP N HExpressway EF B E & ASNAT, MERHINATS
REEZEMAXEPER , BRI RERBRNARHIP,

o PAREEHRMTCP/UDPIR AXRITH., BXiwAYEK , FS5H E R Expressway |Pix O & HE & 15
o

THEEA R -NICHTHENATHE., UTRBENFREEN - LIZER

- HUCEHXEH , Expressway-CHE E15 @ Expressway-EHEL & 2 3L IPH 3,
o MRS ERBRBRIENIPE K IEF, BRXBERIASARH X EMNE B RF] , HSREASALR
VCS ExpresswayM E & & B ENATR 41,

AXEMER , S Cisco Expressway EMExpressway CE AN & 1 235wkt 4.

B MRAREAPSTNET T E144

LR R T X8.5/ AN 2 Bl B Expressway = ZI R FIFF B, BRIRIAID CSCua72781#iR T
Expressway-CHIfAI1£ 1832 i #H IR R R M XAV 180IRE{ T R R RHRE M., WMRZITHRAE
X8.1.xEX8.2.x , WA LAF+ 4 BIMRASX8. 55 11T b &b B H B9 R 1R 75 3% o

MEBIRERSIPEE XXM |, F183FN180HFHMA FTEANKSNEME , WA AFARNSGE -8R
JUH(CUBE) LR A £, 0

voice class sip-profiles 11
response 183 sip-header SIP-StatusLine modify "SIP/2.0 183 Session Progress”
"SIP/2.0 180 Ringing"

RIE , i1 Esip-ualit EER A , ZHACUCM > CUBEWSIPE B X4 5CUBEE & LA180 R 1
Ik,

disable-early-media 180
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CUCMAIIM&PA] &

BE LR INCUCMBIASCIIfE 1%
FHCUCMR tnEExpressway-CHY , &2 EBE LE R IICUCMEIASCIISE IR,

L Expressway-CFHCUCMBNIBIEBEER |, ©21E1T— R 5 SgetMlistThaEMXHAXLE#, 5l
in , getCallManager, listCallManager, listProcessNode, listProcessNodeService#l
getCCMVersion, 1&{TgetCallManageri#f2/5 , ExecuteSQLQuery SR IZHFHTRE , URFRFIE
CUCM Call Manager-trust=itomcat-trust,

—BCUCMKEIERAHERER LHIT , CUCMEIREHEMBIEH, MREA—MEPIEHE
ASCIIZfF , Expressway<7E P 48 5L A 4 5L 3K L F“ascii codec cannot decode byte 0xc3 in
position 42487 : ordinal not in range(128)"#Y 48 1%

Lk E) R BRHRIEID CSCu054489#t 1TIRER , HTEMAX8.2F iR R,

L& EBEH5061 L MExpressway-CEICUCMEY H UG TLS =

LHIBECUCM L FEH BZERIE+ ATomcat.pem/CallManager.pemE B HE BT , 2% E LA H
» JBiCisco Bug ID CSCun30200f# R 7 thRIRE, R k[R5 5% = Ml Bktomcat.pem 3 M
Expressway-CHICUCMEL B A E ATLSK I,

RiRMIM&PARS 28 BB F 55 1%

W INIM&P AR S5 888Y , Expressway-CRIRE“HARSS B8 T =IM and Presence R F 88" T ES
AXLEHHTTPEEIR“HTTPError : 500" , NS BT E R MM&PIRS 25 -

ERRMIMEPIRSS 88 M —EB , Expressway-CEAAXLERNEE R B FHEHKIMIPIEH., BT
Cisco bug ID CSCul05131 ( XBREMAF ) , EBFEZEFEEX S , BB LB E falsetsiR.

H Aty [F) &

JabberE Fim L WiEZHIHIRS S RKRIER

Volicemail
Status: Mot connected

EfFJabber® IR S PRSI ERE |, BUHEExpressway-CHIHTTP 2 ¥ 5l &k P ELE Cisco
Unity Connection IPi#tiit SR EH B
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= MExpressway-CER I E R , FHMITUTHERSE -
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1. B #iConfiguration > Unified Communications > Configuration > Configure HTTP server allow
listo

2. B #HNew > Enter IP/Hostname > Create entry,

3. XfiJabberEF i , AEEH B R,

i& A T X8.5hR A<y 25 Bk

1. B # Configuration > Unified Communications > Unity Connection Servers,
2. B #HENew > Enter IP/Hostname , User account credentials > Add Address.

3. SEfHJabberEFim , RAEEHE R,
Bk R A BB 5 KRB Expressway & ;RIEJabber®E Fim k

B MZEY R FRA RREAUDSKEMKRAARE . XERE/ AT 7R WebIRSS 25
o BREXRZFRNEMN.

1. A& Hjabber-config.xmIX# , FEENEFIKER EIWebRF 2R UABINB R AR . AW
EE AT SRI L B 89,

<Directory>
<DirectoryServerType>UDS</DirectoryServerType>
<PhotoUriWithToken>http://%IP/Hostname%/photo%%uid%%. jpg<
/PhotoUriWithToken>

<UdsServer>%IP%</UdsServer>
<MinimumCharacterQuery>3</MinimumCharacterQuery>
</Directory>

2. 1. B Configuration > Unified Communications > Configuration > Configure HTTP server
allow list,
2. B #HNew > Enter IP/Hostname > Create entry,
3. JxfJabberF i , REEHEFK. Expressway-CAMIEHTTPIRSZ EF A TFHIRFF H
WebBR55 25

N % BXUDSBRARSBRIFHIEAES , I5 5B JabberBX R A BB H 35,

Jabber® i £ & < i B 12 R # Z Expressway EiE$
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Verify Certificate (s

Certificate not valid

Your computer cannot confirm the identity of this server,

This could be an attempt by an unknown party to connect to your
computer and access confidential information.

If you are not sure if you should continue, contact your system
administrator. Tell the administrator that Cisco Jabber is prompting you
to accept the certificate.

Show Certificate

IR EE RS RHEF M RIREEEN L CAZLE WEXpressway Edgelll $ e iHfE RS B/IEH H
R DE R SANKIIE A X,

E MExpresswayill B2 2 R E L JabberZ Pl , BTUHBATHMNRE
. Jz2{TJabber®E Fin Vi /1T EN M NEHIEBEETEHE P S HExpressway EIEBHEZE,

N oxE MEERAKTEMENG  WEASERILEE BENBHEEEES AR
TEHEMLE,

- ATMEL&IZ R Unified CMIEMHE 4572 7 FExpressway-EiE I SANA,
ExpresswayfR%5 88 F HICSR I BN B IR Unified CMSEMHEIR NN SANRYEIR |, 0 R iZiE
BEAMRA , M TELTMEK, WRZBIEPHCATEZEHMENSAN , BHAILFEH
“CollabEdgeDNS”"£1 , ¥ 514X “collab-edge” RN E i

Unified CM registrations domains tp-cisco.com Format  CollabEdgeDNS E i

Alternative name as it will appear DMNS:

DMS:collab-edge tp-cisco.com
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