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F=—H . NTTHE G L HF%EESupport and Help,

FE =% . %k Packet Capture,

E*‘:] Cisco Secure Web Appliance Secure Web Appliance is getting a new look. Try it 1 @ Logged in as: admin on ironpart1.example.com
-~ S100v My Favorites - Options - Support and Help - @
[\ Repaorting ‘Web Security Manager Security Services Network System Administration Help

Online Help

Suppart Partal

My-Dashboard New in this Release

‘WP Printable POF Technical Support

Contact Technical
Attention — i You can customize this “My Dashboard” page by adding report modules from different reparts. g,nm‘ Ac st
Some madules are added for you by default. The Overview page can be accessed from Reporting LETS @

e

U ategorzation Request
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SHL TR,

Packet Capture

Current Packet Capture

No packet capture in progress
[ N .._®
Manage Packet Capture Files

Delete Selected Files Download File

Packet Capture Settings

Capture File Size Limit: 200 MB
Capture Duration: Run Capture Indefinitely
Interfaces Selected: M1

Filters Selected: = (tcp port 80 or tcp port 3128)
| Edit Settings... ]Il— @
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Current Packet Capture ( ¥BIEIEITHIR ) T2 E RBBIHRRS , SEXH KD ADIESS

o

Packet Capture

Success — Packet Capture has started

Current Packet Capture
Status: Capture in progress (Duration: 13s)
File Name: S100V-420DFA7B8265ED011535-71BAE3ESEQB4-20241006-122509.cap{(Size: 0B)

Current Settings:
Max File Size: 200MB
Capture Limit: No Limit

Capture Interfaces: M1
Capture Filter: (tcp port 80 or tcp port 3128)

Stop Capture




EBART  EFELEETHEIEEHEIR , i XiStop Capture,
ST 7. ETHBUBE WK |, i MManage Packet Capture FilesHI R kR4 , RAFEE

Download File,

Manage Packet Capture Files

@—’L S$100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-122509.cap (8K) I
2 >
Delete Selected Files | Download File ]
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F8L ( Wik ) EMIBREMEIFZ IR H , i MManage Packet Capture FilesH! 3k Hr %132 34
, R Ja R iiDelete Selected Files,

MCLHAATHIE 2 IR

BB LAMCLIE R T SBRIF R EIE DR -
ST EFEFCLIL,
5 =% . § Apacketcapture H1ZEnter,

B3F (Wit ) ERBYEITIERRESETUP, (AXIRBNHEAESR , FREF TR
BREbT. )

B EESTARTIH IR,

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

545 ("It ) BRI LBEIEESTATUSERHIE S HIRAVIRE

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[I1> STATUS

Status: Capture in progress

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: OK

Duration: 45s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)
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5 =2 : MPacket Capture Filtersfi%£$%#Predefined Filters.
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Edit Packet Capture Settings

Packet Capture Settings

Capture File Size Limit: (2 [209 MB Maximum file size is 200MB

Capture Duration: | g5 capture Until File Size Limit Reached

(0 Run Capture Until Time Elapsed Reaches I (e.g. 120s, 5m 30s, 4h)

® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture
should end automatically.

Interfaces:
M1

Packet Capture Filters
Filters: | Al filters are optional. Fields are not mandatory.

) No Filters

_ | A
[ @ Predefined Filters (7 I* @
Ports: |so,3123

Client IP: | 10.20.3.15

Server IP: I

O Custom Filter (?) | (tcp port 80 or tcp port 3128)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

Image - Filter by Host IP from GUI Predefined Filters
EML  BRER
SERI TR,
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TRESIERACIRERA

EREGUIRFEARBE SUTIRISFMIE ST IEeR , BITUTRE !
FPR1:.7EPacket Capture TUE P , iR Edit Settings.

% =2 : MPacket Capture Filters#i%£$##Custom Filter,

E=5  EFEAFRIPHU A host EBE.

AT 2 ERIPH 3SR B #RIPH#E3E 9 10.20.3. 1509 FF & R E 1Y R4l

host 10.20.3.15



BR  BERSNMPHUNIE | BuLERZERER , Sl (NNEFER ),

Filters: | All filters are optional. Fields are not mandatory.
Mo Filters

Predefined Filters (7

Ports: I
Client IP: I
Server IP: I
[ ® Custom Filter (2 |host 10.20.3.15 or host 10.0.0.60 J

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.




ECLIFRENIPTEE

EMCLHREAIPHb UL IR |, EATUTERE

BB FEICLL

¥ =% . 8 Apacketcapture }ZEnter,

B=F . RRBEEITIER , HRASETUP,

FEML . BEERE , ERZIAE|Enter the filter to be used for the capture
ERL . AUEASGUIRH BE ST IERMERENSIERFRFH,

LA R ABI6E FRR SR B #71P#h31E10.20.3.155%10.0.0.603 3 S PR B SR 2

SWA_CLI> packetcapture

Status: No capture running (Capture stopped by user)

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 4K

Duration: 2m 2s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N]>y

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> host 10.20.3.15 or host 10.0.0.60
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SR 1.7 Packet Capture TUE A , IR Edit Settings.
% =% : MPacket Capture FiltersHi%#¥Predefined Filters,
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters
[ @ Predefined Filters (7 ] < 1
[Pmsi [80,3128
Client IP: |
Server IP: I

() Custom Filter (? |

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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S PR 1:7EPacket Capture TNE P , #%$#FEdit Settings.
% =% : MPacket Capture FiltersF1i%#Custom Filter,

F=4 . FHBR%OSWportidiE,



Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

Predefined Filters (7

Ports:

Client IP:

|
|
Server IP: |
|

[ ® Custom Filter .2 |[port 53 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[ Cancel [ Submit

AE  MBEMNEEAport , NI E R RN RETCPAMUDPIR O,

BN BRER.
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EMNCLIRIHRASTIE , BIITUTRAE

HBR1BFEICLL,

% =% : & Apacketcapture ##ZEnter,

B=F . ERBEYATTIESR , BRASETUP,

FEE - BEERA , BEIBIEZIEnter the filter to be used for the capture
BRS . ALERSGUIRH B ESCIIERRME B AL IERR F R/ H,

LA R TCPFIUDP O IR SR B #7i% O 5 A53MFIERE

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[I> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N]>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.

Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> port 53

£ FEA I BRI SWAR BT IESR

EERITBHSWAH | BERANEZEFEESHIW(WCCP)EEENE A KB % (GRE)RRE |, BE A
HiE HSWARZIE S D AR B FRIPH#b 3t 2 3% 85 1P st FISWA P31,
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HPR1:7EPacket Capture WEH , 1% Edit Settings.
% =% : MPacket Capture Filters# % #Predefined Filters.
=L JUEEFIRIPSRIRSERIPE S M A IPH#tE,

Packet Capture Filters

Filters: | All filters are optional. Fields are not mandatory.
) No Filters

@ Predefined Filters (2

Ports: |
Client IP: |10.20.3.15
Server IP: | 10.0.0.60

() Custom Filter (2 [

Nate: Packet capture settings will be available for use immediately when submitted. Commit changes to save these seltings permanently for future use.
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EE  EERAIEREE , B LLE RISWATEFilter SelectedZB o mhn T A4,

Capture File Size Limit: 200 MB

Capture Duration: | Run Capture Indefinitely

Interfaces Selected: P2

Filters Selected: = (({proto gre && ip[40:4) = 0x0214030f) or (proto gre &6 ip[44:4] = 0x0a140301) or host 10.20.3.15 or {proto gre && ip[40:4) = 0x0a00003c) or (proto
gre B& ip[44:4] = 0x0a00003c) or host 10.0.0.60)

Edit Settings... |

EMNCGUIER BENTIRSR , HATUTRE

PR 1:7EPacket Capture WEH , & Edit Settings.

B NBRSHRTEIERY , ERAELILIESF

B=SF  BAEANMLFRS , ARBBITRINRNELFRFEZERMNT RIS IERR



(proto gre && ip[40:4] = 0x0al4030f) or (proto gre && ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

flgn , Rt RRENIPET10.20.3.1550ix O 5% T8080% T8 , M ATAE AL FRFER

(proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

BN BRER.
SHL TR,

FESWAHIIIE , ZECLIFIERLE

EMCLIZIRBEARERE , BHITUTERE

HZRR1BFEICLL

¥ =% . 8 Apacketcapture FIZEnter,

F=H . BEREISNIIESR , HEASETUP,

FEE BRI | BFZIAZIEnter the filter to be used for the capture
ERE . AUEASGUIRH BESUTIERMERNTIERFRFH,

AT RERENIPZT10.20.3.155 % O 5 Z F 80803 1TL3E -

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N1>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>



Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> (proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = Ox0Oa

iR e85
RIEIP#E S F10.20.3.154 38 src host 10.20.3.15
% B ¥RIPH# 32 F10.20.3.1551 58 dst host 10.20.3.15

BIRIPH % T10.20.3.15 B BARIP#ut & T

10.0.0 603 /73 38 (src host 10.20.3.15)#(dst host 10.0.0.60)

R B AR 1Pt % T 10.20.3.152 I host 10.20.3.15

R B ARIP# it EF T 10.20.3.15HF T

10.0.0.60: 38 host 10.20.3.155¢host 10.0.0.60

HTCPi OS2 F8080iE tcpitk (18080
HUDPIE O 2 = F 535138 udpi 0153
HWZF514 ( TCPHUDP ) K9l 0258 #0514
TR UDPE RS udp

U EICMPERIE S icmp

(proto gre && ip[40:4] = 0x0a14030f) = (proto gre
&& ip[44:4] = 0x0a14030f) = (proto gre &&
ip[40:4] = 0x0a00003c) = (proto gre && ip[44:4] =
0x0a00003c)

ATZERBEFFNM RN ELIEER
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Packet Capture

[ Error  —  Filter Error ]

Current Packet Capture

No packet capture in progress

Manage Packet Capture Files

S100V-420DFA7BB265ED011535-71BAE3E9E084-20241006-175543.cap (740B8)
S100V-420DFA7B8265ED011535-71BAE3E9EQ84-20241006-175404.cap (24B)

5100V-420DFA7BB265EDD11535-71BAE3SE9ED84-20241006-175955.cap (24B) l
5100V-420DFA7BB265ED011535-71BAE3E9ED84-20241006-175023.cap (24B)

Delete Selected Files Download File

Packet Capture Settings
Capture File Size Limit: 200 MB
Capture Duration: | Run Capture Indefinitely

Interfaces Selected: M1
[ Filters Selected: | ICMP ]

| Edit Settings...

B G-I ER IR
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