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E =% ; E{TA D ansblegaaxy collection install cisco.fmcansibleSAfEAnsibleflf % 88 + ZEFMCHIAnsblefE A,

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

F=H : BT mkdir /home/cisco/fme_ansiblebA 812 — N ET R RIZH R . EARRHGIF | £B FH/homelciscol , X #Hk
Z#HHfmc_ansible,

<#root>
cisco@inserthostname-here:~$

nkdi r /hore/ ci sco/fnt_ansible

EML . SMEIX4FR/homel/ciscolfme_ansible , BIBE =X, EARGIH |, BF=XHH Ainventory.inio

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini

BULEHU TR AMER , UERAEBSHERRHEE RS

<ttroot>
[fmc]

10.0.5.11

[fmc:vars]
ansible_user=

ci sco

ansible_password=



ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

FHE . SMBIXHFR/homelciscolfme ansible , BIEFEXH, EARTRHF , TEXHE Afme-onboard-ftd-varsyml,

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ f nc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnmc-onboard-ftd-vars. yn

inventory.ini

BRUERUATABRHEWEASRER , AEAEBSHERREE RN,

<#froot>

user:
domain: 'Global’
onboard:
acp_name: '

TEMPACP

device_name:
ftdl: '

FTDA
ftdl_reg_key: '
ci sco
ftdl_nat_id: '
nat ci sco

mgmt :
ftdl: '



10.0.5.12

%64 | SMEIXHFK/homelciscolfme_ansible , SIS X 4. EARHIH , FM X4 E Ffme-onboard-ftd-playbook.yaml

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ f nc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

f mc- onboar d- f t d- pl aybook. yam

fmc-onboard-ftd-vars.yml inventory.ini

BRUERATABRHEWEASRER , AEAEBSHERREE RNED,

<#froot>

- name: FMC Onboard FTD
hosts: fmc
connection: httpapi

tasks:

- name: Task01 - Get User Domain
cisco.fmcansible.fmc_configuration:
operation: getAllDomain

filters:

name: "{{

user. domai n

3

register_as: domain

- name: Task02 - Create ACP TEMP_ACP
cisco.fmcansible.fmc_configuration:
operation: "createAccessPolicy"

data:

type: "AccessPolicy"

name: "{{accesspolicy_name | default(

onboard. acp_nane

) 3



defaultAction: {

'action': 'PERMIT',

'"logEnd': True,

'logBegin': False,
'sendEventsToFMC': True

}

path_params:

domainUUID: "{{ domain[0].uuid }}"

- name: Task03 - Get Access Policy
cisco.fmcansible.fmc_configuration:
operation: getAlTAccessPolicy
path_params:

domainUUID: "{{ domain[0].uuid }}"
filters:

name: "{{

onboard. acp_nane

I

register_as: access_policy

- name: Task04 - Add New FTD1
cisco.fmcansible.fmc_configuration:
operation: createMultipleDevice

data:

hostName: "{{ ftd_ip | default(item.key) }}"
Ticense_caps:

- 'BASE'

ftdMode: 'ROUTED'

type: Device

regkey: "{{ reg_key | default(

devi ce_nane. ftdl_reg_key

)

performanceTier: "FTDv30"

name: "{{ ftd_name | default(item.value) }}"
accessPolicy:

id: '{{ access_policy[0].id }}"'

type: 'AccessPolicy'

natID: "{{ nat_id | default(

devi ce_nane.ftdl _nat _id

)

path_params:

domainUUID: '{{ domain[0].uuid }}'
Toop: "{{ ftd_ip_name | dict2items }}"
vars:

ftd_ip_name:

"{{

mgnt . ftdl
E3 A A1

devi ce_nane. ftdl
}}ll

- name: Task05 - Wait For FTD Registration Completion
ansible.builtin.wait_for:

timeout: 120

delegate_to: localhost



- name: Task06 - Confirm FTD Init Deploy Complete
cisco.fmcansible.fmc_configuration:

operation: getAllDevice

path_params:

domainUUID: '{{ domain[0].uuid }}'

query_params:

expanded: true

filters:

name: "{{

devi ce_nane. ftdl

I

register_as: device_l1ist

until: device_1ist[0].deploymentStatus is match("DEPLOYED")
retries: 1000

delay: 3




AR ARGFMFREETHEVRAELZE, XETBHNNEREEZEX/4FH.

S|, 7. FMEI ST /home/ciscolfme_ansible , run command ansible-playbook -i <inventory_name>.ini <playbook_name>.yaml -
e@" <playbook_vars>yml" BA$EmKansibleff$. EATRHIP , &S Ransible-playbook -i inventory.ini fmc-onboard-ftd-playbook.yaml -

e @"fmc-onboard-ftd-varsyml" ,

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ fnt_ansi bl e/

cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-onboard-ftd-playbook.yaml fmc-onboard-ftd-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnt-onboard-ftd-playbook.yam -e @fnt-onboard-ftd-vars.ym"

ORI A RORORORORCRCRORC RORNCRORCCORUR AFORORCOROCURURCNONOR N ORONCNORONCCRUONIORORCCRURCC RN RORONCORORCNCOROSCRORON ROROL JOROR) JOON)
PLAY FM nboar FTD R e R R T o R R o L R R R R ke R R O S o S R kS e b T o A R kAR S Tk ok S Sk e S R S S

TASK [Gathering Facts] B R R A Rk A o L Rk Ak o o L e S R R Tk Ak ik S R i Ak S o Sk e S e S o AR SRk Sk Tk Sk o S o S T o AR R R A e o SR T
ok: [10.0.5.11]

TASK [Task01 - Get User Domain] Fededededeh N RN NN fhdddddddeddeddededededdedh RN h N R NN fdddddedededededededededededededdddn
ok: [10.0.5.11]

TASK [Taskoz - Create ACP TEMP_ACP] TS fh N h NN hfddddddddeddeddeddededh RN NN NN dddddededededededededdedededededddn
changed: [10.0.5.11]

TASK [Task03 - Get Access P011Cy] Feddehdhhf R NN hhhdddddddeddeddeddedededdh NN R NN fddddededededededededededededededdddn
ok: [10.0.5.11]

TASK [Task04 - Add NeW FTDl] Feddhhhhfh N R NN hhhddddddededddedededededededdh RN N NN R ddddddedededededededededededededededddn
changed: [10.0.5.11] => (item={'key': '10.0.5.12', 'value': 'FTDA'})

TASK [Taskos _ Wait FOF FTD Registration COmp]etiOn] Fedededhh NN h N h N hhhhhhffddddededededededededd it
ok: [10.0.5.11]

TASK [Task06 - Confirm FTD Init Deploy CompTlete] s dudeumiodesdodesdedededeiedsdondodondodosdododdoiededondodomdodondododdoioddeiedodr
FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (1000 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (999 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (998 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (997 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (996 retries left).

ok: [10.0.5.11]
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<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-onboard-ftd-playbook.yaml -e @"fmc-onboard-ftd-vars.yml”
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