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Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers Tlocal

2. EREENEREEAEN AR,

Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule 2 permit command enable *



Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *

Nexus9000(config-role)# rule 6 permit command ping6 *

Nexus9000(config-role)# rule 7 permit command telnet *

Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

oo

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1l
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRR R AR R HHHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
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Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

T — . Network Access Users

Status Username -~ Description First Mame LastName Email Address User Identity Groups Adr

No data available
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> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

Email
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~ Passwords
Password Type: Internal Users

Passwaord Lifetime:

With Expiration

Password will expire in 60 days

P 1
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* Login Password

Enable Password
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TACACS Authentication Settings

Shared Secret Nexus3xample

(] Enable Single Connect Mode
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AR BRARBEERSF2SBUSEEH 3.

Enable Device Admin Service

A] LATEISE 3K # Administration > System > Deployment > Your PSN > Policy Server section >
Enable Device Admin Services T ik H It EiE4E
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Profiles , Af5 REAddiZ 4,



Work Centers - Device Administration
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{Author-Reply-Status=PassRepl;
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Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

HUEHEER

« BIFEE T MNexusi&Z G HISE, Nexus9000# ping <&HIISE IP>

PING <#£HISE IP> (<#HKIISE IP> 56 NRIBEF S

Sk B<IZMISE IP>H64F T : icmp_seq=0 ttI=59 time=1.22 ms

Sk B<IZMISE IP>H64F 75 : icmp_seq=1 ttI=59 time=0.739 ms

REB<EHISE IP>H64F T : icmp_seq=2 ttI=59 time=0.686 ms

RE<EHISE IP>H64F 5 : icmp_seq=3 ttI=59 time=0.71 ms

RE<EHISE IP>H64F T : icmp_seq=4 ttI=59 time=0.72 ms
« BIFISEMNexusi® & Z Ay im D498 & 2T FT.

Nexus9000# telnet <S&HIISE IP> 49

EEZH<EHISE IP> ...

EEERI<BWISE IP>,

BUFHFRN



« ERAUTER :

debug tacacs+ all
Nexus9000#

Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs : event_loop() : IE7E 18 Aprocess_rd_fd_set

2024%4 A19H22:50:44.199355 tacacs :
: fsrv dntiE #8421 /655

: process_implicit_cfs_session_start : i A.......
20244 A19H22:50:44.199414 tacacs :

20244 A19H22:50:44.199392 tacacs
20244 H19H22:50:44.199406 tacacs

T RERIRS

20244 A19H22:50:44.199424 tacacs :

process_rd_fd_set : J3fd 6FFA4 =] 0Y

process_implicit_cfs_session_start : IEfEIBH ; FHA14

process_aaa_tplus_request : i Al Taaa£ifid 0

2024 Apr 19 22:50:44.199438 tacacs : process_aaa_tplus_request : Checking for state of mgmt0O

port with servergroup IsePsnServers

20244 A19H22:50:44.199451 tacacs :
20244 A19H22:50:44.199466 tacacs :
20244 H19H22:50:44.208027 tacacs :

RYREME : &h

20244 A19H22:50:44.208045 tacacs :
2024%F4 A19H22:50:44.208054 tacacs :
20244 A19H22:50:44.208062 tacacs :
202454 A19H22:50:44.208070 tacacs :
20244 H19H22:50:44.208078 tacacs :
20244 H19H22:50:44.208086 tacacs :

20244 A19H22:50:44.208098 tacacs

tacacs_global_config(4220) : % A......
tacacs_global_config(4577) : GET_REQ...
tacacs_global_config(4701) : EEE £ BN E BIRE

tacacs_global_config(4716) : REQ : num server 0
tacacs_global_config : REQ : num group 1
tacacs_global_config : REQ : num timeout 5
tacacs_global_config : REQ : num deadtime 0
tacacs_global_config : REQ : num encryption_type 7
tacacs_global_config : iR Elretval 0

: process_aaa_tplus_request : group_infolE £ £

aaa_req® , EtEH RS54 IsePsnServers

20244 A19H22:50:44.208108 tacacs :

510

202454 A19H22:50:44.208117 tacacs :

Protocol server group index : 0 name :
20244 A19H22:50:44.208148 tacacs
=To b FKpssH4A

202454 819H22:50:44.208160 tacacs :
202454 819H22:50:44.208171 tacacs :

RESERAZES| - 2B : IsePsnServers

20244 A19H22:50:44.208184 tacacs :

18 : &

20244 A19H22:50:44.208194 tacacs :

0 : IsePsnServers

202454 A19H22:50:44.208210 tacacs :

N v BRIAE , source-intfH0
20244 A19H22:50:44.208224 tacacs

tacacs_servergroup_config : IEFE A RS EIAMA , K

tacacs_servergroup_config : GETNEXT_REQ for

: tacacs_pss2_moveZkey : rcode = 40480003 syserr2str

tacacs_pss2_move2key : IE1E 1 Hpss2_getkey
tacacs_servergroup_config : GETNEXT_REQIRHUfMY

tacacs_servergroup_config : BEXE AR ENIRE
tacacs_servergroup_config : IR EI MY RS 85 4H K IR B

process_aaa_tplus_request : X4 IsePsnServers, X¥

. process_aaa_tplus_request : checking for mgmt0

vrf : management against vrf : default of requested group
202454 A19H22:50:44.208256 tacacs : process_aaa_tplus_request : mgmt_if 83886080

202454 819H22:50:44.208272 tacacs :

src_intf0 , vrf_name N BRIAE

20244 A19H22:50:44.208286 tacacs :

process_aaa_tplus_request : global_src_intf : 0, ik

create_tplus_req_state_machine(902) : i Aaaa<xiFid



0

202494 B19H22:50:44.208295 tacacs : RZSHLit%0

202444 A19H22:50:44.208307 tacacs : init_tplus_req_state_machine : Haaa%i&id 0% A
20244 B19H22:50:44.208317 tacacs : init_tplus_req_state_machine(1298) : tplus_ctx}y
NULL , B R&EBEFM I ZFINULL

202494 A19H22:50:44.208327 tacacs : tacacs_servergroup_config : IE1Ef A RS ER4A
IsePsnServers , &5/0

20244 A19H22:50:44.208339 tacacs : tacacs_servergroup_config : GET_REQ for Protocol
server group index : 0 name : IsePsnServers

202444 A19H22:50:44.208357 tacacs : find_tacacs_servergroup : J iR% 8540 IsePsnServers#i
A

202454 A19H22:50:44.208372 tacacs : tacacs_pss2_move2key : rcode = 0 syserr2str = I
2024 Apr 19 22:50:44.208382 tacacs : find_tacacs_servergroup : IE7EIR H RS 254
IsePsnServers& 5|72

20244 A19H22:50:44.208401 tacacs : tacacs_servergroup_config : GET_REQ :
find_tacacs_servergroup error 0O for Protocol server group IsePsnServers

20244 A19H22:50:44.208420 tacacs : tacacs_pss2_move2key : rcode = 0 syserr2str = Ih
202454 A19H22:50:44.208433 tacacs : tacacs_servergroup_config : GET_REQIREUHMX AR S 25
(A3 | : 2B %5 : IsePsnServers

2024F4R819H22 : 52024 4A19H22 : 52024 4A19H22:5

Nexus9000#

- MITHESHR (EEEBRESEFMAEE | M E R Wireshark TACACS+E LT , HEH
NexusHISEFAR L EZ4H )

| Time | Sc| De| Protocol | Length | Info
66 22:25:88.757401 w w TACACS+ 187 R: Authorization

» Transmission Control Protocol, 5rc Port: 49, Dst Port: 58863, Seq: 1, Ack: 99, Len: 41
~ TACACS+
Major version: TACACS+

Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: 8x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
v+ Decrypted Reply
Auth Status: PASS_REPL (@x@2)
Server Msg length: @
Data length: @
Arg count: 1
Arg[®e] length: 22
Arg[@] value: shell:roles="helpdesk"

TACACSENHIES




o WIFISEFMNexusimfI X EZRAREBMEE, A LAFEWireshark PR E LB E,



54 22:25:88.701757 - - 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Reguest
Decrypted Reguest
Action: Inbound Login (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISE97
SRRIFHES
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