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! Enable bash
config terminal ; feature bash ; end
! Verify TLS

run bash ip netns exec management openss s_client -connect svc.intersight.com:443



! Verify https
run bash ip netns exec management curl -v -1 -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -l -L -k https://svc.intersight.com:443 --proxy [protocol://Jhost[:port]
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Switch# run bash ip netns exec management openssl s_client -connect svc.intersight.com:443 CONNECTED(00

HTTPSH A I IE
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£5#ip netns exec <VRF>A FEFFERVRFFINITcurl ; F1#0 | ip netns exec managementfl FVRFEHE,

run bash ip netns exec management curl -v -I -L -k https.//svc.intersight.com:443

run bash ip netns exec management curl -v - -L -k https://svc.intersight.com:443 --proxy [protocol://]host[:port]

<#root>

run bash ip netns exec managenent curl -v -1 -L -X POST https://svc.intersight.com443 --proxy http://pr
Trying 10.201.255.40:80...

Connected to proxy.esl.cisco.com (10.201. 255. 40) port 80

* CONNECT tunnel: HTTP/1.1 negotiated

* allocate connect buffer

* Establish HTTP proxy tunnel to svc.intersight.com:443
> CONNECT svc.intersight.com:443 HTTP/1.1

> Host: svc.intersight.com:443

> User-Agent: curl/8.4.0

> Proxy-Connection: Keep-Alive

>

< HTTP/ 1.1 200 Connection established

HTTP/1.1 200 Connection established
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< snip >
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& Hi Cisco NX-OS#s 43 show system device-connector claim-infos




AR WTFNX-0S10.3(4a) 2 HIBIARA , &5 F“show intersight claim-info” #5
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Device-ID Security Token = Intersight Claim Code



# show system devi ce-connector claiminfo
Seri al Number: FDO23021ZUJ

SecurityToken: 9FFD4FA94DCD

Duration: 599

Message:

Claimstate: Not C ainmed
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3. B EADMIN > Targets > Claim a New Target,
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ﬂ Only one user with the Account
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Licensing
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5. To reduce user management, configuration and security
ount Administrator.

« Targets

Claim a New Target

Select Target Type

Filters

B Available for Claiming Network

Categories

All
Cloud
Compute / Fabric

Cloud APIC Cisco DCNM N

Orchestrator

5. W AFTEMNFAEBH B EHClaim ATKHERE.
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AR ReTHEEHY, EXAECHTRARFE  BNREXRTEERERARRE,

The security token has expired. Please obtain a new

security token to claim the device
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AR NREBEETRERKREBHTTPS)_PROXY) , FHAnsbleTREMEAREIEENexusNXAPILT , MEERE
ansible_httpapi_use proxy: False ( BRIA A True )

# configure terminal # cfeature nxapi # nxapi port 80 # no nxapi https port 443 # end # show nxapi nxap

BT IR IEBINXAPIRIRHIHTTPERE | A2k & Eshow clocke T —NRAIF | WRHERER S HRIEXNE P ig#HTE 6
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AE  ERSMRIEM A ZMusername | passwordfiibase644m i3 FIREH . FEARBIF |, admin : cisco ! 123 base64miB
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curl -v --noproxy '*' \ --location 'http://10.1.1.3:80/1ins' \ --header 'Content-Type: application/json'
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* Trying 10.1.1.3... * TCP_NODELAY set * Connected to 10.1.1.3 (10.1.1.3) port 80 (#0) > POST /ins

4 R Intersight APIZ34A

A% M M Intersight System > Settings > API keys > Generate APl KeyZREXAPI 4R |, 5 FIREADME.md&B % -
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Settings

APl Keys

Single Sign-On

Domain Names
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Email Role Identity Provider

Trusted Certificates Description APl Key ID

HTTP


https://github.com/datacenter/ansible-intersight-nxos/blob/main/README.md

Generate APl Key

Description

Mexus Intersight key

APl Key Purpose

APl key for OpenAPl schema version 2

AP| key for OpenAPl schema version 3 (This is a featur

in preview and for SDK developer use only)

R4l : Ansible inventory.yaml
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all:
hosts:
switchl:
ansible_host: "10.1.1.3"
intersight_src: "mgmt0"
intersight_vrf: "management"



vars:
ansible_user: "admin"
ansible_password: "cisco!123"
ansible_connection: ansible.netcommon.network_c1i
ansible_network_os: cisco.nxos.nxos
ansible_httpapi_use_proxy: False
remote_tmp: "/bootflash"
proxy_env:

- no_proxy: "10.1.1.3/24"

intersight_proxy_host: 'proxy.cisco.com'
intersight_proxy_port: '80'

api_key_id: "5fcb99d97564612d33fdfcal/5fch99d97564612d33fdf1b2/65c6c09d756461330198ce7e"
api_private_key: "/home/admin/ansible-intersight-nxos/my_intersight_private_key.txt"

R4l : playbook.yamliA{T

B FEAANSbleXf i 3 NexusiZ F#H TRIENFAE R |, 1HSFE L8R AHY Cisco Nexus 9000F FINX-OSH] 4m T2 4 {5 EI#Y
Applications/Using Ansiblefi F Cisco NX-OSE8 4.

>ans1'b'|e_p'|aybook _-i -inventory.yam'l p1ayb00k.yam1 PLAY [a'l'|:| Fededededededeedede e dededhdede NNl e e dede el defddedhdd%
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#i&1Tbash sudo cat /mnt/pss/connector.db

Nexus# run bash sudo cat /mnt/pss/connector.db { "AccountOwnershipState": "Claimed", "AccountOwnershipU

BA10.3(4a)MFF K B R AR

# show system device-connector claim-info
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N9k-Leaf-2# show system device-connector claim-info SerialNumber: FD023021ZUJ SecurityToken: Duration:

# show system internal intersight info

# show system internal intersight info Intersight connector.db Info: ConnectionState :Connected Connect

Ansible

A BA7E playbook.yaml R B il — MESH SRIRE R B WLIEAE B

- name: Get intersight info nxos_command: commands: - show system internal intersight info register: i

T RAENNREE

TASK [Get -inters-ight -info] Fededhhhh NN N h N R hhhhhhfffdddededededededededededh NN NN R RN hhhhdffdddededededededededededdhhn
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no feature intersight

-

switch(config)# no feature intersight

 Hintersight 12 J I BRFTENXDCELE F B 7714,
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