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Cisco Nexus 9000 and 3000 ISSU Support Matrix

This form prowvides information for In-Service Software Upgrade (ISSU) support for Clsco NX-05
saftware on Nexus 9000 Series and 3000 Series Switches based on your curment and tamget
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follow the disnuptive downgrade procedurs described bn the U oo ] o for
your target release. For NXOS softwane strategy and lifecycie, see the A
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Target reloase  wainw

Current releasa: 9.3(11)
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AE  BUMBRERTUE RZSNRRK, RFE—8 , XNEEF2LEHE11LS , EFFAE
Cisco Nexus X #2#119 B & B FrNX-OSHR A,

FEZH  BEEMCisco NexusRilLk+ , TEHEERZR P FTIRMIFTE Cisco NX-OSI 4,

1. B RBHTEH
2. SMBITHMAR I 2 HFTFH AR T,
3. R Browse all > Cisco I0S and NX-OS Software > NX-OS - NX-OS Software > Switches >

Data Center Switches > Select your Nexus series > Select your linecard > NX-OS System
Software > Select NX-OS version to download,

4. FARBE XA B EAURERNHFMRES , EHMDSRENEH THNX-OS .
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5. BIISCP, SFTP, TFTPZRUSBNX-OSX &M ZEIVPCH AIH A Cisco Nexus Xl LB
bootflash, MBIER TEI=ZNiET 2 — , FEIIEEMHHWVRFERRIEZEXN RS EFHIT
ping#R{E., TEABIFR , SFTPARSS 28 AlIE T E L B% F 3% R (VRF) E 15 A IP#: 3£ 192.168.9.9,

N9K-1(config)# ping 192.168.9.9 vrf management

N9K-1(config)# copy sftp: bootflash:

Enter source filename: nxo0s64-cs.10.2.5.M.bin

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host ‘192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABCDEFGHIJK.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ¢192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9

User Access Verification

Password: cisco

6. XEEMTERE , BFEAJIrin SRIENX-OSX 4 2B Fbootflash®
7. f£ B show file bootflash@s & MNX-OS XA IREIMDS R % o
8. FEENEHETHEFWEHRTHR, HMELMEE , EUNX-OSXHERARHFEE

o

N9K-1(config)# dir | include nxos

1978203648 Mar 31 01:36:06 2023 nxo0s.9.3.11.b1in
1943380992 Mar 17 09:54:16 2023 nxo0s64-cs.10.2.5.M.bin
Usage for bootflash://

20548902912 bytes used

96040308736 bytes free

116589211648 bytes total


https://software.cisco.com/download/home

N9K-1(config)# show file bootflash:nxos64-cs.10.2.5.M.bin md5sum
2f60a186cb9c2d55c90086302e51f655

E=% . BES/Cisco Nexus X EVPCHIRERE,

1. {8 &% show vpc role,

N9K-1(config)# show vpc role

vPC Role status

vPC role : primary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
vPC system-priority : 32667

vPC local system-mac : 44:b6:be:11:17:67
vPC local role-priority : 32667

vPC Tocal config role-priority : 32667

VvPC peer system-mac : f8:a7:3a:4e:40:07
VvPC peer role-priority : 32667

vPC peer config role-priority : 32667

N9K-2(config)# show vpc role

vPC Role status

vPC role : secondary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
VvPC system-priority : 32667

vPC Tocal system-mac : f8:a7:3a:4e:40:07
vPC Tocal role-priority : 32667

vPC Tocal config role-priority : 32667

VvPC peer system-mac : 44:b6:be:11:17:67
vPC peer role-priority : 32667

vPC peer config role-priority : 32667

FEME : BiIFVPCHH & Cisco NexusXKi#e#l L B Cisco NX-OST# A,

1. £ A @5 show incompatibility-all nxos bootflash.

N9K-1(config)# show incompatibility-all nxos bootflash:nxos64-cs.10.2.5.M.bin
Checking incompatible configuration(s) for vdc 'N9K-1':

No incompatible configurations

Checking dynamic incompatibilities:



No incompatible configurations

EHRL - BiFvPCHH A Cisco Nexus3##1 X} Cisco NX-OSHI E201

1. @ show install all impact nxos bootflash, XfFHITHIL 2R , LA Cisco NX-OSHR
AREBERBAIUEHRE,

N9K-1(config)# show install all impact nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform impact only check. Please wait.

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####H] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(1D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

E6LH (k) : MWPCHEIF A Cisco NexusRIEEN G HETE B R 17

N9K-1(config)# copy running-config sftp:running-config-backup

Enter vrf (If no input, current vrf 'default' is considered): default
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host '192.168.9.9 (192.168.9.9)' can't be established.



RSA key fingerprint is SHA256:ABDCEFGHI.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9:22

User Access Verification

Password:

Connected to 192.168.9.9.

SR 7 EEBWPCEEABHNexusKiRHl £ ZENX-0S,

1. £ A i Sinstall all nxos bootflash,

NOK-1(config)# install all nxos bootflash: nxos64-cs. 10.2.5. M bin
Installer will performconpatibility check first. Please wait.
Installer is forced disruptive

Verifying i mage bootflash:/nxos64-cs.10.2.5. M bin for boot variable "nxos".
[ ###HH T H R R#]) 100% - - SUCCESS

Verifying image type.
[ #H#H## R HHH TR ##] 100% - - SUCCESS

Preparing "nxos" version info using inage bootflash:/nxos64-cs. 10.2.5. M bin.
[ #H#H## R HHH TR ##] 100% - - SUCCESS

Preparing "bios" version info using inmage bootfl ash:/nxos64-cs. 10.2.5. M bi n.
[ ###HH T H R R#]) 100% - - SUCCESS

Per f or mi ng nodul e support checks.
[ ###HH AR 100% - - SUCCESS

Noti fyi ng services about system upgrade.
[ ### T H R A#]) 100% - - SUCCESS

Conpatibility check is done:
Modul e boot abl e Inpact Install-type Reason

1 yes di sruptive reset default upgrade is not hitless

I mages will be upgraded according to followi ng table:

Modul e | mage Runni ng- Versi on(pri:alt) New- Ver si on Upg- Requi red
1 nxos 9.3(11) 10. 2(5)
1 bi os v05. 47(04/ 28/ 2022) : v05. 43( 11/ 22/ 2020) v05. 47(04/ 28/ 2022) no

Additional info for this installation:

Service "vpc" in vdc 1. Vpc is enabled, Please make sure both Vpc peer sw tches have sane boot npde usir



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y

=z
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BEEE )95, B/ Cisco NexusXIRH BB ATBERE

PFIRKR I B B E4EiIR. 25 , Cisco NexusRIRHLEFH B3 , TRIETA

IR 8F 1FCisco Nexus M L VRS E R ED RS,

1. A $ show module,

NI9K- 1(confi g)# show nodul e
Mod Ports Modul e- Type Model St at us

1 54 24x10/ 25G 32G + 6x40/ 100G Et her net/ FC N9K- C93180YC- FX- 24 active *



1 9.3(11) 1.0 NA

Mod MAC- Addr ess( es) Seri al - Num

1 44-b6- aa- aa-aa-aa to 44-b6-be-bb-bb-bb ABCDEFGH JK
Mod Online Diag Status

1 Pass

* this termnal session

AE EEE , VPCREFFEEN/HNFHER TETREL TEITRES. XZRMHER , BXl
vPCHIHICisco Nexus R E B AR Z XN AR E M A Cisco NX-0OS,

S8 91EVPCHT Z Cisco Nexus K ##l + L% Cisco NX-0S,



N9K-2(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####H] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(11D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.42(06/14/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

HIR 10F#FCisco Nexus KA L EVIRSZE R TEIH RS

1. A $show module,

N9K-2(config)# show module
Mod Ports Module-Type Model Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *



Mod Sw Hw Slot
1 9.3(1D) 1.0 NA
Mod MAC-Address(es) Serial-Num

1 f8-a7-3a-nn-nn-nn to f8-a7-3a-nl-nl-nl 98765432109

Mod Online Diag Status

o

this termin

al session

S 11K 1ifkeep-alive, peer-linkvPCiw O BE 2 B4 FUPIKRES,

1. £ A Hshow vpc,

N9K-1(config)
Legend:

vPC domain id
Peer status
vPC keep-aliv
Configuration
Per-vlan cons
Type-2 consis
VvPC role
Number of vPC
Peer Gateway
Dual-active e
Graceful Cons
Auto-recovery
Delay-restore
Delay-restore
Operational L
Virtual-peerl

vPC Peer-1ink

id Port
1 pol
vPC status
1 Port
50 Poso
60 Po60

# show vpc

(*) - local vPC is down, forwarding via vPC peer-1ink

01
: peer adjacency formed ok
e status : peer is alive
consistency status : success
istency status . success
tency status . success
: primary
s configured 12
: Enabled
xcluded VLANs To-
istency Check : Enabled
status : Disabled
status : Timer 1is off.(timeout = 30s)
SVI status : Timer 1is off.(timeout = 10s)
ayer3 Peer-router : Enabled
ink mode : Disabled
status
Status Active vlans
up 1
Status Consistency Reason Active vlans
up success success 1

up success success 1



N9K-2 (config)# show vpc
Legend:

(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id
Peer status
vPC keep-alive status

Configuration consistency status

Per-vlan consistency status
Type-2 consistency status
vPC role

Number of vPCs configured
Peer Gateway

Dual-active excluded VLANs
Graceful Consistency Check
Auto-recovery status
Delay-restore status
Delay-restore SVI status

Operational Layer3 Peer-router

Virtual-peerlink mode

vPC Peer-1link status

1

: peer adjacency formed ok
: peer is alive

I success

I success

I success

: secondary

A

Enabled

Enabled

: Disabled
: Timer 1is off.(timeout
: Timer 1is off.(timeout

30s)
10s)

Enabled

: Disabled

id Port  Status Active vlans

1 kol w1

vPC status

W port Status Consistency Reason  Active vians
50 Poso uw  success  success

60 Po60 up success success

EESEYS

- BREARAXFENTE



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



