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# attach module
[MODULE NUM
# debug platforr
internal <>

# test packet-tre
src_IP [SOURC
dst_IP

[DESTINATION
test packet-trac
start # test pack
tracer stop # tes
packet-tracer st

# traceroute [B:
S
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exit, pop. pusl
where

# dir logflash:

# show logging
onboard module
S
boot-uptime , c
boot-history , c
first-power-on
counter-stats
device-version .
endtime
environmental-
history , error-
stats , exceptic
log , internal ,
interrupt-stats
history , stat-tr:
starttime , statt
# show [PROCE
internal event-h
[ARGUMENT]
SHaHE
PEXRR. cli
. 2. ha, he
ldp, Isa. msgs
objstore.
redistribution, 1
segrt, spf, spf
trigger. statistic
# debug proces:
[PROCESS]
il
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Ethanalyzer —fNX-OST & , EEHRKEECPURE, T ERUEREMEGHPCPUNAD
KEO, SETF Z2EHANTFRMEDIND FEEWireshark, BEXILTENEZFMER , HSH
Nexus 7000.E Ky Ethanalyzerii [E#EBrigm — 2R

FTEIENR , —WBERT , Ethanalyzer&BRFHEESIZHMERE , tMAR , EXIEE
ETEONER. BEEOERNEERATERHIRBAIWIEEFES. I, Ethanalyzer{X 3R H
CPURMEMAREHHRNARE, Fl , B EFTRED, EBEONTERED (NRXE

) LHIRRE -

Nexus9000_A(config-if-range)# ethanalyzer |ocal interface inband

Capt uring on inband

2020-02-18 01:40:55. 183177 cc:98:91:fc:55:8b -> 01:80: c2: 00: 00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020-02- 18 01:40:55. 184031 f8:b7:e2:49:2d:f2 -> 01:80:c2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01:40: 55. 184096 f8:b7:e2:49:2d:f5 -> 01:80:c2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02- 18 01:40:55.184147 8:b7:e2:49:2d:f4 -> 01:80:c2:00:00: 0e LLC U, func=U; SNAP, QU


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/zh_cn/support/switches/nexus-9000-series-switches/products-command-reference-list.html
https://www.cisco.com/c/zh_cn/support/switches/nexus-9000-series-switches/products-command-reference-list.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html

0x00000C (Gisco), PID 0x0134

2020- 02- 18 01: 40: 55. 184190 f8: b7:e2:49:2d:f3 -> 01:80:¢c2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Gisco), PID 0x0134

2020- 02-18 01:40:55.493543 dc:f7:19:1b:f9:85 -> 01:80: c2: 00: 00: 00 STP RST. Root =

32768/ 1/dc:f7:19:1b:f9:80 Cost = 0 Port = 0x8005
2020-02- 18 01: 40: 56. 365722 0.0.0.0 -> 255.255. 255. 255 DHCP DHCP Di scover - Transaction |ID
0xc82a6d3

2020- 02- 18 01: 40: 56. 469094 f8: b7:e2:49: 2d: b4 -> 01:80:¢c2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Gisco), PID 0x0134
2020- 02-18 01:40:57.202658 cc:98:91:fc:55:8b -> 01:80: c2: 00: 00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b
2020-02- 18 01:40:57. 367890 0.0.0.0 -> 255. 255. 255. 255 DHCP DHCP Di scover - Transaction |ID
0xc82a6d3

10 packets captured

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface nmgnt

Capturing on ngmO0

2020- 02-18 01:53:07. 055100 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:09.061398 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:11.081596 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:13.080874 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:15.087361 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:17.090164 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:19.096518 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020-02- 18 01:53:20.391215 00: be: 75: 5b: d9: 00 -> 01: 00: Oc: cc:cc:cc CDP Device |D
Nexus9000_ A(FDO21512ZES) Port ID: ngntO

2020- 02-18 01:53:21.119464 cc:98:91:fc:55:94 -> 01:80:¢c2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:23.126011 cc:98:91:fc:55:94 -> 01:80:¢c2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

10 packets captured

Nexus9000- A# et hanal yzer local interface front-panel ethl/1

Capturing on 'Ethl-1

1 2022-07-15 19: 46: 04. 698201919 28: ac: 9e: ad: 5¢: b8 01:80:c2: 00: 00: 00 STP 53 RST. Root =
32768/ 1/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

2 2022-07-15 19:46:04. 698242879 28: ac: 9e: ad: 5¢: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 1/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

3 2022-07-15 19:46:04. 698314467 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 10/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

4 2022-07-15 19:46: 04.698386112 28: ac: 9e: ad: 5c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 20/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

5 2022-07-15 19:46: 04. 698481274 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 30/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

6 2022-07-15 19:46:04. 698555784 28: ac: 9e: ad: 5¢: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 40/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

7 2022-07-15 19:46:04. 698627624 28: ac: 9e: ad: 5¢: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 50/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

i & RB A EEE I EthanalyzerfIRFVE R, HBEE , BRIAMBER T , Ethanalyzerix % R gEHE3R
100N S, BER , BUFEA LGSR RCLILRAMBREES, FACTRL+CIREHRER,

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface inband limt-captured-frames 0
Capturing on inband

2020- 02-18 01:43: 30.542588 f8:b7:e2:49:2d:f2 -> 01:80: c2:00:00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134



2020- 02-18 01:43:30.542626 f8: b7:e2:49:2d:f5 -> 01:80:¢2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:30.542873 f8:b7:e2:49:2d:f4 -> 01:80:c2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:30.542892 f8:b7:e2:49:2d:f3 -> 01:80:¢2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02-18 01:43:31.596841 dc:f7:19:1b:f9:85 -> 01:80:¢c2: 00: 00: 00 STP RST. Root =

32768/ 1/ dc: f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020- 02-18 01:43:31.661089 f8: b7:e2:49:2d: b2 -> 01:80:¢c2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02-18 01:43:31.661114 f8: b7:e2:49: 2d: b3 -> 01:80:¢2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02-18 01:43:31.661324 f8: b7:e2:49:2d: b5 -> 01:80:¢2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02-18 01:43:31. 776638 cc:98:91:fc:55:8b -> 01:80:¢2: 00: 00: 00 STP RST. Root =

32768/ 1/ cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:43:33.143814 f8: b7:e2:49:2d: b4 -> 01:80:¢c2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02-18 01:43:33.596810 dc:f7:19:1b:f9:85 -> 01:80:¢c2: 00: 00: 00 STP RST. Root =

32768/ 1/ dc: f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020-02-18 01:43:33. 784099 cc:98:91:fc:55:8b -> 01:80:¢c2: 00: 00: 00 STP RST. Root =

32768/ 1/ cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:43:33.872280 f8:b7:e2:49:2d:f2 -> 01:80:¢2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.872504 f8:b7:e2:49:2d:f5 -> 01:80:¢2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.872521 f8:b7:e2:49:2d:f4 -> 01:80:c2:00: 00: 0e LLC U, func=U; SNAP, QU

0x00000C (Cisco), PID 0x0134
15 packets captured

& A LU B BR B EthanalyzerBt A , UEETHERE. FRMEXENTIRR[ATRA T SBK
fg , EMNHABRIRBFNERLIRE. HIRSRH[MNHREHIRIIERPELNFATENRE
o RRTRBMHEBRABRE , ENEFEE RITIERPELNRHTENRE,

Nexus9000_B# ping 10.82.140. 106 source 10.82.140.107 vrf nanagenent count 2
PI NG 10. 82. 140. 106 (10.82.140.106) from 10. 82. 140. 107: 56 data bytes

64 bytes from 10. 82. 140. 106: icnp_seq=0 ttl =254 tine=0.924 ns

64 bytes from 10.82. 140. 106: icnp_seq=1 ttl =254 time=0.558 s
Nexus9000_A(confi g-if-range)# ethanal yzer |ocal interface
Capturing on ngmO0

ngmt display-filter icnp

2020-02-18 01:58: 04. 403295 10. 82. 140. 107 ->
2020-02-18 01:58: 04. 403688 10.82.140.106 ->
2020-02-18 01:58: 04.404122 10. 82. 140. 107 ->
2020-02-18 01:58: 04.404328 10.82.140.106 ->

4 packets captured

I8E T L ME A detail it TR BIEE , HELKRPEEFTCN] , ZLUTFEWireshark P EEFEHN AR, X
BERUUBRBERBEENEFLEREETEBNIRLEE. N, MEMESNE , BELEFIMER
BRI T R -

A#o

Nexus9000_A(config-if-range)# ethanal yzer | ocal

Capturing on ngmO

Frane 2 (98 bytes on wire,

Arrival
[Tine
[Tine

10. 82. 140. 106
10. 82. 140. 107
10. 82. 140. 106
10. 82. 140. 107

98 bytes captured)

Time: Feb 18, 2020 02: 02:17.569801000
delta from previous captured frame: 0.075295000 seconds]
delta from previ ous displayed frame: 0.075295000 seconds]

| CVP Echo
| CVP Echo
| CVP Echo
| CVP Echo

[Tinme since reference or first frame: 0.075295000 seconds]

Frane Nunber: 2

Franme

Lengt h: 98 bytes

(pi ng)
(pi ng)
(pi ng)
(pi ng)

request
reply
request
reply

interface nmgm display-filter icnp detai



Capture Length: 98 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:ip:icnp:dataj
Et hernet 11, Src: 00: be: 75:5b: de: 00 (00: be: 75: 5b: de: 00), Dst: 00: be: 75: 5b: d9: 00
(00: be: 75: 5b: d9: 00)
Desti nation: 00: be: 75: 5b: d9: 00 (00: be: 75: 5b: d9: 00)
Addr ess: 00: be: 75: 5b: d9: 00 (00: be: 75: 5b: d9: 00)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Type: | P (0x0800)
>>>>>>>Qut put C i pped
{# A Ethanalyzer , #&a[ LA

- ( PCAPXH ) EARIENBERXHREFIEESXH R : bootflash, logflash, USBZ
...... RiE , BULVEFRENSXHERTNEENAT , HRFEFZEEEWireshark P &EF %34
- MbootflashERE X - HELKim L E R, BREZEMCPUEOEREBIE—# , tRFEAdetailx
B iU ETRTZENKESELE.
BREMEDFRMAHEDR |, FSEUTRE

Nexus9000_A# et hanal yzer local interface nmgnt capture-filter "host 10.82.140.107" wite
boot f | ash: TEST. PCAP
Capturing on ngmO0
10
Nexus9000_A# dir bootfl ash:
4096 Feb 11 02:59:04 2020 .rpnstore/
4096 Feb 12 02:57:36 2020 .swam
2783 Feb 17 21:59:49 2020 09b0b204- a292- 4f 77- b479- 1calc4359d6f. confi g
1738 Feb 17 21:53:50 2020 20200217_215345_poap_4168_init. | og
7169 Mar 01 04:41:55 2019 686114680. bin
4411 Nov 15 15:07:17 2018 EBGC- SC02- M2_303_runni ng_confi g.txt
13562165 Cct 26 06:15:35 2019 GBGBLD4SLO1DREO001- CZ07-
590 Jan 10 14:21:08 2019 MDS20190110082155835.1i¢c
1164 Feb 18 02:18:15 2020 TEST. PCAP
>>>>>>>Qut put C i pped

Nexus9000_A# copy bootflash: ftp

Enter source filename: TEST. PCAP

Enter vrf (If no input, current vrf 'default' is considered): managenent
Enter hostname for the ftp server: 10.122.153. 158

Enter usernane: calo

Passwor d:

****x Transfer of file Conpleted Successfully *****

Copy conpl ete, now saving to disk (please wait)...

Copy conpl ete

Nexus9000_A# et hanal yzer | ocal read bootfl ash: TEST. PCAP

2020- 02- 18 02:18: 03. 140167 10.82.140. 107 -> 10.82.140.106 | CVMP Echo (ping) request
2020- 02- 18 02: 18: 03. 140563 10.82.140.106 -> 10.82.140.107 |1 CWP Echo (ping) reply
2020- 02- 18 02:18: 15.663901 10.82.140. 107 -> 10.82.140.106 | CVMP Echo (ping) request
2020- 02- 18 02: 18: 15. 664303 10.82.140.106 -> 10.82.140.107 |1 CVWP Echo (ping) reply
2020- 02- 18 02:18: 15. 664763 10.82. 140. 107 -> 10.82. 140. 106 | CMP Echo (ping) request
2020- 02- 18 02: 18: 15. 664975 10.82. 140. 106 -> 10.82.140.107 |1 CWP Echo (ping) reply
2020- 02- 18 02: 18: 15. 665338 10.82. 140. 107 -> 10.82. 140. 106 | CVMP Echo (ping) request
2020- 02- 18 02: 18: 15. 665536 10.82.140.106 -> 10.82.140.107 |1 CWP Echo (ping) reply
2020- 02- 18 02: 18: 15. 665864 10.82. 140. 107 -> 10.82. 140. 106 | CMP Echo (ping) request
2020- 02- 18 02: 18: 15. 666066 10.82.140.106 -> 10.82.140.107 I CWP Echo (ping) reply

RTP- SUG BGW 1# et hanal yzer | ocal interface front-panel ethl-1 wite bootflash:el-1.pcap
Capturing on 'Ethl-1
10



RTP- SUG- BGW 1# et hanal yzer | ocal read bootfl ash: el-1. pcap detail
Frane 1: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface Ethl-1, id 0
Interface id: 0 (Ethl-1)
Interface name: Ethl-1
Encapsul ation type: Ethernet (1)
Arrival Time: Jul 15, 2022 19:59:50. 696219656 UTC
[Tinme shift for this packet: 0.000000000 seconds]
Epoch Time: 1657915190. 696219656 seconds
[Tine delta from previous captured frane: 0.000000000 seconds]
[Tine delta from previous displayed frane: 0.000000000 seconds]
[Tinme since reference or first frame: 0.000000000 seconds]
Frame Nunber: 1
Frane Length: 53 bytes (424 bits)
Capture Length: 53 bytes (424 bits)
[ Frame is nmarked: Fal se]
[Frame is ignored: Fal se]
[Protocols in frane: eth:llc:stp]

. SPAN
SPAN &R SwitchPort Analyzer , B FHREZEOMNAEREF FZREEGTBRED, BFfRixO
BEEEINESMEFIE (HMiE1TWiresharkfIPC ) |, MES BT X LR AW RE, LA
3k B B ANR BN O FMVLANK 2 1TSPAN,

SPANSFEFEFRHAMENKO, FHOAUERUAMKED (LFEOD ). KOBE,
Supervisoris NIZO |, HF BFEERRERN BArig A, Ltk , XIF9300F9500F A %ik%& |, thxiF
FEX ( XEEREY BT ) w0, BFfRROTRUANIEA (EASRGBY ), wOEE (EASS
gy NTEERR (WMI300LT8#KIRA ) 82 FE , MFEXmOFREEXE,

A A ZANSPANSEERERNAOQ/MAO/ME, BMER AU IENSPANSFEEHERG., Hla0
. Nexus 9000F Z Al £ #5320 21F , MNexus 7000 REEX 16 NAE, B LAECLI LR T IR
S A~ MPWSPANE EI5/.

BAE , R TEMNX-OSIRAM~=mER | IFNFEOXRBNINERE, FSREFERN™mARR
ANERFEEIEFEMBES ., LT % 5 2Nexus 9000FINexus 7000745 -

Cisco Nexus 9000R FINX-OSE L EE A E SR , lRA9.3(x) — ELESPAN [Cisco Nexus 9000%
IR — B

Cisco Nexus 7000& FINX-OSE L E B B — ALiE SPAN [Cisco Nexus 7000& 5l X i #l] —
/%\ﬂ

SPANZERZMRE, THIHT —LERENARE .

- X SPAN : —fRENF B W EVEMN T RIRV A HISPANSFE, BRAFEW , IRESPANS
EAMENFIERESNATEANRGEY , BURENIE O B 8 E 5% O Fr7E /Y 3.

. JEZSPAN(RSPAN) : —FEEHH B B9 EHN T SRAA #H FISPANSF, #aiEH | LA
E— AR LEEBRRSPANSTE |, £ BRIV LEE B FFRSPAN , 3#i B 5RSPAN
VLANHYE#£,

EE : NexusTX#FHRSPAN

- ¥ RIZESPAN(ERSPAN): R HLEAGRE ( BARBHE ) BERAHEESAM , FHHHK
FeRHAIEEEN BN, AFHRNEHRY (HETRNRE ) LEERSKENBENS
e XERNEBEEIIEMEZERMSPANTE,


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x_chapter_011011.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x_chapter_011011.html
/content/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/configuring___span.html
/content/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/configuring___span.html

. SPANZICPU : I EAR KA ENSPANLENEN , HFBERIKOREES|IZHCPU, BER
HSPANSEN —fER | TR TFELEFERAIRESPANSENER. —EELFEER &880
ASEENSPANE RO, WRATHERAIZEERNIER, &EAEZEISPANE #ris O W
B"E ,FE, AXFHEER | BES L5 ENexus 9000 Cloud Scale ASIC NX-OS SPAN-to-
CPU Procedure - Cisco, #% 131_?5 SPANZICPUKIER ZCoPP ( 24P EERE ) BIRRE

, At sniffing — MBS NEHUEERNREZEOTRESHSPANEICPURIEAEER., MR ARE
JJEFF/R BEHTEERBEER ENER , HILSPANZICPUH TR E BERTEHRIBEREM
IREEMEE RN HEHRFE, BESPANIICPULEABERRAG , BEEZT
EthanalyzerSAZE & XA B|ICPUR R E LA EHRITH MK 247,

LU 745115 B 204 4£ Nexus 900033 4]l Bip & 8] 2 A9 AR #tb SPAN & F -

Nexus9000_A(confi g-moni tor) # monitor session ?

*** No mat ching command found in current node, matching in (config) node ***
<1-32>
al | Al'l sessions

Nexus9000_A(confi g) # monitor session 10
Nexus9000_A(confi g-nmoni tor) #?
description Session description (nmax 32 characters)
destination Destination configuration

filter Filter configuration

nt u Set the MIU size for SPAN packets

no Negate a conmand or set its defaults
show Show runni ng system i nformation

shut Shut a nonitor session

sour ce Sour ce configuration

end Go to exec node

exit Exit from comrand interpreter

pop Pop node from stack or restore from name
push Push current node to stack or save it under nane
wher e Shows the cli context you are in

Nexus9000_A(confi g-nonitor)# description Monitor Port_el/1l
Nexus9000_A(confi g-nonitor)# source interface ethernet 1/1
Nexus9000_A(confi g-nonitor)# destination interface ethernet 1/10
Nexus9000_A(confi g-nonitor)# no shut

HRHIEREBHSPANEICPULIENELE , AAEFEFAEthanalyzerfiiR R & :

N9000- A#fshow run monitor

nonitor session 1

source interface Ethernetl/7 rx

destination interface sup-ethO << this is what sends the traffic to CPU
no shut

RTP- SUG BGWN 1# ethanalyzer local interface inband mirror limit-c 0

Capturing on 'ps-inb'

2020- 02-18 02:18: 03. 140167 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 02:18: 15. 663901 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request

- Dmirror
Dmirror2 & FBroadcomfNexusF & HISPANZICPULER —FhkF, HEI S 5SPANZICPUME
, IREPRHIF50 pps ( BHHEIE ) . 1ZIEEEL becm-shell CLISEHE | m%mﬁmﬁﬂz&ﬁ%éo
B FHEXBRE , JEEBNX-0S CLIATFAFREEREESI ZHSPANSE , RATARESE Mz
FREHFEHCoPPE,


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html

- ELAM

ELAMREZBRARBESTEER, CHEBEFASICHAENENKIBESHENERRE, Hit
, EHELAM , B BAEHRIREEEE AL , URBLRAO/NLANEE, BIETUKEL? -
LABIEBEN |, LR EERBIEIH T T EMER,

THRELAMIKEBI T4 , RBESHIERFEFEMRE (BURTHIEY ) EEEE, BXTAE
EHMIASICIRET FREIEN AiIZT R, X FNexus 7000 , N EMNBIBEIFHITHIREIR |, — AR
R 2§13 {TData BUS(DBUS) , & — R R1ERHE 2 G {TResult BUS(RBUS), H41EEEDBUSE
Bt , JUEIHRFESRKNHNB/MNE , URFE2EZFIREEFEE. ERBUSHHLE R LLE REEE
BERINNE , LENMEREEER, BEEHNDBUSHIRBUSIREfI A2 , BREIIERME 6 A
BEEEMNEREES. SEFHNSRUOT

BXREMELAMEBENEARE , FSRTRPHERE .

ELAM#EIR ELAMELR — 2Rl

Nexus 7K F1#&# Nexus 7000 FI#ERELAMARE — 2§

Nexus 7K F2#&#R Nexus 7000 F2iERELAMGTE — BR

Nexus 7K F3t&3R F3 - ELAMR 4

Nexus 7K M#&E3R Nexus 7000 MEFIERELAMGE — BR
|\N/|e1)/(|\L;|82;ﬂKF21‘§19{ 5% B FM1/M2, F2FIEthanalyzer#Nexus 7K ELAM
Nexus 7K M31&E#R Nexus 7000 M3tERELAMGE — B&

i& F FNexus 7000 - M1/M2ELAM ( Eureka? 4 )
. f A é5 S show module® EER KT,

BT IERMEINBIAEIR | H AR ERES
- f Fshow hardware internal dev-port-mapis SR E X ZBASICHR S , H R EL2LKPFIL3LKP,

Nexus7000( confi g) #show module

Mod Ports Modul e- Type Model St at us

1 0 Supervi sor Mdul e-2 N7K- SUP2E active *

2 0 Supervi sor Mdul e-2 N7K- SUP2E ha- st andby
3 48 1/ 10 Gops Et hernet Modul e N7K- F248XP- 25E ok

4 24 10 Gops Ethernet Modul e N7K- M224XP- 23L ok

Nexus7000( confi g) # attach module 4

Attaching to nodule 4 ...

To exit type 'exit', to abort type '$.’

Last login: Fri Feb 14 18:10:21 UTC 2020 from 127.1.1.1 on pts/O0

nodul e- 4# show hardware internal dev-port-map

CARD_TYPE: 24 port 10G
>Front Panel ports:24

Devi ce nane Dev rol e Abbr num.i nst:
> Skytrain DEV_QUEUEI NG QUEUE 4
> Val kyrie DEV_REWRI TE RAR 0 4
> Eur eka DEV_LAYER 2_LOOKUP L2LKP 2
> Lanira DEV_LAYER 3_LOOKUP L3LKP 2
> Garuda DEV_ETHERNET_MAC MAC 0 2
> EDC DEV_PHY PHYS 6


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116648-technote-product-00.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116646-technote-product-00.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116647-technote-product-00.html
https://cxtraining.cisco.com/upload/dcsw_portal/Data%20Center%20Switching%20Training%20Portal/ID_%209519%20_%20Weeks%202_9%20Technical%20Training/ID_%2010488%20_%20Week%205%20_%20Nexus%20Troubleshooting%20Tools%20and%20Path%20of%20the%20Packet/F3_%20ELAM%20Example/2017-03-22%2002-44-59/ELAM_F3.pptx
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116645-technote-product-00.html
https://cxtraining.cisco.com/upload/dcsw_portal/Data%20Center%20Switching%20Training%20Portal/ID_%209519%20_%20Weeks%202_9%20Technical%20Training/ID_%2010488%20_%20Week%205%20_%20Nexus%20Troubleshooting%20Tools%20and%20Path%20of%20the%20Packet/Nexus%207K%20ELAM%20and%20Ethanalyzer/2017-03-22%2002-11-30/N7K_ELAM_Ethanalyzer_Training.pptx
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7700-10-slot-switch/200672-Nexus-7000-M3-Module-ELAM-Procedure.html

> Sacramento Xbar ASIC DEV_SW TCH FABRI C SWCHF 1

g +
b +++FRONT PANEL PORT TO AS| C | NSTANCE MAP+++4- === ===~ +
g +
FP port | PHYS | SECUR| MACO | RVR 0 | L2LKP | L3LKP | QUEUE | SW CHF

1 0 0 0 0,1 0 0 0,1 0

2 0 0 0 0,1 0 0 0,1 0

3 0 0 0 0,1 0 0 0,1 0

4 0 0 0 0,1 0 0 0,1 0

5 1 0 0 0,1 0 0 0,1 0

6 1 0 0 0,1 0 0 0,1 0

7 1 0 0 0,1 0 0 0,1 0

8 1 0 0 0,1 0 0 0,1 0

9 2 0 0 0,1 0 0 0,1 0

10 2 0 0 0,1 0 0 0,1 0

11 2 0 0 0,1 0 0 0,1 0

12 2 0 0 0,1 0 0 0,1 0

13 3 1 1 2,3 1 1 2,3 0

14 3 1 1 2,3 1 1 2,3 0

15 3 1 1 2,3 1 1 2,3 0

16 3 1 1 2,3 1 1 2,3 0

17 4 1 1 2,3 1 1 2,3 0

18 4 1 1 2,3 1 1 2,3 0

19 4 1 1 2,3 1 1 2,3 0

20 4 1 1 2,3 1 1 2,3 0

21 5 1 1 2,3 1 1 2,3 0

22 5 1 1 2,3 1 1 2,3 0

23 5 1 1 2,3 1 1 2,3 0

24 5 1 1 2,3 1 1 2,3 0
g +
g +

CBE, BRRLRYPVBESHETRARKRERER, At , BEFL2LKPES FIHBE 5k
A3 MEASICEHIRE .

- ¥ T3k , AT elam asic eureka instance xfE tt 356l EZTELAME S | x2ASICR RS
, #DBUSHIRBUSELEft 4 25, FHAM TstatusR B K FHVRS , HABINCEEA LS.

nodul e- 4( eur eka- el am) # trigger dbus dbi ingress ipv4 if source-ipvé-address 192.0.2.2
destination-ipv4-address 192.0.2.4 rbi-corelate
nodul e- 4( eur eka- el am) # trigger rbus rbi pbl ip if cap2 1

nodul e- 4(eur eka- el am) # status

Slot: 4, Instance: 1

EU- DBUS: Confi gured

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU- RBUS: Confi gured

trigger rbus rbi pbl ip if cap2 1

- EA SstartBUE AR AR | HEA G Sstatus AR BREVIRES |, AINARR 2R EHER T,

nodul e- 4(eur eka- el am # start
nodul e- 4( eur eka- el am # status

Slot: 4, Instance: 1 EU-DBUS: Armed <<<<<<<<<<

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU- RBUS. Armed <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

- —ERBETRMARECERRE , SNRAUERT, e, BXTREREBES , ABAR
BRS , LEF LM RBFRERGFAR.



nodul e- 4(eur eka- el am) # status

Slot: 4, Instance: 1

EU- DBUS: Triggered <<<<<<<<<<trigger dbus dbi ingress ipv4 if source-ipv4-address
192. 168.10. 1 EU- RBUS: Triggered <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

RS, EREbusTdous BB ST FHS , LEIAENEHER T HENEES, XATNES
i Sshow dbus5EFX | iFF %l ; show rbus | i seq. MMRFF|SE , EBA[LAEEdbusFrbusHI A
B, BN , FEFMETHR , BB TUHRE —HEE A k.

AR N TREERY  BHREZIREITELAMBMREIAR R B,

. $&7 LA B 45 5 show dbusHlshow rbusZ ErbusHdbustI AR . HHRFPFNEERNBRRFHISHM
R/B#R%ES], DbusE RRERE| , EHIFEEREESINRO, RousE RHEESHRXINRKO
WEIRERS, i, BETUEFRMNEIP/MACH HE LR VLANE .

BEERMBFERS (BFRALTLERS] ) |, &7 LA 5 Fshow system internal pixm info Itl #1&
BB B E AR O o

& F FNexus 7000 - M1/M2BYELAM ( Lamira’F & )

LamiraFEWEFE—#  (BthE—LER

. & A <% FLamira elam asic lamira instance x3Z{TELAM.
. it KELAMEY S S 83E

modul e-4(| amir a- el am) #trigger dbus ipv4 if source-ipv4-address 192.0.2.2 destination-ipv4-
address 192.0.2.4
nmodul e-4(l amira-el am# trigger rbus

- BEAstatusiT TRERDS , HARTCINERXEREZTNAMedH ERHRREZFAE,
- ARG, BT LU RSl F Eurekafy 5 X\ 8 dbus Fshow bushi % Hi o
i& Al FNexus 7000 - F2/F2EBYELAM ( Clipper¥#& )

B  RESERALU , ARMEBFE, INERAT :

- A8 FClipper elam asic clipper3ElxiZ1TELAM , HIEEFE2EHFEIRER

module-4# elam asic clipper instance 1
module-4 (clipper-elam)#

. i RELAMBIS ST

nodul e-4(clipper-12-elan)# trigger dbus ipv4 ingress if source-ipv4-address 192.0.2.3
destination-ipv4-address 192.0.2.2
nodul e-4(clipper-12-elan)# trigger rbus ingress if trig



. BEAstatus TR EBRDS , HRARECINEXEREZH NAMedH ERBRFTEZ ML
- RE , B LR BB L F Eurekaly 5 X B dbusFshow bushI#i H o
;& B FNexus 7000 - F3HELAM ( URFE A )

B  RESERALU , ARMEBFE, INERAT :

. ERAXEFFlanker elam asic flanker instance X’IE{TELAMAIE EE 22 R FIRER,

nodul e- 4# elam asic flanker instance 1
nodul e- 4(fl anker-el am #

- R RELAMBI SIS0 ¢

nodul e-9(fln-12-el am# trigger dbus ipv4 if destination-ipv4-address 10.1.1.2
nodul e-9(fl n-12-el am # trigger rbus ingress if trig

- EAstatus SR ERS , HBRECNELAZREZTNAmMed H ERHRREZFMEK
- RE , B LRI T Eurekafy A R R R dbus M rbus® i o
i& Al FNexus 90008ELAM ( TahoeE A )

ENexus 90007 | ZIFEENexus 70008 E R E, X FNexus 9000 , iEZHNexus 9000=1 &
ASIC(Tahoe)NX-OS ELAM — B R85

. B% , fEA &S show hardware internal tah interface #8 & O M, KAHFREENER
=ASIC #., Slice #HJRID(srcid).

- AL | $89E O] LAfE Fshow system internal ethpm info interface #@p S {F AR EILIE R | i srco
BRETE S HAVES |, W EEEM 2dpidFdmod{E.

. fF A d 5 show module EEREE .

- B INE R INBAEIR | HAxRERES

- £ F 85 © module-1# debug platform internal tah elam asic ##E#3R EiZ1TELAM

- REEHRORERT (L2, L3, HERE ( MIGRERVXLANE ) BENIBR/NIALAER

Nexus9000( confi g) # attach module 1

nodul e- 1# debug platform internal tah elam asic 0

nodul e- 1( TAH el am # trigger init asic # slice # lu-a2d 1 in-select 6 out-select 0 use-src-id #
nodul e- 1( TAH el am i nsel 6) # reset

nodul e- 1( TAH el am i nsel 6) # set outer ipv4 dst_ip 192.0.2.1 src_ip 192.0.2.2

CREMARE , FATSstartBELAM , RIEFREHEA T SrepotEE M. REMWHMEE
TAEHFEAZEOUKvIan ID, JRH B #RIP/MACHE I,

SUGARBON. ELAM REPORT SUMVARY
slot - 1, asic - 1, slice - 1

Incom ng Interface: Ethl/49
Src ldx : Oxd, Src BD: 10
Qutgoing Interface Info: dmod 1, dpid 14


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4

Dst ldx : 0x602, Dst BD : 10

Packet Type: |Pv4

Dst MAC address: CC. 46: D6: 6E: 28: DB
Src MAC address: 00: FE: C8: OE: 27: 15
.1q Tag0 VLAN:. 10, <cos = 0xO0

Dst | Pv4 address: 192.0.2.1

Src I Pv4 address: 192.0.2.2

Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 1, TTL = 64, More Fragnents =
0O Hdr len = 20, Pkt len = 84, Checksum = 0x667f

i& Bl FNexus 9000BYELAM ( NorthStar# & )

NorthStarF 23 5Tahoe & 1R , H—HX3E T H#t AELAMER S |, FHAXEFnsT

=tah:

module-1l#debug platform internal ns elam asic 0

. N9K Packet Tracer

Nexus 9000 Packet Tracer LER A FREHIEEZHNRE , HFEENENRESRITTITHREREER R
AATHEMN/ TEHEELAGENEEILE, YTCAMARERS L EZTHMETEN , ©FEE
A, 4 WTELEHIRARPHRE , HAFE RBESARTNFMEE ( WMWireshark ) o

Efi EPacket Tracer , HEANUTHS :

N9K- 9508#test packet-tracer src_ip

<==== provi de your src and dst ip
N9K- 9508# test packet-tracer start <==== Start packet tracer
N9K- 9508# test packet-tracer stop <==== Stop packet tracer
N9K- 9508# test packet-tracer show <==== Check for packet

mat ches

BEXFHEER | 55 M4eEENexus 9000:Packet Tracer T E %8B — Cisco

. TracerouteH1Ping
XETTERAIMNREANTS , TATREBEERERE,

Pingf# A Interneti2 #38 i (ICMP)FICMPE RSE B &£ X R4S E B R , HEF1Z B ARICMPE R
MN%Z. MREHZANBREFIELEERSRERE , SUFINZIRE | pingREKI. BRINER
T, ping@ 5 &35 ICMPEIRGEE (AN AFBEANMEE ) | R—YIEE |, £ LLEF5x ICMPE
RN, B, HREYLIE U BT ILARP)IER BB SREVMACHB1ERY |, HRAIAIERIER S KW
o MRBEEIMEIBXIZ1Tping , N&EHHpingEK. i, ETLUERU T RBFIREpPingI ¥

. BURE R, R, REOMNBNER

F241. 04. 25- N9K- C93180- 1# ping 10.82.139.39 vrf management

PI NG 10. 82. 139.39 (10.82.139.39): 56 data bytes

36 bytes from 10.82.139. 38: Destinati on Host Unreachabl e
Request O timed out

64 bytes from 10.82.139.39: icnp_seq=1 ttl =254 tine=23.714 s
64 bytes from 10.82.139.39: icnp_seq=2 ttl =254 tine=0.622 ns
64 bytes from 10.82.139.39: icnp_seq=3 ttl =254 tine=0.55 s
64 bytes from 10.82.139.39: icnp_seq=4 ttl =254 tine=0.598 ns


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html

F241. 04. 25- N9K- C93180- 1# ping 10.82.139.39 ?

<CR>

count Nurmber of pings to send

df -bit Enabl e do not fragnent bit in | P header

i nterval Wait interval seconds between sending each packet
packet - si ze Packet size to send

source Source | P address to use

source-interface Select source interface

ti meout Specify timeout interval

vrf Di spl ay per-VRF information

Traceroute A FHRRHBIEEEIZEBEN M 22N &M, XRE—MNEEEENIE  AAT
EBTHREREMENLIGLR, B EANTXEFEARA, RMAREAD :

F241. 04. 25- N9K- C93180- 1# traceroute 10.82.139.39 ?

<CR>

port Set destination port

sour ce Set source address in | P header
source-interface Select source interface

vr f Di spl ay per-VRF information

Nexus_1(confi g)# traceroute 192.0.2.1

traceroute to 192.0.2.1 (192.0.2.1), 30 hops max, 40 byte packets
1 198.51.100.3 (198.51.100.3) 1.017 ms 0.655 ns 0.648 ns
2 203.0.113.2 (203.0.113.2) 0.826 ns 0.898 ns 0.82 ns
3 192.0.2.1 (192.0.2.1) 0.962 ms 0.765 ns8 0.776 ns

- PACL/RACL/VACL

ACLRZILEEZEFFR, ER—NMEEIE  AFEBEHEXEXXNIRERRRE, T:T:ACL':F'ixK
TR &HNKERE , EI]—JF‘}HFJ EREBIAUIHIERE, ACLW—NMNEESHMERCEEBIRHERE
SITHIEN ITEET. RIBEPACL/RACL/IVACLER X EACLH &L , AR TFEERACLEN B
ROHEHRIE  #r2XN TRSMEREELRMS. TEAMENS x¢_b7|ii§;

- PACLRRIm O A REBEHEIZIR  HipR R FL2R G mO4ZON | ZFR YRR
PACL.,

- RACLRZREEHIFHEEFFIR  FiARIIKRNEATLIEABOAZOR |, ZiFRFIKRMERN
RACL,

. VACLXZEVLAN Access Control List: 2 o LUFVACLEL B R B F R B FIVLANSR R B H
VLANSEVLANAFZNFrEHIES. VACLEKRATZ2RIESd EH N REEERIIEE
YEE O, VACLAE SR (AOQZHED ) EX.

TRIEH T TEACLIRASH LK,

ACLHR PACL RACL VACL

Ihie HiEL2EN LEKRNRE, HiEL3EN KN RE S IEVLANG &
-L2#OAR O, - VLAN# M,
- L2 OEEED, — ¥EBL3ENO, BAE , ACLYRN AEIZ

APPLIED ON — 205 R F FTRUNKi® O -L3F#EO, VLANER P 8% O ( BF

, ACL B ZTRUNKI®R O £ - 3w O @iERO, wa ) .

JL,'Lq:E’JFﬁﬁVLANJ:E'Jquo -EEEO.

MR {XBR AU AVE SR H v -

TEHENMAEEHRESRO RGN, BXFHAESR , F5 4 Cisco Nexus 9000& FINX-OSE L fE
B , H489.3(x) — BL&EIP ACL [Cisco Nexus 9000& 5l3c##l] — Bl
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Nexus93180(confi g)# ip access-list

Nexus93180( confi g-acl ) # ?
<1-4294967295> Sequence nunber

deny Speci fy packets to reject

fragnents Optimze fragnents rule installation

no Negate a conmand or set its defaults
permt Speci fy packets to forward

remar k Access list entry comment

show Show runni ng system i nformation
statistics Enabl e per-entry statistics for the ACL
end CGo to exec node

exit Exit from command interpreter

pop Pop node from stack or restore from nane
push Push current node to stack or save it under nane
wher e Shows the cli context you are in

Nexus93180(confi g)# int el/1

Nexus93180(config-if)# ip port access-group

>>>>>> When you configure ACL like this, it is PACL
in |nbound packets
Nexus93180(config-if)# ip access-group

>>>>>> When you configure ACL like this, it is RACL
in I nbound packets
out CQutbound packets

- LOGFLASH

LogFlashZNexus¥ & LA —MEAE#HEE , AMEANBEERNEF, USBREREES|E
FRRARNEE. MENEYLERBR , RE2EHBEANAF R LogFlash, LogflashZ ¥ 1E
Supervisor £ , REFELHE , flwictk BE, REBFEE., BEHNBRAXNEHEER(EEM) A
Ho, AXFHEEFITLEEM, BAIUFERUL TSR ELogFlashINE :

Nexus93180(confi g)# dir logflash:
0 Nov 14 04:13:21 2019 .gnr6_plus
20480 Feb 18 13:35:07 2020 |SSU debug_I ogs/
24 Feb 20 20:43:24 2019 arp. pcap
24 Feb 20 20: 36:52 2019 capture_SYB010L2289. pcap
4096 Feb 18 17:24:53 2020 conmand/
4096 Sep 11 01:39:04 2018 controller/
4096 Aug 15 03:28:05 2019 core/
4096 Feb 02 05:21:47 2018 debug/
1323008 Feb 18 19:20:46 2020 debug_l ogs/
4096 Feb 17 06:35:36 2020 evt_l og_snapshot/
4096 Feb 02 05:21:47 2018 generic/
1024 Cct 30 17:27:49 2019 icanmsql _1_1.db
32768 Jan 17 11:53:23 2020 icansqgl_1_1.db-shm
129984 Jan 17 11:53:23 2020 icansql_1_1.db-wal
4096 Feb 14 13:44:00 2020 | og/



16384 Feb 02 05:21:44 2018 | ost+found/
4096 Aug 09 20:38:22 2019 ol d_upgrade/
4096 Feb 18 13:40:36 2020 vdc_1/

Usage for |ogflash://sup-Iloca
1103396864 bytes used
7217504256 bytes free
8320901120 bytes tota

MREASCEFMREE  REREMTEHMRALTENNR , 5 ASESPHE %, EXF
R T , LogFlash AMARET S8R , AKX ERIER T , URERBNTRRR, X%
BT —SHRRRBENRHEARR  NTRE—ERT , S FET —BREELBHNE
EI WA,

BXRWMAERE EZElogflashVE R , 152 FNexus 7000 BE 12 Fk I BE — Ciscofk .

- OBFL

OBFL{X#&OnBoard Failure Logging. 'E=&Nexus Top of Rack &R {t, X ¥4/ &8 o] FA BV 35 A M 176
KA, BlogFlash—# , BB EHMBESEELRE. OBFLEMBENKEREZES. ERRE
FAEMERMSE , BT ENexus 93108 F SR 18 5 HRFl ( BIREB—MERNEENHE )

Nexus93180(confi g)# show logging onboard module 1 ?
*** No mat ching command found in current node, matching in (exec) node ***
<CR>

> Redirect it to a file

>> Redirect it to a file in append node

boot - upti e Boot - upti nme

card- boot - hi story Show card boot history

card-first-power-on Show card first power on information
counter-stats Show OBFL counter statistics

devi ce-versi on Devi ce-versi on

endtine Show OBFL logs till end time nmmdd/yy- HH MM SS
envi ronnental -history Environnental -history

error-stats Show OBFL error statistics

exception-|og Excepti on-1 og

i nternal Show Loggi ng Onboard Interna

interrupt-stats Interrupt-stats

obfl - history of | - hi story

stack-trace Stack-trace

starttine Show OBFL 1 ogs fromstart time nmi dd/yy- HH: MM SS
status St at us

| Pi pe command output to filter

Nexus93180(confi g)# show logging onboard module 1 status

OBFL St at us
Switch OBFL Log: Enabl ed
Modul e: 1 OBFL Log: Enabl ed
card- boot - hi story Enabl ed
card-first-power-on Enabl ed
cpu- hog Enabl ed
envi ronnment al - hi story Enabl ed
error-stats Enabl ed
exception-|og Enabl ed
interrupt-stats Enabl ed
mem | eak Enabl ed
m scel | aneous-error Enabl ed

obfl -1og (boot-uptine/devi ce-version/obfl-history) Enabled


https://www.cisco.com/c/zh_cn/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html

regi ster-1og Enabl ed

system heal th Enabl ed
tenmp Error Enabl ed
stack-trace Enabl ed

B WEEREREHAFEEEFN NS HTHAEFT MBIV EHEHRMEANEETA, EXHH
BRT , OBFLEEBBTMEE FHWAEREMBFE. show logging onboardds & — MR IFH
B, FitfE , BLATMNERE RN IBHIR S EREBATEN —11, ¥{REAshow logging onboard

module x=kattach mod x;show logging onboard.

- BHHRIdR

EHALICEREYEBANTRE 2 — , EAUNERAENexus EEITHEBRENETHEMHRIAE

KER. RAFEE , ENexusF A LETHENMNEEHBBEERASTHNEMHALIESR , HFE@EAX

ZHAEZIHEFNES (REHANBZETHRER ) . XESHALLERIFFAEN , RIEF
et , FRNAAEESHER, SERAXMRENREHALEHRZRAEHREN | XEIXT

EEER, Hln, ROSPFEHEMINAFREERE IT/E , B LUE A SOSPFXERH B4 £ 12 KK
EOSPF#HBREMEHWMLE, ZAUKE ENexus A LV FBMNHBEXNERFFIZFK , flm
CDP/STP, UDLD, LACP/OSPF, EIGRP/BGP%,

BECEALAEZBEISERIREHENEANELIERK. BNREHEZNEM , RLEFERD
?RERRE TR & HR.

Nexus93180(confi g)# show

Nexus93180# show i p ospf event-history ?

adj acency Adj acency formation | ogs

cli di logs

event Internal event |ogs

fl oodi ng LSA fl oodi ng | ogs

ha HA and GR | ogs

hell o Hello rel ated | ogs

I dp LDP rel ated | ogs

| sa LSA generation and dat abse | ogs
negs I PC | ogs

obj store DVE OBJSTORE rel ated | ogs
redistribution Redistribution |Iogs

rib RIB rel ated | ogs

segrt Segnment Routing | ogs

spf SPF cal cul ation | ogs
spf-trigger SPF TRI GCER rel ated | ogs
statistics Show the state and size of the buffers
te MPLS TE rel ated | ogs

Nexus93180# show spanning-tree internal event-history ?
al | Show al | event historys
del eted Show event history of deleted trees and ports
errors Show error |ogs of STP

negs Show vari ous nessage | ogs of STP
tree Show spanning tree instance info
vpc Show virtual Port-channel event | ogs

- P
I ENX-OSHIIEEB AN ITE , AFBRETENEEHRE4HFHIERKIINGFHECLIFER
o BMABVIERXAFHA AL RN ENBIPMCPUMEE. #HCLILERETRRZA , &



SN

BERXENRERE N ENHEABERE IR NASSE AL E NS KERRERN T E

FEREE LB AR
RESEHHLIEFER—#

R

3 AN

PR3 AR ThaE,
A LAfENexusi& & E A BN HE

LACP/OSPF, EIGRP/BGP%,

XRBEBSTHREREIANS
T,

Nexus93180# debug

No BN

Nexus93180# debug spanning-tree ?
al | Configure all debug flags of stp
bpdu_rx Configure debuggi ng of stp bpdu rx
bpdu_tx Configure debuggi ng of stp bpdu tx
error Confi gure debuggi ng of stp error
event Configure debuggi ng of Events
ha Configure debuggi ng of stp HA
ncs Confi gure debuggi ng of stp MCS
nmst p Confi gure debuggi ng of MSTP
pss Confi gure debuggi ng of PSS
rstp Confi gure debuggi ng of RSTP
sps Configure debuggi ng of Set Port state batching
timer Configure debugging of stp Timer events
trace Confi gure debuggi ng of stp trace
war ni ng Configure debuggi ng of stp warning
Nexus93180# debug ip ospf ?

adj acency

al |

dat abase

dat abase-tiners
events

fl oodi ng
graceful -restart
ha

hel | o

| sa- generation
Isa-throttling
npl s

obj ectstore
packet s

policy

redi st
retransm ssi on
rib

segrt

snnp

spf
spf-trigger

- &

GOLDRKREAEL M, WA B
RIBWESH, EMITERELNE , X&

Adj acency events

Al'l OSPF debuggi ng
OSPF LSDB changes

OSPF LSDB tiners

OSPF rel ated events
LSA fl oodi ng

OSPF graceful restart
OSPF HA rel ated events
Hel | o packets and DR el ections

Local OSPF LSA generation
Local OSPF LSA throttling
OSPF MPLS

hj ectstore Events
OSPF packet s

TiEE. &

=171 , FlCDP/STP, UDLD,

EHAZ ML, ALEEAL ? RERE TSI AR

rel ated debugs

OSPF RPM pol i cy debug information

OSPF redistribution

OSPF retransni ssion events
Sending routes to the URIB
Segnment Routing Events

SNWP traps and request-response r
SPF cal cul ati ons

Show SPF triggers

, XERNHEE AERS

el ated events

S— /=

=17

WRERE , ARTREFRIER

AWHAETEECERANTE  EP—ENHEBHRAE , ™



S—ENATERRIME, XEFELWNHATDRUATILSE

- B M XEN SR ERREHNETHNR, R EEESIZBEERZENERE , 317
FrEASICH IR FIZ 4| E 2 B K ERE, ManagementPortLoopback HIEOBCLoopbackZ iz
BARIYE | MOBFLMUSBI IR N EG I,

CETHRETRRKELN | XENREREXEZETRANER, XLENX2 TN

, EEAETUHAEHNREM. BUUREZES E THERRB WE A/ZAX LN,
EE?M AURBEMETLRFAEMNE , LEARIB
BOAERNLTGS ﬁﬁiﬁﬁﬁ?&?ﬁ&*ﬂﬂ’ﬂ%ﬁ;‘éﬂﬂ’ﬂﬁﬁz/ﬂhﬂ:

Nexus93180(confi g)# show diagnostic content module all

Di agnostics test suite attributes:

B/ C/* - Bypass bootup | evel test / Conplete bootup |evel test / NA

P/ * - Per port test / NA

MS/* - Only applicable to active / standby unit / NA

DN * - Disruptive test / Non-disruptive test / NA

HO* - Always enabled nonitoring test / Conditionally enabled test / NA

F/ * - Fixed nmonitoring interval test / NA
X/ * - Not a health nonitoring test / NA
E/ * - Sup to line card test / NA

L/* - Exclusively run this test / NA

T/ * - Not an ondenmand test / NA

Al/* - Mnitoring is active / Mnitoring is inactive / NA
Modul e 1: 48x10/25G + 6x40/ 100G Et hernet Modul e (Active)

Testing Interval

1D Nane Attributes (hh: mm ss)

1) USB--------------------------- > CH*NF* X** T* - NA-

2) NVRAM - - - - - oo > RN KRRk 00: 05: 00

3) Real Ti mred ock----------------- > RN KRRk 00: 05: 00

4) Pri maryBootROM--------------- > RN KRRk 00: 30: 00

5) Secondar yBoot ROV ------------- > ol \ R A 00: 30: 00

6) Boot Fl ash--------------------- > RN KRRk 00: 30: 00

7) Systemvgnt Bus----------------- > FRVNEF KRRk N 00: 00: 30

8) OBFL-------------------------- > CH* NF* X * T* - NA-

9) ACT2-------mmmmmmmm oo > RN KRRk 00: 30: 00
10) Consol e----------------------- > RN KRRk 00: 00: 30
11) FpgaRegTest------------------- > FHENEFFF R XN 00: 00: 30
12) Me---------- - > RN KRRk 01: 00: 00
13) ASi CMBITOr Y- - === =--mmomee e e > CH* DF * X * T* - NA-

14) PCi @ - m e mm e > C*F % NF * X** T - NA-
15) Port Loopback------------------ > * PrN**OXE, * - NA-
16) L2ACLRedirect----------------- > *PENs R ER YA 00: 01: 00
17) Boot upPor t Loopback------------ > CP* N* * XE* T* - NA-

EERAFRIG1I7TNLPHSTANR , CALEAUTHS

Nexus93180( confi g) #show diagnostic description module 1 test all
USB :
A bootup test that checks the USB controller initialization
on the nodul e.

NVRAM :
A health nonitoring test, enabled by default that checks the
sanity of the NVRAM device on the nodul e.



Real Ti med ock :
A health nmonitoring test, enabled by default that verifies
the real time clock on the nodul e.

Pri mar yBoot ROM :
A health nmonitoring test that verifies the primary Boot ROM
on the nodul e.

Secondar yBoot ROM :
A health monitoring test that verifies the secondary Boot ROM
on the nodul e.

Boot Fl ash :
A Health monitoring test, enabled by default, that verifies
access to the internal compactflash devi ces.

Syst emvgnt Bus :
A Health monitoring test, enabled by default, that verifies
t he standby System Bus.

OBFL :
A bootup test that checks the onboard flash used for failure
l ogging (OBFL) device initialization on the nodul e.

ACT2 :
A Health monitoring test, enabled by default, that verifies
access to the ACT2 device.

Consol e :
A health monitoring test, enabl ed by default that checks health
of consol e devi ce.

FpgaRegTest
A health monitoring test, enabl ed by default that checks read/wite
access to FPGA scratch registers on the nodul e.

Mce
A Health nmonitoring test, enabled by default, that check for
machi ne errors on sup.

Asi cMenory :
A bootup test that checks the asic nmenory.

Pcie :

A bootup test that tests pcie bus of the nodule

Por t Loopback :
A health nmonitoring test that tests the packet path from
t he Supervisor card to the physical port in ADM N DOAN state
on Linecards.

L2ACLRedi r ect
A health nmonitoring test, enabled by default, that does a
non di sruptive | oopback for TAHCE asics to check the ACL Sup
redirect with the CPU port.

Boot upPort Loopback :

A Bootup test that tests the packet path from the Supervisor
card to all of the physical ports at boot tinmne.

- EEM



EEMRRBRARNEHEER, EE—HREANIE  AFETREHITRE  UEEREEBESESH
RITHREES. EEMiRE LNEMES AR EWIEHERE R A FHARERE.
EEMBE=ANETEAH , TEDHEENSE :

- B4R XEREEEREHFENexusITREERENSH | SIMNKEBRA EZHRBEA
SNMPRRZ88 = E RCLIBES,
- BEEA  XEREEMEEHMAEREWER, XERETEIREAZEOSRIT &
showdn & , JFH & B BIftpfRSS 88 L XX | KEB FERHE,
Bl eEXAERE—ANEH , ©E5AEECLISbashi# A< Supervisor LBl B #) — MK Z 4
actioniBAHEE. BEAUEApython A BAEEM, —BEEEES|ZBEENL TR , ©R
S Z R HEIA B MR AE R,
BEXEEMHEFAE LR , ES 55 Cisco Nexus 9000 FINX-OSR A E R BEFI9.2(x) it — FLE
BRAXEHEEZ[Cisco Nexus 9000 % 5l — BHl,
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XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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