TESEA" ; RIRBICEHFE" ; BISSHERESD
Nexus 9000 ; WEI&R
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5 Bt % 1. ssh cipher-mode weakis 5 (G&H FNXOS 7.0(3)14(6) R F & M AR)
I Btk T2, {5 FABashi&thsshd config X4 H 8 R B INFE R

&
AR RS B WA 1 AR F RS BERR/#R 1R Nexus 9000HY SSHEI &,
TR

FEFRBFSSHEIEWRRE 251 , 49 T #EZMNexus 9000F A “E /5 AASSHARSF BRCBCE X Z B
E /8 AASSHETIMACE £ R,

CVE ID - CVE- 2008-5161 ( /& ASSHARSBRCBCE X B H /5 ASSHEMACE % )
A B — SSHIRFSBRCBCERZEBE R ARE ( SSHIRSSECBCERAHEBEEA )

SSHAERSS 2R BB N XIF BN EFEFE(CBC)NE, XEBSRETERBMNBEXRERAIER. HFiER
, B AL ESSHIRS BRI , MAREREBFHER INE AR R

B RREE — BFACBCERMEH B it (CTRE R R % B/ e = (GCM) I
.

¥ ExRERHIEE — CVE-2008-5161iFAE L

[F] &

FRBALE7.03)12(1)fF , BFRTEBISSHIEREEINexus 90007+ W EI LA T 45 -

no matchi ng ci pher found: client aesl128-chc, 3des-cbc, aes192-chc, aes256- cbc, rij ndael -
cbc@ysator.liu.se server
aesl28-ctr, aesl92-ctr, aes256-ctr

BRIRITHR

EARBRB7.0Q)2MERESKRAE , BLEBISSHIEEEINexus 9000W RE 2 , 55ZFBEN
Cisco Bug ID CSCuv39371#6 £ FEMA,



https://nvd.nist.gov/vuln/detail/CVE-2008-5161
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv39937/?reffering_site=dumpcr

LEEER KB AR IR T R C A 1B S5 H DAY B/ & SSHE i

5 B R 75 R ENexus 9000 L EF B HL, IGEERF REMMPAIEEAET , EAHEURT R
B AR,

It &M 1. ssh cipher-mode weakds % (il FNXOS 7.0(3)14(6) 3 E i &)

- HiCisco Bug ID CSCvc717925| A — SKHEA T A 1155 % Baes128-cbc, aes192-cbc, aes256-
cbc T o

- AN X L FRIB X

- AT FZHFF3des-cohcE B,

aes128-cbc, aes192-cbcHlaes256-cbc,

! baseline: only strong Ciphers aesl28-ctr,aesl92-ctr,aes256-ctral | owed
9k# conf t

Enter configuration conmands, one per line. End with CNTL/Z.

9k(confi g)# feature bash

9k(confi g)# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config
#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker G phers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr <<===== only strong ciphers

! enabl e the weak aes-chc ciphers with NXOS conmand
! Note that weak cipher 3des-cbc is still disabled.

9k# conf t

Enter configuration conmands, one per line. End with CNTL/Z.
9k(config)# ssh cipher-mode weak

9k(config)# end

I'l verification:

9k# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config

#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker C phers and MACs

C phers aes128-ctr, aes192-ctr, aes256-ctr, aes128-cbc,aesl92-cbc,aes256-cbc  <<---

! rol I back: use the form of the comrand

9k# conf t

Enter configuration conmands, one per line. End with CNTL/Z.
9k(config)# no ssh cipher-mode weak

9k(config)# end

KSEHET2, {#ABashi®sshd_config3l 4} & X B F B HE

R M/isan/etc/sshd_config X FEREZBIT , MZEFMERIAZB(2¥Eaes128-cbc, 3des-
cbc. aes192-cbclaes256-cbe).

no

n9k#config t

n9k(confi g) #feature bash-shell

n9k(confi g) #Run bash

bash-4.2$ sudo su -

r oot @OK- 1#cd /isan/etc

r oot @N9K- 1#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

Ci phers aes128-ctr,aes192-ctr, aes256-ctr <<<< only allowed ciphers (elim nate known
vul nerability).

I'l Create a back up of the existing SSHD CONFI G


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc71792/?reffering_site=dumpcr
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202

r oot GN9K- 1#mv dcos_sshd_config dcos_sshd_config.backup

'l comment out the cipher line and save to config (effectively removing the restriction)

cat dcos_sshd_config. backup | sed 's@GC pher@ Ci pher@' > dcos_sshd_config

't Verify

r oot @N9K- 1#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

# Ci phers aes128-ctr, aesl92-ctr, aes256-ctr << see inserted comment # before Cipher (to remove
the limitation)

r oot GNOK- 1#exit

| ogout

bash-4.2$ exit

exit

NOK-1(confi g)# no feature bash
NOK-1(config)# exit

AR EFANBERRE , FREEASED  BEFEREXK,


https://cdetsng.cisco.com/summary/#/defect/CSCun41202
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