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n7k-vdc-1# show run tacacs+

!Command: show running-config tacacs+
!Time: Mon May 13 17:20:57 2013

version 6.1(2)
feature tacacs+

ip tacacs source-interface mgmtO
tacacs-server timeout 30
tacacs-server host 192.0.2.9 key 7 "keypassword"
aaa group server tacacs+ default
server 192.0.2.9
use-vrf management
n7k-vdc-1# show run tacacs+
n7k-vdc-1# show run aaa

ICommand: show running-config aaa
ITime: Mon May 13 17:21:30 2013

version 6.1(2)
aaa authentication login default group default
aaa authentication login console local

aaa authorization config-commands default group default

aaa authorization commands default group default
aaa accounting default group default

no aaa user default-role

aaa authentication login error-enable
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tacacs-server directed-request
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n7k-vdc-1# show log last 200 | grep TACACS

2013 May 13 17:17:31 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:17:46 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:18:06 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:18:12 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:18:16 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:20:26 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:20:39 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:21:50 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
2013 May 13 17:22:09 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers failed to respond
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n7k-vdc-1# show proc cpu sort | include tacacs

1538 16 16 1014 0.0% tacacsd
1855 16 10 1625 0.0% tacacsd
2163 16 10 1678 0.0% tacacsd
2339 15 23 676 0.0% tacacsd
3820 15 10 1595 0.0% tacacsd
3934 16 13 1272 0.0% tacacsd
4416 25 8 3211 0.0% tacacsd
4470 16 23 734 0.0% tacacsd
5577 26 12 2191 0.0% tacacsd
6592 969767 14589069 66 0.0% tacacs
6934 16 13 1297 0.0% tacacsd
8878 16 13 1252 0.0% tacacsd
8979 16 12 1345 0.0% tacacsd
10153 26 11 2453 0.0% tacacsd
10202 15 8 1888 0.0% tacacsd
10331 26 11 2368 0.0% tacacsd
10482 16 14 1190 0.0% tacacsd
14148 15 11 1433 0.0% tacacsd
14385 14 10 1496 0.0% tacacsd
14402 15 9 1775 0.0% tacacsd
20678 16 9 1785 0.0% tacacsd
20836 16 13 1246 0.0% tacacsd
21257 15 13 1212 0.0% tacacsd
21617 15 9 1749 0.0% tacacsd
22159 15 12 1328 0.0% tacacsd
23776 15 12 1320 0.0% tacacsd
24017 25 9 2788 0.0% tacacsd
29496 15 8 1990 0.0% tacacsd
29972 15 11 1368 0.0% tacacsd
30111 25 9 2847 0.0% tacacsd



30204 15 9 1721 0.0% tacacsd
30409 16 13 1254 0.0% tacacsd
32410 15 8 1876 0.0% tacacsd

Debug tacacs aaa-request £ R — L EHHNAKER :

n7k-vdc-1# debug tacacs+ aaa-request

2013 May 13 18:20:26.077572 tacacs: tplus_encrypt(655):key is configured for this aaa session.

2013 May 13 18:20:26.077918 tacacs: non_blocking connect (171): getaddrinfo (DNS cache fail) with
retcode:-1 for server:192.0.2.9

2013 May 13 18:20:26.077938 tacacs: connect_tac_server: non blocking connect failed, switching

server for aaa session 1d(0) rtvalue(3)

2013 May 13 18:20:26.077978 tacacs: switch_tac_server: no more server in the server group for

aaa session 0

2013 May 13 18:20:26.077993 tacacs: switch_tac_server: Unreachable servers case .setting error
code for aaa session 0

AW EEFEERETAC case EEER , KIIEH —software bug :

CSCud02139
The tacacsd process spawns child processes which get stuck. This reaches a maximum of 32
processes and it is unable to spawn any more to pass the authentication.
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show log last 200 | grep TACACS

show run tacacs+

show run aaa

show system internal aaa event-history errors

show system internal tacacs+ event-history errors

show proc cpu sort | include tacacs

ethanalyzer local interface mgmt display-filter 'tcp.port == 49'
debug tacacs+ aaa-request



