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R HIZ1TCisco NX-OSE S 844K Cisco Nexus 7000F% 5l SR LAY & T A8 440 1 58 ¥ (8] B4R L 3]
EHRBPMBRA R,

AR AP HEIRY syslog MEREENHUERTELSBETR. FTRZLEBRT
Supervisor 5|2 Lz TR MR,

B8] f& : SpineControlBus B

Nexus 7000 5| Zp E FE2HMIHX KN

Nexus7000# show module internal exceptionlog module 5

System Errorcode : 0x418b0022 Spine control test failed
Error Type : Warning

PhyPor t Layer : 0x0

Port(s) Affected : none

Error Description : Mdule 10 Spine Control Bus test Failed

11) Spi neControl Bus E

Error code ------------------ > DI AG TEST ERR DI SABLE

Total run count ------------- > 1597800

Last test execution tine ----> Mon May 27 21:57:17 2013
First test failure tine ----- > Sun Nov 20 00:30:55 2011
Last test failure time ------ > Mon May 27 21:57:17 2013
Last test pass time --------- > Mon May 27 21:56:47 2013
Total failure count --------- > 33

Consecutive failure count --->1

Last failure reason --------- > Spine control test failed

BRI R

It B & 5 Cisco Bug ID CSCuc7246618%. iHZ#Nexus 7000 I [A# : 2 SpineControlBusil iz
KMet , BIWCRETARE?,

[ : £ENVRAM LR HLFIR

YL E4 D HINVRAMEL IR -

Nexus7000#show diagnostic events

1) Event:E_DEBUG |ength:97, at 9664 usecs after Wed Dec 5 01:03:42 2012
[103] Event ERROR: Test Name- >NVRAM Test i ngType->heal th noni tori ng nmodul e->5

Resul t->fail Reason->

#show di agnostic result nodule 5 test NVRAM det ai l

4) NVRAME - - - - - - e e > E
Error code ------------------ > DI AG TEST ERR DI SABLE
Total run count ------------- > 52596
Last test execution tine ----> Wed Dec 5 01:03:41 2012
First test failure tine ----- > Tue Dec 4 23:28:45 2012
Last test failure time ------ > Wed Dec 5 01:03:42 2012
Last test pass time --------- > Tue Dec 4 23:23:41 2012

Total failure count --------- > 20


https://tools.cisco.com/bugsearch/bug/CSCuc72466
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Consecutive failure count ---> 20
Last failure reason --------- > Bad bl ocks found on nvram

XTI RERE A B, Supervisor | 28 BE 5 B @] &,

BRAR

1. EFETINVRAMMIY , MEBXRERHEIRER. MANTHSUZEANER B A1 M
(R R EBERSZE T "B ) : no diagnostic monitor module 5 test NVRAMiZ Mt ks 3288
BR5NFANVRAME A show diagnostic result module 5 test NVRAM detail &5 5 LA & B testdn
THER,
2. NENVRAMMRXBIXR LM , EEMIKAEERS, WEshow diagnostic result module 5Hlshow
modulefi T HI & R
3. MRBHREBRKREWE , BrFRBEFEPHEERHBRERI(RMA)E R,

[ : BIRONFHE

FESupervisor 2/Supervisor 2E L AIF R THAP M= HHE -

.Li /ﬁ /%\ .
DEVI CE_TEST- 2- COWACT_FLASH FAIL: Mdule 5 has failed test ConpactFl ash
20 tinmes on device Conpact Flash due to error The conpact flash power test failed

- BTERTFERE.

TR R
Test results: (. = Pass, F = Fail, | = Inconplete
U= Untested, A = Abort, E = Error disabl ed)
7) Conpact Fl ash E

Error code ------------------ > DI AG TEST ERR DI SABLE

Total run count ------------- > 23302

Last test execution tinme ----> Sun Apr 13 10:07: 30 2014

First test failure tine ----- > Sun Apr 13 00: 37:41 2014

Last test failure time ------ > Sun Apr 13 10:07:40 2014

Last test pass ting --------- > Sun Apr 13 00:07:41 2014

Total failure count --------- > 20

Consecutive failure count ---> 20

Last failure reason --------- > The conpact flash power test
failed

Next Execution tine --------- > Sun Apr 13 10:37:30 2014

BEFRE

% —fNexus 7000 E 2 5| ZREM H NMERKeUSBAE , LRI TR, WFERbootflash, BELEFME
X EERM T EHE, iﬁﬁ\lﬂk’?WE%ﬁﬁﬂgﬁQE_LEE’%‘E%IEEIJ(RAIDMI3’4'=§|J , R EPER
. EBITTR , SupervisorAJ AFEEXREF —NRAKXIIZEIT , BFERBTEXANN K,
BZFERP , E—ERFIRE , RADKGEHRASIBENRSHAFE P — ML NGRS AR
R, EHRNEEB/EFFIBREINXLEHENEE T REHNER,

BRER

TERATSRURIEXERZEH R

1. (IR ARE , B EF KA B Supervisor,



2. MREFMFFENAE , BEEFHEH,
3. MR EBEE EF SRR , MRAREESCisco Bug ID CSCus22805F 3%,

A : N7K-M132XP-124 3w B 35 B 5 & W

% IRk &5 B T % O PortLoopback izt # B 2 42 100X S B 12 i R Y

DI AG_PORT_LB- 2- PORTLOOPBACK _TEST_FAIL Mdul e: 16 Test: Port Loopback
failed 10 consecutive tinmes. Faulty nodul e: Modul e 16 affected ports:5,7
Error: Loopback test failed. Packets lost on the LC at the Queuei ng engi ne ASIC

MODULE- 4- MOD_WARNI NG Mbdul e 16 (serial: XXXX) reported warning on
ports 16/5-16/5 (Ethernet) due to Loopback test failed.

Packets lost on the LC at the Queueing engine ASIC in device 78
(device error 0x41830059)

BEERR
XR-—FESTHE , EXSBBERT , ERTwAFEEHRE,

BRI =R

B K ECisco Bug ID CSCtn81109MCisco Bug ID CSCti95293 , 71X AIRE R R A&,

BREFBRBERRUEFVNHBILFAERETEIEHRESMNRA. MRSV ADERE—FH
MHE , BERIZF

HHENNREEH MR FHBREULA TR THE S

- show logging log
- show module
- show diagn result module all detail

HE , BRAREMETHBEN R , TEEMMEF. WREIERER6:

show di agnostic result nodule 16

di agnostic clear result nodul e al

(config)# no diagnostic monitor module 16 test 5
(config)# diagnostic monitor module 16 test 5

di agnostic start nodule 16 test 5

show di agnostic result nodule 16 test 5

[ : N7K-M132XP-124 +1#3R—4-MOD_WARNING

BT TR | ATRESEMMEER

2013 Mar 27 00: 40: 23 DC3- 7000- PRODD2- A23  MODULE- 4- MOD_WARNI NG
Modul e 9 (serial: XXX) reported warning on ports 9/1-9/3 (Unknown)
due to BE2 Arbiter experienced an error in device 65 (device error 0xc410f613)

BAER


https://tools.cisco.com/bugsearch/bug/CSCus22805
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XERHFFENFERRERIEFRIF S BAOEFHEE.,

BRI =R

1. REUT WML . show versionshow system reset-reason module Xshow logging
onboard internal reset-reasonshow module internal event-history module Xshow log

2. MR EMCisco NS-OXIRA R T4.2hR , BAHREFARA , IR ERL T & XX L3R4 ERFERY
EEEF (NENFEREERVIUEMEBESRIK ) : Cisco Bug ID CSCs072230 L1 D-
cache enabled 8541 CPUBR# . Hi¥IL1 D-cacheF B R ¥ fEi%Cisco Bug ID CSCsr90831 —
B RL1 DEFHI8541 CPUAR , HIIL1 DEFHEATBREHIR

I MEFREEHY , FEMKEFNETRE,

4. MEBRDEEE , FERABER,

H {th B ARG

B RFEID CSCth98876

[ : N7K-M224XP-23L chicoRFIE I E K& ix

TR 2 HB AT IR

9%VODULE- 4- MOD_WARNI NG Mbdul e # (Serial nunber: XXXX) reported warning
Et hernet#/# due to chico serdes sync |l oss in device DEV_SKYTRAIN
(device error 0xc9003600)

BERHA
LR RABERATXbar/ASICZ B FERLS EXAIM, EAZSHIERT , REREREGHE,
IR Cisco NS-OXHIIRAK F6.1(4) , HEEEKRFTEE R , M AEEZ Cisco Bug ID

CSCud91672M9 80, HREERYE R ENX- OSHEK%&EESKTZWHW/\JE E LI HRE
<—>SAC,

BRIER
W SE LA T @ -

- show version
- show module
- show run
- show module internal event-history module X
- show module internal activity module X
- show module internal exception-log module X
- show module internal event-history errors
- show logging last 200
- show logging nvram

HREHARFINS-OX 6.1(4)RHESRAE , LEABERE,
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PATHN A AN FREEHE , MARxbars L FEHEE

1. FRIBEERBENRPN S — N RIEE,
2. MREZLRAER | HEEBEANERE,
3. MBSBIFRKIMEIR , BHHEREE R BFEEHRIL,

B : N7K-F248XP-25 PrimaryBootROM#]
SecondaryBootROM3 iz, 5k I

EIRN7K-F248XP-257E PrimaryBootROM#ISecondaryBootROMM i 15 4 1 :

show nodul e internal exceptionlog nodule 1 | i Error|xception
*xxxkxkkx Exception info for nodule 1 **x***xxx

exception information --- exception instance 1 ----

Error Description : Secondary BootROM test failed

exception information --- exception instance 2 ----
Error Description : Primary BootROMtest failed
BEERR

XBEHE B TBIOSX sk FEAHEM LI,

BRI =R

Cisco Bug ID CSCuf820897% 1 7 X85 , ME REXUEHENEZHAMELR , MEHTEFHN
ZH. Bl , EETHRAMNEH , MAR YN ZEE,

EREEERT , AEARHER EHWBIOSHEAS|EH, % Ainstall module X bios forced @i & M iR
R, FEE , kS PURAE MRS, BIUELEY I ERRIT,

TERIX L5 25 R LA 2R ) i

1. ZHE4E3 B O H % Ainstall module X biost8 I PER TJREMN RS E, RELVPEOHE M
AEBE , UEREBENRSZE,
2. MRLSBWUKERE , RELENMLIREREENED | FEHRESR, RAEHE REABH

i

Nexus7000# install module 1 bios forced

Warning: Installing Bios forcefully...!

Warni ng: Pl ease do not renmove or power off the nmodule at this tine

Upgradi ng primary bios

Started bios programming .... please wait

[# 0% ]

BIOS install failed for nodule 1, Error=0x40710027(BICS flash-type verify fail ed)
BIOSis K ...

Pl ease try the command again. ..

R : BEABRYE


https://tools.cisco.com/bugsearch/bug/CSCuf82089

EFABLEBRUTHEIR
YPLATFORM 4- MOD_TEMPFAI L: Mdul e-2 tenperature sensor 7 failed
BARE

HTAIASICER , BHERHT , XEASICHEE/EERBEIGBIER B, Cisco Bug ID
CSCtw79052({X BRIEA} A /=) ik T 1tk R B Y E HRE K o

XERABYUFRENASICERFEARUN KRG RN EE, RER , Ea 0124
Clipperk M EM—1, HRBKARENMELSR  MARBAEBMEN. LRBERZEERS , #8
HEERRANEBEERNEZBFERD  FRERIEFPRITESER,

BRRG R
WX Lo iy 5 1Y 5 R E Cisco Bug ID CSCtw79052 ( X BREMAF ) BEEIR:

- show version

- show env temperature

- show sprom module <module #>

- Nexus#iE 3R <module #>

- <module#>#show hardware internal sensor event-history errors

& : Xbarfgix/C7010-FAB-11EMT BIRS

C7010-FAB-14: FHIEEARA , HEIAT4RIR

YPLATFORM 3- EJECTOR_STAT_CHANGED: Ej ectors' status in slot 13 has changed,
Left Ejector is OPEN, Right Ejector is CLOSE

YPLATFORM 3- EJECTOR_STAT_CHANGED: Ej ectors' status in slot 13 has changed,
Left Ejector is OPEN, Right Ejector is OPEN

UPLATFORM 2- XBAR_REMOVE: Xbar 3 renopved (Serial number XXX)

Xbar Ports Mdul e- Type Model St at us

3 0 Fabric Mdul e N A power ed- dn
?

Xbar Power-Status Reason

3 power ed- dn failure(powered-down) since maxi mum nunber of bringups were exceeded

HE , H¥lxbar ASICEEIR :

9%VODULE- 4- MOD_WARNI NG Mbdul e 15 (serial: XXX) reported warning due to
X-bar Interface ASIC Error in device 70 (device error 0xc4600248)

%0C _USD- SLOT15- 2- RF_CRC: OC2 received packets with CRC error from MDD 15
t hrough XBAR slot 3/inst 2

BRAR


https://tools.cisco.com/bugsearch/bug/CSCtw79052
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LeE R B T xbarR R MR S 2 R R AL BB H IR
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1. REUTWwSHME . show versionshow moduleshow loggingshow logging nvramshow
module internal exception-logshow module internal event-historyshow coreshow system
reset-reasonshow environment | xbarshow system internal platform internal event-history
xbar X:&xbar #show system internal xbar-client internal event-history errorsshow system
internal xbar allshow system internal xbar event-history errors

2. MxbarE R ITEEFBPIEHARERS

3. MREFHKAAM , BMR S —MNEFE P WIxbarsk A S — MxbartE RN [ —EE , SR
HAEEE,

4. RIFST2MIPNATHYN 1 ERBUEREL

B : N7K-C7010-FAN-F#FE X, /58 4 31

MEE LT =M HZ M RERELER :

YPLATFORM 5- FAN_STATUS: Fan nodul e 3 (Serial nunber XXX)
Fan3(fab_fanl) current-status is FAN_FAIL

Nexus 7000#show envi ronnment fan
Fan3(fab_fanl) N7K-C7010- FAN-F
Fan4(fab_fan2) N7K-C7010- FAN-F

Failure (Failed Fanlets: 2 6 7 8 9 10 14 15)

1.1
1.1 (©

#show hardware

Fan3(fab_fanl) failed
Model nunber is N7K-C7010- FAN-F

BARE
EXSHIERT | XER SR,

BRIAR

1. REUTHTHHE L : show versionshow moduleshow inventoryshow logshow log
nvramshow environment fan

2. BB — N EERHFEF N LNT7K-C7010-FAN-F,

. RESTRIF2NERERRNBERNA,

A8 : %PLATFORM-2-PS_CAPACITY_CHANGE iR &

REQBINFEFTUNER , AERHE,



YPLATFORM 2- PS_CAPACI TY_CHANGE: Power supply PS2 changed its capacity.
possibly due to On/ O f or power cable renpval/

2013 Cct 17 17:06:40 ... |last message repeated 14 tines

BEERE
EER BT RREAARERMIT |, REFRLE,

BRAR

¥ &Eshow env power detail g R E H AR EFRRS, EARGFEFR , BNKEOEERE , BF
ZARRETI200WEE , MAR3000WRE , HEEFEA TN7K-AC-6.0KW EAI220VR . B
B EE, ERBIR,

PS 2 total capacity: 4200 W Vol t age: 50Vchord 1 capacity: 3000 Wchord 1
connected to 110v AC chord 2 capacity: 1200 Wchord 2 connected to 220v AC

B : %PLATFORM-5-PS_STATUS:8EX PS_FAILE#k

HEREFAELETR

UPLATFORM 5- PS_STATUS: Power Supply 3 current-status is PS FAIL

UPLATFORM 2- PS_FAI L: Power supply 3 failed or shut down (Serial nunber xxxxx)

BAERR
LERRH T RRAEHERMIT , NEFRRERH

BRI R

1. REUTHTHH L © show environment power detailshow power
2. EfIkAEME SRR, ERAARBRABRERTXEN,
3. BRBFRHRMA, FATRBRABREFEFTH,

2

Cisco Nexus 7000& 5 85R T &

B8 : FEX L HY B iR A i

FEXEREIMATER

USATCTRL- FEX104- 2- SOHVS_DI AG_ ERROR:  FEX- 104 Modul e 1: Runtine diag detected major event:
Vol tage failure on power supply: 1


//www.cisco.com/en/US/prod/collateral/switches/ps9441/ps9402/ps9512/Data_Sheet_C78-437761.html

YSATCTRL- FEX104- 2- SOHVS_DI AG ERROR:  FEX- 104 System mi nor al arm on power
supply 1: failed

YSATCTRL- FEX104- 2- SOHMS_DI AG_ ERROR:  FEX- 104 Recovered: System minor al arm
on power supply 1: failed

BRIER
REFHMDRAE, NREEREAE , NDEESREGRE , HiRERHA%E,
R PR3 L8 8] BB 7 S

1. EFMHGAFEXEIR, EATRBRABRBERETSBEA,
2. RRXFEXERIRHRMA, ERATREFRABRBRET B,
3. XNE-ANHEREE LIRT R,

EEALQBEUTRE , AHEBE X HENER :

1. BZDFEXBRZF G ?
2. N TFTNER , BREXBRTHWAR , XEMFATED ?
3. BREBBHMFEXBRFEMA ?
4. BREREMEFEFNET ?
5. RREMRT IR ?
6. AEFREHIBRBIHE ?
MU T an i & H SLURAE R -

- show sprom fex 100 all

. show logging log | E¥E %

. show tech fex 100 | TE %

- attach fex 100

- show platform software satctrl trace

EHR AR

ERREID CSCtr77620

[ : N7K-AC-6.0KWEB i35 & 0 i

EmersonBJREN7K-AC-6.0KWIR & R FE/x A , ERWAETIEE |, H B HI M FEBRAEFRE H
R 3E0,

BEEFRHE

ERNMNRATL T ENRSHWBERLE , HMAMA. ENEZENBREAN , 1.580NBRIBIFH
EREHE , NX-OSTFBEFIRENRENE, £3 —FE4D  EEERNMNANSBERL | BBk
— AN, FF20F30%, BRUBESEISMEIRENIPHEEIR , NX-OSIRE EIRA £ HE,
Cisco Bug ID CSCty78612 ¥ B F 1% & | 9 B 443 17 5 St R R e (81 B

Cisco Bug ID CSCuc86262/ i1 T B85 ThaE , MEMXLEERBERIIKE. NX-OSHER LB
FHEEBRIRE(PSURES , HERSESRESESERRET EFEEH N ELRES.



https://tools.cisco.com/bugsearch/bug/CSCtr77620
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BRI R

i Ashow env power detail 5 £ 3 3 iF SERR 4 H BARR UE 55 iR 0 PEE

Nexus7000# show env power

Power Suppl y:

Vol tage: 50 Volts

Power Actual Tot al

Supply Model Qutput Capacity Status
(Watts ) (Watts )

1 N7K-AC- 6. 0KWO WO W Shutdown
2 N7K- AC- 6. OKW 3888 W 6000 W Fai | / Shut

RIAATIFPSUERIRET | $5iR A B8/ RS BUEBR
Cisco Bug ID CSCty78612 XPSU LK E### 1TE K. Cisco Bug ID CSCuc86262 ( {X PR E At 7~

) XA HEAT T 1858, MRSITHNBEREREET , WZRELBILY EHIRAURMNE IRV BE/X
PR IRE . NX-OSHr45.2(9). 6.1(3). 6. 2(2)&E|—JPJ§Z|§ 5 B S RMARY B & IhEE,

A& : REBRIEHR

UEAE OE0 ENPREANSEERTRENMTUN | 2EFHS ABKES,

BARR

XEFRZ RHAR, URGERBONEOED EREKEATRENMTURIPRESN , R4

SFUBESEOXZEHFE |, 2HFEFLEDTR, ENX-0S 413RESHRAF | ERERHIH
RATEXDEERES, RIAMERT , HERH X500 PPSo

BRI =R

X 2 Cisco Bug ID CSCsu010487#9 B HEHER A

A : USER-2-SYSTEM_MSG FIPS B A fER & £51%

REFE RUSER-2-SYSTEM_MSG FIPSE i &M , DCOS_rand - netstack’$& 1%

BERE

ﬁl—"liﬁkh*ﬂ?&ﬁ‘f SURENBERZ(CRNG) BNETT, MEMNRXXRK , REFIERREATHE
2, J_EE%H?\E*?—BE BAEBFRE(FIPS) BT, ER | EE?ﬁ/AEEZISEm%I EIJH:J_ﬁ’E‘"F]E'E
TEW,

NX-OSH & 7 i3 U 49 BE AL Bk 4 X 25 (RNG):

- FIPS RNG , ffopenss! Nz E 3L
- 3EFIPS RNG , BlLinux RNG


https://tools.cisco.com/bugsearch/bug/CSCty78612
https://tools.cisco.com/bugsearch/bug/CSCsu01048

BIEFIPS |, FTERNGAHUK SR A RE LB AE B8R M (CRNGT), =R = a1 4 A BB AL 8 5 /T —
BEALIE AT R MRHFEE , WERRS BEHERHER —MFEVE.

EITMNRERN THRREVBHE -4, ENERRESH , F2FEINEE,

BRFR
WHEENREBIELE, MCisco NX-OS 52x R RESMA |, HENFEEMM2BRE , IXIJH:EEJM
BELCEREETFAFBE REE, WAFRICFKENZRY L FINEER R EBNX- OSQ%E’J 1T

o

X 2 Cisco Bug ID CSCtn70083 % # E &5k -k [ o


https://tools.cisco.com/bugsearch/bug/CSCtn70083
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