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® BR#EIRT IR R A EWireshark L% |

XX : T Nexus 50001 A A ZBVLANF: & il , & ttEthanlyzer& & M ZBVLAN, Nexus
50004RE N EPVLANE. & , EthanalyzerE /R A EZBVLAN, f# FEthanalyzerit 17 8 FE BEBR A
, VLAN IDAIRELIERK R, {BR= , &7 LA A a5 5 show system internal fcfwd fwevidmap
cvidiEM S, THEHE—MNTHl.

Nexus# ethanalyzer local interface inbound-low detail display-filter icmp
Capturing on eth3
Frame 16 (102 bytes on wire, 102 bytes captured)
Arrival Time: Sep 7, 2011 15:42:37.081178000
[Time delta from previous captured frame: 0.642560000 seconds]
[Time delta from previous displayed frame: 1315424557.081178000 seconds]
[Time since reference or first frame: 1315424557.081178000 seconds]
Frame Number: 16
Frame Length: 102 bytes
Capture Length: 102 bytes
[Frame i1s marked: False]
[Protocols in frame: eth:vlan:ip:icmp:data]
Ethernet II, Src: 00:0d:ec:a3:81:bc (00:0d:ec:a3:81:bc),
Dst: 00:05:73:ce:3c:7c (00:05:73:ce:3c:7c)
Destination: 00:05:73:ce:3c:7c (00:05:73:ce:3c:7c)
Address: 00:05:73:ce:3c:7c (00:05:73:ce:3c:7c)
L0 ... ..., ... ... = IG bit: Individual address (unicast)
e .00 Lo L. ... .... = LG bit: Globally unique address (factory default)
Source: 00:0d:ec:a3:81:bc (00:0d:ec:a3:81:bc)
Address: 00:0d:ec:a3:81:bc (00:0d:ec:a3:81:bc)
L0 oL IG bit: Individual address (unicast)
e .00 Lo L. ... .... = LG bit: Globally unique address(factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN
000. .... .... .... = Priority: O
0 L o CFI: O
0000 0011 1001 ID: 57 <<-—————————-
Type: IP (0x0800)
Internet Protocol, Src: 144.1.1.63 (144.1.1.63), Dst: 144.1.1.41 (144.1.1.41)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.0. = ECN-Capable Transport (ECT): O
.0 = ECN-CE: 0
Total Length: 84
Identification: 0x1118 (4376)
<snip>

WIRFTIN | Ethanalyzer®R REIEBEREVLAN 57 ( BNAEPVLAN ) EIREIfN, {ER , VLAN 57F =2
SSFREIVLAN , RRS7R R+ Hl, T3 FIH57:20x0039, LanHH#EE + /<8t &l 1 ERR
VLAN,

Nexus# show system internal fcfwd fwcvidmap cvid | grep 0x0039
0x0039 enet 0x01 0x0090 0100.0000.080a 0100.0000.0809
0x0039 fc 0x01 0x0090 0100.0000.0007 0100.0000.0006

0x0090=2 T/ B FIFVSEFRVLAN, ARJE , BATERFHLE RN T# G | 1144, iTERA E—dird
BYEFRVLANRVLAN 144 | {BEthanalyzer&R R=257o

BAUR R B fE FAVLANKY & 7R3 8 B 3R FIPI, (etype==0x8914)
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Nexus# ethanalyzer local interface inbound-hi display-filter vlan.etype==0x8914
Capturing on eth4

2011-10-18 13:36:47.047492 00:c0:dd:15:d4:41 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:48.313531 00:c0:dd:15:d0:95 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.373483 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.373868 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.374131 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.374378 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.374618 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.374859 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.375098 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

2011-10-18 13:36:49.375338 00:0d:ec:a3:81:80 -> 01:10:18:01:00:01 0x8914
PRI: 3 CFI: 0 ID: 56

10 packets captured

Program exited with status O.

Nexus#

AT REBIMEEECNA ( EPo131148EMVFC1311 ) HIRFKAML, B E FEthanalyzerE/\# ( ]
FKAITETES ) MEHEE —IXFKA,

Nexus# show flogi database

vicl5 200 0x1e0000 50:0a2:09:81:89:4b:84:32 50:0a:09:80:89:4b:84:32
viclée 200 0x1e0003 50:0a:09:81:99:4b:84:32 50:0a:09:80:89:4b:84:32
vicl7 200 0x1e0002 21:00:00:c0:dd:12:b9:b7 20:00:00:c0:dd:12:b9:b7
vicl8 200 0x1e0006 21:00:00:c0:dd:14:6a:73 20:00:00:c0:dd:14:6a:73
vicl9 200 0x1e0001 21:00:00:c0:dd:11:00:49 20:00:00:c0:dd:11:00:49
vEc20 200 0x1e0007 21:00:00:c0:dd:12:0e:37 20:00:00:c0:dd:12:0e:37
vic23 200 0x1e0004 10:00:00:00:c9:85:2d:e5 20:00:00:00:c9:85:2d:e5
vEcl311l 200 0x1e0008 10:00:00:00:c9:9d:23:73 20:00:00:00:c9:9d:23:73

Total number of flogi = 8.

Nexus# ethanalyzer local interface inbound-hi display-filter "eth.addr==
00:00:¢c9:9d:23:73 && vlan.etype==0x8914 && frame.len==60"limit-captured-frames 0
Capturing on eth4

2011-10-22 11:06:11.352329 00:00:¢9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:06:19.352116 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:06:27.351897 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:06:35.351674 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:06:43.351455 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:06:51.351238 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:06:59.351016 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:07.350790 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914



PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:15.350571 00:00:¢c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:23.350345 00:00:¢9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:31.350116 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:39.349899 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:47.349674 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:07:55.349481 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:08:03.349181 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:08:11.348965 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:08:19.348706 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:08:27.348451 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

2011-10-22 11:08:35.348188 00:00:c9:9d:23:73 -> 00:0d:ec:a3:81:80 0x8914
PRI: 3 CFI: 0 ID: 24

52 packets dropped

Nexus# 19 packets captured
F—MERNERER. BEAUITHNEFAFED ; B2 , EAdetailit TR , RIFFHRNEEA
X, RIEEAWiresharkdT FFiZ X -

Nexus# ethanalyzer local interface inbound-hi detail display-filter
vlan.etype==0x8914 write bootflash:flogi.pcap ?

<CR>

>Redirect it to a file

>>Redirect it to a file in append mode

display Display packets even when writing to a file

| Pipe command output to filter

AT RHEIRLACPHI Y R B -

Nexus# ethanalyzer local interface inbound-hi display-filter slow

Capturing on eth42011-12-05 12:00:08.472289 00:0d:ec:a3:81:92 -> 01:80:¢c2:00:00:02 LACP Link
Aggregation Control ProtocolVersion 1. Actor Port = 16651 Partner Port = 283

2011-12-05 12:00:16.944912 00:1d:a22:00:02:99 -> 01:80:c2:00:00:02 LACP Link

Aggregation Control ProtocolVersion 1. Actor Port = 283 Partner Port = 16651

2011-12-05 12:00:25.038588 00:22:55:77:e3:ad -> 01:80:c2:00:00:02 LACP Link

Aggregation Control ProtocolVersion 1. Actor Port = 16666 Partner Port = 16643

2011-12-05 12:00:25.394222 00:1b:54:¢c1:94:99 -> 01:80:c2:00:00:02 LACP Link

Aggregation Control ProtocolVersion 1. Actor Port = 282 Partner Port = 16644

2011-12-05 12:00:26.613525 00:0d:ec:8f:c9:ee -> 01:80:c2:00:00:02 LACP Link

Aggregation Control ProtocolVersion 1. Actor Port = 295 Partner Port = 295
2011-12-05 12:00:26.613623 00:0d:ec:8f:c9:ef -> 01:80:c2:00:00:02 LACP Link
Aggregation Control ProtocolVersion 1. Actor Port = 296 Partner Port = 296

AT R BIH3R IR T MACH#E 31k 59 00:26:f0 ( BECAFLIERR ) RIFTE NI,

Nexus# ethanalyzer local interface inbound-hi display-filter
"eth.src[0:3]==00:26:£f0" limit-captured-frames 0

Capturing on eth4

2012-06-20 16:37:22.721291 00:26:£f0:05:00:00 -> 01:80:c2:00:00:00 STP Conf.
Root = 8192/d0:57:4c:b7:dc:00 Cost = 200 Port = 0x9004



2012-06-20 16:37:22.721340 00:26:£0:05:00:00 -> 01:00:0c:cc:cc:cd STP Conf.

Root = 8192/d0:57:4c:b7:dc:00 Cost = 200 Port = 0x9004
2012-06-20 16:37:22.721344 00:26:£f0:05:00:00 -> 01:00:0c:cc:cc:cd STP Conf.
Root = 8192/d0:57:4c:b7:dc:00 Cost = 200 Port = 0x9004

2012-06-20 16:37:22.721348 00:26:£0:05:00:00 -> 01:00:0c:cc:cc:cd STP Conf.
Root = 8192/d0:57:4c:b7:dc:00 Cost = 200 Port 0x9004

19 packets dropped

Nexus# 4 packets captured

AEEEL-fHdHd , BLBFI1MBETEER . XEBESHARAEIRESR, B
Ethanalyzer?‘éiﬁiﬁéo

PR IZIE R FE L HCPURA S ( Inbound-hi, inbound-loBimgmt ) o
LT RELREXRBEMAT

- At — {§ — SUP — {&(eth3) (@3 R #RHLEE #A4% O §9 #th 11t R AT L (ARP)/IP, BBk 4 & 32 1
W)

. A3 — SUP-high(eth4)(STP. FIP. LAAPIXLFBIE(FCoE). FC., BRAMM L, E8E
RIMUEIE R OFETIRE IR I, SERSC RIS, irﬁ?’ﬁ.ﬂﬁ*&/ﬂﬂ)

- Mgmt — &4 ( BEmgmtoE O MWEMRE )

- FIP ( X¥RFBEREE R, BRELIEER, FKA) : VLAN.etype==0x8914
. FCoE ( W O% R , A RS ) : VLAN.etype==0x8906

AT —HIRFIPFIFCoER R -

ethanalyzer local interface inbound-hi display-filter "vlan.etype==0x8914
|| vlian.etype==0x8906"

LT R—EARPIIESS :

Nexus# ethanalyzer local interface inbound-low display-filter
arp.src.hw_mac==0013.8066.8ac2

Capturing on eth3

2012-07-12 21:23:54.643346 00:13:80:66:8a:c2 ->
ff:ff:ff:ff:£f£f:ff ARP Who has 172.18.121.59? Tell 172.18.121.1

NexusF340.24.10-5548-2# 1 packets captured

Nexus# ethanalyzer local interface inbound-low display-filter
arp.src.proto_ipv4==172.18.121.4

Capturing on eth3

2012-07-12 21:25:38.767772 00:05:73:ab:29:fc ->
ff:ff:ff:ff:£f£f:ff ARP Who has 172.18.121.1? Tell 172.18.121.4
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