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https://www.cisco.com/c/zh_cn/products/software/smart-accounts/software-licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/#module/SmartLicensing
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https://www.cisco.com/c/dam/global/zh_cn/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
https://software.cisco.com/download/home/286285506/type/286285517/os/Linux/release/
/content/en/us/buy/smart-accounts/software-manager-satellite.html
https://www.cisco.com/c/zh_cn/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://software.cisco.com/

2. SMEERRMIT >R N EeeiFa”
IEFR HIRPAK I Fe IR VF ATIE”

Cisco Software

wral > Smart Software Licensing Englist

Smart Software Licensing Feedback Support Help

Alerts | Inventory | Convertto SmartLicensing = Reports | Preferences | Satelites = Activity :Wl‘:s::c):i:""mn’ @
License Conversion

Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

4. MBHRPAKYAE | EETRTPRIF AL, NRERIEPAKFTIE , BEAF T
SRS HITH S,

Bk /R BRHY B MIPAKSCHEV T B -

License Conversion
Convert PAKs Convert Licenses Conversion History Event Log
The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert o Smart Licenses' action in the table below.
If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Regisiration Portal
© The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-17 05:30:35 @

(i) Search PAK, SKU, o,
PAK SKUs Order Number Crder Date Virtual Account Status Actions
C1-ISE-PLS-T (25) 2018-May-07 > CORETAC Convert to Smart Licen,.,

C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Li
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
“D A ” L .
VAR @ S BNV E .
Cisco Software Central > Smart Software Licensing English [ Change | sco Systems, Inc

Smart Software Licensing Feedback Support Help

About Licensing? @
Virtual Assistant

Alerts Inventory Convert to Smart Licensing Repons Prefen

License Conversion
Convert PAKs Convert Licenses Conversion History Event Log

The table below contains devices in your Smart Account that are using traditional licenses that can be converted to Smart Software Licenses. If you do not see a device you expect to see in

the table, ensure that it has been assigned to your Smart Account in the Product License Registration Porfal. You can also try entering the device information in the License Conversion
wizard,

Last Updated : 2018-Nov-14 10:31:53 @

G-D Search |

Device Identifier Product Family Eligible SKUs Virtual Account Actions

No Records Found

No Records to Display

5 W EIFF BN T LA~ RAS
6.5 (HERIET ) BN BEET



License Conversion

Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for fraditional li ing or Smart Soft Li ing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure thal it has been assigned to your Smart Account in the Product License Registration Pertal

@ The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-16 09:30:49 @

3

PAK SKUs Order Number Order Date
C1-ISE-PLS-T (25) 2018-May-07
C1-ISE-BASE-T (25) 2018-May-07
C1-ISE-BASE-T (25) 2018-May-07
C1-ISE-BASE-T (25) 2018-May-07

7TIRBRFIENERKS, WAHE , ARRET—F"

Search PAK, SKU. Virtual Account or Order Number

Virual Account Status

CORE TAC

CORE TAC

CORE TAC

CORE TAC

Actions

——__ Convert to Smart Licel
Convert to Smart Licen...
Convert to Smart Licen.,

Convert to Smart Licen...

Convert to Smart Software Licenses

1 2

Select Licenses

number of licenses to convert, otherwise all licenses in the PAK will be converted.

PAK Details:
PAK Number: ——
Partial Fulfillment: Not Allowed
PAK Virtual Account: CORE TAC
Destination Virtual Account CORE TAC =
SKUs
SKU Licenses Type
C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term

8.ERILE , A5 ALHMRIF AL

Expiration Date  Available to Convert

2023-Jul-06 25

Select the licenses you want to convert to Smart Software Licenses and the Destination Virtual Account to contain them. If the PAK allows partial fulfillment. you will be able to choose the

Quantity to Convert

25

Cancel k -




mn
Convert to Smart Software Licenses

| v

Select Licenses

2

Review and Confirm

PAK Details:
PAK Number: |
Partial Fulfillment: Not Allowed
FAK Virttual Account; CORE TAC
Destination Virtual Account CORE TAC
SKUs to Convert
SKU Licenses Type Expiration Date Available to Convert Quantity to Convert
C1ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term 2023-Jul-06 25 25

o Since all of the licenses are being converied to Smart Licensing, they will no longer appear in the Product License Registration application

Cancel Back

Convert Licenses

= 5

WAHEEMTI S (LRP) S -

1.2 FF mUEEM ] 7 (LRP)http:/tools.cisco.com/SWIFT/LicensingUl/Home
2.8MERE>RINEE"

3. A EBRMNT RRIAMME—RZIRAFUDN)~RIDNFSE |, REATHHBEE. UDIEA
A MCiscoi® & Y in 5 17 S (CLI)IREXAY “show version”=“show inventory”

Add Device
Gel Licenses Move Licenses Add Devices
1000 v REQUINEd with Smar Account
Device Virtual Accoy  Viual Account:  CSR1000v '
Product Family Cloud Services Rouler -
CSRI000
UDi Product ID-CSR 1000V Device Q
I Identtier

UiDi PID CSR1000V

UDi S
UDi Product ID-CSR 1000V oisn

4 IR ININAYIR B R AR SRR 0 B REVF Al


http://tools.cisco.com/SWIFT/LicensingUI/Home

PAKs or Tokens Licenses

Get Licenses Move Licenses v

Device

®

UDI Product ID:CSR1000V

UDI Serial Number

UDI Product ID:CSR1000V

UDI Serial Numbe _

Devices

Add Devices

Transactions History

Download Licenses

Virtual Account Family

Cloud Services Router

Download license...

Email license...

Rehost license...

Rehost license from failed device (RMA)... pllielees
Assign to Smart Account...

Convert licenses to Smart Licensing...

Get device information...

5 7BEEHMEMNKS | ERERRNFATIEHER

Convert to Smart Entitlements

Device ID:

Product Family: Cloud Services Router

Smart Account:

.cisco.com
Virtual Account:  csp1o0oy
SKU Type
¥ L-CSR-5G-SEC= Perpetual

UDI Product ID:CSR1000V,UDI Serial Number;

Term Date Quantity Available Quantity to Convert

ﬂ Once these entitlements have been converted they will no longer appear in this portal.

R LRPTE A ESHEPAKS S AT+ EERF AU/~ RRY , SHPAK/SEEN

THRAEF R FRN BRI RER

Cancel |

Email Selected Licenses

%



PAKs or Tokens | Licenses  Devices | Transactions History

Get Licenses =  Add Mew PAKs/Tokens = Smart Accounts ¥  Manage Paks « Exportto CSV ~ Show Filter

PAK/Token Virtual Account Order Number Product Status Used Available

DEFAULT U .
Family: ASR1001 SKU: ASR1_MFGINSTALL CONVERTED 1 0

Cisco ASR 1000 Advanced IP._.

SKU: SLASR1-AIS CONVERTED 4 0
~ .
& pEFALLT NX-OS Advantage license for... .
= UMFULFILLED 0 1
Family: Cisco Mexus 83000 5... SKU: NXOS-AD-XF2
Get Licenses... NX-0OS Advantage license for
Farnily: Ci M am SKU: NXOS-AD: ):?F’ CATERIEES) C t
Ll BlSe ol LT Assign to Smart Account... : RAL b
Convert to Smart Licensing NX-0S Advantage license for... 0
Family: Cisco Mexus 801 SKU: NXOS-AD-XF2 bIRUZAITESY C L
Get PAK or Token Information... R . =
- vantage license for...
i b UNFULFILLED 0 1

Family: Cisco Nexus 3000 5... < SKU: NXOS-AD-XF2
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https://globalcontacts.cloudapps.cisco.com/contacts/contactDetails/en_US/c1o2
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955

C9500 48Y4C NWELS X
C9500 48Y4C NWHL S
C9500 48Y4C DNAEHH
C9500 48Y4C DNA{LES

C9500-48Y4C

A% 1 10S XEMRZ<16.12.18116.12.2E B LA T #RFE:CSCvp30661. CSCvt01955 , H7E
16.12.3a R EH AP R H,

1.5.2. 10S XEMx#~16.12.3 % BA L&

Catalyst 95007 HREF & T2 15 6 A 8 A M & 1 ATEAR S M R I DNAYF AJIEARE . TRERIOS
XERMRZA16.12. 3R AFREE RN EN :

Eiihs ) ¥ Al

C9500 & &
C9500M && 4L 5%

C9500 32C DNAE A
C9500 32C DNALH:
C9500 & &
C9500M && 41 5%

C9500 32QC DNAE A fx
C9500 32QC DNA{L
C9500 & E-fi
C9500M &4 B

C9500 24Y4C DNAEL R
C9500 24Y4C DNAEH
C9500 & E i
C9500 L& 41 5%

C9500 48Y4C DNAEL Y,
C9500 48Y4C DNA{EE:

C9500-32C

C9500-32QC

C9500-24Y4C

C9500-48Y4C

ERE : MIOS XEMA16.12.1F116.12 2 AR F E RULF E[IEIT R, MIOS XEMRA16.9.x,
16.10.x, 16.11.xZ16.12. 30 A LR3I B AT L & .

1.5.3. CO500 /& tEsE 38 % I () j

1. ¥BRHREZEARET REONBF AL , BN LRSS BEERMSVF AL ?
REEAKRE , ANEMNEMZRENEBRIUFE, XAWFEEANCatd500F & ( M AN EL
ERCIS00EMHRER S ) FEARNITE, 16.12.3Z NG ERREHRFREN T AHIFE | X
FEBAFIIERS | BN EEARN LR TV AR R %4 PRV E RV Ak,

2. AMIABENERKFPLERHINMERE?

T HARATARXEGHERE , SRFECEARBEETAHRICH ARG LEETHAORE, EXR

REFEF IR RIAREFSBRA T AERE , ANEEANIREE T IRREHTHE
AL,
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661

21.EFXER

BEXRUAREZERTFINBULSR , BF2RAEATEMNRE/FEN (REEEREER) -

fitn : Cisco I0S XE Fuji 16.9.x (_Catalyst 93004l ) REEE AL E IS

2.2 5E M MARZIDT

AMREZZE , FEEERTE. EMSE (EBHEARZIDSE ) RMEREIF AT HCisco Smart

Software ManagerB{TA KM — T hE, EANTHEATATIEIMSANEREE , EABRRTOIEYRE
FERANSH.

REBRRZNEEIMEAE  FHSETRLEN , BATERFZREMAESAFULEBR BN E1R
FREINEBNERKS, EMEMRZE , TBFETH.

BRAMTEREERAFANFAEES , FRLOULRE-—KEET. AXF4AEE  FERABES
MRENEERE™M.

2.3 EM AV TR

HEBMEEZ TN , BRNER AL T 2RSS, BEMCiscolk ZM T TRE(CLVER
show license allZishow license status , AJ A& /RiX IR TS,

UTRAARSRES IR

- WME (RIRB ) RE XRRBERXBHHHRMINRS, BF , HERREREESRTFTR
EMBEREKSN |, SERIPRS, BHRET , MEWRSEATA , A RRBUVUBAERF
MER A, HiRFELLTRIARSE , FRHTFGER,. FHREST , REF2ZEHEENES.
XRFRIORMWEARE , MARIOMNAFR, —BEZH , RF2EE. I TEMREZ , H 1
HMEH , EFRBRERNI AR EIORSE RTEIHA |, RZF#EAEVAL EXPIRYER , BER
BIfEES NG , R tE RS R MAE M, BRREXNR, AitNEEERSHE
RERZ, MRRFEAODDZREMN , ERMNEREREIIATHREE , WERATMEH : &K
Th e R 53 A SR AR Zh W R AR A E R o

OEMRE XRRDTEAGEMENTHPRS. BRRZFEKRDEERERKFBEH M. RE
WEBEHHN1FOIDIES |, ZIEHHATHRNBERZFFEACSSMAIZFER , UENKRE L
EEFEANF IR RIRIECSSMIEN , REEEFHEANERNHFENIDIEBE—F4
REFEIH, 60NAR , BRARERERZHEITIES, IRAELEEENERRUEEERER
, MBS HASNIDIES , EFFHEH (1F ). E—F4ERE , EEFREABER
SAZEE BT, CSSMIFMEBEE A IBR™ m3K 6.

- BRRA XRRBEEARNEEN (AR ) HEOTHIRES , CSSMLEME LK~ EF RN
FEARZ T AENEBTAHERBEMBBAEIOKRG , REFECSSMARIEETIE R AEHFER.
BREIBEEANIOR , 2fa ( MRREIEY ) HBEERI RS,

- FEAARE ZRRZEARNATHEEN M (ARA ) WHAPRE , HRBECiscolRFE
Cisco& BElK F= T MBI MR RLEE UMK P R B W I F HERY , 2B LIRS, ERAEN/R
PORAS | B A E ek P A INEFEE Y AERE MR L4 T RS |, REFEXREF
RIEBRNEIT ERF ATIEMN R REZETT , TR ML



https://www.cisco.com/c/zh_cn/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/web/fw/softwareworkspace/smartlicensing/SSMCompiledHelps/c_Creating_a_Product_Instance_Registration_Token.html

- BREHRE XRRREARNEORNEEEXRKNER Sk BENRS, MRERNE
Z 1 WESEM S o515 R BB R 5% T2 % & 82 Bltools.cisco.com , BEASHIIXfMIER, HEEF
AMEL S EZERBERHEZEELTFORBIT—EE , J«AF‘HJLH:'JA&H?KMO CSSMFFF LR &
HY P {3 i AR R B3t | lﬁQOf/QHTEHJE{nEEW(M IR SR RAEINER
BIERRULITHRN , BEESEME (idiEH ) 2 ﬁﬂZZD%’iMq:ﬁIEE%ﬁEYLEMﬂE’JJEE FH U E
HENER , CREFLBEZNEABACEIRSZ —

3. XEEMW

- MHRALEY16.9. 1 MR EHEZRY 16.10. 177 4R , RFAER B I “CiscoTAC-1"#IFR 1A Call-homefit & X
fr, UEBEBIERITFT. MABERT , kEEXFANERTTR G ERE

#show call-home profile CiscoTAC-1

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing
Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

<snip>

- HfE A Cisco Smart Software ManagerZ<ith R 55258 , JEZICall-HomeEL & T #Y B 47 #h ik A JUHE
me (KaKPME! ) :

(config) #call-home
(cfg-call-home) #profile "CiscoTAC-1"
(cfg-call-home-profile) #destination address http https://

/Transportgateway/services/DeviceRequestHandler

. f&#rtools.cisco.comEEDNS, MEDNSRFEFEZEEVRFHF | HFRREUATARFENLTIE
BRI REONMVRF:

Global Routing Table Used:
(config) #ip domain-lookup [source-interface <INTERFACE>]

(config) #ip name-server <IP>

VRF Routing Table Used:
(config) #ip domain-lookup [source-interface <INTERFACE>] <<-- "ip vrf forwarding <VRF-NAME>"

defined on the interface
(config) #ip name-server vrf <VRF-NAME> <SERVER-IP>

HE , MRDNST A , BFRASEEANHDNSEIPHIRES ( ETXRIHIER LN ADNSHE ) |, =
Hﬂ?ﬂllm nBﬁE%EF'E’JDNS% MEBRAIPHYE, BXEETRIM R HEI(TFCisco Smart Software
Manager on-prem) , i5fEfH B 2 BIDNSEF: , M F £tools.cisco.com:

(config) #ip host tools.cisco.com 173.37.145.8

- MREFBEMNREVRF ( HliMgmt-vrf ) FEI$E O % Stools.cisco.comiBE |, NFEEE B L



TCLI:

(config)#ip http client source-interface <VRF INTERFACE>
- BEIRRHEENEE |, T2 ERTRBMEMNFANE , 6]01E StackWise s StackWiseE #l iz
{THyCatalyst3Z##l
IR GHEBN TR ( HlinCatalyst 9300FK 3 ) :

MLZVFATALE : B A IR HLEE A 1N RTAE
DNAYFAJIE : #ik 8 & IR ALE A1 MF ANHE
WIRLHAE ( HlinCatalyst 9400F% 3% ) :

MLV AL : AP B NEESIBER 1ML
DNAVFAJIE : ML ER 1MFATE

[ X2 3 B KRR 40 ST IS Y 324k #L ( Bl Catalyst 9500R 5 ) :
MLZVFATALE : B A IR HLE A 1N RTAE
DNAYFAJIE : #ik 8 A IR ALE A 1MF ANE

- WFEEETT , RE—1Call-Homellit B X4 a1 LALL F5EFNIRS

ANHEE THEMINEER , TR,

- FNERETITEENENRZRERELHNRENANBE , SBEAREMNSHEMN BN E8Ek
FERRS, MEBRHEZNNBARBAE , i8R TEETE M, A6 EEBIS M L% AT A L
(NTP)S BB A (PTP)EER MU FHREREE. AXERXLEBSMENETISER

, BB ERNRENRERRE.

- MRFEMEREIRT , WEERFERRRZEMBEERN N AEMIZEPK)ZH, IR
RETERFPKIZL , MSERREBZE , FHET “copy running-config startup-config”=§,
“write memory” R FHL &

- MRBRHEZWPKIZAREBRE , WFAEPRSTRESERENRIERMETEKX,

CBINBERT , HNE=AREATHTTPSKRESZEN , BeeiF I A X FHTTPSRESSLIEF#
B, EXiFIEE  TAERE LZASSLER , IFHSANKRBLEENIESR,

How to Manually Import Certification as a TrustPoint:

The certificate will need be in a BASE64 format to be copied and pasted onto the device as a
TrustPoint.

The following example shown below uses "LicRoot" as the TrustPoint name, however, this name can
be changed as desired.

Device#fconf t

Device (config) #crypto pki trustpoint LicRoot

Device (ca-trustpoint) #enrollment terminal

Device (ca-trustpoint) #revocation-check none

Device (ca-trustpoint) #exit

Device (config) #crypto pki authenticate LicRoot

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself



XXX XXXX XXX XXX XXX XXX XXX XXX XX XXX XXX XX XX XXX XXX XXXXX

Certificate has the following attributes:
Fingerprint MD5: XXXXXXXX

Fingerprint SHAl: XXXXXXX

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported

- FEAEBMKHTTPARIER | IP#bit EZE Mtools.cisco.comBEHNRE , TR :
B stk http https:// tools.cisco.com/its/service/oddce/services/DDCEService
£
B #rit sk http https://<TransportGW-
IP_Address>:<port_number>/Transportgateway/services/DeviceRequestHandler
- BESMEHTTPIREHET ERMEMMXGUI LAIHTTPARSSURL |, A LA 4% i M o< IP i 1t

BREAEE , BSRUTERERMXEEERE,

4.5 R BR

FEMNRBEIBEXGERTFINRERAEAN , A TREEATAEME =G E(EERTF.
HTTPSKREM BN E R EE RN E) N —RiEE.

1.5% REAFREZFERTFTNREEE—BR S ( BRIFNIOS-XERAFIE , ®SH
1.31) .

Configure or Verify | Enter Token using
Call-home profile P 'license smart register
for Smart Licensing Lidmken <token=" on device
v \ J l
¥ Device goes Device goes
Device fails to register REGISTERED and REGISTERED and OUT OF
Configure or Verify Layer 3 AUTHORIZED COMPLIANCE (OOC)
and DNS connectivity to
tools.cisco.com
v l
Possible causes of failure and suggested remedies: Possible reasons why for 00OC State:
» Check connectivity with a ping to tools.cisco.com. If «» IDToken was generated from wrong Smart Account
the ping fails, check layer 3 and DNS configuration or Virtual Account. Need to confirm correct Account
« Check call-home profile is fully configured. Not was used.
h 4 missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Need to
» Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Navigate to GSSM or with ‘license smart renew auth' » Wrong license is being used on device. Need to
On-premise Server and + Still seeing issues? - See "Common Failure confirm license is set correctly.
generate |DToken Scenarios" Section Below « License subscription has expired and needs to be
renewed.

TENHEFRSREEEF T RETLIM HER,
4.1 8% T

EVREER , A TERAE8STT , FEBEICLIE RS LIEMS M (EECSSM/Cisco Smart
Software Manager £ B T4 &):


https://www.cisco.com/c/dam/global/zh_cn/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

license smart register idtoken <TOKEN>

KR ERATEHF

! Smart licensing process starts

!

Registration process is in progress. Use the 'show license status' command to check the progress
and result !

! Crypto key is automatically generated for HTTPS communication
1

Generating 2048 bit RSA keys, keys will be exportable... [OK] (elapsed time was 1 seconds)
$CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or imported by crypto-
engine %$PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS
PKI configuration !

Call-home start registration process

1

!

$CALL_HOME-6-SCH_REGISTRATION_IN_PROGRESS: SCH device registration is in progress. Call-home
will poll SCH server for registration result. You can also check SCH registration status with

"call-home request registration-info" under EXEC mode.

Smart Licensing process connects with CSSM and check entitlement.

00 o= o=  om

SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed
$SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with the Cisco Smart
Software Manager or satellitefor udi PID:<PID>, SN:<SN>

$SMART_LIC-4-CONFIG_NOT_SAVED: Smart Licensing configuration has not been saved

%SMART LIC-5-IN_COMPLIANCE: All entitlements and licenses in use on this device are authorized
$SMART_LIC-6-AUTH_RENEW_SUCCESS: Authorization renewal with the Cisco Smart Software Manager or
satellite. State=authorized for udi PID:<PID>, SN:<SN>

ERECall-Homek & , iEIZ{TATCLI:

J

#show call-home profile all

Profile Name: CiscoTAC-1
Profile status: ACTIVE
Profile mode: Full Reporting
Reporting Data: Smart Call Home, Smart Licensing
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: http
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normal
Syslog-Pattern Severity
APF-.-WLC_.* warning

major

BEREERITFAS , BIETATCLL



#ishow license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: Krakow LAN-SW
Export-Controlled Functionality: ALLOWED
Last Renewal Attempt: None
Next Renewal Attempt: Nov 22 21:24:32 2019 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Jun 25 21:24:37 2019 UTC

License Usage:

License Entitlement tag Count Status
C9500 Network Advantage (C9500 Network Advantage) 1 AUTHORIZED
C9500-DNA-40X-A (C9500-40X DNA Advantage) 1 AUTHORIZED

MRBEZTEIMERESE LBAMRHWREGISTEREDTRE ; X |, “FAM #EECSSM /Y EIE
, INBREER MK P R ERADFTIE, BETRIEY (Fln , EF IR ANBERLTERATRETERE
Pk SEE)  BREUTHE :

1.0 105 R i RN SR R
BREXBESR , BSRE21T, ZESRESTD , THIAZURINELREZ R
2REEREEMY

WAFIRF AT LATA R ( FITFFTCPIR A ) tools.cisco.com ( MR 2E$EHE ) HCisco Smart Software
Manager™ Z} iR &5 25

#show run all | in destination address http

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
|

! check connectivity
|

#telnet tools.cisco.com 443 /source-interface gi0/0
Trying tools.cisco.com (173.37.145.8, 443)... Open
[Connection to tools.cisco.com closed by foreign host]

WMRAEREER , BFARERBEAN, REOMPHXEFERE,

FSHAES  ANEPRN S ERBFTNEZEI , LT HAXIATE EDNSHMHTTPIF 415 S Ay
—HE™M.

3.WIEEREFAIERE
WEL TSR T

#show tech-support license

HARUEWENEE/ BE ( MREREITIFCisco TACRFIMITH —FRE , B MLLEL ) .



4.3 AR
BRAUTRAEUKEEXERFURENEMER (FFE  EEAREE  BEEXHAEIE
412 HPIRFIMCLIE/GEMEAAE )

#debug call-home smart-licensing [all | trace | error]
#debug ip http client [all | api | cache | error | main | msg | socket]

X FAEIER , BAMIEZI S RER

! enable debug

#set platform software trace ios [switch] active RO infra-sl debug
!

! read binary traces infra-sl process logs

#show platform software trace message ios [switch] active RO

i, RAHEZR
UTREBRRZIMBAS 2 ETREEIN —LELSRETF
BB TR ERXMER : FmEEM
“SWERFANENHER
ERR
RES - REM — LK
S HEFIThEE . T RW
MIEM - 2018510 A22 A 14:25:31 B &K
AMER : 7 meExH
TRSEMER 20185108226 14:45:34 ( EEFRLFRMERHE )
BEFR
— BRRBZFEEEM.

— MRBRERERHEER(CSSM)FERERNEE , WEEF A “force”ZH(EN"license
smart register idtoken <TOKEN> force")

¥ MERERGATERNT

— AMER : 2iEMEEudiSerialNumber:<SerialNumber>, udiPid:<Product>H 7= i
<X>Hsudi,

— KXMER : WA~ B3RS EEEEBRRFIFRERNR

A2 SIAVER RMRE : SR BRIETELE, WER
‘“EWRRTFTIE WA



ERR
RAGEM — EREEM
S HEFIThEE . T RW
#MIEM - 2018510424 H15:55:26 B kK
AMERER . BRNERAETELE, EER
TOREMEE : 201851024 H16:12:15 ( EE R EPARAR E )
BEFR
— BRASBATHRINAR , MEERAM T FERE ,
— EERTTWNCSSMAERFTI T , AREER—R.
37 843 W R A “i% % H R11526135268653M BB H L N B E R4l
“SMERFAIENRER :
EA
RAGEM — EREEM
S HEETEE TRV
MIEM - 20185F1181117:55:46 B ( EEREARARE ) KK
SRR : {"timestamp™["i&#% H#'1526135268653 I RBH I A AZRH, T
TOREMEE : 2018F11811818:12:17 ( ZEEFREBARANR E )
ARERINARE

%PKI-3-CERTIFICATE_INVALID_NOT_YET_VALID:iE B4 kK, EPH
(SN:XXXXX) 3. BMHIM2018-12-12:43ZFF 1A

RESAR
— R BRNE R4 2B &R E A BT [E (show clock)

— RAEEEE MR E I IU(NTP) , SAH{RET49R E EH

?‘2‘:

— WMENTPAAEE , FRIEFHRENNH (HHIRE ) ERER (2R ) , HE
IS UFELE T “clock calendar-valid” &t i& ) Al S it 18R

AR BIABEAT , RERBHAZEE. EE“clock calendar-valid”s

S RA4 TR AMERER  BEARTTH,



‘ERERFTIE N :
EM RS AREM — SEMRK
SHiEEIThEE - T AW
AEEM : KMF20195F3H09H21:42:02 CST
KMER : BEARTTA,
AREEINAER :

%CALL_HOME-3-CALL HOME_FAILED TO ENABLE:FGEME /X IE B ACall-Homeld
TR ATNEFIAFEREXH , ZWw S TEE Asmart call home, 1R & 6 AR
“CiscoTAC-T"ELE XA A F BB AN HIELA AR ERWSCHRS 2 |, BEEE XM
#E 3 T % A“reporting smart-licensing-data” , AEL B ZEl & XHF#HITEEETFR. Bx
SCHME Z1i%1§ , & &http://www.cisco.com/go/smartcallhome

%SMART _LIC-3-AGENT_REG_FAILED:[a BRI EeE S EEEBRN D EHRHTIF L EMNE
REREBAM : BEAEMATH,
%SMART_LIC-3-COMM_FAILED: SRR B RHEBRI L ENBEHE . BEEA@MT
A Ao

BERR

— WETE B RHE & B9 “show running-config’#i tH & , call-home 2 /3 A “service call-home”
— R EFEMCall-Home R & X4 FiEZIRAS

— Wik EsN Call-Home il & 3 4 T ELE T “reporting smart-licensing-data”

17 BH5 TR G ERA R MRE : Tk &iXCall Home HTTPEE.. "
“SMERFAIENRER :
VFAERN :
RZN:UTC 2018457 A26 A09:24:09F&#
ERBESRE - UTC 2018488 14:26:23 A kK
KAWERERE : FToEXK HCall Home HTTPH B
TRBEEZE R 1HERN20185F8H14:26:53H
BEFLLAE : R E2018%10825H09:21:38H
AR A :

%CALL_HOME-5-SL_MESSAGE_FAILED: &M ErEFaHE XX E
. https://<ip>/its/service/oddce/services/DDCEService(£51%205:iFR 2 1k)

%SMART_LIC-3-COMM_FAILED : 52N ERRHEERIIENBE RN : TEXRH


http://www.cisco.com/go/smartcallhome

Call Home HTTPE &,

%SMART_LIC-3-AUTH_RENEW_FAILED : A RRERERUGEERZRNT 2HTRNEIT
- udi PID:XXX , SNBSS HE LA IR : 3911, 3951, 69XX R FIFN 894X
<tag></tag><tag></tag>BiFBE I RIBEH EXHHPHI LT B0 T H tzdatacsv.csv XHKE
¥ tzdata 58 :

RE&EFR

— WIECiscoi® % 2 & BEpingi&itools.cisco.com

— MRKREZEDNS , EHtools.cisco.comiy A nslookup IPELEDNSARS 255 ip host"i&
£

— 2N BRHE B telnetETCPI% 0443 ( HTTPSEAMIE O ) E&tools.cisco.com
— REBHTTPsEFHREORSEEN BEH

— @3 “show call-home profile all’$: i Ciscoi& % £ FF Il B EB Bl B X4 F I URL/IPREBIR
R IE¥

— R WipkE HREE O EBN T —B

— ##RCiscol® % . Smart Call Home Serveri& &= Cisco Smart Software Manager on-
prem ( 22 ) ERFHZETCPiIx 443

— MREFA |, BHEREcal-home TEE 7 IEFAY E 10LE% B F 3 & (VRF) L4

RH#6. XM RRROIDEBFINETFE ; ROEJFLEFFIZTFE ; SEBENL
BAEEAE

HEACSSMAM RS ERAT , MREMZFLEBERE , ML HIMELITH. XEFHBITH , BH
B 7o VFCSSMA it [E] 25 H ERTHIUEH |, SARS ILAEEMR & R EUEH F L E &,

“EHIEREFRENREE
SEM
WA RIEM
EgEmk /R
S HEHEIThEE - R

YA
RS EER
RIRIE(ELE : 65K , 18/MBt |, 4349, O

ARERENARE :
1£“show logging”=i“show license eventlog” T , HIILA F4EiR -
SAEVT_DEREGISTER_STATUS msgStatus="LS_INVALID_DATA" error="Missing Id cert
serial number"F £ ; RDLRIEBFISFE ; SREBFENEBTEE”

REBR



— BB CiscolR BB EBECSSMA i R 5231 IPERE

— MRFEAHTTPS , HHEIAUEPBC-NamelE £ i%k & call-homelil & {EH

— MR DNSHRSEEFA A FEEATIEHC-Name , BEEEF A ip host"iE & LA ST 15 & APt
HE

— RIFCSSMAFEHE LI BRVRSREMAE N
— MRCSSMAMUEHENIH , FEMWCSCvrd 1393 P IB KRG Ez —

AE  RIAMBERT , HTTPSEHESSLEFHRHMITRSZFSFORE , URITURLEIPREE
MRS BF|IRUWIERERE, MRENBMIPATE , MZHFEAIPHUE A EDNSK B , X1
BESS BRI, MEDNSTAJEESE:Aip hostiZ A , ATLAEL M “no http secure server-identity-
check’ AZAMIE PR E,
BEHT- R EFERAMERR | EESFHEE"
“WERFTIENRE :
A UE A -
RFAS:UTC 201857 A26 H09:24:09F & #
EFXRBEZR  UTC 2018F8H14:34:51HEEFE
AMER : EESSEE
TXRBEZH . R PAR2018F8A 14:53:58H
BEHLERE : R ARR2018F10H25H09:21:39H
AREM B :
%PKI-3-CRL_FETCH_FAIL:{S{£ R SLA-TrustPointlICRLIRER A MR R : TEEREET
o HBE ;5 (EZE)
%PKI-3-CRL_FETCH_FAIL:{Sf£ R SLA-TrustPointlICRLIRER A MR R : TEEBREET
o HBEY ;5 (EZE)
BEFR
— EFFNRREBA , NEZETE E T SLA-TrustPointfe & I none
show running-config
<E B>
crypto pki trustpoint SLA-TrustPoint
revocation-check none

ft42CRL?

UEF IR (CRL) R ERHIEFRIFIR, CRLESRH WA UEF AYUEH A ALK (CA)BIEH K
FEE. CRREEMRAEBMEBHN BBAEHRH A, AXCRLVFAFE , LT

R4S ERL TR AR RS
“SBERFTENH R :


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html

W AME AR
RA:UTC 201857 H26 H09:24:09F&#
Exr@EESR  UTC 20185FE8814:34:51AFE
AMER : EESSESE
TRBEEZ=E . AR ERN2018FE8H14:53:58H
BEHLNE : HEDIEN20185FE10H25809:21:39H
AN AE :
%SMART_LIC-3-OUT_OF _COMPLIANCE: —/ RSN ENFHEER
BE&EFR
— RiIIRRCHEAEBERELK, PN,

— WAUF AL AT A U AT ERY B

5 BHO: B R KRR E : BIENER FTR"

“EMERFAEWHE

Y AN

RA:EDT 202043 B 12 H09:17:45 B ##%

ERBESE - EDT 2020438 12H09:17:45% 1K

AWMRRE : BMEMEER T TE

TRBESRE : XERHBESNE202043812H09:18:15

BEBIEAE : 20205F X ERIE S HE202045821:22:436
AREN B :

%SMART_LIC-3-AUTH_RENEW_FAILED: @3 BRI B RE s - BB 25 (CSSM) I 1TIRINEY
 MNEBERGEESBIRTAEIR 1 udi PID:C9000, SN:XXXXXXXXXXHI #hIEMEE T

BEBR
— fE A “License smart deregister” BUH E A 3341

— R ERF T MM license smart register idtoken <TOKEN> force” & ff 32 #2 4/l

N, BEREHR
) EREEETER

2) BRI X — #EHI,

3)EREMK, — EEIIF, | EEERMIFH


https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/zh_cn/products/software/smart-accounts/software-licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://software.cisco.com/#module/SmartLicensing

4)EREMK S — BIEFTIK, . BEEK S,

5)f B ( =¥l ) — Cisco I0S XE Fuji 16.9.x (_Catalyst 9300%#t4l ) RS EHE B



https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/zh_cn/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
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