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DHCPYS U7 N : £I82 £ : EEEEHMRID
( RIDHCGW LW g R Z B DAL EEERA ) »
(B ACGWEH IEZR ih F X R 5B B R 4K IR EIL2VTEP)

<ffroot>

Option: (82) Agent Information Option
Length: 24
Option 82 Suboption: (1) Agent Circuit ID
Length: 12
Agent Circuit ID: 010a00080000277501010000

Option 82 Suboption: (2) Agent Renmote |D

Length: 8
Agent Remote ID:
000

682c7bf 88700 <-- switch base mac 682c. 7bf 8. 8700 (from ' show switch')

« BT vxlanBEiE M CGWiIE IR §Y I R 31 3E A,

* Leaf Stripsit1i82,

- ARIMHEEREFIRFREONHESRB, (vxlan-mod-portRHtEFimiRiED ) .

- BREIFEFIRHIENEES.
L3 VTEP (CGW)Z 4R E R
- 3 FIDHCP% Wt

* FESVIHE AADHCPH 4k
« ML2VTEPEWER , FRHEEHEL P,

« FRGRINEAMBEIS2 FIEM ( gi. RSB[EEF ) H RIZFIDHCPARS =R,

« X BdhcpfR%ESHIDHCP I B & 5t ARELAY4A 4,

- FERELAYMIRRIEI82S R ( githst, RFB[EBEE ) 5, BIETREIE T dhepE A4,

- BITAHKERID (BBHSRFID) , WREFRAMIEMARR , AW BREDS2 FEI1F2,

- XGEREF Y ( MARDTEAME ) BB SERELXTTREF R,

- FATF®mMacHMITMFEA. BHHITEFRmacERk , AREBvxlanHENRIFEIH

REBKL2VTEP,



L2VTEP

i B evpn3< i
<tfroot>
Leaf-01#

show run | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

J5 FADHCP Y Ut

<#froot>
Leaf-01#

show run | sec dhcp snoop

ip dhcp snooping vlan 101,

201

ip dhcp snooping

CcCGW

Bt Eevpn3E i
<#root>
Border#

sh run | s |2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

def aul t - gat eway advertise enable <--

Enabl e to add BGP DEF GW ext.

comunity attribute



A% : DEF GWEMN TL2H 4 T #EFMDHCPHEIHEM R IAFEEXEE,

J& FADHCP Y I

<#root>
Border#

sh run | s dhcp snoop

ip dhcp snooping vlan 101,

201

ip dhcp snooping

HRDHCP A 4K By B B IE 78 DASL 32 H 1 T



<#root>
Border#

sh run int vl 201

Building configuration...

interface Vlan201
mac-address 0000.beef.cafe
vrf forwarding red

ip dhcp relay information option vpn-id <-- Ensure the vrf info is passed to the server

ip dhcp relay source-interface LoopbackO <-- Sets the relay source interface to the | oopback

ip address 10.1.201.1 255.255.255.0

i p hel per-address gl obal 10.1.33.33 <-- In this scenario the DHCP server is in the global routingt

WiF ( FOECGWERE )
PI<BIER (B0 )

<ffroot>
Leaf-01#

sh bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.255.3:201][0][48][0000BEEFCAFE][32][10.1.201.1]/24, version 8964
Paths: (1 available, best #1,

tabl e evi _201

)

<-- In the EVI context for the segnent

Not advertised to any peer
Refresh Epoch 3
Local, imported path from [2][172.16.255.6:201]1[0][48] [0000BEEFCAFE][32][10.1.201.1]/24 (global)
172.16.255.6 (metric 30) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20101 <-- Correct segment ID

Extended Community: RT:65001:201 ENCAP:8

EVPN DEF GNW0: 0 <-- GWattribute added indicating this is GNprefix which L2 Relay uses



Oiginator: 172.16.255.6
, Cluster Tlist: 172.16.255.1

<-- Learned fromthe Border (CGW
rx pathid: 0, tx pathid: 0x0

Updated on Nov 14 2023 16:06:40 UTC

FED MATM ( &M )

<#root>
Leaf-01#

show platform software fed switch active matm nmacTabl e vlan 201

riHand1

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle
201 0006.f601.cd42 0x1 32436 0 0 0x71e058dc3368 0x71e058655018
201 0006.f601.cd01 0x1 32437 0 0 0x71e058dae308 0x71e058655018

201 0000. beef.cafe 0x5000001

0 0 64 0x71e059177138 0x71e058eeb418 0x71e058df81f8

VTEP 172.16.255.6 adj _id 1371

<--- The GW MAC shows | earnt via the Border Leaf Loopback with the right flags

Total Mac number of addresses:: 3
Summary:

Total number of secure addresses:: 0
Total number of drop addresses:: 0

Total number of 1lisp local addresses:: 0

Total nunber of |isp renpte addresses:: 1 <---

*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAM C_ADDR 0x1
MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR

MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR

0x0

0x8
0x40 MAT_RES



MAT_DO_NOT_AGE
MAT_DUP_ADDR
MAT_WIRELESS_ADDR
MAT_DLR_ADDR

0x100
0x1000
0x10000
0x100000

MAT LI SP_REMOTE_ADDR 0x1000000

MAT_VPLS_ADDR

MAT LI SP_GW ADDR 0x4000000

AHMAC ( BH )

<#root>
Leaf-01#

show swi tch

Switch/Stack Mac Address :

0x2000000

682c.

MAT_SECURE_ADDR 0x200
MAT_NULL_DESTINATION 0x2000
MAT_SECURE_CFG_ADDR 0x20000
MAT_MRP_ADDR 0x200000

Mac persistency wait time: Indefinite

Switch# RoTe Mac Address

7bf8.8700 - Local Mac Address
H/W Current
Priority Version State

<-- these 3 val ues added =

MAT_NO_PORT 0x400
MAT_DOT1X_ADDR 0x4000
MAT_OPQ_DATA_PRESENT  0x40000
MAT_MSRP_ADDR 0x400000

682c. 7bf 8. 8700

1 Vol Ready

<--- Use to validate the Agent

DHCPYEWT ( &MHFICGW )

<tfroot>
Leaf-01#

show i p dhcp snoopi ng

Swi t ch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled

IDin DHCP Option 82

DHCP snooping is configured on following VLANs:

101,201

DHCP snooping is operationa

101,201

on foll owing VLANs:

MAT_DRO
MAT_ROU
MAT_WIR
MAT_LIS

0x5000001 ( not



Insertion of option 82 is enabled
circuit-id default format: vlan-nod-port
renote-id: 682c. 7bf 8.8700 (MAC) <--- Leaf-01 adds the switch MACto Option 82 to indicate to

CCw#

show i p dhcp snoopi ng

Swi t ch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
101,201

DHCP snooping is operational on follow ng VLANs:

101,201

BB ( &R PRERI )

AR ERIDHCP Y IT 4k 55k B CGWHIBR A X B% B K IR &1 A TR DHCP#UIRE B 5 & BIHY M 5%
MAC,

s FRTENBMPEHT D BERITE , FCCGW L EEH /M ELE I 82 A ERIAM < (DEF
GW)E B & MAC-IP RT2,
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o —

Vlan Translate 202 <> 1202

Tw1/0/2

Vian 2021
0000.beef.cafe

Tw1/0/1

Vlan 202
0000.beef.cafe

Vlan 2021
10.1.202.1
0000.beef.cafe

N
CGW

L2 VTEP ( &M ) Z{FAER
BERBEAKRGEESE

« ffFDefault gw advertised CGW mac.
. MREFESZNgw , NEAZE—gw mac.
o FAIIEMAC ( BFIRARE : DORAFMDAHIR ) ¥# 7 2EGW MACH % X BICGW

DHCPY U N : ET82FiEIN : BHEEFMRID
( RIDHCGW LK g R B A EEER )
(B ACGWH IEZR ity F SR A B P 4 IR [EL2VTEP)

<ffroot>

Option: (82) Agent Information Option
Length: 24




Option 82 Suboption: (1) Agent Circuit ID
Length: 12
Agent Circuit ID: 010a00080000277501010000

Option 82 Suboption: (2) Agent Renote ID

Length: 8
Agent Remote ID:
000

682c7bf 88700 <-- switch base nmac 682c. 7bf8.8700 (from ' show sw tch')

. BidvxlanBgiEM CGWE IR 49 1 BRI k1B 2.
* Leaf Stripsi£Ii82,
- AMEEEFIHREREONHSESRE. (vxlan-mod-portiRt%E FimiREED ) .
- BERIE USRI RBED.
L3 VTEP (CGW)Z4RiF M8
- JZ FIDHCPY¥ANT
- 1ESVIH 3 FAIDHCPH 4%
« ML2VTEP#EUWER , HHHBAA R L,
o YR INEAMDET82 FIEM (gi. BRFP|/EEF ) HFRIEFIDHCPARS 7.
« X BdhcpfR$E8HIDHCPIE R & %3 ARELAY4 4,
- ZERELAYMIBRIEZTHIB2SH ( gitthst, RF|/EEE ) & , BB FHZREEdhepETH 4.
- BITAHRERID (BHFID) , MRETR2AMEAEES , WA ERIENE2FIET1F2,
o XpFEEDY (AARDFAREME ) BIESEERRIZER SN,

« ERAFFwMacHRITMFEA. BHRITE S mmacER , FRERvxlanB RN BIESH
REIRKL2VTEP,

X #5DHCP L2 RIS IR -

1. /d Rip local learning

2. Bl EEThRERY R B

3. EEFNEMXEVI/VLAN

4. FESZERMBIATMNAmac-iply iz & RiEKRH

5. Bl ZBGPH S LICERT2 MAC-IPRI R HEBRIAMXT BHHEX



6. FFE% B ARG B2 A BIBGPER A [ Y 25 &R &
7. FRDHCP A 4K Ry B B IE #3 LAKL 32 H 1 T

8. TE K AEREVLANFIAAZRGW VLAN LB EDHCP Y I

AR TEEEARH ERTEEE R A X FHAINEMKRHIDHCP L2594k,

cGW

J3 Rip local learning

<#froot>

CCw#

show runni ng-config | beg | 2vpn evpn instance 202

12vpn evpn instance 202 vlan-based



encapsulation vxlan
replication-type ingress

ip local -learning enable

<-- to advertise RT-2 with default gateway EC, ip local-Ilearning nust be enabled on the CGW

Use additional device-tracking policy shown in the next output to prevent MAC-IP binding flapping w

multicast advertise enable

<--- There is no default-gateway advertise enable cli here, as the SVI (M an 2021) used by this segnent

IR AU SR Th R RY SR S

<#root>
devi ce-tracking policy dt-no-glean <-- Configure device tracking policy to prevent MAC-IP fl apping

security-level glean
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

EEFIAZ M xevi/vian

<{froot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <-- apply the new device tracking policy to the vlan configur

FEAR B R MEISEBM X mac-iphy iR & R ERZR

<#root>
device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.



If there is any other static entry in device tracking table, match ip/ipv6 configurations in route r

BI7ZEBGPHE HRST LACERT2 MAC-IPBIBRH EBEBERIAMXT BHX

<#root>
route-map CGW_DEF_GW permit 10

match evpn route-type 2-nmac-ip <-- nmatch RT2 type MACG- I P

set extcommunity defaul t-gw <-- Set Default-gateway (DEF GW0:0) extended comunity

route-map CGW_DEF_GW permit 20

5 B EH AR5 1 EIBGPER HA [ Y 25 4R /=

<tfroot>
CGW#

sh run | sec router bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-map CGWV DEF GWNout <-- Sets the DEF GN Comunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-map CGW DEF_GWout <-- Sets the DEF GW Community when it advertises MAGIP type RT2 to the RR

HRDHCP A 4k Y B 1E 58 AR 28 E Ath ik I

<tfroot>

CGWws#

show run int vl 2021

Building configuration...

Current configuration : 315 bytes
!

interface Vl1an2021

mac-address 0000.beef.cafe



vrf forwarding pink

ip dhcp relay information option vpn-id <-- Ensure the vrf info is passed to the server
i p dhcp relay source-interface LoopbackO <-- sets the relay source interface to the | oopback

ip address 10.1.202.1 255.255.255.0

i p hel per-address gl obal 10.1.33.33 <-- In this scenario the next hop to the DHCP server is in t}
no ip redirects

ip Tocal-proxy-arp

ip route-cache same-interface
no autostate

IR EEFEVLANFIZAZEGW VLAN Lt EDHCP YA I

<#root>
Leaf0l#
sh run | s dhcp snoop

ip dhcp snooping vlan 202
ip dhcp snooping

CCw#
sh run | s dhcp snoop
i p dhcp snooping vlan 202,2021 <-- snooping is required in both the fabric vlan and the external GWvl:

ip dhcp snooping

HREIDHCPARS 23 Y L 1T8EBRECGW L2 E1E

<{froot>
CGW#

sh runint tw1/0/1

interface TwentyFiveGigE1l/0/1
switchport trunk allowed vlan 202
switchport mode trunk

i p dhcp snooping trust
end
CCw#

sh run int tw 1/0/2

interface TwentyFiveGigE1l/0/2
switchport trunk allowed vlan 33,2021
switchport mode trunk



i p dhcp snooping trust

end

SR BT RS BN AHRE OAESR , FA NEG R E N L BRETE
fF, ERABS | LA B G R B Offer AR BIA Twl/0/ FITw1/0/2,

WIE (BB fREART )

PSRBT (M)

<#froot>

Leaf0l1#

show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1



BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, versi
Paths: (1 available, best #1, table evi_202)

Not advertised to any peer

Refresh Epoch 2

on 3411

Local, 1imported path from [2][172.16.254.6:202]1[0][48] [0000BEEFCAFE][32]1[10.1.202.1]/24 (global)

172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Labell 20201
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF GN 0: 0 <-- GWattribute added indicating this is GNprefix which L2 Relay uses
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 19 2023 19:57:25 UTC

FED MATM ( &M )

BWiAH B EEH P RECCWIZEEMAC

<tfroot>
Leaf01#

show platform software fed switch active matm nmacTabl e vl an 202

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle
202 0006.f601.cd01 0x1 1093 0 0 0x71e05918f138 0x71e05917ala8
202 0006.f601.cd44 Ox1 14309 0 0 0x71e058cdc208 0x71e05917ala8
202

0000. beef. cafe 0x5000001

0 0 64 0x71e058ee5d88 0x71e059195f88 0x71e059171678 0x0

<--- The GW NMAC shows | earnt via the Border Leaf Loopback
Total Mac number of addresses:: 3
Summary:
Total number of secure addresses:: 0
Total number of drop addresses:: 0
Total number of Tisp local addresses:: 0
Total number of 1lisp remote addresses:: 1
*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)
Type:
MAT _DYNAM C_ADDR ox1

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR Ox4 MAT_DISCARD_ADDR 0x8
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR 0x4000
MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT  0x40000
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000

riHand1

MAT_RES
MAT_DRO
MAT_ROU
MAT_WIR
MAT_LIS



MAT_LI SP_REMOTE_ADDR 0x1000000

MAT_VPLS_ADDR

0x2000000 MAT_LI SP_GW ADDR 0x4000000

<-- these 3 val ues added = 0x5000001 (note that 0x4000000 = GWtype address

#MAC ( M)

<#root>
Leaf0l1#
show switch

Switch/Stack Mac Address : 682c.7bf8.8700 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active
682c. 7bf 8. 8700
1 Vo1l Ready

<-- this is the MAC that will be added to DHCP Agent Renote ID

DHCP¥WT ( HMHFCGW )
HiA B ERIRERvianh Y H /5 ADHCP Y AT

<#root>
LeafQl1l#
show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
202

DHCP snooping is operational on foll ow ng VLANs: <-- Snooping on in the Fabric VI an
202

<...snip...>
Insertion of option 82 is enabl ed

circuit-id default format: vlan-nod-port
renote-id: 682c. 7bf8.8700 ( MAC) <--- Rerote ID (RID) inserted by Leaf to DHCP packets

<...snip...>
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<#root>
CCw#
show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
202,2021

DHCP snooping is operational on follow ng VLANs:
202, 2021

<...snip...>

<- -

Snooping on in the Fabric and Externa

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option

Twent yFi veG gE1/ 0/ 1

yes yes unlimited

<-- Trust set on ports the OFFER arrives on

Interface Trusted Allow option

Custom circuit-ids:
Twent yFi veG gE1/ 0/ 2

yes yes unlimited

<-- Trust set on ports the OFFER arrives on

Custom circuit-ids:

#IAERIZEDHCPY TSI E

<#root>
LeafQl1l#
show i p dhcp snoopi ng bi ndi ng

MacAddr ess

| pAddr ess

Lease(sec) Type VLAN

Interface

Rate Timit (pps)

Rate Timit (pps)

GW VI ans



00:06:F6:01:CD:43

10. 1. 202. 10

34261 dhcp-snooping 202
G gabitEthernet1/0/1 <-- DHCP Snooping has created the binding

Total number of bindings: 1

HFEHER: ((EACGWR )

i H BT E /RDHCP Y ¥ FL2 7 4k 33 72 an{aI b BDHCPEUE 2.

AR XERHTATEMRENFEATDCHP L2RHRICCWHEE,

DHCPYWTifit ( #MH )
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<#root>

LeafO1#

debug i p dhcp snoopi ng packet

DHCP Snooping Packet debugging is on
LeafO1#

show debuggi ng

DHCP Snooping packet debugging is on

Fr 8 EHDHCP# 4if 2 i3

o WFARNXHY , ITEIDHCPI UERISVIRI X A/F < LA it K DORAR
« X FWindows=E#M , AT B 1Tipconfig /release > ipconfig /renew

Mshow logging s & ik & O W& 1R
DHCP &I

RIYLR B H @ EHAY RO

<#froot>
*Sep 19 20:16:31.164:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (G gabitEthernetl/0/1) <-- host facing por

*Sep 19 20:16:31.177:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPDI SCOVER, input interface: G 1/0/1
, MAC da: ffff.ffff.ffff,

MAC sa: 0006. f601. cd43

, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.
*Sep 19 20:16:31.177: DHCP_SNOOPING: add relay information option.
*Sep 19 20:16:31.177:

DHCP_SNOOPI NG Encoding opt82 CID in vlan-nod-port fornat <-- Option 82 encoding

*Sep 19 20:16:31.177: DHCP_SNOOPING:VxLAN : vlan_id 202 VNI 20201 mod 1 port 1
*Sep 19 20:16:31.177:

DHCP_SNOOPI NG Encodi ng opt82 RID in MAC address format <-- Encoding the switch Renote ID (I oc

*Sep 19 20:16:31.177: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 O0x0 Ox0O Ox4E OxE9 Ox1 Ox1 Ox0 O0x0 Ox2 0x8 0x0 Ox6

0x68 0x2C 0x7B OxF8 0x87 0x0 <-- the switch |ocal MAC 682c. 7bf 8. 8700



*Sep 19 20:16:31.177: DHCPS BRIDGE PAK: vlan=202 platform_flags=1
*Sep 19 20:16:31.177: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo

*Sep 19 20:16:31.177:

DHCP_SNOOPI NG L2RELAY: sent uni cast packet to default gw 0000. beef.cafe vian 0 src intf G gabitEtherne

DHCP 21t

ROEBMN R IERFRREE O FK

<ffroot>
*Sep 19 20:16:33.180:

DHCP_SNOOPI NG

*Sep 19 20:16:33.194:

recei ved new DHCP packet frominput interface (Tunnel 0)

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPOFFER, input interface: TuO, MAC da: 0006. f 60

, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.1.202.18, DHCP siadd
*Sep 19 20:16:33.194: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 Ox1 OxC Ox1 OxA O0x0 Ox8 0x0 Ox0 Ox4E OxE9 Ox1 Ox1 Ox0 Ox0 Ox2 Ox8 0x0 Ox6 0x68 0x2C 0Ox7B OxF8
*Sep 19 20:16:33.194: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0Ox1 OxC Ox1 OxA O0x0 0x8 0Ox0 Ox0O Ox4E OxE9 Ox1 Ox1 0x0 0OxO

*Sep 19 20:16:33.194: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0x0 0x6

0x68 0x2C 0x7B OxF8 0x87 0xO0

*Sep 19 20:
*Sep 19 20:
*Sep 19 20:

16:33.
16:33.
16:33.

194:
194:
194:

DHCP_SNOOPI NG opt 82

*Sep 19 20:
*Sep 19 20:
*Sep 19 20:

16:33.
16:33.
16:33.

194:
194:
194:

<-- the switch |l ocal MAC 682c. 7bf 8. 8700

actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_
dhcp_snooping_platform_is_Tlocal_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan

data indicates |ocal packet <-- switch found its owmn RID in Option 82 paranete

DHCP_SNOOPING: remove relay information option.
DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_

DHCP_SNOOPI NG VXLAN vl an_id 202 VNI 20201 nod 1 port 1

*Sep 19 20:

16:33.

194:

DHCP_SNOOPI NG nod 1

*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

19
19
19
19
19
19
19

20:
20:
20:
20:
20:
20:
20:

16:33.
16:33.
16:33.
16:33.
16:33.
16:33.
16:33.

194:
194:
194:
194:
194:
194:
207:

port 1 idb G 1/0/1 found for 0006.f601. cd43

DHCP_SNOOPING: calling forward_dhcp_reply

platform lookup dest vlan for input_if: TunnelO, 1is tunnel, if_output: NULL, if_
DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
DHCP_SNOOPING: VXLAN vlan_id 202 VNI 20201 mod 1 port 1

DHCP_SNOOPING: mod 1 port 1 idb Gil/0/1 found for 0006.f601.cd43

DHCP_SNOOPING: vlan 202 after pvlan check

DHCP_SNOOPI NG direct forward dhcp replyto output port: G gabitEthernetl/0/1. <-- sending packet to hos



DHCP &R
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<{froot>
*Sep 19 20:16:33.209:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (G gabitEthernetl/0/1)

*Sep 19 20:16:33.222:
DHCP_SNOOPI NG process new DHCP packet, nmessage type: DHCPREQUEST

, input interface: Gil/0/1, MAC da: ffff.ffff.ffff, MAC sa: 0006.f601.cd43, IP da: 255.255.255.255, IP
*Sep 19 20:16:33.222: DHCP_SNOOPING: add relay information option.

*Sep 19 20:16:33.222: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format

*Sep 19 20:16:33.222: DHCP_SNOOPING:VXLAN : vlan_id 202 VNI 20201 mod 1 port 1

*Sep 19 20:16:33.222: DHCP_SNOOPING: Encoding opt82 RID in MAC address format

*Sep 19 20:16:33.222: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:

0x52 0x18 Ox1 OxC Ox1 OxA 0x0 Ox8 0Ox0 Ox0 Ox4E OxE9 Ox1 Ox1 O0x0 Ox0 Ox2 Ox8 0x0 Ox6 0x68 0x2C Ox7B OxF8
*Sep 19 20:16:33.222: DHCPS BRIDGE PAK: vlan=202 platform_flags=1

*Sep 19 20:16:33.222: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo
*Sep 19 20:16:33.222:

DHCP_SNOOPI NG L2RELAY: sent unicast packet to default gw 0000. beef.cafe vian 0 src intf G gabitEtherne

DHCPH#iA
R IHEIAM R # 5B R BRIE 12 O 23K

<#froot>
*Sep 19 20:16:33.225:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel 0)

*Sep 19 20:16:33.238:
DHCP_SNOOPI NG process new DHCP packet, message type: DHCPACK, input interface: TuO, MAC da: 0006. f601. c

, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.1.202.10, DHCP siadd
*Sep 19 20:16:33.238: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 O0x1 OxC Ox1 OxA O0x0 Ox8 0Ox0 Ox0 Ox4E OxE9 Ox1 Ox1 O0x0 Ox0 Ox2 Ox8 0x0 Ox6 0x68 0x2C Ox7B OxF8
*Sep 19 20:16:33.239: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0Ox1 OxC Ox1 OxA O0x0 0x8 0Ox0 Ox0O Ox4E OxE9 Ox1 Ox1 0x0 0OxO

*Sep 19 20:16:33.239: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0x0 Ox6 0x68 0x2C 0x7B OxF8 0x87 0x0

*Sep 19 20:16:33.239: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_
*Sep 19 20:16:33.239: dhcp_shooping_platform_is_Tlocal_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Sep 19 20:16:33.239:

DHCP_SNOOPI NG opt 82 data indicates |ocal packet
*Sep 19 20:16:33.239:

dhcp_snoopi ng_pl atform.is_| ocal _dhcp_packet: VXLAN- MOD- PORT opt 82 vni 20201, vlan_id 202



*Sep 19 20:
*Sep 19 20:
*Sep 19 20:
*Sep 19 20:

DHCP_SNOOPI NG

*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

19
19
19
19
19
19
19
19
19
19
19
19

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

16
16
16
16

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

133,
133,
133,
133,

239:
239:
239:
239:

nmod 1

33.
33.
33.
33.
33.
33.
33.
33.
33.
33.
33.
33.

239:
239:
239:
239:
239:
239:
239:
239:
239:
239:
239:
252:

DHCP_SNOOPING:

DHCP_SNOOPING

DHCP_SNOOPING:

opt82 data indicates Tocal packet
opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
VxLAN vlan_id 202 VNI 20201 mod 1 port 1

port 1 idb G1/0/1 found for 0006.f601.cd43

DHCP_SNOOPING:
DHCP_SNOOPING:

DHCP_SNOOPING

DHCP_SNOOPING:
DHCP_SNOOPING:
DHCP_SNOOPING:

Reroute dhcp pak, message type: DHCPACK

remove relay information option.
opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
VxLAN vlan_id 202 VNI 20201 mod 1 port 1

mod 1 port 1 idb Gil/0/1 found for 0006.f601.cd43

calling forward_dhcp_reply

platform lookup dest vlan for input_if: TunnelO, is tunnel, if_output: NULL, if_

DHCP_SNOOPING

DHCP_SNOOPING:
DHCP_SNOOPING:
DHCP_SNOOPING:

opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
VXLAN vlan_id 202 VNI 20201 mod 1 port 1

mod 1 port 1 idb Gil/0/1 found for 0006.f601.cd43

vlan 202 after pvlan check

DHCP_SNOOPI NG direct forward dhcp replyto output port: G gabitEthernetl/0/1.
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<ffroot>

*Apr 16 14:37:43.890:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel0) <-- Discover sent from Leaf0l

*Apr 16 14:37:43.901: DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, input interfa
*Apr 16 14:37:43.901: DHCPS BRIDGE PAK: vlan=202 platform_flags=1
*Apr 16 14:37:43.901:

DHCP_SNOOPI NG bri dge packet send packet to port: TwentyFiveG gEl/0/1, pak_vlan 202. <-- Sent to Firewal

MVlan 20215 Tw 1/0/2 LBIBF KIBEIE | RARIEEISVIMA B FEIDHCPAR S 25

<{froot>

*Apr 16 14:37:43.901:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFived gEl/0/2) <-- Firewall sends di
*Apr 16 14:37:43.911: DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, input interfa
*Apr 16 14:37:43.911:

DHCPS BRI DGE PAK: vl an=2021 platformflags=1 <-- Vlan discover seen is now 2021

*Apr 16 14:37:43.911:

DHCP_SNOOPI NG Packet destined to SVI Mac: 0000. beef. cafe

*Apr 16 14:37:43.911:

DHCP_SNOOPI NG bri dge packet send packet to cpu port: WVl an2021. <-- Packet punted to CPU for handling ¢t

DHCP 214t
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<#root>
*Apr 16 14:37:45.913:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (M an2021) <-- Arriving fromthe DHCP ser\

*Apr 16 14:37:45.923:
DHCP_SNOOPI NG process new DHCP packet, nmessage type: DHCPOFFER, input interface: VI2021

, MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciadd
*Apr 16 14:37:45.923: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 Ox1 OxC Ox1 OxA O0x0 Ox8 O0x0 Ox0 Ox4E OxE9 Ox1 Ox1 O0x0 Ox0 Ox2 Ox8 O0x0 Ox6 0x68 0x2C Ox7B OxF8
*Apr 16 14:37:45.924: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0Ox1 OxC Ox1 OxA O0x0 0x8 0Ox0 Ox0O Ox4E OxE9 Ox1 Ox1 0x0 OxO

*Apr 16 14:37:45.924: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0x0 Ox6 0x68 0x2C Ox7B OxF8 0x87 0x0

*Apr 16 14:37:45.924: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Apr 16 14:37:45.924: dhcp_shooping_platform_is_Tlocal_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Apr 16 14:37:45.924:

DHCP_SNOOPI NG opt 82 data indicates not a |ocal packet

*Apr 16 14:37:45.924: DHCP_SNOOPING: can't parse option 82 data of the message,it is either in wrong fo

<-- This is expected even in working scenario (disregard it)

*Apr 16 14:37:45.924: DHCP_SNOOPING: calling forward_dhcp_reply

*Apr 16 14:37:45.924: platform Tookup dest vlan for input_if: V1an2021, is NOT tunnel, if_output: Vlan2
*Apr 16 14:37:45.924: DHCP_SNOOPING: vlan 2021 after pvlan check

*Apr 16 14:37:45.934:

DHCP_SNOOPI NG direct forward dhcp replyto output port: TwentyFiveG gE1l/0/2. <-- sending back toward the

MIEHEEREVLANF B B KSR EE |, FHMCGWR IS B 32 R 58 B B A M-

<tfroot>
*Apr 16 14:37:45.934:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFived gEl/0/1)

*Apr 16 14:37:45.944:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPOFFER, input interface: Twel/0/1

, MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciadd
*Apr 16 14:37:45.944: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA 0x0 0Ox8 0x0 Ox0 Ox4E OxE9 Ox1 Ox1 0Ox0 Ox0 Ox2 Ox8 0x0 Ox6 0x68 0x2C Ox7B OxF8
*Apr 16 14:37:45.944: DHCP_SNOOPING: binary dump of extracted circuit id, Tlength: 14 data:

0x1 OxC Ox1 OxA 0x0 0x8 0x0 Ox0O Ox4E OxE9 Ox1 Ox1 0x0 0xO

*Apr 16 14:37:45.944: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:



0x2 0x8 0x0 Ox6 O0x68 0x2C Ox7B OxF8 0x87 0x0

*Apr 16 14:37:45.944: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Apr 16 14:37:45.944: dhcp_shooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Apr 16 14:37:45.945:

DHCP_SNOOPI NG opt 82 data indicates not a |ocal packet

*Apr 16 14:37:45.945: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the
*Apr 16 14:37:45.945: DHCP_SNOOPING: client address lookup failed to Tocate client interface, retry Too
*Apr 16 14:37:45.945: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 00
*Apr 16 14:37:45.945:

DHCP_SNOOPI NG L2RELAY: Ex GWuni cast bridge packet to fabric: vlian id 202 from Twel/0/1 <-- L2 RELAY f

DHCP &R

<#root>
*Apr 16 14:37:45.967:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel 0)

*Apr 16 14:37:45.978:
DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST

, input interface: TuO, MAC da: 0000.beef.cafe, MAC sa: 0006.f601.cd43, IP da: 255.255.255.255, IP sa:
*Apr 16 14:37:45.978: DHCPS BRIDGE PAK: vlan=202 platform_flags=1
*Apr 16 14:37:45.978:

DHCP_SNOOPI NG bri dge packet send packet to port: TwentyFi veG gE1/0/1, pak_vlan 202. <-- Send toward Fir

<#root>
*Apr 16 14:37:45.978:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFi veG gE1/0/2) <-- Receive fromFire

*Apr 16 14:37:45.989:
DHCP_SNOOPI NG process new DHCP packet, message type: DHCPREQUEST

, input interface: Twel/0/2, MAC da: 0000.beef.cafe, MAC sa: 0006.f601.cd43, IP da: 255.255.255.255, IP
*Apr 16 14:37:45.989: DHCPS BRIDGE PAK: vlan=2021 platform_flags=1

*Apr 16 14:37:45.989: DHCP_SNOOPING: Packet destined to SVI Mac:0000.beef.cafe

*Apr 16 14:37:45.989:

DHCP_SNOOPI NG bri dge packet send packet to cpu port: W an2021. <-- Punt to CPU/ DHCP hel per

DHCP#31A



<#root>
*Apr 16 14:37:45.990:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (M an2021) <-- Packet back to SVI from DH

*Apr 16 14:37:46.000:
DHCP_SNOOPI NG process new DHCP packet, message type: DHCPACK, input interface: W 2021

, MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciadd
*Apr 16 14:37:46.000: DHCP_SNOOPING: binary dump of option 82, Tength: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA 0x0 Ox8 Ox0 OxO Ox4E OxE9 Ox1 Ox1 Ox0 O0x0 Ox2 Ox8 0x0 Ox6 0x68 0x2C O0x7B OxF8
*Apr 16 14:37:46.000: DHCP_SNOOPING: binary dump of extracted circuit id, Tength: 14 data:

0x1 OxC Ox1 OxA 0Ox0 0x8 Ox0 Ox0 Ox4E OxE9 Ox1 Ox1 Ox0 OxO

*Apr 16 14:37:46.000: DHCP_SNOOPING: binary dump of extracted remote id, Tength: 10 data:

0x2 O0x8 0x0 Ox6 0x68 0x2C 0x7B OxF8 0x87 0xO0

*Apr 16 14:37:46.001: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Apr 16 14:37:46.001: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Apr 16 14:37:46.001:

DHCP_SNOOPI NG opt 82 data indicates not a |ocal packet <-- found this is comng fromLeafOl RID

*Apr 16 14:37:46.001: DHCP_SNOOPING: can't parse option 82 data of the message,it is either in wrong fo
*Apr 16 14:37:46.001: DHCP_SNOOPING: calling forward_dhcp_reply

*Apr 16 14:37:46.001: platform lookup dest vlan for input_if: V1an2021, 1is NOT tunnel, if_output: Vlan2
*Apr 16 14:37:46.001: DHCP_SNOOPING: vlan 2021 after pvlan check

*Apr 16 14:37:46.011:

DHCP_SNOOPI NG direct forward dhcp replyto output port: TwentyFiveG gE1l/0/2. <-- Send to Firewall

<#froot>
*Apr 16 14:37:46.011:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFiveG gE1/0/1) <-- Coming back in f

*Apr 16 14:37:46.022:
DHCP_SNOOPI NG process new DHCP packet, message type: DHCPACK, input interface: Twel/0/1,

MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciaddr
*Apr 16 14:37:46.022: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 0Ox0 Ox0 Ox4E OxE9 Ox1 Ox1 Ox0 Ox0 Ox2 O0x8 0x0 Ox6 0x68 0x2C Ox7B OxF8
*Apr 16 14:37:46.022: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0Ox1 OxC Ox1 OxA 0x0 0x8 0x0 Ox0O Ox4E OxE9 Ox1 Ox1 0x0 0xO

*Apr 16 14:37:46.022: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0Ox0 Ox6 0x68 0x2C 0x7B OxF8 0x87 0x0

*Apr 16 14:37:46.022: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Apr 16 14:37:46.022: dhcp_shooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Apr 16 14:37:46.022:

DHCP_SNOOPI NG opt 82 data indicates not a | ocal packet

*Apr 16 14:37:46.022: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the |
*Apr 16 14:37:46.022: DHCP_SNOOPING: cTlient address Tookup failed to locate client interface, retry Too
*Apr 16 14:37:46.022: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 00



*Apr 16 14:37:46.022: DHCP_SNOOPING: can't find client's destination port, packet is assumed to be not
*Apr 16 14:37:46.022: DHCP_SNOOPING: client address lookup failed to Tocate client interface, retry Too
*Apr 16 14:37:46.022: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 00

*Apr 16 14:37:46.022:

DHCP_SNOOPI NG L2RELAY: Ex GWunicast bridge packet to fabric: vlian id 202 from Twel/0/1

BRANHER

£ AEPCH#IADHCP IR B XX M MSHh E

- IMCGWHAEER , BEaERH LEE I SEURITEHIES IR
« I R¥IE RDiscover , B A EMDHCPHIEEN REM D HHEE

&2 AR B A9 B% F

<#root>
CGW#
show ip route 172.16.254.3

Routing entry for 172.16.254.3/32
Known via "ospf 1", distance 110, metric 3, type intra area
Last update from 172.16.1.25 on TwentyFiveGigEl/0/47, 2w6d ago
Routing Descriptor Blocks:
* 172.16.1.29, from 172.16.255.3, 2w6d ago,

via TwentyFi veG gE1/ 0/ 48

Route metric is 3, traffic share count is 1
172.16.1.25, from 172.16.255.3, 2w6d ago,

via TwentyFi veG gE1/ 0/ 47

Route metric 1is 3, traffic share count is 1

Fi B IR A EE M LeafO1 R EE88 EiE1T

nmonitor capture 1 interface TwentyFi veG gEl/ 0/ 47 BOTH
nmonitor capture 1 interface TwentyFi veG gEl/ 0/ 48 BOTH
nmonitor capture 1 match any

nmonitor capture 1 buffer size 100

monitor capture 1 limt pps 1000

Fria#IR,. AR EHERDHCP IPi#bit LUK F 1E 3R

<#froot>

<-- Send packe



nmoni tor capture 1 start
(have the host request dhcp ip)
nonitor capture 1 stop

EEMDHCPRIITTHAVIHIRE R ( EBESSIDUBIAX 2HEERIDORAEH )

<#root>
COwt
show nmonitor cap 1 buff brief | i DHCP
16
12. 737135 0.0.0.0 -> 255. 255. 255. 255 DHCP 434

DHCP Di scover

Transaction | D 0x78b <-- Discover starts at Frane 16 with all same transaction ID

18 14. 740041 10. 1. 202. 1 -> 255. 255. 255. 255 DHCP 438 DHCP
Ofer

- Transaction ID

0x78b

19 14.742741 0.0.0.0 -> 255.255. 255. 255 DHCP 452 DHCP
Request

- Transaction |ID
0x78b

20 14.745646 10. 1. 202. 1 -> 255. 255. 255. 255 DHCP 438 DHCP
ACK

- Transaction |ID

0x78b

<#root>

COWMt

sh non cap 1 buff detailed | b Frame 16
Frame 16:

434 bytes on wire (3472 bits), 434 bytes captured (3472 bits) on interface /tnp/epc_ws/wif_to_ts_pipe
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp: dhcp]
Et hernet 11,

Src: dc: 77: 4c: 8a: 6d: 7f



(dc: 77: 4c: 8a: 6d: 7f),

Dst: 10:f9:20: 2e: 9f: 82
(10:f9: 20: 2e: 9f : 82)

<-- Underlay Interface MACs

Type: | Pv4 (0x0800)
I nternet Protocol Version 4,

Src: 172.16.254.3, Dst: 172.16.254.6
User Datagram Protocol, Src Port: 65281,
Dst Port: 4789 <-- VXLAN Port

Virtual eXtensible Local Area Network
VXLAN Network ldentifier

(VNI): 20201 <-- Correct VN / Segnent

Reserved: 0
Et hernet 11,

Src: 00:06:f6:01: cd: 43
(00: 06: f6: 01: cd: 43),
Dst: 00:00: be:ef:ca:fe

(00: 00: be: ef: ca: fe)

<-- Inner Packet destined to CGW MAC

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255. 255
User Dat agram Protocol,

Src Port: 68, Dst Port: 67 <-- DHCP ports

Dynami ¢ Host Configuration Protocol (Discover) <-- DHCP Di scover Packet

Client MAC address: 00:06:f6:01:cd: 43

(00: 06: f6:01: cd: 43)
Client hardware address paddi ng: 00000000000000000000
Server host nane not given
Boot file name not given
Magi ¢ cooki e: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Di scover (1)
Option: (57) Maxi mum DHCP Message Size

Length: 2

Maxi mum DHCP Message Size: 1152
Option: (61) Cdient identifier

Length: 27

Type: O

Client ldentifier: cisco-0006.f601.cd43-V 202
Option: (12) Host Nane



Length: 17

Host Nane: 9300- HOST- 3750X- 2

Option: (55) Paraneter

Length: 8
Par aret er
Par aret er
Par aret er
Par aret er
Par aret er
Par aret er
Par aret er
Par aret er

9

Length: 8

Vendor class identifier:

Option: (82) Agent

Length: 24

Option 82 Suboption:

Length
Agent

Option 82 Suboptio

Length

Agent Renote | D:
000
6682c7bf 88700 <--

Option: (255)
Option End

Request
Request
Request
Request
Request
Request
Request
Request

I nformation Option

12
Circuit

Request Li st

Li
Li
Li
Li
Li
Li
Li
Li

st
st
st
st
st
st
st
st

Item
Item
Item
Item
Item
Item
Item
Item

(1) Subnet Mask

(6) Donmmin Nane Server

(15) Domai n Nane

(44) NetBI CS over TCP/|IP Nane Server
(3) Router

(33) Static Route

(150) TFTP Server Address

(43) Vendor-Specific Information

ion: (60) Vendor class identifier

ci scopnp

(1) Agent Circuit ID

I D: 010a000800004€€901010000

n: (2) Agent Renote ID

. 8

switch base mac 682c. 7bf 8. 8700 (from 'show switch')

End
. 255



EE O EAARHSRCCW LEERAHR I EXBEENREL 2 DHCP DORAR Mt kMM &5

- I A Yed

WIS ITS it iR

<#root>
Leaf 01#
show i p dhcp snooping statistics detail

Packets Processed by DHCP Snoopi ng = 1288

Packets Dropped Because

| DB not known

Queue full

Interface is in errdisabled
Rate Iinmt exceeded

Recei ved on untrusted ports =

1
O O O oo



Nonzer o gi addr

Source mac not equal to chaddr
No binding entry

Insertion of opt82 fai

Unknown packet

I nterface Down

Unknown out put interface

M sdirected Packets

Packets with Invalid Size
Packets with Invalid Option =

OO O0OO0OO0OO0OO0OO0oOOoOOo

<-- Look for any drop counter that is actively increnenting when the issue is seen.

WUFDHCP Y IT Ky & 1K B2

* CoOPPREFZREREPNHBFESNEEAMN

<ffroot>
LeafOl1#

show pl at form hardware switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId
Pl cl dx
Queue Name EnabTed Rate Rate Drop(Bytes)

Dr op( Fr ames)

DHCP Snoopi ng

Yes 400 400 0
0
CPU Queue Policer Statistics
Pol i cer
Policer Accept Policer Accept Policer Drop Policer Drop
I ndex



6 472723 1288 0 0

BATEMITREAERFETZHRUENS —NEEEANGS R show platform software fed switch
active punt rates interfaces”

« INTERREZANFEOFREER  BAZHLEAEIREREARWE ENCPUSAE

BE
AILER

<#root>
LeafQl1l#
show pl atform software fed switch active punt rates interfaces

Punt Rate on Interfaces Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins

| | Recv | Recv | Recv | Drop | Drop | Drop
<-- Receive and drop rates for this port
Interface Name | IF_ID | 10s | 1Imin | S5min | 10s | 1Imin | 5Smin
G gabit Et hernet1/0/1 0x0000000a
2 2 2 0 0 0

<-- the port and its IF-1D which can be used in the next command

<tfroot>

LeafOl1#

show platformsoftware fed switch active punt rates interfaces Oxa <-- From previous command (omt the

Punt Rate on Single Interfaces Statistics

Interface : G gabitEthernet1/0/1 [if _id: OxA]

Received Dropped
Total : 8032546 Total : 0
10 sec average : 2 10 sec average : O
1 min average : 2 1 min average : 0
5 min average : 2 5 min average : O

Per CPUQ punt stats on the interface

(rate averaged over 10s interval)



Q | Queue | Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate |
17
CPU_Q _DHCP_SNOCPI NG

1216 0 0

<...snip...

>

DHCPY W EF w4 ITER

ERA LB TIMEDHCPHE X, ALUERMNHCCW LEITUERSHRER

<#froot>

LeafOl1#

show pl at f orm dhcpsnoopi ng client stats 0006. F601. CD43

DHCPSN: DHCP snooping server
DHCPD: DHCP protocol daemen
L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

(B):

Dhcp nessage' s response expected as ' B roadcast

(U): Dhcp nessage's response expected as 'U nicast

Packet Trace for client

Timestamp

MAC 0006. F601. CD43:

Destination MAC Destination

2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28

debug ip dhcp server packet detail
debug ip dhcp server packet

Message

DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPOFFER(B)
DHCPOFFER(B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPACK (B)
DHCPACK (B)

Handler:Action

PUNT : RECEIVED
PUNT : TO_DHCPSN
BRIDGE:RECEIVED
L2INJECT:TO_FWD
BRIDGE:TO_INJECT
L2INJECT:TO_FWD
PUNT : RECEIVED
PUNT : TO_DHCPSN
PUNT : RECEIVED
PUNT : TO_DHCPSN
BRIDGE:RECEIVED
L2INJECT:TO_FWD
BRIDGE:TO_INJECT
L2INJECT:TO_FWD
PUNT : RECEIVED
PUNT : TO_DHCPSN



debug ip dhcp server events

debug ip dhcp snooping packet
debug dhcp detail

=
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
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