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SISFRRMH T —MEHHRER , ARF - LEhRF M REAREE, BIWRERERENENHEBB
SEXRRNBIES ( MIDHCP, ARP, NDFIRA ) , XEREBLERIIRYP, WRL2FHFEHR
EA, MATAEAEASRKE FZBRMNBISISFRF,

SISFEAXRKERREEIRI LN RZACNEMIRE, ENRBAINATEOSVLANE S,
MRREENAEVLANL , Mm% - RENAEZO L, WELERZEDRE,

jifllll

SISFERTATRERTHENKEE , BIPVAFIPVEITHZBEEER. MRIRE T SISFIR& BiEZ
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 REEAFMBISISFRFWVIPV6ENFAGFHAME , HEFSOSISFRAMFFRE,

M16.9xEESMRAFRSIATSISFEFHINEEML LR, ©HRIMN T HRITRIZFFISISFINER , IRH
MNREZEFIREEFAHNER K NANARERESWINENER. LB FAREG P macky
IPv4//IPV6BR &l it it B iR E , EERFIEML ARV KK RERB RN,

FERRRERIRN —LROIEEHE

LISP/EVPN
e Dot1x
Web & {53 iF
« CTS

- DHCP %07

N s RERETHRESHKEE.

MCLIBIZN R EARSMHER(128), RLATAFNATETHRERBFNRBIRE, AJUF
HEREELKRETHAAEARERE.

T — 2K 2 SISFE S LU W ATRERE R A -

rd SISF Policy |

Policy device-tracking policy DT_Trusted_policy
device-role switch « ;
palghEtEs Erustedeportis { Set device role J

{ Set trust state J

interface GigabitEthernetl/e/1
device-tracking attach-policy DT_Trusted_policy (,
[

Activate the
policy on target
(interface or

Vlan 1 VLAN
&
\\ device-tracking attach-policy DT_Trusted policy )

Target &

»

P
\\-“_ _'_/

HERMEAEL , HEprotocol X BF T , BAILLUARERT A TERSISFEREFNHREZRE

<ffroot>

switch(config-device-tracking)#

?

device-tracking policy configuration mode:
data-glean binding recovery by data traffic source address



gleaning

default Set a command to its defaults
destination-glean binding recovery by data traffic destination address
gleaning
device-role Sets the role of the device attached to the port
distribution-switch Distribution switch to sync with
exit Exit from device-tracking policy configuration mode
Timit Specifies a Timit
medium-type-wireless Force medium type to wireless
no Negate a command or set its defaults
prefix-glean Glean prefixes in RA and DHCP-PD traffic
pr ot ocol Sets the protocol to glean (default all) <--
security-level setup security level
tracking Override default tracking behavior
trusted-port setup trusted port
vpc setup vpc port

switch(config-device-tracking)#
protocol ?

arp Glean addresses in ARP packets
dhcp4 Glean addresses in DHCPv4 packets
dhcp6 Glean addresses in DHCPv6 packets
ndp Glean addresses in NDP packets
udp Gleaning from UDP packets

SISFRIENE P ik Zh 88

TRANEERES ASISFIt A RERRNEA , AENSISFIVE i

SISF4I2 T L SISF%& /= i T &g
VLAN L HILISP Dot1x
VLAN_EfEVPN Web & 3 3iE
DHCP W7 CTS

MREAREESASISFIEENRE LEA TSISFEFRIEE , NAAEERIENNEOLRER
TE LR B

£ FASISFE 2 /IPv4ThEE
+ CTS

+ |EEE 802.1x
+ LISP



- EVPN
- DHCPYWT ( {UBUESISF , BEREATE )
o« IP JRFEH

£ FASISF{E 2 /IPv6IIBE

. IPv6REHERIE S (RA)BT

« |Pv6 DHCP{R# , 352 EDHCPH 4%
. IPV6E & i 14 I (DAD) R B

o SZRADH

« IPVGIRBAI

+ IPv6 B ¥rBHIF

- RAIERES

« IPV6EIZRBHI

RF RER

REREFNEEEARREMEPLIFT ANFE. NENBS, SISFERZRINERNRE | &
BUER &1 ( MACHIPHEtE ) |, HFEMFHELSERT. FZIEE ( WIEEE 802.1X, Web& 14
HiE. Cisco TrustSecHILISPE ) kB TUEENEBMETEEREZEIT, ETSISFRNRRIERERX
B¥IPvaFIIPV6, EFImAUUBEEMZIZEHENFEZZIIP

- DHCPv4
- DHCPv6
. ARP
- NDP
- BIEWE

im O B E L B SISF

X ¥rim Q@8 ( Hether-channel ) LR ZRER, B2 , BEXINATFEESL , MA2E N NKO
BEKRA. NSIEREXRE , E—Z R ( BEAH ) B9#E 0 Eport-channel,

PR A BIE AR

Bl -

« BEIPDTH , H— N TEIDFAIHBERN IR R 10% KA By R ES b it FIRR : SR TF B Bt“ip
device tracking probe delay”’,

- &ESISFH , EZRNE TERFITIER , FEREE—NMRN. EFARE , HEBRTHEHN
A&, HTHABESISFRES , AKTFEFELGS

BIERE
ESISFA |, BB E /L NETRIZEFIZE EREEPREWRTE -

<ffroot>



tracking enable reachable-Tifetime <second/infinite>

<-- howlong an entry is kept reachable (or keep permanently reachabl e)

tracking disable stale-Tifetime <seconds/infinite>

<-- how long and entry is kept inactive before deletion (or keep permanently inactive)
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RAEHNHFENEREH

 SISF4E3 & M mackiIPv4/IPve4iE , —BIPZIRIN , 4IE NN oG ERES

- SISFEN KEEHTREENE K

s MRESHHAKERBEFEFHNEFHHES , SENERAVERIFYREHBEF HAIERN
« MREFFIFABMEN | SEFEHIRASTALERS , BN HIREACHABLERA

- STALEZXEHERIAER R24/M et , FBETUEE

- SRR BFE24/0E ( REENERE ) MR

BTN
T RETRE
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B FEHEER
AN

HINEAT T -1 SISFiAR. 9300MHNETH2E , EFE/wVIan 104 BEESVI.

N osrE . EASBHRTHEASISE,

Tel/1 TelAN

Gi1/0/1 Gi1/0/2

VLAN 10 (10.10.10.0/24)

Client 1 Client 2
10.10.10.100/24 10.10.10.101/24

BB

EEMEARONFA930033 A LR BERIASISFEE , MARMiHEDO E /A B E N FEKRIHBEM
EARISISF#i H o

R H19300-1 :

<#root>
9300-1#

show runni ng-config interface G gabitEthernet 1/0/1

Building configuration...

Current configuration : 111 bytes
!



interface GigabitEthernetl/0/1
switchport access vlan 10
switchport mode access

devi ce-tracking <-- enable default SISF policy

end
9300-1#

9300-1#

show runni ng-config | section trunk-policy

devi ce-tracking policy trunk-policy <-- custom policy

trust ed- port <-- custom policy paraneters
device-role switch

<-- custom policy paraneters

no protocol udp
9300-1#

9300-1#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- enable custom SISF policy

end

R #419300-2 :

<#root>
9300-2#
show runni ng-config interface G gabitEthernet 1/0/2

Building configuration...

Current configuration : 105 bytes
|

interface GigabitEthernetl/0/2
switchport access vlan 10



switchport mode access
device-tracking

<-- enable default SISF policy

end

9300-2#

show runni ng-config | section trunk-policy

devi ce-tracking policy trunk-policy <-- custom policy

trust ed- port <-- custom policy paraneters
device-role switch

<-- custom policy paraneters

no protocol udp

9300-2+#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- custompolicy applied to interface

end

7z AIN

S T] LA R BT 65 5 B UE R Y SRR

show device-tracking policy <policy name>
show device-tracking policies
show device-tracking database

R #H19300-1 :

<{froot>



9300-1#

show devi ce-tracking policy default

Device-tracking policy default configuration:
security-Tlevel guard

devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get
Type
Pol i cy
Feature
Target range
G1/0/1
PORT
def aul t

Devi ce-tracking

vlian all

9300-1#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-Tlevel guard

device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure



Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlian all
9300-1#

9300-1#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/1 PORT default Device-tracking vlan all
9300-1#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlvl age
ARP 10. 10. 10. 100 98a2. c07e. 7902 G1l/0/1 10 0005 8s
9300-1#

R #419300-2 :

<#root>
9300-2#
show devi ce-tracking policy default

Device-tracking policy default configuration:
security-level guard

devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

state

REACHABLE



Policy default is applied on the following targets:

Tar get
Type
Pol i cy
Feature
Target range
G 1/0/2
PORT
def aul t

Devi ce-tracking

vlian all

9300-2#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-Tlevel guard

device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlan all
9300-2#



9300-2#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/2 PORT default Device-tracking vlan all
9300-2#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state
ARP 10. 10.10.101 98a2. c07e. 9902 G 1/0/2 10 0005 41s REACHABLE
9300-2#
ALy
FRER

FHIRE EHIPv4E I B E B iR
8] &

R L IEH keepalive’ N Z2L2KE, Hit , NXBRIHWABERE , ARPHFRERNIPHuE H T
BE : It ATREASEEREIPHUAIRE , BILIPIR0.0.0.0 R MEx, ZHEH KT LLE ST
, CaBEHERKINKIEETH—TANIPHL (ENECHIPHL ) EEXBIRIPFR, XAAE
L2SHEREEIPHUER , AAEHEEN VG ECHIPHE L E T N IR HRA B 5.

BUURFSISFEREEL B H X Hkeepalivet®R M £ H B3R,
N oE . BXHMELS | BSEAXES N ABNAY

ARIAERA
XERFFEASVIFR AR R ER B RUBES

<#root>
Ethernet II,
Src: c0:64:e4:cc:66:02 (c0: 64:e4:cc: 66:02)

, Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html

<-- Probe source MAC is the BIA of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)
Address: Cisco_76:63:c6 (00:41:d2:76:63:c6)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 ..., ..., ... ... = IG bit: Individual address (unicast)

Source: c0:64:e4d:cc:66:02 (c0:64:e4:cc: 66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
..0. ... LG bit: Globally unique address (factory default)
.0 ..., IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 0.0.0.0 <-- Sender IPis 0.0.0.0 (default)

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target |P address: 10.10.10.101 <-- Target IPis client IP

fRRTT B

FRNEE RN EARRENPCIAR Mt #E TR . X 7T OB AT 735£
“REFERHRN B B 3 KR

N “keep-alive”HRNThBEBLE — M EBNIR , SUBA0.0.0.0 AEIRIPEYER -

device-tracking tracking auto-source fallback <IP> <MASK> [override]

MR Fauto-source®m s , BEI/EWNT :

<#root>
device-tracking tracking auto-source fallback 0.0.0.253 255.255.255.0 [override]

<-- Optional paraneter

1. ’RIREAVLAN SVI (IIRE )
2. EIPENRFPERRE —FMER/MACK, HIFEERGNYEBZEOMAC +BIBEEFRESEET



R EL At EALRIP,
3. RFRMMN A MLMAEE , NEFIPIHTERIP, RAUMERBIMTE M KIPHEREESRS
— B9 F P R 6 2 5R Th BB T A RCAY o

N 3E - WERSSE<override>s—REA | RIVGHRARIIEIS,

EfE AR

FFauto-source fallback configiZ B N1 F MR EAIPERFEN, BT FRHPEESVINEME K
, Bt EANRE 2 EE B E R IP/ERB,

<ffroot>

swi t ch(confi g)#devi ce-tracki ng tracki ng auto-source fallback 0.0.0.253 255.255.255.0 <-- it uses .253 fc

XRIEBNERNEES

<#root>
Ethernet II, Src: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02), Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)
<-- Probe source MAC is the Bl A of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Address: Cisco_76:63:c6 (00:41:d2:76:63:¢c6)
Y P LG bit: Globally unique address (factory default)
N ) IG bit: Individual address (unicast)

Source: ¢0:64:e4:cc:66:02 (c0:64:e4d:cc:66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
R O D LG bit: Globally unique address (factory default)
N ) IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 10.10.10.253 <-- Note the new sender IP is now using t

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101

BREMNTANESZHEHAREE



zp
a4

BRI

( AT EZFRZRERARPE N Y
SEIPFIMACHE 31 )

=

RE RERIRER B3R

. JPRRBERHVLAN SVI (10
RE®E).

s EXBE—FFWIRER
BERAERIPTIMACLEE

o

- f£/0.0.0.0

BNBUEAMEPSRO LW
RERER , BUBEMACHS,

REREREBDFRES

. JHRRBERVLAN SVI (10
RERE)

- f§/0.0.0.0

FEWERBSVIRER,

device-tracking tracking auto-
source fallback <IP> <MASK>

. JHRRBERVLAN SVI (10
REE).

s EXRBE—FFWIRER
ERPERIPAIMACHE

o

o FRRMNENNERD
ITERBEFIKIPHR
IP, JRMACHE}HEY B E &
B mA Rk Hlim A8
MAC b3t

BMNBWEMAMAS RO LAY
REFRER , UBEMACH T,

TTEBHMIPvA I T EE S BL4h
EAZF IR M EZIRE,

BEBRIZRIEBREIR<IP>
<MASK>ZE =

. JPRRBEHVLAN SVI (0
REE).

- FERREMENENZNERD
ITERBEFIHIPHIR
IP, JEMACHbHHEY B & [
B im i 3 lis O f
MAC i it ,

TEEENIPVA I T EED BL4A
FFEF IR EIRR,

7+ 4B device-tracking auto-source fallback <IP> <MASK> [override]& % :

BIEFEENip , EERGIPv4AEL,




<reserved IPv4 address> = (<host-ip> & <MASK> ) | <IP>

N B EE-ABRAR

il

MERBRMNEATS :
device-tracking tracking auto-source fallback 0.0.0.1 255.255.255.0 override

FHLIP =10.152.140.25

IP =0.0.0.1

=24
UEBTFARARNDHIWED .

1. 10.152.140.25%1255.255.255.01% 1F :

10.152.140.25 = 00001010.10011000.10001100.00011001
AND

111131311.112313711.11111111.00000000
RESULT

00001010.10011000.10001100.00000000

255.255.255.0

10.152.140.0

2.10.152.140.050.0.0.1#: 1k :

10.152.140.0 = 00001010.10011000.10001100.00000000
OR

0.0.0.1 = 00000000.00000000.00000000.00000001
RESULT

10.152.140.1 = 00001010.10011000.10001100.00000001

RERIP = 10.152.140.1

REHIP = (10.152.140.25H1255.255.255.0 ) | (0.0.0.1) = 10.152.140.1

N B BEIPRM M ST T R B DHCPERE s % .



EEIPvoithitf5ix
7] &
FEM & B RIPv6HEVLAN LB B R E L1 O (SVI) A L EE IPveith ik F iR,

EEBEIPve DADEBIEEH |, IPv6IRkHAISource AddressFEIR B N AR5 E BV 1k
(0:0 : 0:0 : 0:0 : 0:0)s ELLTFIPVAREIR,

FESISFHRM Th e Ak £ #b 41k B9 IR 7

« SVIRARtEER i (MREERE )
« f£/0:0:0:0:0:0:0:0

FRRTT R

EMNBWEOSVIEERNMA TGS, XESVIEER B IRENA b 6ERE bt ; kb itb it A ESISFERMAY
RIPHEsE | MBS IEE & IPHb 3k [A] &,

interface vlan <vilan>
ipv6 enable

REMCPURI A =R hn
(7] &

R|HLRIER keepalive RN BEE U REF A ANMAERAS &, B—-L2E8RERATR
XL BRELTNNEN , SBIRXRIZEZVAMB A RZRESREEFF, TR EN
FESEMRZFNAFEAR , MANZEENNETESBNIRZHICPURN AR,

BUEEETIRA LTHR LRERR |, FikO0EXNZEFEROFEEDIZRI , AEEE
RIEREEERE.

N sEm  rE | SISFARTHAE ( MIDHCPMAY ) (ESISFAEMIE S THE | M T AEAL B
R R

FELEITHERE (P4 ) EEERUEFELFENMNZI B4R LN EREN(REFRASISFREF K
i EHLR)

<#root>
device-tracking policy DT_trunk_poTicy

trust ed- port



device-role switch

interface <interface>
device-tracking policy

DT_trunk_policy

R R ER AA AT E K
(7] &

BT FEMIPDTEIE TSISFEYIIRZRERAVEBRE , MBRAEBEZ 16 xRESMRAN , R K5
AZERRIARY AT IR BT A

BRRTT B
BUCBYE & T &R E ZIRIAR AT 5 E At E

no device-tracking binding reachable-time <seconds>

EEMEMeraki T 2/ #A ( CPUE i M vw H BT )

[ &

HARXMHEEEIMerakiz B TER |, W TEL#HIEEHE N RBRERE,

device-tracking policy MERAKI_POLICY
security-level glean

no protocol udp

tracking enable

WRENNATHEZED , MA2EEMAXE , tHMIER , EF2XoHEHEMREZEE (Hlax
B, BAIERAESESE ) &R OMP SO, RV TLAEEE T MERAKI_POLICY R H 4kin
O EBIEZ/NSISFEE , MMl RiX s O £ /Y RIET AR CPUME A =18,

<tfroot>
switch#

show i nterfaces port-channel 5

Port-channel5 1is up, line protocol is up (connected)
<omitted output>



Input queue: 0/2000/0/
112327

(size/max/drops/
fl ushes

); Total output drops: 0

<-- we have many fl ushes

<omitted output>
switch#
show process cpu sorted

CPU utilization for five seconds: 26%/2%; one minute: 22%; five minutes: 22%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

572 1508564 424873 3550 11.35% 8.73% 8.95% 0 SISF Main Thread
105 348502 284345 1225 2.39% 2.03% 2.09% 0 Crimson flush tr
RRG R

EFBED&EO LIRET — N 5K :

configure terminal
device-tracking policy NOTRACK
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

no protocol udp

exit

interface <interface>

device-tracking policy NOTRACK
end

B EHRBEMACHE IP# 4t REESISFFR A
&) &R

WERAELTHA (STAY ) EXHEEREIPIHE L ZHEMACH IR RE, EEXZHERL
( FANHZS NP EANMACHELE ) IVMIME R B AT AR ER S, S FRIPEXBEER
SISFERRERS , tIFR S IEEEEFRBESISFRAZXERBMNIP, RIESISFIIEE , B MACH I
REgRA— NP,

N orE . WABEETFI77ARSSERAH



T~ -
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Server C

SISFH &
<ttroot>
switch#

show run | sec | PDT_PQOLICY

device-tracking policy IPDT_POLICY
no protocol udp
tracking enable

switch#

show devi ce-tracking policy |PDT_POLI CY



Device-tracking policy IPDT_POLICY configuration:
security-level guard <-- default node

device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
PoTlicy IPDT_POLICY 1is applied on the following targets:

Target Type Policy Feature Target range
G1l/0/1 PORT | PDT_PQLICY Devi ce-tracking vl an al

G 1/0/2 PORT | PDT_PQLICY Devi ce-tracking vl an al
SISFEIEE

<#root>

switch#

show devi ce-tracki ng database

Binding Table has 2 entries, 2 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl
ARP 10.0.0.3 10b3. d659. 7858 G 1/0/3 10 0005
ARP 10.0.0.1 10b3. d5a9. bdof G1l/0/1 10 0005

AR AR ST RRA

<#root>
ServerA#

ping 10.0.0.3 source 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ServerA#

ping 10.0.0.3 source 10.0.0.100 <-- entry for 10.0.0.100 is not on SISF table



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.100

AE M AR 55 8RB

<#root>
ServerB#

ping 10.0.0.3 <-- entry for 10.0.0.2 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

IEERIERRA LN ES,

<#root>
switch(config)#

devi ce-tracki ng | oggi ng

<tfroot>
switch#

show | oggi ng

<omitted output>
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1



P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
<omitted output>
%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft |P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/ F=G 1/0/ 2



%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/ F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New I/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/ F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New I/ F=G 1/0/ 2

PSS
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<tfroot>

switch(config)#interface gigabitEthernet 1/0/1
switch(config-if)#

no device-tracking attach-policy |PDT_PQOLICY
switch(config-if)#interface gigabitEthernet 1/0/2

switch(config-if)#

no device-tracking attach-policy |PDT_PQOLICY

RIN2 : MR IR ER SR BE HP M BR i arp I EE

<{froot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

no protocol arp



JEI3 ; JFIPDT_POLICYRY &£ 4% B & S W EE,

<{froot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

security-level glean
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