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<#root>
Switch(config)#
noni tor session 1 source interface G gl/0/1 both

Switch(config)#

noni tor session 1 destination interface G gl/0/6 encapsul ation replicate

Switch#



show noni tor session all

Session 1

Type : Local Session

Source Ports :

Both : Gil/0/1

Destination Ports : Gil/0/6
Encapsulation : Replicate
Ingress : Disabled
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Capture Analyze | Statistics | Telephony Wireless Tools Help

Capture File Properties M TestiPPhoneGi3025.pcap

Source | Resolved Addresses ﬁﬁ.‘_icatiun Protocol  Frame leng
17:30:5.. 10.201.38.1: Protocol Hierarchy ald (31248) upp 21
17:30:5.. 10.201.38. 1R o =10 (31259)  UDP 21
17:30:5.. 10.201.38.1: Endpoints a24 (31268) UDP 21
17:3@:5.. 10.201.3B.1¢ packet Lengths a38 (31288) upp 2]
17:30:5.. 10.201.38.1¢ yo Graphs ad9 (31305)  UDP 21
17:30:5. 10.201.38. BCEC Cor , @57 (31319)  UDP 21
17:30:5.. 10.201.38. 1 a58 (31320) upP 21
17:30@:5.. 10.201.38.1: DHCP (BOOTP) Statistics a6l (31329) UDP 21
17:30:5.. 10.201.38.1: NetPerfMeter Statistics ab5 (31333) upp 2]
l?:3@:5.., 1@'.2@1-33- 1. GNC—RPCPI‘DQFEWE- all [31351} upp 2]
17:30:5.. 10.201.38.1 gyect , agb (31371)  UDP 21
A7 2. E d4MA "M =1 = B = A i1 230m\ I'imr =31

2 BE , THURBUDPIMIASR , HEXZSHEHMRARLLIEBAE R FHITHER | Wireshark T AR EUER
AHEFWEFM,. RE , T—FT2FNUDPEEREL N ZIER , MIAVBERTEARTP, AREER
HEMEBES , AREEHDecode as.



AN 0o m[RE QeEF LS = @ § @ F
'l ip.addr==10.201.38.140 && ip.addr==239.0.1.11
Ma. Arrival Time Source Destination ldentification Proto
10.201. 38.140 239.0.1.11 @x7ald (31248) UDP
32 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 Mark/Unmark Packet M 2
34 Feb 21, 2023 17:30:5.. 10.201.38.148 239.0.1.11 lgnore/Unignore Packet ¥D 2
38 Feb 21, 2023 17:30:5.. 10.201,38.140 239.0.1.11 Set/Unset Time Reference 3T >
39 Feb 21, 2023 17:3@:5.. 10.201.38.140 239.0.1.11 Time Shift... SRT >
40 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 s L = B
41 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 Edit Resolved Name >
42 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 _ >
43 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 Apgily a5 Filben il
48 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 gfp“r"ﬂ"fF"‘?r > 8
nversation Filter >
51 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 S it > B
52 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 SCTP . ?
53 Feb 21, 2023 17:30:5.. 10.201.38.140 239.8.1.11 Follow [
54 Feb 21, 2023 17:30:5.. 10.201,38.140 239.0.1.11 >
55 Feb 21, 2023 17:30:5.. 10.201.38.140 230.9.1.11 Copy > >
56 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 Rtiocal Pralannces > B
57 Feb 21, 2023 17:30:5.. 10.201.38.140 239.0.1.11 Decode As... >
58 Feb 21, 2023 17:30:5.. 10.201.38.140 239.8.1.11 Show Packet in New Window 2

3.&#HCurrentd| #%£#BRTP, Click OK.

Field

Help

Value | Type

Wireshark - Decode As...

Default Current

UDP port 20764 Integer, base 10 (none) RTP

-~

[Usersflariascal.configiwireshark/decode_as_entries

Wireshark FZANUDPHREG ARTP , RINNAEAUSTAR,

Save

Cancel




d B ® B B B
N ip.addr==10.201.38.140 && ip.ader==239.0.1.11
Mo, Arrival Time

29 Feb 21, 2023 17:38:5.

32 Feb 21, 2823 17:38:5-
34 Feb 21, 2023 17:38:5.
3B Feb 21, 2023 17:38:5.
35 Feb 21, 2023 17:39:5-
48 Feb 21, 2023 17:38:5.
41 Feb 21, 2023 17:38:5.
42 Feb 21, 2023 17:38:5.
43 Feb 21, 2023 17:30:5..
48 Feb 21, 2023 17:38:5.

A E:RTP PlayerfE B B M B Z &R H X HFNEMHEAEIEET. RTP Playersz 58 47 #1525 BUR
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Dastination

roe
18.201.38. 140 239.08.1.11

16.201.38. 148 239.8.1,11
19.201.38.1408 239.8.1.11
16.201.38. 148 239.8.1.11
10.201.38. 140 239.90.1.11
19.201.38. 1408 239.0.1.11
18.201.38. 148 239.8.1.11
16.201.38. 140 230.8.1.11
10,201,368, 140 239.0.1.11

108.201.38. 148 239.8.1.11

idantification

@xTald (31248)
BxTalb (31259} RTP
@x7a24 (31268) RTP
@x7a38 (31288) RTP
@xTadd (31385) RTP
@x7a57 (31319) RTP
@x7a58 (31328) RTP
@xTaBl (31329) RTP
@x7a65 (31333) RTP
ex7a7T (31351) RTP

QQerr

Protocol  Frame length Info

218 PT=ITU-T G.711 PCMU, SSRC=BxE695712BB, Seq=10853, Time=707037756
218 PT=ITU-T G.711 PCMU, SSRC=Bx695712BB, Seq=10854, Time=707997916
218 PT=ITU-T G.711 PCMU, SSRC=8x695712BB, Seq=10055, Time=7A7398276
218 PT=ITU-T G.711 PCMU, SSRC=BxE95712BB, Seq=10056, Time=707998236
218 PT=ITU-T G.711 PCMU, 5SSRC=0x695712BB, Seq=10057, Time=T07028336
218 PT=ITU-T G.711 PCMU, SSRC=8xG95712BB, Seq=10058, Time=7A7398356
218 PT=ITU-T G.711 PCMU, SSRC=BxE95712ZBB, 5eq=18859, Time=787998716
218 PT=ITU-T G.711 PCMU, SSRC=OxE95712BB, Seq=10060, Time=707098876
218 PT=ITU-T G.711 PCMU, SSRC=0xG695712BB, Seq=10061, Time=787999036
218 PT=ITU=-T G.711 PCMU, SSRC=Bx695712BB, S5eq=18062, Time=7087999196

F & A Wiresharkii 4, B FRAEEMWireshark F X A REFNAERE  BEREEENX
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ARERTPRITER , EFEEHRF

RTP > RTP Stream Analysis.

ture  Analyze  Statistics

iource

19.201.38.140
18.2081.38.148@
18.201.38.140
18.2081.38.1480
18.201.38.140
18.2081.38.148@
18.201.38.1480
18.2081.38.148@
18.201.38.140
18.2081.38.1480
18.201.38.1480
18.201.38.1480
18.2081.38.1480
18,201,38,140
18.2081.38.148
19,201.38,140
18.2081.38.148
19.201.38.140
18.2081.38.148@
19.201.38.14@
18.2081.38.1480

Wireless

Telephony

VolP Calls

ANSI

GSM

IAX2 Stream Analysis
ISUP Messages

LTE

MTP3

Osmux

RTP

RTSP

SCTP

SMPP QOperations
UCP Messages

F1AP

NGAP

H.225

SIP Flows

SIP Statistics
WAP-WSP Packet Counter

239.9.1.11
239.0.1.11

Tools

W OW W W W W

M TestIPPhoneGi3025.pcap

EEREEERMAHIRER, EEFDH , ESHMEITelephony >

ntification Protocol  Frame length | Info
(7a1@ (31248)  RTP 218 PT=ITU-T G.711 PC
(7alb (31259) RTP 218 PT=ITU-T G.711 PC
(7a24 (31268) RTP 218 PT=ITU-T G.711 PC
(7a38 (31288) RTP 218 PT=ITU-T G.711 PC
(7249 (31305) RTP 218 PT=ITU-T G.711 PC
(7a57 (31319) RTP 218 PT=ITU-T G.711 PC
RTP 218 PT=ITU-T G.711 PC
::ig::::f;navﬂs RTP 218 PT=ITU-T G.711 PC
- IRTP 218 PT=ITU-T G.711 PC
RTP Player RTP 218 PT=ITU-T G.711 PC
:7a8b (31371) RTP 218 PT=ITU-T G.711 PC
(7a94 (31380) RTP 218 PT=ITU-T G.711 PC
(7aa8 (31400) RTP 218 PT=ITU-T G.711 PC
i7ab9 (31417) RTP 218 PT=ITU-T G.711 PC
(7abd (31421) RTP 218 PT=ITU-T G.711 PC
(7ac9 (31433) RTP 218 PT=ITU-T G.711 PC
(Jacf (31439) RTP 218 PT=ITU-T G.711 PC
7ad2 (31442) RTP 218 PT=ITU-T G.711 PC
_47ae3 (31459) RTP 218 PT=ITU-T G.711 PC
0x7ae6 (31462) RTP 218 PT=ITU-T G.711 PC
@x7af3 (31475) RTP 218 PT=ITU-T G.711 PC



CISERSSE < Gon

Stream Packet ~ Sequence Dalta (ms) Jitter (ms) Skaw Bandwidth Marker Status
29 10053  0.000000  0.000000 0.000000 160 v
RN ZI784 32 10054  20.234000  0.014625 -0.234000 3.20 v
34 10055  19.451000  0.048023  0.315000 4.80 v
SSRC  0x695712bb 38 10056 20237000  0.059834 0.078000 6.40 v
MaxDelta  25.304000 ms @ 141 39 10057 20218000  0.069720 -0.140000 8.00 v
Max Jitter _1.826388 ms 40 10088 20052000  0.068612 -0.192000 9.60 v
[Mean Jitter 0.298929 ms | 4 0059 20.054000 0.067699  -0.246000 1.20 v
Max Skew  26.971000 ms a2 10060  19.202000 0113343 0.552000 12.80 v
RTP Packets 735 43 10061 20.073000 0110821 0.479000 14.40 W
7 48 10062 20.053000 0107208 0.426000 16.00 v
Lost 0 (0.00 %) 51 10063 20194000 0112632  0.232000 17.60 v
SeqEms 0 52 10064 20411000 0112530 0421000 18.20 v
Startat 107286245 @ 29 53 10065 20080000 0111122  0.031000 20.80 v
Duration  14.69s 54 0066 20155000 0113864 -0.124000 22.40 v
Clock Drift 18 ms 55 10067 20014000 0107623 -0.138000 24.00 v
FreqDrift 8019 Hz (012 %) 56 10068  19.925000 0105584 -0.063000 26.60 v
57 10068 20.093000 0104797  -0.156000 27.20 W
58 10070 19157000 0150935  0.687000 28.80 v
59 10071  20.060000 0145252  0.627000 30.40 v
60 10072 20089000 0142361 0528000 32.00 v
&1 10073 20103000 0139901 0.425000 33.60 v
62 10074 20088000 0137282 0.327000 35.20 v
63 10075 20073000 0133264 0.254000 36.80 v
B4 10076 40.357000 0147248  -0.103000 38.40 o
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5.f£Telephony > RTP > RTP StreamsH ##t3K B It 7 B9 35 57

View Go Capture

File  Edit Analyze  Statistics | Telephony | Wireless Tools Help

M TestIPPhoneGi3025.pcap

VolP Calls

&rrival Time Source |k . intification Protocol  Frame length  Info

Feb 21, 2023 17:3@:5.. 10.201.38.140 GSM > 7al@ (31248) RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.201.38.140 IAX2 Stream Analysis :7alb (31259) RTP 218 PT=ITU-
Feb 21, 2023 17:38:5.. 10.201.38.140 ISUP Messages 7a24 (31268) RTP 218 PT=ITU-
Feb 21, 2823 17:30:5.. 10.201.38.140 LTE » i7a38 (31288) RTP 218 PT=ITU-
Feb 21, 2023 17:38:5.. 10.201.38.140 MTP3 » (7a49 (31305) RTP 218 PT=ITU-
Feb 21, 2823 17:30:5.. 106.201.38.140 P , {7a57 (31319) RTP 218 PT=ITU-
Feb 21, 2023 17:3@:5.. 10.201.38.140 _RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.201.38.140 :I:p : mw; RTP 218 PT=ITU-
Feb 21, 2023 17:3@:5.. 10.201.38.140 RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.701.38.140 S ¥EIE Piaver RTP 218 PT=ITU-
Feb 21, 2823 17:30:5.. 10.201.38.140 SMPF Operations :7a8b (31371) RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.201.38.140 UCP Messages 7294 (313808) RTP 218 PT=ITU-
Feb 21, 2023 17:3@:5.. 10.201.38.140 F1AP :7aa8 (31408) RTP 218 PT=ITU-
Feb 21, 2823 17:30:5.. 10.201.38.140 NGAP 7ab9 (31417) RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.201.38.140 H.225 7abd (31421) RTP 218 PT=ITU-
Feb 21, 2823 17:38:5.. 16.201.38.140 SIP Flows 7ac9 (31433) RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.201.38.140 SR Jact (31439) RTP 218 PT=ITU-
Feb 21, 2023 17:30:5.. 10.201.38.140 WL o T 7ad2 (31442) RTP 218 PT=ITU-
Feb 21, 2023 17:38:5.. 10.201.38.140 il i _i7ae3 (31459) RTP 218 PT=ITU-
Feb 21, 2823 17:30:5.. 10.201.38.140 239.0.1.11 @x7aeb (31462) RTP 218 PT=ITU-
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[ ] [ ] Wireshark - RTP Streams - TestIPPhoneGi3025.pcap

Source Address  ~ | Source Port Destination Address Destination Port S5RC Start Time Duration Payloa

10.201.38.140 20764 239.0.1.1

20764 0x695712bb 10.72B624 14.69

1 streams, 1 selecled, 735 total packets. Right-ciick for more options.
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k Timing:  Jitter Buffer E Time of Day

Inaudible streams Analyze Prepare Filter
e o

From cursor
Stream Synchronized Audio

_File Synchronized Audic

Payload saye audio data synchronized to start of the capture file.
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<#root>
Switch#
show interface G 1/0/1 | inc drops

Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
0 unknown protocol drops

<#root>
Switch#
show interfaces G 1/0/1 counters errors

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards Gil/0/1 0 0 0 0 O O Port Single-Col Mult

WiEEEA E RS E W A/ EFREMEEE IR,
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<ffroot>
Switch#

show pl atform hardware fed switch 1 qos queue stats interface

G1l/0/1

AQM Global counters
GlobalHardLimit: 3976 | GlobalHardBufCount: 0
GlobalSoftLimit: 15872 | GlobalSoftBufCount: 0

High Watermark Soft Buffers: Port Monitor Disabled

SBufDrop
(Bytes)

QpoTlicer
(Bytes)

[eNeNeNoNoNeNel

Q Buffers Enqueue-THO Enqueue-TH1 Enqueue-TH2
(Count) (Bytes) (Bytes) (Bytes)
0 0 0 707354 2529238
<<< Priority Q
1 0 0 0 1858516
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 0 0 0 0
Asic:0 Core:1 DATA Port:0 Hardware Drop Counters
Q Drop-THO Drop-TH1 Drop-TH2
(Bytes) (Bytes) (Bytes)
0 0 0 0
<<< Priority Q Drops
1 0 0 0
2 0 0 0
3 0 0 0
4 0 0 0
5 0 0 0
6 0 0 0
7 0 0 0
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<#root>
Switch#
ping 192.168. 1. 150

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.150, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

2. MNETFREB B F M fTtraceroute , RZTR, XBEMTREREHREZLVE , LRECEEN

o

<#root>
Switch#
traceroute 192.168. 1. 150

Type escape sequence to abort.

Tracing the route to 192.168.1.150

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.2.12 2 msec * 1 msec

2 192.168.1.12 2 msec * 1 msec

3 192.168.1.150 2 msec 2 msec 1 msec
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