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At A B T AT RE A R R A

. X FCisco I0S XE® 16.xHJCatalyst 3650/3850% %l 33 #2 4l
V=
=ER

225 S TH R B (CoPP) S BE Al R P CPUR R N A B AV R B ML RS (DoS) W , NTIRERENE
2, ERAURFEFHRENERERE , fET2EEMARAARRENREAMEFRE.

BHREEEDN=NTRETE , 8/ N FEREEBCHBER

- BEYE , ATERERBES.

- BHYE , BT EREBERE

- EBYH, ATEENEZ TR,
BAILAEFACoPPIRIP AZBCPUSAENRE , HAREHIRES, TEMENBESRT. REE
HWE , BaLUEFACoPPRIFCPUSR ZDoSH .

CoPP{E AR {LQoS# 71T SR E(MQC) MCPURBA FISRSSIIX L B #7, BIFRFERMFEFTEREMN
BERTEHREASHE R , HOBACPURY, SAUBEREEHPHNTARKIBREEXL
CPUBABI, fHlan , EALMERAGECPUBSI ( RERE ) WEER[ER |, HEWURABERER
B EERR,

BREMB[EEMFFTEE , BECoPPALFIMCPUM RS BIEFEMNMEE, BR , HTERHTE
ECPUMKIESHE , Rt HICPUNE., XERESERAEMANRESNRSTUARTIER
EHAOBEQRER (ZERTHAFEE ) .

[A] &

R HEORSVI LB Eip helper-addressin S it , Catalyst 90003 1 #4 Ei i I DHCPH 4R,
EERABMUFIENZEOBER THEEFHHNRIAMK, AEIRIEBEREFIRRAKIIN
DHCPH 4IRS , ©ATEEB LB AMDHCPAIUER . XERIBRAZWDHCP R I H F I HIES
HIAFHCPUBTAE, WEIHAEDHCPAIG , FHARESNZEWDHCPAIM M EOBIE -1
P BEBIEE , ZBUESH B Wi Rip helper-addressiii E FE X IPHbit, BIRHKIESE , &
TR RBESHRKIAZIDHCPRS S , ARNE#ITAE , KEFHEHRERPHRNRE |, UEES
IRHYDHCPII F2 AT LA LR,

HIB—PNERRER , PHRENDHCPESHFEEHR TZEREICMPAE R ( MICMPEE[
ICMPEHRAFIIRER ) WEMMEZERZ R RAFCPUNRENE I, LITHTRERANET K
T =R Bt MDHCPIREUIPH st , BEE T AT RDHCP OB AW, HERLEZSEH | TJRERE—KFH
RUtRMELITH |, OB AT LR AL IEE T ERHE,

mE S AR |, Catalyst 90000RFIR N EFRE LB BB ANBRIACOPPEEL, LtCoPPXRRE
FERSRE(QoS)Kr | iZKMA TRIERE O LIZEWMNRERES , HEXFIRECPU, ER
EREXBNFTHIHEENTELRENREHTERRS. RABRATIENEREGROFER
' BIERBEFHHRIESD (BEREDSCP CS6 ) . HIMEFIFIES(STP BPDU)AEIER HIES
(BFD), XLEHRFEBIRMELIE , ANEBE RGBS BRENMEIRE,

{5 FAshow platform hardware fed switch active qos queue stats internal cpu policerir S & &
CoPPYEEREREITE R



ICMPEE @B S ( BA%I6 ) FIBROADCASTRA% ( BA%I12 ) HEMRE#YPIcldx ( 05 EREF R 5

) o XEREFTERRZCPULEMFA BRE ( HIWIDHCPAI ) 5 K FICMPEE @PBAFIF
RECPUNRERE, XSSHEIHEIREZENRE , ANICMPEEMQRIIRELERFER
BROADCASTRA BRI S MR , \TISHA S BRIEQRES | \TiSHDHCPES LM,

9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

Qd Plcldx Queue Nane Enabl ed Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 O

11 L2 Control Yes 2000 2000 0 0

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICvP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resol ution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 0 0 <-- Policer
Index 0

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EW.C Control Yes 13000 13000 0 O

10 16 EWL.C Data Yes 2000 2000 0 O

11 13 L2 LVvX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 0 0 <-- Policer
Index 0

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwardi ng Yes 1000 1000 0 O

15 8 Topol ogy Control Yes 13000 16000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snooping Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O

19 10 RPF Failed Yes 250 250 0 0

20 15 MCAST END STATI ON Yes 2000 2000 0 O

<sni p>

B CoPPEREHIINER 600 B IR EERNREBEIARCPUZRIEEF.

9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

Qd Plcldx Queue Name Enabl ed Rate Rate Drop(Bytes) Drop(Framnes)

0 11 DOT1X Auth Yes 1000 1000 0 O

1 1 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICVWP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 3063106173577 3925209161
<-- Dropped packets in queue

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWLC Control Yes 13000 13000 0 O

10 16 EWL.C Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 1082560387 3133323
<-- Dropped packets in queue



13 10 Openfl ow Yes 200 200 0 O

14 13 Sw forwardi ng Yes 1000 1000 0 O

15 8 Topol ogy Control Yes 13000 16000 0 O
16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snoopi ng Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O
19 10 RPF Failed Yes 250 250 0 O

20 15 MCAST END STATI ON Yes 2000 2000 0 O
<sni p>

HR1ICMPEER
ERE—FH RN -

Catalyst 9300

Vlan 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

II l vian 104 Trunk VLAN 10,2030 —— ——
I1P: 10.10.10.100/24

Gateway: 10.10.10.15 ip route 0,0.0.0 0.0.0.0 10.10.10.1

Trunk VLAN 10,20,30

EHIRFOT

1.10.10.10.100 £ B9 B /= K2 F1% % 10.100.100 ( ZFEME ) WtelnetiE i,
2.BNIPLTAENFMP , REBESFHRIEZAFHERIAMX10.10.10.15,

3.ZCatalyst 9300 Bt BIFE T AR TR AN , ©NZBIEREEAIEFLEHCPULLERICMPEE M.

ZFTVERICMPEER , REAN , MOS0ORMAMAERE , LiL A EMEEFFLBETLEET
10.10.10. 1B HBRLERR , RATCRAMH LN |, ZHIESE E Catalyst 930087 T — Bk
, MBENTAFARENVLANA,

BBETFENRECPULLAE K RAANECHESICMPEER[INE, MEEMIZEREAEZFSICMPEER
FENFRE , NEZSHEFHRBEEEZEBASIFHCPU , XAIRE2 & IMBROADCASTRASY , BRE
N ZRF—/CoPP¥ %55,

AR ICMPUEEICMPEEMRZE A E,

9300- Swi t ch#debug ip icmp <-- enables ICMP debugs

| CMP packet debugging is on

9300- Swi t ch#show logging | inc ICMP

*Sep 29 12:41:33.217: | CWP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE
dscp O topoid O

*Sep 29 12:41:33.218: | CWP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE
dscp O topoid O

*Sep 29 12:41:33.219: | CWP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE
dscp O topoid O

*Sep 29 12:41:33.219: | CWP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE
dscp O topoid O

*Sep 29 12:43:08.127: |ICWP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:09.517: ICWMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:10.017: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw



10.10.10.1 <-- ICMP Redirect to use 10.10.10.1 as Gateway

*Sep 29 12:50:14.293: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:19.053: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:23.797: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:28.537: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:33.284: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

X ABATHAEEKR , BEWERRAICMPER 2 s ZAEE & AR iEFMA& KGR,

Catalyst 9300 CPU LR A R E B BHIRE RCPU L TelnetEZMF B TCP SYNUKR 4 B HY
ICMPEE 4,

N ipaddr==10.10.10.100

Mo, Time Delta Source Destination Protocol  Length  Timetolive  ~ Asrival Time Port Identification Differenti Info
B8 198.19.18.188  18.108.180.180 TCP B4 258 Sep 29, 202 2] 44718 - 23 [5YH] Seq=8 Win:

79 19.10.18.15 18.10. 16,198 _ Redirect Redi

ICMPEE M ##E 2R B X & FimfYCatalyst 9300 VLAN 100 , A I SICMPEE M #HIEF S K
W RBBEHRL,

v Internet Protocol Version 4, Src: 10.18.18.15, Dst: 18.19.10.12@8
@198 .... = Version: 4
«sss @101 = Header Length: 2@ bytes (5)
p Differentiated Services Field: @x@® (DSCP: CS@, ECN: MNot-ECT)
Total Length: 56
Identification: Bx13c9 (5865)
» Flags: 0x@800
Time to live: 255
Protocol: ICMP (1)
Header checksum: @x7f75 [validation disabled]
[Header checksum status: Unverified]
Source: 19.10.18.15
Destination: 10.10.18.164a
v Internet Control Message Protocol
Type: 5 (Redirect)
Code: @ (Redirect for network)
Checksum: @x2bec [correct]
[Checksum Status: Good]
Gateway address: 18.18.18.1
v Internet Protocol Version 4, Src: 10.10.10.108, Dst: 19.100.100.1080
8188 .... = Version: 4
«vss 0101 = Header Length: 28 bytes (5)
¢ Differentiated Services Field: @xc® (DSCP: CS&, ECN: Not-ECT)
Total Length: 44
Identification: @x5fdb (24539)
» Flags: @x@@oo
Time to live: 255
Protocol: TCP (6)
Header checksum: @xd7fa [validation disabled]
[Header checksum status: Unverified]
Source: 18.19.16.108
Destination: 10.100.180.100
p Transmission Control Protocol, Src Port: 44718, Dst Port: 23



BRT=
ElH RS , AJLUBELEBRCPUEGIENEES , XtBAFLEICMPEEBBRESTH LK.

MRIFERETFERAICMPEEREE , HIbER., FEMNLEXEHRBEESMENERHATRENE
AMEiEE LHCPURIER,

H& , FAFEOEARIAMNRK10.10.10.1 , BUREEARETEMRERREMEFE , FEFTELX
B IeSEE Z R,

REAno ip redirects CLIZAICMPEE M,

9300- Swi t ch#conf t

Enter configuration comrands, one per line. End with CNTL/Z.

9300- Swi tch(confi g) #interface vlan 10

9300-Swi tch(config-if)#no ip redirects <-- disable IP redirects
9300- Swi t ch(config-if)#end

EA'LIEEDJ:IEE FﬁTlCMPEA_Er_Jo

9300- Swi t ch#show ip interface vlan 10

VI anl0 is up, line protocol is up
Internet address is 10.10.10.15/24

Br oadcast address is 255.255. 255. 255

Addr ess determi ned by setup conmmand

MIU i s 1500 bytes

Hel per address is not set

Directed broadcast forwarding is disabled
Mul ti cast reserved groups joined: 224.0.0.102
Qut goi ng Common access list is not set
Qut goi ng access list is not set

I nbound Common access list is not set

I nbound access list is BLOCK- TELNET

Proxy ARP is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent <-- redirects disabled
| CMP unreachabl es are never sent

| CVMP nmask replies are never sent

IP fast switching is enabl ed

I P Flow switching is disabled

I P CEF switching is enabled

I P CEF switching turbo vector

<sni p>

BXRICMPEEBRHRIEN BN FMES , FimE AT s

: https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13714-43.html

HB|2:ICMPA AR

FERE—NR$ , £ T10.10.10.10089 A F~ X #2%/10.100.100M TelnetE#E., XX , HHFIRE
Bt & FIPH L telnet $?§E’JVLAN 10 SVIB A5 F A,



https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13714-43.html

Catalyst 9300

Vlan 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

l-' vian 10/ Trunk VLAN 10,20,30 Trunk VLAN 10,2030 ==
)\ | ” u_

IP: 10.10.10.100/24
Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

9300- Swi t ch#show running-config interface vlan 10
Bui | di ng Configuration..

Current Configuration : 491 bytes

1

interface VI anl0

ip address 10.10. 10. 15 255. 255. 255.0

no i p proxy-arp

ip access-group BLOCK-TELNET in <-- inbound ACL
end

9300- Swi t ch#

9300- Swi t ch#show ip access-list BLOCK-TELNET

Ext ended | P access |ist BLOCK- TELNET

10 deny tcp any any eq telnet <-- block telnet
20 permt ip any any

9300- Swi t ch#

SHBRFIT

1.4£F10.10.10. 100K A 7 R #2 F1% % 10.100.1004 telnetiE .

2. BNIPRTAENFRG , FHEHESHREE AT HBRIARRK,

3.%Catalyst 9300M E| b i 2B , KARIEAIEACLYY H 1T (4 H F L ZEE S

4ABATHESHEL  BERALEATIPATE , RitHESRBEESICPU , SUERZ AT LR
ICMP B #5F AIEEHE 2o

iRICMPLAEEICMPE L EEEN RS A E,
9300- Swi t ch#debug ip icmp <-- enables ICMP debugs

| CMP packet debugging is on
9300- Swi t ch#show logging | include ICMP

<sni p>
*Sep 29 14:01:29.041: ICMP: dst (10.100.100.100) administratively prohibited unreachable sent to
10.10.10.100 <-- packet blocked and ICMP message sent to client

AE  BATHAREEKR , BEWERBRICMPIER ¢ ARG & B S IEFM&RmKEE,

Catalyst 9300 CPU L B A R IE BHIRE RCPU L TelnetEZMFIETCP SYNSA K K iKY
ICMP B Byt R A3k,

106 0. 015805 0015825 10.10.50.160  10.100. 10d.100 TCP E4 255 W l’; JH21 10: #1279 041105088 EOT @xSlea (2122 Gxcl 28767 - 23 [SYN] Seqed Wine4128 Len=@ MES=536
187 0.088150 0.000150 10.10.19.1%  10.10.18. 109 1CHP i 255,295 Sep 29, 2021 10:91:29.041308099 0T 0x1888 (&2B0. 0x09,3. Destination unreschable [Comsunication sdministratively filte

ICMP B # 1 7R A 35 30IE2 R B X 25 P ik 9 Catalyst 9300 VLAN 1080 , #2SICMPEIEE X%
B RBEHIESHR L.



» Internet Protocol Version 4, Src: 18.108.18.15, Dst: 16.10.10.1080
¥ Internet Control Message Frotocol

Type: 3 (Destination unreachable)

Checksum: @xT3f6 [correct]

[Checksum Status: Good]

Unused: Q90000008

v Internet Protocol Version 4, Src: 10.10.10.100, Dst: 10.100.100.1080

2108 .... = Version: 4
«v.. 8101 = Header Length: 20 bytes (5)

¢ Differentiated Services Field: @xc® (DSCP: CS&6, ECN: Mot-ECT)
Total Length: 44
Identification: @x52ea (21226)

» Flags: @x@000
Time to live: 255
Protocol: TCP (6)
Header checksum: @xedeb [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.18.1880
Destination: 10.108.100.100

» Transmission Control Protocol, Src Port: 28767, Dst Port: 23

MR R
EltmEH TACLPE - R IX BRI L K ICMP B iR R AR E B RIT
fECatalyst 9000 R 5l LW BZEO L | BRIABAIPT AT,

9300- Swi t ch#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.

9300- Swi t ch(confi g) #interface vlan 10

9300- Swi tch(confi g-if)#no ip unreachables <-- disable IP unreachables

REEREENZEOZAXLEINEE

9300- Swi t ch#show ip interface vlan 10

VI anl0 is up, line protocol is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255. 255. 255

Addr ess determ ned by setup command

MIU i s 1500 bytes

Hel per address is not set

Directed broadcast forwarding is disabled
Mul ti cast reserved groups joined: 224.0.0.102
Qut goi ng Conmon access list is not set
Qut goi ng access list is not set

I nbound Conmon access list is not set

I nbound access list is BLOCK- TELNET

Proxy ARP is disabl ed

Local Proxy ARP is disabled

Security level is default

Split horizon is enabl ed

I CVWP redirects are never sent

ICMP unreachables are never sent <-- IP unreachables disabled
I CVMP nmask replies are never sent

IP fast switching is enabl ed

IP Flow switching is disabled



I P CEF switching is enabled
I P CEF swi tching turbo vector
<sni p>

7 8|3 : EHICMP TTL

BERIWMZSERN LA, XX, F10.10.10. 100 B =R BRI MEFELXERANE
Ho Et , Catalyst 9300 L FBEFEEA TRELMNENSVIFMVLAN, B2 , BHEFNAEEED
Catalyst 9300 VLAN 10 O M ESEH , IEN LB T — Bk,

B T Catalyst 9300~ BEELMEL , RLEFA2E RN ERERE , MEBIOSRERBEHFERAR
EAHEIHBEIEBFSRIARKA | ZEHEEMT10.10.10. 1498 B ER.

HRAF = ERES192.168.10.0/24 1 1t 28 B R AV R IR |, HATHLEMLH S| ABBTE. B
9300 B BR < [AIfEEh , ERITTLERY

Catalyst 9300

Vlan 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

l—‘ vian 10/ Trunk WLAN 10,20,30 Trunk VLAN 10,20,30 = -
IP: 10.10.10.100/24
Gateway: 10.10.10.15 ip route 0,0.0.0 0.0.0.0 10.10.10.1

1. AP Z2EEE1192.168.10/24 M 4% H #Y 7 R
2. B#E M Catalyst 93008 , HEEHEH T —BE5910.10.10. 109 BIABRE , REFTTLER 1.

SHEHBRIMBBEIARERBR , EXRT —BE710.10.10. 15N MEMEEH, ©FHTTLERE
1, FFRFEIE R E9300,

4. Catalyst 93008 W Z#HEE , ABFHHEREAM10.10.10. 1 FFTTLER 1,
hEE2EE , EFIP TTLEEE,

HCatalystit ZlIP TTL = 1M EBIE IR , TR ZBITFEBEEFICPUHEKICMP TTL-Exceeded’d
B,

ICMPHIERRE N1, REBAO (TTLEELATEH ) . TEELCLIGnTERALBEIRE

EWIT RS , DHCPRERBEFHHI , RAKREHNBREELZIICMPERER , RNEMNSEKE
MNNEOFE,

MAPFRENBRESHEZIICMPEERN N, EXFERT , DHCPRERE S M &S %
R, #AKRE  BATEERKIPEZEINBEIRERS , KIFRSER,

HXE , CoPPEFEI[7192.168.10.0/24M 4% & 1000/ pingRIE R , X ping:Z B KRS 0B
o 9300 LK CoPPEIHE S RMUERR , 7 B E A EpingZBIEHFTF o

9300- Swi t ch#clear platform hardware fed switch active gos statistics internal cpu policer
<-- clear CoPP stats

9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer i



Redirect |Drop <-- verify 0 drops

Qd Plcldx Queue Nanme Enabl ed Rate Rate Drop(Bytes) Drop(Franes)

6 0 | COWP Redirect Yes 600 600 o 0 <-- bytes dropped 0
<sni p>

AP EEEMERIERE,

User #ping 192.168.10.10 timeout 0 rep 1000 <-- User sends 1000 pings
Type escape sequence to abort.
Sendi ng 1000, 100-byte | CMP Echos to 192.168.10.10, timeout is O seconds:

Success rate is 0 percent (0/1000)

ICMPAIR ZE A T B M S Y Redirect M TTL-Exceeded % 4: H &

9300- Swi t ch#debug ip icmp

| CMP packet deubgging is on

*Sep 29 16:33:22.676: | CVP: redirect sent to 10.10.10.100 for dest 192.168.10.10, use gw
10.10.10.1 <-- redirect sent

*Sep 29 16:33:22.678: | CVP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0 <-- TTL exceeded observed

*Sep 29 16:33:22.678: ICMP: tine exceeded (time to live) sent to 10.10.10.100 (dest was
192. 168. 10. 10), topol ogy BASE, dscp O topoid O

*Sep 29 16:33:22.678: ICMP: tine exceeded (time to live) sent to 10.10.10.100 (dest was
192. 168. 10. 10), topol ogy BASE, dscp O topoid O

<sni p>

X ABATHAEEKR , BEWERRICMPIER < iR & AR iEFMA KGR,

I

HTHRECPURITEEMNREESBHIICOPPER, HiXE , XNERATENE iR,

2

9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

Qd Plcldx Queue Nanme Enabl ed Rate Rate Drop(Bytes) Drop(Framnes)

0 11 DOrixX Auth Yes 1000 1000 0 O

11 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICGvP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resol ution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 15407990 126295 <=--
drops in redirect queue



7 16 Inter FED Traffic Yes 2000 2000 0 O
8 4 L2 LVX Cont Pack Yes 1000 1000 0 O
<sni p>

BRAR

I RPNBRSRREMICMPEER , EHR1PHMAR. RAREEENEE , BEEXME
, AN BFEI LW RARITEEM,

MTTLRH1E , B E4EIEICMP TTL-Exceeded iR E , BiXEHTFEZFEHA TR HICoPP PolicerZ 5|
, #FEF5BROADCASTHERS , At F2FMDHCPR £,

HREM#Ano ip redirects CLIZBICMPEE[],

9300- Swi t ch#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

9300- Swi t ch(confi g) #interface vlan 10

9300- Swi tch(config-if)#no ip redirects <-- disable IP redirects
9300- Swi t ch(config-if)#end

HXRfER

- BEE R AR BUE SR
. THRICMPEE [
- BAREZHEHA X4 - Cisco Systems



/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_cn/support/index.html
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