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FMAN' L it = B V57 >
Ep IheEEEESFP. FMAN-FPMFMAN-RPZWE B HFHAELFED,
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P 4%
~Host NAT-Device Server
et Tl '
_ 192.153_1.1_ 10.10.10.1 - —- _
192.168.1.100 10.20.30.40
inside local 172.16.10.10 outside local
inside global outside global

B ASNATE B $£42192.168.1.100 ( W&BAH: ) F172.16.10.10 ( LR )

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...



Current configuration : 109 bytes

|

interface TenGigabitEthernetl/0/2
no switchport

ip address 10.10.10.1 255.255.255.0

ip nat outside <-- NAT outside interface

end

ip nat inside source static 192.168.1.100 172.16.10. 10

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal
icmp 172.16.10.10:4 192.168.1.100:4 10.20.30.40:4

<-- active NAT translation

--- 172.16.10.10 192.168.1.100 ---

<-- static NAT translation added as a result of the configuration

<- -

static NAT rule

Outside global
10.20.30.40:4

E§192.168.1.0/24 %1 79 172.16.10.1 - 172.16.10.30MY B SNATELE :

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes

!

interface TenGigabitEthernetl/0/1

no switchport

ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...



Current configuration : 109 bytes
!

interface TenGigabitEthernetl/0/2
no switchport
ip address 10.10.10.1 255.255.255.0

ip nat outside

<-- NAT outside interface

end
!

ip nat pool TAC-POOL 172.16.10.1 172.16.10.30 netnmask 255.255. 255. 224 <-- NAT pool configuration

ip nat inside source |ist hosts pool TAC POCL

<-- NAT rul e configuration

ip access-list standard hosts <-- ACL to match hosts to be

10 permit 192.168.1.0 0.0.0.255

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global
icmp 172.16.10.10:6  192.168.1.100:6 10.20.30.40:6 10.20.30.40:6
--- 172.16.10.10 192.168.1.100 --- ---

AT 1$192.168.1.0/24%#2%/10.10.10.1(ip nat outside interface) I I ANATE £ (PAT)ELE :

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface



end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes

!

interface TenGigabitEthernetl/0/2
no switchport

ip address 10.10.10.1 255.255.255.0

ip nat outside <-- NAT outside interface

end

!

ip nat inside source list hosts interface TenG gabitEthernet1/0/2 overl oad <-- NAT configurati c
!

ip access-list standard hosts <-- ACL to match hos

10 permit 192.168.1.0 0.0.0.255

AEENERNALSE Bt FAwmOEE N1
<#froot>

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

icnp 10.10. 10. 1: 1024 192.168.1.100: 1 10. 20. 30.40:1 10. 20. 30. 40: 1024

<-- Notice layer 4 port increnments

icnp 10.10. 10. 1: 1025 192.168. 1. 100: 2 10. 20. 30. 40: 2 10. 20. 30. 40: 1025

<-- Notice layer 4 port increnments

icmp 10.10.10.1:1026  192.168.1.100:3  10.20.30.40:3 10.20.30.40:1026
icmp 10.10.10.1:1027 192.168.1.100:4  10.20.30.40:4 10.20.30.40:1027
icmp 10.10.10.1:1028 192.168.1.100:5 10.20.30.40:5 10.20.30.40:1028
icmp 10.10.10.1:1029 192.168.1.100:6  10.20.30.40:6 10.20.30.40:1029
icmp 10.10.10.1:1030 192.168.1.100:7 10.20.30.40:7 10.20.30.40:1030
icmp 10.10.10.1:1031 192.168.1.100:8 10.20.30.40:8 10.20.30.40:1031



10. 10. 10. 1: 1024 = insi de gl obal

192.168.1.100:1 = inside | oca

KIEEFEASNAT

AL

ESEERREDRNERT , MBI ERABSNATERN — ¥, IRTNEHRSE , FoI2
IR

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

icnp 172.16.10.10: 10 192. 168.1.100: 10 10.20. 30.40: 10 10. 20. 30. 40: 10
<-- dynamic transl ation
--- 172.16.10. 10 192. 168. 1. 100 --- ---

<-- static configuration from NAT rul e configuration

f Fshow ip nat translations verbosen % A] LAHH T £ 22 7k 49 B 8] R #5 52 AF ol R BV BF 6] o

<{froot>
NAT-Device#

show i p nat translations verbose

Pro Inside global Inside Tocal Outside local Outside global
icmp 172.16.10.10:10 192.168.1.100:10 10.20.30.40:10 10.20.30.40:10

create 00:00: 13, use 00:00: 13, left 00:00: 46,

<-- NAT tiners



flags:

extended, use_count: 0, entry-id: 10, Tc_entries: 0
---172.16.10.10 192.168.1.100 --- ---

create 00:09:47, use 00:00:13,

flags:

static, use_count: 1, entry-id: 9, lc_entries: 0

RENATRITMER . HRESNATH TEH 02 , NATa P it =28,
HREBEMN TR , NATRSRFIHRER2EM , BRNTEIRER,

<ffroot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 1 (
1 static,
0 dynamic; 0 extended)

<-- 1 static translation

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 0 Msses: O <-- NAT hit and mi ss counters

CEF Translated packets: 0, CEF Punted packets: 0

Expired translations: 0O

Dynamic mappings:

-- Inside Source

[Id: 1] access-Tist hosts interface TenGigabitEthernetl/0/1 refcount 0

ERTHER , FESNATRIEMN BIREIMBEXR, 18 FER#EID,

<#root>
NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32
Known via "static", distance 1, metric O



Routing Descriptor Blocks:
* 10.10.10.2
Route metric is 0, traffic share count is 1

NAT-Device#

show pl atform sof tware adj acency switch active f0

Adjacency 1id:

0x29( 41)

<-- adjacency |ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0O
aom id: 464, HW handle: (nil) (created)

Adjacency 1id:

0x24 (36)

<-- adjacency |ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2

<-- next hop to 10.20.30.40

IP FRR MCP_ADJ_IPFRR_NONE 0O
aom id: 452, HW handle: (nil) (created)



ALUEANATIER , LRIERRHZEEREREAR R B CIETNATR

N waE , ENATARBICMPREBLERGFFLE , Rt FEFH T2 ERICMPRE

B &,

<#root>
NAT-Device#

debug i p nat detailed

IP NAT detailed debugging is on
NAT-Device#
*Mar 8 23:48:25.672: NAT: Entry assigned id 11

<-- receive traffic and fl ow created

*Mar 8 23:48:25.672: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [55]
*Mar 8 23:48:25.672: NAT:

$=192.168. 1. 100->172. 16. 10. 10
, d=10.20.30.40 [55]NAT: dyn flow info download suppressed for flow 11

<-- source is translated

*Mar 8 23:48:25.673: NAT: o: icmp (10.20.30.40, 11) -> (172.16.10.10, 11) [55]
*Mar 8 23:48:25.674: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100
[55INAT: dyn flow info download suppressed for flow 11

<-- return source is translated

*Mar 8 23:48:25.675: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [56]

MBI B AR BREY , AR P EFDELETERE :
<#root>
*Mar 31 17:58:31.344: FMANRP-NAT: Received flow data, action:

DELETE

<-- action is delete



*Mar 31 17:58:31.344: id 2, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 31783, src_global_port 31783,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type 0

R fr Ik
EENATHNE , REENATXE5 T HTCAMABX AN HTHE, BIAFNBEETCAMPEHRE,

AEHATARBIRET , HWFEERRNIPHLL,

<{froot>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region NAT_1 (370) type 6 asic 3

Printing entries for region NAT_2 (371) type 6 asic 3

Printing entries for region NAT_3 (372) type 6 asic 3

Printing entries for region NAT_4 (373) type 6 asic 3

Printing entries for region NAT_5 (374) type 6 asic 3 <-- NAT Region 5

TAQ-2 Index-128 (A:1,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80164

inside local |IP address 192.168.1.100 in hex (c0a80164)

AD 10087000:00000073

TAQ-2 Index-129 (A:1,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a
:00000000

<-- inside global |IP address 172.16.10.10 in hex (acl00a0a)



AD 10087000:00000073

BE , YHEFRFEHE , JLUBENATXE1 T TCAMRK IE kB IAEHHRE.

<#root>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region
NAT_1
(370) type 6 asic 1

<-- NAT Region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06005ac9:00000000:00000017:00000000:00000000:

0al4le28: c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06000017:00000000:00005ac9:00000000:00000000:

acl00a0a: 0al4l1le28

AD 10087000:000000b1

Starting at Index-32 Keyl from right to Tleft:

c0a80164

= 192.168.1.100 (Inside Local)

Oal4le28

= 10.20.30.40 (Outside Global)

00000017

= 23 (TCP destination port)

06005ac9

= 06 for TCP and 5ac9 1is 23241 which is source port from "show ip nat translations"” of the inside host

Repeat the same for Index-33 which is the reverse translation:



Oal4le28

= 10.20.30.40 (Outside Global)

acl00a0a

= 172.16.10.10 (Inside Global)

00005ac9

= 23241 TCP Destination port

06000017

= 06 for TCP and 17 for TCP source port 23

KIFIASNAT

BRI
WA B B B AT PO ERIP i bk 353 B 9 i 1 th

BEEE & S VPR 48 192.168.1.0/24 ¥ #R 9 1 31E172.16.10.1F1172.16.10.254

<#root>

NAT-Device#

show run | i ip nat

ip nat inside

<-- ip nat inside on inside interface

i p nat outside

<-- ip nat outside on outside interface

ip nat pool MYPOOL 172.16.10.1 172.16.10.254 netnmask 255.255.255.0 <-- Pool of addresses to translate

ip nat inside source list hosts pool MYPOOL <-- Enabl es hosts that match ACL "t

NAT-Device#

show i p access-list 10 <-- ACL to match hosts to be transl ated

Standard IP access Tist 10



10 permit 192.168.1.0, wildcard bits 0.0.0.255
NAT-Device#

EAER , EANENATEH , A2 REAREREMRE. FERERKRRZAQIEFDR.

<#root>
NAT-Device#

show i p nat translations

<...enmpty...>

RENATSITEE . HRESNATHANCE H 628 , NATaS R IR SE M.

HRESHAMEER , NATRGHIHRBRSEN , BRNTEQEER.

<#froot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,

3793 dynami ¢

; 3793 extended)

<-- dynamc translations

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 3793
Misses: O

<-- 3793 hits

CEF TransTlated packets: 0, CEF Punted packets: 0
Expired translations: 0O

Dynani ¢ mappi ngs: <-- rule for dynani c mappi ngs



-- Inside Source
[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1

refcount 3793

<-- NAT rul e displ ayed

HWINFE SR B FRRIRERR

<#root>
NAT-Device#

show pl atform sof t ware adj acency switch active fO

Number of adjacency objects: 4

Adjacency 1id:

0x24( 36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type:

Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2

<-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE O
aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25 (37)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type:

Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

MCP_LINK_IP

MCP_LINK_IP



Fixup_Flags_2: unknown
Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 451, HW handle: (nil) (created)

EWINBEXRE , MEFENATEE , B UFF BTN TFEHNATIEIR

<#root>
NAT-Device#

debug ip nat

IP NAT debugging is on
NAT-Device#

debug i p nat detailed

IP NAT detailed debugging is on

NAT-Device#

show | oggi ng

*May 13 01:00:41.136: NAT: Entry assigned id 6
*May 13 01:00:41.136: NAT: Entry assigned id 7
*May 13 01:00:41.136: NAT: i:

tcp (192.168.1.100, 48308)
-> (10.20.30.40, 23) [30067]

<-- first packet ingress without NAT

*May 13 01:00:41.136: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.136: NAT:

s$=192.168. 1. 100->172. 16. 10. 10
, d=10.20.30.40 [30067]NAT: dyn flow info download suppressed for flow 7

<-- confirms source address translation

*May 13 01:00:41.136: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 13 01:00:41.139: NAT: o:

tcp (10.20.30.40, 23)

-> (172.16.10.10, 48308) [40691]



<-- return packet fromdestination to be translated

*May 13 01:00:41.139: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.139: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100

[40691INAT: dyn flow info download suppressed for flow 7

<-- return packet is translated

*May 13 01:00:41.140: NAT: i: tcp (192.168.1.100, 48308) -> (10.20.30.40, 23) [30068]

I8E T LRI FMAN-RP NAT#1E ¢

<#root>
NAT-Device#

debug pl atform software nat al

NAT platform all events debugging is on
Log Buffer (100000 bytes):

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

ADD

<-- first packet in flow so we ADD an entry

*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_|l ocal _addr 192.168.1.100, src_global _addr 172.16.10. 10, dst_|local _addr 10.20. 30. 40

<-- verify inside |ocal/global and outside |ocal/global

dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,

dst _| ocal _port 23, dst_gl obal port 23

<-- confirmports, in this case they are for Tel net

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
ADD 1id 9



*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

MODI FY <-- subsequent packets are MXDI FY

*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
MODIFY id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
MODIFY id 9

MRANREMRER (HINBIRFIHMIBR ) MBRMER , MSHITDELETERE :

<#root>
*May 13 01:05:20.276: FMANRP-NAT: Received flow data, action:

DELETE <-- DELETE action

*May 13 01:05:20.276: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type O

FE IR UE
RERBENATXES THEAPIERRMNT EERRNRECENNATAL

<#root>

NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 |

Printing entries for region
NAT 1
(370) type 6 asic 1

<<<< enpty due to no active flow

begi n NAT_



Printing entries for

region NAT_2 (371) type 6

asic

Printing entries for

region NAT_3 (372) type 6

asic

Printing entries for

region NAT_4 (373) type 6

asic

1

Printing entries for

region NAT_5 (374) type 6

asic

1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffff8:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000

AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffoo

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffffoo0

c0a80100 = 192.168.1.0 in hex which matches our network in the NAT ACL

RfE , BREBINTHEIRENAT TCAMX 1+ 4RIZEH

<tfroot>

NAT-Device#

255, 255.255.0 in hex

show i p nat translations

Pro Inside global
---172.16.10.10

NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O

Printing entries for
NAT 1

(370) type 6 asic 1

Inside local

192.168.1.100

region

Outside Tocal
tcp 172.16.10.10:54854 192.168.1.100:54854 10.20.30.40:23

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ffO0Offff:00000000:0000ffff:00000000:00000000: fFfffffff:ffffffff
Keyl 00009000:0600d646:00000000:00000017:00000000:00000000:

Outside global
10.20.30.40:23

begi n NAT_



Oal4le28

c0a80164

AD 10087000:000000b0
TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06000017:00000000:0000d646:00000000:00000000:

acl00a0a

Oal4le28

AD 10087000:000000b1

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

Starting at Index-32 Key 1 from right to Teft:

c0a80164

- 192.168.1.100 (inside Tocal)

Oal4le28

- 10.20.30.40 (outside Tocal/global)

00000017

- TCP port 23

0600d646

- 6 for TCP protocol and 54854 for TCP source port

Starting at Index-33 Key 1 from right to Teft

0al4le28
- 10.20.30.40 destination address
acl00a0a
- 172.16.10.10 (inside global source IP address)
0000d646
- TCP source port
06000017

- TCP protocol 6 and 23 for the TCP destination port



KIEFSNATIE  (PAT)

A IR IE

ATRIEPATH B EHESZHANATHEE, ERFEWIAEBE KOG REEGF ERRRER

Ho

PATES Kt AN EINATHL N BV “overload” X< B F X,

<tfroot>

NAT-Device#

show run | i ip nat

ip nat inside

<-- ip nat inside on NAT inside interface

ip nat outside

<-- ip nat outside on NAT outside interface

ip nat pool MYPOOL 172.16.10.1 172.16.10.254 netnmask 255. 255. 255.0

ip nat inside source list hosts pool MYPOOL overl oad

WIAFESRMBFFHSEXR

<#root>
NAT-Device#

show i p route 10. 20. 30. 40

Routing entry for 10.20.30.40/32
Known via "static", distance 1, metric O
Routing Descriptor Blocks:

o
%

10.10.10. 2

<-- Address pool to translate to

<- -

Li nks ACL hosts to address pool



Route metric is 0, traffic share count is 1

NAT-Device#

show pl atform sof tware adj acency switch active f0

Number of adjacency objects: 4

Adjacency 1id:

0x24

(36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type:

Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10. 10.10.2 <-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE 0O
aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25

(37)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type:

Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100 <-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0O
aom id: 451, HW handle: (nil) (created)

MCP_LINK_IP

MCP_LINK_IP



BWIAZRA TESPRSE |, BRREAMBERRP, FER , EAPATE , FREEMZISNATE
BEFIRF¥%E,

BRAERA b it AR £ B it EMIRA S,

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global
tcp 172.16.10.10:1024 192.168.1.100:52448 10.20.30.40:23 10.20.30.40:23

KENATRITER . HRESENATANTE I , NATSRFiTHESE M,
HREBEMN CER , NATRSHITRERSEM , ERNEECIRER,

<tfroot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,
3793 dynani c
; 3793 extended)

<-- dynam c transl ations

Outside interfaces:

TenG gabit Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hits: 3793

Misses: 0

<-- 3793 hits

CEF TransTlated packets: 0, CEF Punted packets: 0
Expired translations: 0

Dynani ¢ mappi ngs



<-- rule for dynani c nmappi ngs

-- Inside Source

[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1

refcount 3793

<-- NAT rul e displ ayed

M TP ERINATERE R R £ s O F#R

<#root>
NAT-Device#

debug ip nat detailed

IP NAT detailed debugging is on
NAT-Device#

debug ip nat

IP NAT debugging is on

NAT-device#

show | oggi ng

Log Buffer (100000 bytes):

*May 18 23:52:20.296: NAT: address not stolen for 192.168.1.100, proto 6 port 52448
*May 18 23:52:20.296: NAT: Created portlist for proto tcp globaladdr 172.16.10.10
*May 18 23:52:20.296: NAT: Allocated Port for 192.168.1.100 -> 172.16.10.10:

want ed 52448 got 1024<-- confirms PAT is used

*May 18 23:52:20.296: NAT: Entry assigned id 5

*May 18 23:52:20.296: NAT: 1i: tcp (192.168.1.100, 52448) -> (10.20.30.40, 23) [63338]
*May 18 23:52:20.296: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.296: NAT: TCP
s=52448->1024
, d=23

<-- confirms NAT overload with PAT

*May 18 23:52:20.296: NAT:

s=192. 168. 1. 100->172. 16. 10. 10, d=10. 20. 30. 40

[63338]INAT: dyn flow info download suppressed for flow 5

<-- shows inside translation



*May 18 23:52:20.297: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 18 23:52:20.299: NAT: o: tcp (10.20.30.40, 23) -> (172.16.10.10, 1024) [55748]

*May 18 23:52:20.299: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.299: NAT: TCP s=23,

d=1024- >52448

<-- shows PAT on return traffic

*May 18 23:52:20.299: NAT: s=10.20.30.40, d=172.16.10.10->192.168.1.100 [55748]NAT: dyn flow info downl

<{froot>
NAT-Device#

debug platform software nat all

NAT platform all events debugging is on
NAT-Device#

*May 18 23:52:20.301: FMANRP-NAT: Received flow data, action:

ADD <-- first packet in flow ADD operation

*May 18 23:52:20.301: id 5, flags O0x5, domain O

src_|l ocal _addr 192.168. 1. 100, src_global _addr 172.16.10. 10

, dst_local_addr 10.20.30.40,

<-- source translation

dst_global_addr 10.20.30.40,

src_l ocal _port 52448, src_gl obal _port 1024

<-- port translation

dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,
outside_mapping_id 0, inside_mapping_type 2,
outside_mapping_type O

<snip>

EARIE

BIANATHLN B EBZERENATXES THEH

<{froot>



NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT_1 enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffffc:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000
AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffoo0

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffffoo0

255.255.255.0 in hex for our subnet mask in NAT ACL

c0a80100

192.168.1.0 in hex for our network address in NAT ACL

B, SRATEIRESH |, TR ENATR E4REZEEINAT_Region 1 FHIBEHTCAMA

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
tcp 172.16.10.10:1024 192.168.1.100:20027 10.20.30.40:23 10.20.30.40:23

NAT-Device#



show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06004e3b

:00000000:

00000017
:00000000:00000000:

Oal4le28

c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06000017

:00000000:

00000400
:00000000:00000000:

Oal4le28

Oal4le28

AD 10087000:000000b1

Starting at Index-32 Keyl from right to Tleft:

c0a80164

- 192.168.1.100 (inside Tocal source address)

Oal4le28

- 10.20.30.40 (inside global address/outside Tocal address)

00000017



- 23 (TCP destination port)

06004e3b

- TCP source port 20027 (4e3b) and TCP protocol 6

Starting at Index-33 Keyl from right to Tleft:

0aldle28

- 10.20.30.40 (outside global address/outside Tocal address)

acl00a0a

- 172.16.10.10 (inside global)

00000400

- TCP 1inside global source port 1024

06000017

- TCP protocol 6 and TCP source port 23

HIEBE B

DI SEE P HINATIRN CEHE - N URESE A EL ENIRECPU, EERSEERE
MXOBRABE , STLSE AFEDEAEREREIAALS , LBREFESEERD. FECPUR
REINATRER A P ERECPURSI,

KREEHRECPURIIZRE B IRFEIREIHR AT,

<ttroot>
NAT-DEVICE#

show pl atform software fed switch active punt cpuq clear <-- clear statistics

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18 <-- transit traffic queue

Punt CPU Q Statistics

CPU Q Id :

18

CPU Q Name :

CPU_Q TRANSI T_TRAFFI C



Packets received fromASIC: O

Send to IOSd total attempts : O
Send to IOSd failed count : 0

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0O

RX dropped count : O

RX non-active dropped count : 0
RX conversion failure dropped : 0
RX INTACK count : O

RX packets dgq'd after intack : 0
Active RxQ event : 0

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish : 0
Number of replenish suspend : 0
Number of replenish un-suspend : 0

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18

Punt CPU Q Statistics

CPU Q Id : 18

CPU Q Name : CPU_Q_TRANSIT_TRAFFIC

Packets received fromASIC: 5

Send to IOSd total attempts : 5
Send to IOSd failed count : 0

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0O

RX dropped count : O

RX non-active dropped count : O
RX conversion failure dropped : 0
RX INTACK count : 5

RX packets dgq'd after intack : 0
Active RxQ event : 5

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:

<- -

<- -

after new

<- -

no punt traffic for NAT

transl ation

confirnms the UADP ASIC punts tc



Number of replenish : 18
Number of replenish suspend : 0
Number of replenish un-suspend : 0

NATY B H S HERR

HAEH IR ABENAT TCAMKE , ITRAR :

N EE BAEINATEREEIATCAMEE .

Platform TCAMZEMHRAHE
Catalyst 9300 5000
Catalyst 9400 14000
Catalyst 9500 14000

Catalyst 9500/ M A 15500
Catalyst 9600 15500

MRWRREFEY BRAZ , BT UBINERE TV ARFIFITCP/UDP NATH R 58,

<ffroot>
NAT-Device#

show i p nat translations | count tcp

Number of Tines which match regexp =

621 <-- current nunber of TCP transl ations

NAT-Device#

show i p nat translations | count udp

Number of Tines which match regexp =

4894 <-- current nunber of UDP transl ations

ﬂﬂ%ﬁ’?ﬁRTNAT TCAMZE[E , MM BEH PHINATRR AL B X LR IR, EZRS , FE
ITNATH IR R EBF WA E T EZLENIRZCPU,

XA S HEER , HA MBS 2 FEEREIFATIF I ( ARINATEIERE ) WEFHITHIA
o NATHREH AWCPURYIR“EHAE",

<#root>



NAT-Device#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
<snip>
14 13 Sw forwarding Yes 1000 1000 0 0
15 8 Topology Control Yes 13000 16000 0 0
16 12 Proto Snooping Yes 2000 2000 0 0
17 6 DHCP Snooping Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 34387271 399507

<-- drops for NAT traffic headed towards the CPU

19 10 RPF Failed Yes 250 250 0 0
20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

N7 xR R AT ARNAT TCAMZE [, Lt ik B BUENATEMRAYO300 , K bz A& K1L,.

<#froot>
NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable

CAM Utilization for ASIC [0]

Table Subtype Dir Max Used %Used V4 V6 MPLS
Mac Address Table EM I 32768 22 0.07% 0 0 0
Mac Address Table TCAM I 1024 21 2.05% 0 0 0
L3 Multicast EM I 8192 0 0.00% 0 0 0
L3 Multicast TCAM I 512 9 1.76% 3 6 0
L2 Multicast EM I 8192 0 0.00% 0 0 0
L2 Multicast TCAM I 512 11 2.15% 3 8 0
IP Route Table EM I 24576 16 0.07% 15 0 1
IP Route Table TCAM I 8192 25 0.31% 12 10 2
Q0S ACL TCAM I0 1024 85 8.30% 28 38 0
Security ACL TCAM I0 5120 148 2.89% 27 76 0
Netflow ACL TCAM I 256 6 2.34% 2 2 0
PBR ACL TCAM | 5120 24 0.47% 18 6 0
Netflow ACL TCAM 0 768 6 0.78% 2 2 0
Flow SPAN ACL TCAM I0 1024 13 1.27% 3 6 0
Control Plane TCAM I 512 281 54.88% 130 106 0
Tunnel Termination TCAM I 512 18 3.52% 8 10 0



Lisp Inst Mapping TCAM
Security Association  TCAM
Security Association  TCAM
CTS Cell Matrix/VPN

Label EM
CTS Cell Matrix/VPN

Label TCAM
Client Table EM
Client Table TCAM
Input Group LE TCAM
Output Group LE TCAM
Macsec SPD TCAM

—

HOHKHHO

512
256
256

8192

512
4096
256
1024
1024
256

1 0
4 1
5 1
0 0
1 0
0 0
0 0
0 0
0 0
2 0

.20% 0 0 0
.56% 2 2 0
.95% 0 0 0
.00% 0 0 0
.20% 0 0 0
.00% 0 0 0
.00% 0 0 0
.00% 0 0 0
.00% 0 0 0
.78% 0 0 0

HIN16 XKD P AT ARINAT TCAMZE B, tbfa th K B B SDM AccesstEHRAV9300 , FENAT

TCAMZK B WA AZE BT S&EAL,

<ffroot>

NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]
Table

Max Values

Used Values

Unicast MAC addresses
L3 Multicast entries
L2 Multicast entries

Directly or indirectly connected routes

QoS Access Control Entries
Security Access Control Entries
Ingress Netflow ACEs

Pol i cy Based Routing ACEs

Egress Netflow ACEs

Flow SPAN ACEs

Control Plane Entries
Tunnels

Lisp Instance Mapping Entries
Input Security Associations
SGT_DGT

CLIENT_LE

INPUT_GROUP_LE
OUTPUT_GROUP_LE

Macsec SPD

32768/1024
8192/512
8192/512

24576/8192
5120
5120

256

1024

768
1024

512

512
2048

256
8192/512
4096/256
1024
1024

256

24 <-- NAT usage in PRB TCAM

13
255
17

0/1
0/0

B e RSDMIEMR A EIENAT |, AT BUEHINAT TCAMBY A A IE4F 22 (8], IXFF N TCAMSK B HIEHR K

B OB,

<tfroot>

NAT-Device#conf t

[ 2 Y

N OOOOHR



Enter configuration commands, one per line. End with CNTL/Z.
NAT-Device(config)#

sdm prefer nat

WRFFSDMIE R B G ENATERRF /TR |, LA LA IA T AATCAMZE [H 2 3 # 79 QoS A Rl 12 6l 5

B ME T Rr&HY B B (PBR)ACE.

PBR TCAMEZXINATHITHRIZR 75,

<#root>
NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the Access template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 5120

Pol i cy Based Routing ACEs: 1024 <-- NAT

<...snip...>

NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the NAT template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 1024



Pol i cy Based Routing ACEs: 5120 <-- NAT

<snip>

R 3 1k ¥ #R (AOT)

AOTR—MHLH , INATERMNERIPHI FERMARRNEIZ RO , FTAERAEH, MR
REER , MAOTH AR KE NEH F ERRAZROROHE.

« HSREINATREERENHDEBIRER , AOTHRA Ko
- MNBERTERAOT, BERE , FEBRIABAINATEER,

N BANATATSEPATH I SNATZIBAOT,

XEREFRX ATFAOTHNATEEWNT :

#ip nat inside source static <source> <destination>
#ip nat inside source 1list <list> pool <pool name>

BRI MERAN T 5B BAOT:

<#root>
NAT-Device(config)#

no ip nat create flowentries

FIANAOT NATHLN B IE#4RIE. b K B BAANATHR,

<#root>
NAT-DEVICE#

show runni ng-config | include ip nat
ip nat outside

ip nat inside

no ip nat create flowentries <-- ACT enabl ed

ip nat inside source static 10.10.10.100 172.16.10. 10 <-- static NAT enabl ed



NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

Printing entries for region NAT_3 (378) type 6 asic 1

Printing entries for region NAT_4 (379) type 6 asic 1

Printing entries for region NAT_5 (380) type 6 asic 1

TAQ-1 Index-864 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

0a0a0a64

AD 10087000:00000073

TAQ-1 Index-865 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a
:00000000
AD 10087000:00000073

Oa0al0a64 = 10.10.10.100 (inside |ocal)
acl00a0la 172.16. 10. 10 (i nside gl obal)

BN ZRENEFRSECOTRA B 7 IPH# a3 T4w1E , RIETCAMAKIAOTSRE,

<tfroot>
NAT-DEVICE#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

TAQ-1 Index-224 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

c0a80164: 0a0ala64 <-- no L4 ports, only source and destination IP is programed

AD 10087000:000000b2

TAQ-1 Index-225 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000



Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a
:00000000
AD 10087000:000000b3

Oa0al0a64 = 10.10.10.100 in hex (inside local |P address)

c0a80164 = 192.168.1.100 in hex (outside |ocal/outside global)
acl00al0a = 172.16.10. 10 (i nside gl obal)

HXER

Catalyst 9300 17.3.x NATELE S
Catalyst 9400 17.3.x NATEL E S
Catalyst 9500 17.3.x NATEL B 5
Catalyst 9600 17.3.x NATEL &S
R AR F Y - Cisco Systems
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