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Gi1/oM

9300 stack

SRR EEMIRNEE

<#root>
9300_stack#

show run interface gig 1/0/1

interface GigabitEthernetl/0/1
description MACsec_manual_3850-2-gil/0/1
switchport access vlan 10

switchport mode trunk

cts manua

no propagate sgt

sap pnk
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

nmode-1ist gcmencrypt <-- use full packet encrypt node

3850#

show run interface gigl/0/1

interface GigabitEthernetl/0/1
description 9300-1gil/0/1 MACsec manual
switchport access vlan 10

switchport mode trunk

Gi1/0M1

3850



cts nmanua

no propagate sgt

sap pnk
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

node-|i st gcmencrypt

NOTE:

cts manual

<-- Supplies local configuration for G sco TrustSec paraneters

no propagate sgt

<-- disable SGT tagging on a manual | y-configured TrustSec-capable interface,

if you do not need to propage the SGT tags

sap pmk AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA mode-Tist gcm-encrypt

<- -

Use the sap command to manual |y specify the Pairwise Primary Key (PMK) and the Security Association Prot

authentication and encryption nodes to negotiate MACsec |ink encryption between two interfaces.

The default encryption is sap nodelist gcmencrypt null

9300_stack#(config-if-cts-manual)#
sap pnk fa node-list

?
gcm-encrypt GCM authentication, GCM encryption

gmac GCM authentication, no encryption

no-encap No encapsulation

null Encapsulation present, no authentication, no encryption

Use "gcmencrypt” for full GCM AES-128 encryption.



These protection |levels are supported when you configure SAP pairwi se primary key (sap pnk):

SAP 1is not configured- no protection.

sap mode-1ist gcm-encrypt gmac no-encap—protection desirable but not mandatory.

sap mode-1ist gcm-encrypt gmac—confidentiality preferred and integrity required.

The protection is selected by the supplicant according to supplicant preference.

sap mode-1ist gmac —integrity only.

sap mode-1ist gcm-encrypt-confidentiality required.

sap mode-1ist gmac gcm-encrypt-integrity required and preferred, confidentiality optional.

B2 . REMACsecIAA , UERSHATEHESERESERA,

<{froot>

### Ping issued between endpoints to denobnstrate counters ###

Host-1#

pi ng 10.10.10.12 <-- sourced fromHost-1 I P 10.10.10.11

9300_stack#

sh MACsec sunmary

Interface

Transmt SC Recei ve SC <-- Secure Channel (SC) flag is set for transmt and receive

G gabitEthernet1/0/1

9300_stack#

sh MACsec interface gigabitEthernet 1/0/1

MACsec i s enabl ed

Replay protect : enabled
Replay window : 0O

Include SCI : yes

Use ES Enable : no

Use SCB Enable : no

Admin Pt2Pt MAC : forceTrue(l)



Pt2Pt MAC Operational : no

Ci pher : GCM AES- 128

Confidentiality Offset : 0O
!

Capabilities

ICV length : 16

Data length change supported: yes

Max. Rx SA : 16

Max. Tx SA : 16

Max. Rx SC : 8

Max. Tx SC : 8

Validate Frames : strict

PN threshold notification support : Yes

Ci phers supported :

GCM AES- 128

GCM AES- 256

GCM AES- XPN- 128

GCM AES- XPN- 256

Transmt Secure Channel s

SCI : 682C7B9A4D010000
SC state : notInUse(2)

El apsed tine : 03:17:50

Start time : 7w0d
Current AN: O
Previous AN: 1

Next PN: 185

SA State: notInUse(2)
Confidentiality : yes
SAK Unchanged : no

SA Create tinme : 03:58:39

SA Start tinme : 7wod

SC Statistics



Auth-only Pkts : 0
Auth-only Bytes : 0

Encrypt Pkts : 2077

Encrypt Bytes : O
!

SA Statistics
Auth-only Pkts : 0

Encrypt Pkts : 184

<-- packets are being encrypted and transmitted on this |ink

Port Statistics
Egress untag pkts 0

Egress Tong pkts 0
!

Recei ve Secure Channel s

SCI : D0C78970C3810000
SC state : notInUse(2)
ETlapsed time : 03:17:50
Start time : 7w0d
Current AN: O

Previous AN: 1

Next PN: 2503

RX SA Count: O

SA State: notInUse(2)
SAK Unchanged : no

SA Create tinme : 03:58:39

SA Start tinme : 7wod

SC Statistics
Notvalid pkts 0
Invalid pkts O
Valid pkts 28312
Valid bytes 0
Late pkts 0
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Decrypt bytes 0

SA Statistics



Notvalid pkts 0
Invalid pkts O

Valid pkts 2502

<-- nunber of valid packets received on this |ink

UnusedSA pkts 0
NousingSA pkts 0
|
Port Statistics
Ingress untag pkts O
Ingress notag pkts 36
Ingress badtag pkts 0
Ingress unknownSCI pkts 0
Ingress noSCI pkts O

Ingress overrun pkts 0
!

9300_stack#

sh cts interface sunmary

Global Dotlx feature 1is Disabled
CTS Layer2 Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache

Gil/0/1
VANUAL OPEN

unknown unknown invalid Invalid

CTS Layer3 Interfaces

9300_stack#

sh cts interface gigabitEthernet 1/0/1

Global Dotlx feature 1is Disabled
Interface GigabitEthernetl/0/1:

CTS is enabl ed, npde: MANUAL

IFC state: OPEN

Interface Active for 04:10:15.723 <--- Uptine of MACsec port

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: "sap"

Authorization Status: NOT APPLICABLE
!

Critical-Authentication



SAP St atus: SUCCEEDED <-- SAP is successful

Version: 2
Configured pairwise ciphers:

gcm-encrypt
!

Repl ay protection: enabled

Repl ay protection node: STRICT

Selected cipher: gcm-encrypt
|

Propagate SGT: Disabled

Cache Info:

Expiration : N/A

Cache applied to Tink : NONE

|

Statistics:
authc success: 0
authc reject: 0
authc failure: 0
authc no response: 0
authc logoff: 0

sap success: 1 <-- Negotiated once

sap fail: O <-- No failures
aut hz success: 0
authz fail: O

port auth fail: O

L3 IPM: disabled

B4 LEEREEN  RERFEE,

<tfroot>

### Verify CTS and SAP events ###

debug cts sap events
debug cts sap packets



### Troubl eshoot MKA session bring up issues ###

debug mka event
debug mka errors
debug mka packets

### Troubl eshoot MKA keep-alive issues ###

debug mka linksec-interface
debug mka MACsec
debug MACsec

*May 8 00:48:04.843: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to down
*May 8 00:48:05.324: dinterface GigabitEthernetl/0/1 is UP

*May 8 00:48:05.324: CTS SAP ev (G 1/0/1): Session started (new.

*May 8 00:48:05.324: cts_sap_session_start CTS SAP ev (G 1/0/1) peer: 0000. 0000. 0000

CTS SAP ev (Gil/0/1): O1d state: [waiting to restart],
event: [restart timer expired], action:

[ send nessage #0] succeeded

New state: [waiting to receive message #1].

*May 8 00:48:05.449: CTS SAP ev (G 1/0/1): EAPOL-Key nessage from DOC7.8970. C381 <-- MAC of peer switc

*May 8 00:48:05.449: CTS SAP ev (G 1/0/1): EAPOL-Key nessage #0 parsed and val i dated

*May 8 00:48:05.449: CTS SAP ev (G 1/0/1): Qur MAC = 682C. 7B9A. 4D01 <-- MAC of local inte

peer's MAC = D0C7.8970.C381.
CTS SAP ev (Gil/0/1): O1d state: [waiting to receive message #1],

event: [received nessage #0], action: [break tie] succeeded.

New state: [determi ning role].

*May 8 00:48:05.449: cts_sap_generate_pnkid_and_sci CTS SAP ev (G 1/0/1) auth:682c. 7b9a. 4d01 supp: dOc7. ¢

CTS SAP ev (G 1/0/1): AOd state: [determ ning role],



event:

New st at e:

*May 8 00:48: 05.457: CTS SAP ev (G 1/0/1):

[change to authenticator],

action: [send nmessage #1] succeeded

[waiting to receive nessage #2].

EAPOL- Key message from DOC7. 8970. C381.

CTS SAP ev (Gil/0/1): New keys derived:
KCK = 700BEF1D 7A8E10F7 1243A168 883C74FB,
KEK = C207177C B6091790 F3C5B4B1 D51B75B8,
1BOE17CD 420D12AE 7DE06941 B679ED22,

TK =
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*’\my
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*May
*May

8 00:48:05.457: CTS SAP ev
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458:
458:
458:
458:
458:
458:
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459:
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CTS- SAP ev:

MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-CTS:
MACsec-CTS:
MACsec-CTS:
NGWC-MACsec
NGWC-MACsec
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec API
MACsec-IPC:
MACsec_bloc
Wake up the
MACsec-CTS:
NGWC-MACsec
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec API
MACsec-IPC:
MACsec_bloc
Wake up the
MACsec-CTS:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
MACsec-IPC:
NGWC-MACsec
MACsec API
MACsec-IPC:
MACsec_bloc
Wake up the
MACsec-CTS:
MACsec-IPC:
MACsec-IPC:

(G 1/0/1): EAPOL-Key nessage #2 parsed and val i dated

cts_sap_action_program nsg_2:

sending clear_frames_option

geting switch number

switch number is 1

clear_frame send msg success

getting MACsec clear frames response
watched boolean waken up

create_sa invoked for SA creation

Set up TxSC and RxSC before we installTxSA and RxSA
create_tx_sc, avail=yes sci=682C7B9A
: create_tx_sc vlan 1invalid

: create_tx_sc client vlan=1l, sci=0x682C7B9A4D010000
sending create_tx_sc

geting switch number

switch number is 1

create_tx_sc send msg success
blocking the invoking context

getting MACsec sa_sc response
king_callback

blocking process

create_rx_sc, avail=yes sci=D0C78970
: create_rx_sc client vlan=1l, sci=0xD0C78970C3810000
sending create_rx_sc

geting switch number

switch number is 1

create_rx_sc send msg success
blocking the invoking context

getting MACsec sa_sc response
king_callback

blocking process

create_tx_rx_sa, txsci=682C7B9A, an=0
sending install_tx_sa

geting switch number

switch number is 1

install_tx_sa send msg success
:Sending authorized event to port SM
blocking the invoking context

getting MACsec sa_sc response
king_callback

blocking process

create_tx_rx_sa, rxsci=D0C78970, an=0
sending install_rx_sa

getting switch number

(G1/0/1) &CMis allowed.



*May 8 00:48:05.459: MACsec-IPC: switch number 1is 1

*May 8 00:48:05.460: MACsec-IPC: install_rx_sa send msg success
*May 8 00:48:05.460: MACsec API blocking the invoking context
*May 8 00:48:05.460: MACsec-IPC: getting MACsec sa_sc response
*May 8 00:48:05.460: MACcsec_blocking_callback

*May 8 00:48:05.460: Wake up the blocking process
CTS SAP ev (Gil/0/1): O1d state: [waiting to receive message #2],

event: [received message #2], action: [program message #2] succeeded.

New state: [waiting to program message #2].
CTS SAP ev (Gil/0/1): O1d state: [waiting to program message #2],
event: [data path programmed], action: [send message #3] succeeded.

New state: [waiting to receive nessage #4].

*May 8 00:48:05.467: CTS SAP ev (G 1/0/1): EAPCOL-Key nessage from DOC7.8970. C381.

*May 8 00:48:05.467: CTS SAP ev (G 1/0/1): EAPOL-Key nessage #4 parsed and val i dat ed.

*May 8 00:48:05.473: CTS-SAP ev: cts_sap_sync_sap_info: incr sync nsg sent for G1/0/1

*May 8 00:48:07.324: % .1 NK-3-UPDOM: Interface G gabitEthernetl/0/1,

BMYS  EREHKEENNFEREE.

<tfroot>

9300_stack#

sh platformsoftware fed switch 1 ifm mappings

changed state to up

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active

G gabitEthernet1/0/1 0x8 1 0 1 0 0 26 6 1

Note the IF_ID for respective intf

- This respective IF_ID shows in MACsec FED traces seen here.

9300_stack#

set platformsoftware trace fed switch 1 cts_aci verbose

1 NF Y



9300_stack#

set platformsoftware trace fed switch 1 MACsec verbose

<-- switch nunber with MACsec port

9300_stack#

request platformsoftware trace rotate al

/1] shut/no shut the MACsec interface ///

9300_stack#

show pl atform software trace nessage fed switch 1
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[ MACsec] [16837]: UWUID: O,
[ MACsec] [16837]: UWUID: O,
[MACsec] [16837]: UUID: O
[MACsec] [16837]: UUID: O
[MACsec] [16837]: UUID: O
[MACsec] [16837]: UUID: O
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[MACsec] [16837]: UUID: O
[12tunnel bcast] [16837]:
[ MACsec] [16837]: UWUID: O,
[ MACsec] [16837]: UWUID: O,
[ MACsec] [16837]: UWUID: O,
[ MACsec] [16837]: UWUID: O,
[sec] [16837]: UUD: 0, ra:
[ MACsec] [16837]: UWUID: O,
[ MACsec] [16837]: UWUID: O,

ra:

ra:

ra:
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Uul D

ra:

ra:

ra:

ra:

ra:

ra:

0, ra:

TID: 0 (debug):

0, TID: 0 (debug):

0, TID: 0 (debug):

, TID:
, TID:
TID:
, TID:
, TID:
, TID:

o

(info):

o

(info):

0 (debug):
0 (debug):
0 (debug):
0 (debug):

FED sent MACsec_

FED sendi ng MAC:

Running Instal
Processing job
Install RxSA c
Processing SPI

0 (info): MACSec install
0 (info): Entering ins_rx

0, TID: 0 (ERR):

o

(info):

o

(info):

o

o

(debug): if_id = 8,

(debug):

port i dM

FED sent macsec.

FED sendi ng nmcs

cts.

Calling Instal

sci =0x682c¢7b9a4d0?

Processing job

Create tinme of
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[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[ 16837] :

[16837]:
[16837]:
[16837]:
[16837]:
[16837]:
[16837]:
[16837]:

[ 16837] :

uu b 0,
uu b 0,
uu b 0,
uu b 0,
uu b 0,
uu b 0,

uu b 0,

UUID:

uu b 0,
uu b 0,
uu b 0,
uu b 0,
uu b 0,
uu b 0,

uu b 0,

UUID: O
UUID: O
UUID: O
UuID: O,
UUID: O
UUID: O
UUID: O

uu b 0,

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:

ra:
ra:
ra:
ra:
ra:
ra:
ra:

ra:

TI D:

TI D:

TI D:

TI D:

TI D:

TI D:

TI D:

TID:

TI D:

TI D:

TI D:

TI D:

TI D:

TI D:

TI D:

TID:
TID:
TID:
TID:
TID:
TID:
TID:

TI D:

o

(debug):

o

(debug):

o

(debug):

o

(info):

o

(info):

o

(info):

o

(info):

0 (debug):

o

(debug):

0 (debug):

0 (debug):

0 (debug):

0 (debug):

0 (debug):

0 (debug):

(debug):
(debug):
(info):
(info):
(info):
(info):
(debug):

[eNeNolNelNolNo N

o

(debug):

sci =0x682c7h9as

Install TxSA ce

Processi ng SPI

MACSec install T

Entering ins_tx

FED sent macsec.

FED sendi ng nmcs

Conf_Offset 1in

Successfully ir

Secy policy har

Install policy

Attach policy

Creating drop ¢

if id =28, cts_

sci =0x682c7h9as

Create RxSC ca
Processing SPI
MACSec create R
Entering cre_rx
FED sent macsec.
FED sending mac
txSC setting x

Conf_Offset in



2019/ 05/ 08

2019/ 05/ 08

2019/ 05/ 08

2019/ 05/ 08

2019/ 05/ 08

2019/ 05/ 08

2019/05/08
2019/05/08
2019/05/08
2019/05/08
2019/05/08
2019/05/08
2019/05/08
2019/05/08
2019/05/08
2019/05/08
speed_auto
2019/05/08

2019/ 05/ 08

2019/ 05/ 08

BFHL B

<{froot>

9300_stack#

01:08:50.685 {fed_FO-0}{1}: [MACsec] [16837]: WD 0, ra: 0, TID: O (debug): if_id = 8, cts
01:08:50.685 {fed_FO-0}{1}: [MACsec] [16837]: WD 0, ra: 0, TID: O (debug): secy created st
01:08:50.685 {fed_FO-0}{1}: [MACsec] [16837]: WD 0, ra: 0, TID: O (debug): if_id = 8, cts
01:08:50.685 {fed_FO-0}{1}: [MACsec] [16837]: WD 0, ra: 0, TID: O (debug): if_id = 8, cts
01:08:50.685 {fed_FO-0}{1}: [MACsec] [16837]: WD 0, ra: 0, TID: O (debug): is_renote is O
01:08:50.685 {fed_FO-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: O (debug): Create TxSC ca
01:08:50.685 {fed_FO0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: O (debug): Processing SPI
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: 0 (info): MACSec create T
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: 0 (info): Entering cre_tx
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0O, ra: O, TID: 0 (info): FED sent clear_
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: O (info): FED sending mac
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: O (debug): Processing job
01:08:50.685 {fed_FO0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: O (debug): Processing SPI
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0O, TID: 0 (info): MACSec clear_fr
01:08:50.685 {fed_F0-0}{1}: [MACsec] [16837]: UUID: 0, ra: 0, TID: 0 (info): Entering clear_
01:08:50.527 {fed_F0-0}{1}: [pm_xcvr] [17885]: UUID: 0, ra: 0, TID: O (note): XCVR POST:XCVR

Oper Speed:speed_gbpsl Autoneg Mode:Unknown autonegmode type
01:08:50.525 {fed_FO0-0}{1}: [xcvr] [17885]: UUID: 0, ra: O, TID: O (note): ntfy_lnk_status:

01:08:48. 142 {fed_FO-0}{1}: [pmxcvr] [16837]: UWUD 0, ra: 0, TID: 0O (note): Enable XCVR for

01:08:48. 142 {fed_FO-0}{1}: [pmtdl] [16837]: WD 0, ra: 0, TID: 0 (note): Received PM port

4 MACsectZE O RIRAS,

sh platformpminterface-nunbers

interface i

G1/0/1

9300_stack#

if-id gid slot unit slun  HWIDB-Ptr status  status2 state snmp-if-index

8 1 Ox7F2C90D7C600 0x10040 0x20001B  Ox4



sh pl software fed switch 1 ifmif-id 8 <--

Interface IF_ID : 0x0000000000000008

Interface Name : G gabitEthernet1/0/1

Interface Block Pointer : 0x7f4a6c66blb8
Interface Block State : READY
Interface State : Enabl ed
Interface Status : ADD, UPD
Interface Ref-Cnt : 8

Interface Type : ETHER

Port Type : SWITCH PORT

Port Location : LOCAL

Slot : 1

Unit : O

Slot Unit : 1

SNMP IF Index : 8

GPN : 1

EC Channel : 0

EC Index : O

Port Handl e : 0x4e00004c

LISP v4 Mobility : false

LISP v6 Mobility : false

QoS Trust Type : 3

|

Port Information

Handle ............ [0x4e00004c]
Type «vviiiinnnnnn. [Layer2]
Identifier ........ [0x8]

Slot ...vvvvnnn.. [1]

Unit ...t [1]

Port Physical Subblock

Affinity .......... [Tocal]

Asic Instance ..... [1 (A:0,C:D)]
AsicPort .......... [0]
AsicSubPort ....... [0]

MacNum ............ [26]
ContextId ......... [6]

LPN .. i [1]

GPN ... ... [1]

Speed ............. [1GB]

type oo [NIF]

PORT LE ........... [ Ox7f 4a6c676bC8]
<--- port_LE

L3IF_LE ........... [0x0]

DI ... [0x7f4a6c67d718]

SubIf count ....... [0]

iif-id 8 maps to gigl/0/1



Port L2 Subblock

Enabled ............. [Yes]
Allow dotlq ......... [Yes]
Allow native ........ [Yes]
Default VLAN ........ [1]
Allow priority tag ... [Yes]

Allow unknown unicast [Yes]
Allow unknown multicast[Yes]
Allow unknown broadcast[Yes]
Allow unknown multicast[Enabled]
Allow unknown unicast [Enabled]

Protected ............ [No]

IPv4 ARP snoop ....... [No]

IPv6 ARP snoop ....... [No]

Jumbo MTU ............ [1500]
Learning Mode ........ [1]

Vepa ..iiiiii i [Disabled]

Port QoS Subblock

Trust Type ..viiiiiiiiinnn [0x2]
Default Value ................. [0]

Ingress Table Map ............. [0x0]
Egress Table Map .............. [0x0]
Queue Map .....cciiiiiiininnnn. [0x0]

Port Netflow Subblock

Port Policy Subblock

List of Ingress Policies attached to an interface
List of Egress Policies attached to an interface

Port CTS Subbl ock

Disable SGACL ..........cciiiiian.. [0x0]
TrUSt ittt i e it e e [0x0]
Propagate ..........ciiiiiiiiiinn, [0x0]
%POrt SGT oiv ittt et e [-1717360783]

Physi cal Port Macsec Subblock <-- This block is not present when MACsec is not enabl ed

MACsec Enable .... [Yes]

MACsec port handle.... [0x4e00004c] <-- Sane as PORT_LE

MACsec Virtual port handles....

.......... [ 0x11000005]

MACsec Rx start index.... [0]
MACsec Rx end index.... [6]
MACsec Tx start index.... [0]
MACsec Tx end index.... [6]

Ref Count : 8 (feature Ref Counts + 1)



IFM Feature Ref Counts

FID : 102 (AAL_FEATURE_SRTP), Ref Count : 1

FID : 59 (AAL_FEATURE_NETFLOW_ACL), Ref Count : 1

FID : 95 (AAL_FEATURE_L2_MULTICAST_IGMP), Ref Count : 1

FID : 119 (AAL_FEATURE_PV_HASH), Ref Count : 1

FID : 17 (AAL_FEATURE_PBB), Ref Count : 1

FID : 83 (AAL_FEATURE_L2_MATM), Ref Count : 1

FID : 30 (AAL_FEATURE_URPF_ACL), Ref Count : 1

IMM Feature Sub block information

FID : 102 (AAL_FEATURE_SRTP), Private Data : 0x7f4a6c9a0838
FID : 59 (AAL_FEATURE_NETFLOW_ACL), Private Data : O0x7f4a6c9a00f8
FID : 17 (AAL_FEATURE_PBB), Private Data : 0x7f4a6c9986b8

FID : 30 (AAL_FEATURE_URPF_ACL), Private Data : 0x7f4a6c9981c8

9300_stack#

sh pl hard fed switch 1 fwd-asic abstraction print-resource-handl e 0x7f4a6c676bc8 1 <-- port_ LE handl e

HandTle:0x7f4a6c676bc8 Res-Type:ASIC_RSC_PORT_LE Res-Switch-Num:0 Asic-Num:1 Feature-ID:AL_FID_IFM Lkp-f
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index1:0x0 mtu_index/13u_ri_index1:0x2 sm handle
Detailed Resource Information (ASIC# 1)

%*Snip**
LEAD_PORT_ALLOW_CTS value 0 Pass
LEAD_PORT_ALLOW_NON_CTS value 0 Pass

LEAD PORT_CTS ENABLED val ue 1 Pass <-- Flag

1 (CTS enabl ed)

LEAD PORT_MACsec_ENCRYPTED val ue 1 Pass <-- Flag

1 (MACsec encrypt enabl ed)

LEAD_PORT_PHY_MAC_SEC_SUB_PORT_ENABLED value 0 Pass
LEAD_PORT_SGT_ALLOWED value 0 Pass

LEAD PORT_EGRESS MAC sec_ENABLE WTH SCI value 1 Pass <-- Flag = 1 (MACsec with SCI enabl ed)

LEAD_PORT_EGRESS_MAC_sec_ENABLE_WITHOUT_SCI value 0 Pass
LEAD_PORT_EGRESS_MAC_sec_SUB_PORT value 0 Pass
LEAD_PORT_EGRESS_MACsec_ENCRYPTED value 0 Pass

%*Snip**

=2 EMHERA(PSKER T EHAMKARMACsecZ L E
IR EERE R

mEh



MACsec (MKA/PSK)

Fo1/0M1 Tel1/1/3

9500 9300

SRR EEMIRNVEE

<#root>
C9500#

sh run | sec key chain

key chain KEY MACsec
key 01
cryptographic-algorithm aes-256-cmac
key-string 7 101COB1A0343475954532E2E767B3233214105150555030A0004500B514B175F5B05515153005E0E5E505C52

lifetine local 00:00:00 Aug 21 2019 infinite <-- use NTP to sync the tine for key chains

nmka policy MKA

key-server priority 200
MACsec-cipher-suite gcm-aes-256
confidentiality-offset 0

C9500#

sh run interface fol/0/1

interface fol/0/1

MACsec network-Iink

nmka policy MKA

nmka pre-shared-key key-chain KEY



C9300#

sh run interface tel/1/3

interface tel/1/3

MACsec network-1ink

nka policy MKA

nka pre-shared-key key-chain KEY

SE2. BIFMACsecE B A BEmMAESHITHEEY ER,
<#root>

### This exanpl e shows the output fromone side, verify on both ends of MACsec tunnel ###

C9500#

sh MACsec sunmary

Interface Transmit SC Receive SC
FortyG gabit Et hernet1/0/ 1 1 1
C9500#

sh MACsec interface fortyG gabitEthernet 1/0/1

MACsec i s enabl ed

Replay protect : enabled
Replay window : O

Include SCI : yes

Use ES Enable : no

Use SCB Enable : no

Admin Pt2Pt MAC : forceTrue(l)
Pt2Pt MAC Operational : no

Ci pher : GCM AES- 256

Confidentiality Offset : O

Capabilities

ICV Tength : 16



Data length change supported: yes

Max. Rx SA : 16

Max. Tx SA : 16

Max. Rx SC : 8

Max. Tx SC : 8

Validate Frames : strict

PN threshold notification support : Yes

Ci phers supported : GCM AES- 128

GCM AES- 256

GCM AES- XPN- 128

GCM AES- XPN- 256

Transmt Secure Channel s

SCI : OCDOF8DCDC010008
SC state : notInUse(2)

El apsed tine : 00:24: 38

Start time : 7wO0d
Current AN: O
Previous AN: -

Next PN: 2514

SA State: notInUse(2)
Confidentiality : yes
SAK Unchanged : yes

SA Create tinme : 1d0lh

SA Start tine : 7w0d

SC Statistics
Auth-only Pkts : 0
Auth-only Bytes : 0

Encrypt Pkts : 3156 <-- can increnent with Tx traffic

Encrypt Bytes : 0O

SA Statistics



Auth-only Pkts : 0

Encrypt Pkts : 402 <--

Port Statistics

Egress untag pkts 0
Egress Tong pkts 0

Recei ve Secure Channel s

SCI : AOF8490EA91F0026
SC state : notInUse(2)

El apsed tine : 00:24: 38

Start time : 7wOd
Current AN: O

Previous AN: -

Next PN: 94

RX SA Count: O

SA State: notlInUse(2)
SAK Unchanged : yes

SA Create time : 1dOlh
SA Start time : 7wOd

SC Statistics

Notvalid pkts 0
Invalid pkts O
Valid pkts 0
Valid bytes 0
Late pkts 0
Uncheck pkts 0
Delay pkts 0O
UnusedSA pkts 0
NousingSA pkts 0
Decrypt bytes 0

SA Statistics

Notvalid pkts 0
Invalid pkts 0O

Valid pkts 93

UnusedSA pkts 0

NousingSA pkts 0
!

Port Statistics

can increnment with Tx traffic



Ingress untag pkts O

I ngress notag pkts 748

Ingress badtag pkts 0
Ingress unknownSCI pkts 0
Ingress noSCI pkts O
Ingress overrun pkts 0

C9500#

sh nka sessions interface fortyG gabitEthernet 1/0/1

Summary of A1l Currently Active MKA Sessions on Interface FortyGigabitEthernetl/0/1...

Interface Local-TxSCI
Pol i cy- Nane

Inherited Key-Server

Port-ID Peer-RxSCI MACsec-Peers Status CKN
Fol/0/1 0cdO. f 8dc. dc01/ 0008
VKA
NO YES
8 a0f 8. 490e. a91f/ 0026 Secur ed01 <-- CKN nunber nust nmatch on both sides

0cd0.f8dc.dc01

<- -

MAC of local interface

a0f8.490e.a91f

<- -

MAC of renote nei ghbor

8
<-- indicates IIF_ID of respective |loca
C9500#

sh platform pminterface-nunbers

iniif|1/0/1

port (here IF_IDis 8 for local port fol/0/1)



interface

iif-id
gid slot wunit sTun
Fol/0/1
8
1 1 1 1
C9500#

HWIDB-Ptr status status2 state snmp-if-index

Ox7EFF3F442778 0x10040 0x20001B O0x4 8

sh nka sessions interface fortyG gabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status:

Local Tx- SCi

Interface MAC Address....

MKA Port Ildentifier......

Interface Nanme...........

Audit Session ID.........
CAK Name (CKN)
Member Identifier (MI)...

Message Nunber

EAP Role.................
Key Server...............

MKA Ci pher Suite.........

Latest SAK Status........
Latest SAK AN............
Latest SAK KI (KN)
01d SAK Status...........
old
old

SAK
SAK
SAK

Transmit Wait Time...
Retire Time..........
Rekey Time...........

MKA Policy Name..........

SECURED - Secured MKA Session with MACsec

0cdoO. f 8dc. dc01/ 0008

0cdO. f 8dc. dc01

FortyG gabit Et hernet1/0/ 1

01
DFDC62E026E0712F0F096392

536 <-- can increnent as nessage nunbers increnent

NA
YES

AES- 256- CVAC

Rx & Tx

0

DFDC62E026E0712FO0F09639200000001 (1)
FIRST-SAK

0

FIRST-SAK (0)

0s (Not waiting for any peers to respond)
0s (No O1d SAK to retire)
0s (SAK Rekey interval not applicable)



Key Server Priority...... 200
Delay Protection......... NO
Delay Protection Timer.......... 0s (Not enabled)

Confidentiality Offset... O

Algorithm Agility........ 80C201

SAK Rekey On Live Peer Loss........ NO

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000002 (GCM-AES-256)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1 <-- Peers capabl e of MACsec

# of MACsec Capable Live Peers Responded.. 1 <-- Peers that responded to MACsec negoti ation

Li ve Peers List:

MI MN Rx-SCI (Peer) KS RxSA
Priority Installed
ACFOBDBECCA391A197F4DF6B 537 a0f 8. 490e. a91f/ 0026 200 YES <-- One live peer

Pot ential Peers List:

MI MN Rx-SCI (Peer) KS RxSA
Priority Installed

Check the MKA policy and ensure that it is applied to expected interface

C9500#

sh nka policy MKA

MKA Policy defaults :

Send-Secure-Announcements: DISABLED
|

MKA Policy Summary...
!

Codes : CO - Confidentiality Offset, ICVIND - Include ICV-Indicator,
SAKR OLPL - SAK-Rekey On-Live-Peer-Loss,
DP - Delay Protect, KS Prio - Key Server Priority

Pol i cy

KS DP CO SAKR ICVIND Cipher Interfaces



Prio OLPL Suite(s) Applied
MKA

200 FALSE 0 FALSE TRUE
GCM AES- 256

Fol/0/1 <-- Applied to Fol/0/1

### Ensure that PDU counters are incrementing at Tx/Rx at both sides.

This is useful to determine the direction of issues at transport. ###

C9500#

sh nka statistics | sec PDU

MKPDU Statistics

MKPDUs Val idated & Rx...... 2342 <-- can increnent
"Distributed SAK"..... 0
"Distributed CAK"..... 0
MKPDUs Transmtted......... 4552 <-- can increnent

### MKA Error Counters ###

C9500#

show nka statistics

3 sn-i p:“::’::‘:

MKA Error Counter Totals

Session Failures

Bring-up Failures................ 0
Reauthentication Failures........ 0
Duplicate Auth-Mgr Handle........ 0



SAK Fai |l ures

SAK Generation............ccouu... 0
Hash Key Generation.............. 0
SAK Encryption/Wrap.............. 0
SAK Decryption/Unwrap............ 0
SAK Cipher Mismatch.............. 0
!

CA Failures

Group CAK Generation............. 0
Group CAK Encryption/Wrap........ 0
Group CAK Decryption/Unwrap...... 0
Pairwise CAK Derivation.......... 0
CKN Derivation..........c.cuu.o... 0
ICK Derivation............couu... 0
KEK Derivation................... 0

Invalid Peer MACsec Capability... O
!

MACsec Fail ures

Rx SC Creation..........coeuuu... 0
Tx SC Creation........cuvuuunn.. 0
Rx SA Installation............... 0
Tx SA Installation............... 0

MKPDU Fai | ures

MKPDU TX. ' oviinteisennennrnnnnnns 0
MKPDU Rx Validation.............. 0
MKPDU Rx Bad Peer MN............. 0

MKPDU Rx Non-recent Peerlist MN.. O

SE3LRE5E
ERZR1PRIIAAERGHA.

AL 24 HTEREMNEN  BIEIERELEYEEERDE, MELEERE, X5 Hmkas
EREFVBRSHRER B, &1L A Sshow mka sessions# 1TRHE,
18 75 [8) @ R

Lt A RBIE R TNX-OS 8.2(2)# B Catalyst 9500FINexus 7k , 1B 11 A 85 C3560CXZE Catalystik
ZWafER.

BRHWEID CSCvs9202312 5% 7 &) &),



https://tools.cisco.com/bugsearch/bug/CSCvs92023
https://tools.cisco.com/bugsearch/bug/CSCvs92023

MACsec (MKA/PSK)

Fo1/0H el

Q500 MNexus 7k

- MREAGR2PETNEE , HTHRHTEE , MKATZZIREE.
« HTHIREFHITETR , B AHEIS00% F 3 5K EHE A MO0,

Catalyst 9500

<ffroot>

conf t
key chain MACsecl MACsec
key

0100000000000000000000000000000000000000000000000000000000000000 --> devi ce does not do paddi ng autonati

key-string 12345678901234567890123456789012
end

Nexus 7k

<#root>
conf t
key chain MACsecl MACsec
key 01 --> Device does automatic padding.

key-octet-string 12345678901234567890123456789012
end

H o fig i 5
R4S/ % OB O _E B EMKABMACsec AL B IRHEE B R 2



« L3FL2iOEE ( LACP, PAGPHIERFZ )
« INEREH ( AES-128HIAES-256,AES-2563& F T Advantageif Al )
« {RFPR|MKA PSK

XEFENTA:

- Catalyst 9200 ( {XAES-128)

» Catalyst 9300

+ Catalyst 9400

« Catalyst 9500F1Catalyst 9500H
+ Catalyst 9600

R A2 32 HLEtherchannel & & R4l

BHRENMKARBEBRIFTE , WHHNMKARE S5 FiR.

<#froot>

interface <> <-- This is the physical menber |ink. MACsec encrypts on the individual |inks

MACsec network-1ink

mka policy <policy-name>
mka pre-shared-key key-chain <key-chain name>
macsec replay-protection window-size frame number

channel - group

nmode active <-- Addi ng physical menber to the port-channe



F2F= HE XA Z B FMACsec IR B MY EER Z 4 , PSKET
AFNB - LEZTEFHWAN MACsecin R , EFCatoKEEER {512 IR HTFE S

BE , AR BEEERE  BRENBLFEGRY , L2XRHAIUEI NBZHRES , MAEE
AL,

M16.10(1)FF % , Catalyst 9000 ¥ H1fE F Clear TagiEBA#: X BIE T

« MKA/SAPX#E&E

o XFL2EA. FFHEtherchannel

- RINXEF (RBEESH/ZANEECLI)

« TR S IEZRIA(OX888E) LA A MK A & X EAPOL M

Router 1 Router 2

Pass Through Pass Through
any MACsec any MACsec

EoMPLS/VPLS##1
X FFPEZPig & Cat 9300/9400. 9500/9500HF &

- VPLS
- EoMPLS

- RIAXEF (RBEESH/ZANEECLI)
. FF$216.10(1)



N
L 4

Router 1 Router 2

.2 Etherchanneal

BR 7

AXENEMR, TClearlrZ Wi FiHMACsecERZFB A T REEL2EESR EE A,

Encrypt

D
W

Router 1 Router 2

NO Hop by Hop
MACsec

« ClearTag + EOMPLS ( X fEAHEE2E RN ) , MACseck ETECE-PESER L/E A
s TEXEFTEPEXKZYAClearTag + L3VPN

Encrypt

)
b 4

NO L3 VPN

PE P PE

Router 2

NO Hop by Hop
aliaifis MACsec

« 7EPSKH#E X T F % #FShould Secure, Must Secure2ERIAE R,
« Must Secure policy does not encrypt only EAPoL to negotiate the MACsec settings. ( 4%
2R INZEAPOL A BEEMACseciR B, )



Router 1 Router 2

SHOULD SECURE Policy
. QR -

MUST SECURE Policy

MACseciZ{EE B

BRAEIR 7

1. UERNHALKRFRZMER , ©IIETHEMKADN ( ethertype = 0x888E , SHIEEEE K
MKAKIEAPOLHERE ) » ERZREZAMEMN. CAKRAE (BENHAMHAE ), BH
ZHIR(CKN)AAEE , 3 BICVARBERT se X I AIZEZ X E4,

2. EEBREZRHERSBMAELR (BRIAMENO ) MIRFHIENBHABRSE . BHARSI/ERSAKH
BEMKAEE D XK. MRRLEERRF(SCNRSERN M,

3. BE/E , FTEMACsecR £ MiERE A X FR 2R (SAC) TN, Bl T 2NN TXMRXZ £ EE
o 1B INZE % 2 5 A #H E B Z4ASAK,

4. ¥IESHIFELANFR N ZFIRZ A ( BEEAPOL-MKAEE. ) |, ZARSB[ERBAIEIRS
FANFEN. FIBAEMEREBIANGTRER (155 FIEEEARA802.1X-2010889.17.27F
) o

Station A Station B

A comes onling sends
periodic MKA messages

A1 Pri=10

* B comesowlpe, hears A's recent

= i message
A mcdies B/1. B ko lve L B/ Pri=20 PP=AJ8
peer, geterminas A has the
higheshgriority (lowest valua),
Croales Siwhas A9 Pri=10 LP=B/1 SAK1 GCM-AES-256 | & i
+ B recei 9, finds A lo be a live

T, finds A to have the highest
priority (lowest value), accepts and
installs SAK

Only 3 messages are required to distribute a SAK!

A continues o send periodic ™ Br2 Pri=20 LP=AM
MEA messages B continues to send paniodic

ANMD LP=B/2 »| MEA messages



MACsecE g2

EFi (EAPOL-MKA)

- EAPOLBE#RMAC = 01:80:C2:00:00:03F HiE LA ER Z N B R
« EAPOLEAAMSEE = 0x888E

R HEIAE A L2 8
Protocol Version
Facketl Type = EAPOL-MEA
Packet Body Length Size

Basic Parameter Sel Multiple of 4 octels

Packet Body Parameter Set Multiple of 4 octets

(MKPDU) Parameter Set Multiple of 4 octets

ICV 16 octats

ByEmn
MACsec2EHFEM LBARNMFAANIRIE , RATHEN2FT (&HD16FT ) o

« SecTag = 8F[16MNFT ( 8NFTSCIFE )
« ICV=8F161NFT , ETREBEH(AES128/256)

Authunticaitcd by ICV

Fiold |size | Desoription

Ethertype 16 bit MAC length/type value for MACsec packet
Ethertype = 88-E5
TCI & bit Tag control info contains:
Version, ES, SC, SCB, E, C (indicates how frame is protected)
AN 2 bit Association number
SL 8 bit Short Length

Indicates MSDU length of 1-48 octets
0 indicates MSDU length > 48 octets

PN 32 bit Packet sequence number
SCl B4 bit Secure channel identified (optional)




SAPHE

SAP Negotiation
Pair-wise Master Key (PMK)

(Manually configured or derived through
802.1X authentication)

AUTHENTICATOR

BLDGLAGS SUPPLICANT

BLDG-2-AGG

L//‘ PMK is never sent on the link

Role determination: Lowest MAC =

Authenticator (Manual Mode), RADIUS
w server tells who is who (802.1X Mode)

EAPolL-Key (Request Bit)
/" Authenticator and Supplicant derive R

¥ keys and exchange with each other R ————

EAPoL-Key (Anance PMKID,RSN IE, SAP Vi
PMKID(16) = HMAC-SHA1-128(PMK, “PMK Name” || AA || SA) Y (Bnonce ‘gﬂb
AA: Authenticator Address, SA: Supplicant Address
EAPoL-Key (Snonce KCKRSN IE, SAP Ver, SCI, AN)

EAPolL-Key (Request Bit)

PTK € PRF-X(PMK, “Pairwise key expansion” , Min (AA,SA) || Max

(AA, SA) || Min (ANonce, SNonce) || Max(ANonce.SNonce)) -
ANonce & SNonce = Random values gen by Authenticator & Supplicant EAPoL-Key (Anonce KCK (MICHLKEK {SCLANY)
Painwise Transient Key PTK rasnastivaly >
Key Confirmation Key (KCK) Key Encryption Key (KEK) Temporal Key (TK) EAPoL-Key (KCKIMIC))
Meassage Integrity check (16) Encryption Alg (16) Data Encryption <

MACsec Key Derivation Schemes

Software . Authentication
Supplicant Authenticator Server

Session Key Agreement Protocols

Security Association
@ Protocol is Cisco |
proprietary protocol for
MACSec Key negotiation. EAPoL:EAP Request-ldentity
EAPoL:EAP Response: Bob
Used only for Switch-to- n IEEE pe/IRADNS Rvcvor Rneent >
Switch encryptions. 802.1X and RADIUS Access-Challenge
Key SR ;. o
Distribution - AP“!. < ¥ Rrabus Access-Accept
-« AVP: EAP Keys
@ MKA (MACsec Key
Agreement) is defined in - oL: MACSec Capability Exchang
IEEE 802.1X-2010. SeSSian &
s oL ey Excnanme
Used today for Switch-to- Agreement |«
Host encryptions. Router
Encrypted
MACsec uses MKA B Sacurs nm>
Session fncnﬂmd Data
cisco




MKA Exchange

Supplicant Authenticator Authentication Server

A pairwise CAK (Connectivity Association Key) is derived directly from the EAP MSK:
CAK = KDF(Key, Label, mac1 | mac2, CAKlength)

Key = MSK[0-15] for a 128 bit CAK, MSK[0-31] for a 256 bit CAK

Label = "IEEEBO21 EAP CAK"

mac1 = the lesser of the two source MAC addr used in the EAPOL-EAP exchange
mac2 = the greater of the two source MAC addr used in the EAPOL-EAP exchange
CAKlength = two octets representing an integer value (128 for a 128 bit CAK, 256 for a

' - 256 bit CAK) with the most significant octet first

- The KEK(Key Encryption Key) is derived from the CAK using the following transform:
KEK = KDF(Key, Label, Keyid, KEKLangth)
EAPolL: EAP Alice o
u Key = CAK
Authentieati m Y
and Master m Label = “IEEE8021 KEK"
Eti“iﬂ'b don % Keyid = the first 16 octets of the CKNM, with null octets appended to pad to 16 octets
trickais e L] KEKLength = two octets representing an integer value (128 for a 128 bit KEK, 256 for a
-;(' 256 bit KEK) with the most significant octet first
The ICK (ICV Key) is derived from the CAK using the following transform:
© omsion Koy _EAPOLMICA: Koy Server RIS =KDE e Gt Ky i ErEsnoth]
Faament
MKA:Ii‘ACSBC _ ______ - Key = CAK
+——EAPoLMKA: Key Name, SAK Label = “|[EEE8021 ICK"
Keyid = the first 16 octets of the CKM, with null octets appended to pad to 16
EAPoL-MKA: SAK |nstalled N ICKLength = two octets representing an integer value (128 for a 128 bit ICK, 256 for a
256 bit ICK) with the most significant octat first
AES-GCM-128 Encrypted Data
SAK = KDF{Key, Label, KS-nonce | Ml-value list | KN, SAKlength)
o gussioﬂ Eﬁm 3 Key = CAK
ek Label = “[EEE8021 SAK"
K.S-nonce = a nonce of the same size as the required SAK, obtained from an RNG each time an SAK is generated.
Mi-value list = a concatenation of MI values (in no particular order) from all live participants
|CV = AES-CMAC(I CK, M, 128) KN = four octets, the Key Mumber assigned by the Key Server as part of the KI
_ SAKlength = two oclets representing an integer value (128 for a 128 bit SAK, 256 for a 256 bit
M=DA+ SA+ (M sSDU - |CV) SAK) with the most significant octet first,

MKA Exchange

Supplicent Aharticator N MKA key Exchange uses:

*802.1x EAP-TLS
g .—. * Pre Shared key (PSK) framework

+——EAPolL; EAP Request-identity
EAPoL: EAP Response: Alice + RADIUS 23
(1] Authentication [AVP. EAP Response: Alice] E
e e | MKA s02.1x EAP-TLS
T raDius Access-Ac &5 * Require Certificate Authority
. EAP Success IAVP. EAP Success] i *|ISE 2.0 +
Rete Wwp’ c:.'&} * 802.1x AAA config
Session Key H
Agreement g apolMIKA:MACsec Capable z
—s ?E
EAPoL-MKA: SAK Installed
AES-GCM-128 Er ted Dat
sgion Data
© sessor EncryptedData |

¥ & EMMACsec



Where is MACsec performed in Hardware?
Applicable for UADP 2.0/3.0/Mini ASIC

Ingress Forwarding Ingress Forwarding Egress Forwarding Egress Forwarding
Controller Controller ] Controller Controller
(IFC) (IFC) i (EFC) (EFC)

Core 0 Core 1

MACsec MACsec

e AR A AR

LAN MACsec Support per Platform

Encrypt/Decrypt

Module

MACsec Cat 9200 Cat 9300 Cat 9400 Cat 9500 Cat 9500H /9600
SW License | Sy License sSwW License | Swy License SW License
Switch to | 128 Bits 16.10.1 + NE 16.6.1 + NE 16.10.1 + NE 16.6.1 + NE 16.9.1+/ NE
Switch SAP 16.11.1 +
128 Bits 16.10.1 + NE 16.6.1 + NE 16.10.1 + NE 16.6.1 + NE 16.9.1+/ NE
MKA 16.11.1 +
256 Bits Not 16.6.1 + NA 16.10.1 + NA 16.6.1 + NA 16.9.1+/ NA
MKA Supported 16.11.1 +
ClearTag 16.10.1 + NE 16.10.1 + NE 16.10.1 + MNE 16.10.1 + NE 16.10.1 +/ NE
Pass Through 16.11.1 +
Host to 128 Bits 16.10.1 + NE 16.8.1+ NE 168.9.1 + NE 16.8.1 + NE 16.9.1+/ NE
Switch MKA 16.11.1 +
256 Bits Mot 16.9.1 + NA 16.10.1 + NA 16.9.1 + NA 16.9.1+/ NA
MKA Supported 16.11.1 +

NE - Network Essentials. NA — Network Advantage.
C9300 Stackwise 480 / C9500 SWV High Availability is not supported for MACsec
C9400 Sup 1XL-Y does not Support MACsec on any Supervisor ports

1..1,69400 Sup 1 and 1XL support MACsec for only for interfaces with speed 10/40 Gbps




LAN MACsec Performance Data

MACsec Cat 9200 Cat 9300 Cat 9400 | Cat 9500 Cat 9500H / 9600
Switch to 128 Bits SAP Line Rate Line Rate Line Rate | Line Rate | Line Rate
switeh 128 Bits MKA | Line Rate LineRate | LineRate | LineRate | Line Rate
256 Bits MKA Not Supported | Line Rate Line Rate | Line Rate | Line Rate
Hogt to 128 Bits MKA Line Rate Line Rate Line Rate Line Rate | Line Rate
S 256 Bits MKA Not Supported | Line Rate Line Rate | Line Rate | Line Rate

C9400 Sup 1XL-Y does not Support MACsec on any Supervisor ports
C9400 Sup 1 and 1XL support MACsec for only for interfaces with speed 10/40 Gbps

NE — Network Essentials. NA — Network Advantage.
Line rate is calculated with the additional MACsec header overhead

HXER

2B EIEE | Cisco IOS® XE Gibraltar 16.12.x ( Catalyst 930033 #2 4/ )



/content/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/sec/b_1612_sec_9300_cg/macsec_encryption.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/sec/b_1612_sec_9300_cg/macsec_encryption.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/sec/b_1612_sec_9300_cg/macsec_encryption.html
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