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show platform hardware fed switch active fwd-asic resource tcam utilization

FBXESBTHFAER  FSH

16.X versions:
CAM Utilization for ASIC [O0]

Table Max Values Used Values
Unicast MAC addresses 16384/256 15/21

L3 Multicast entries 1024/256 0/7

L2 Multicast entries 1024 9
Directly or indirectly connected routes 8192/3072 2/19

QoS Access Control Entries 1024 40 <<< QoS Entries
Security Access Control Entries 1408 125
Ingress Netflow ACEs 128 8

Policy Based Routing ACEs 512 9

Egress Netflow ACEs 128 8

Flow SPAN ACEs 256 13
Control Plane Entries 512 211
Tunnels 128 17

Lisp Instance Mapping Entries 128 3
SGT_DGT 2048/256 0/1

CLIENT_LE 2048/64 0/0


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz54607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz76172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs49401

INPUT_GROUP_LE 1024 0
OUTPUT_GROUP_LE 1024 0
Macsec SPD 128 2

17.x Versions:

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS Other ----—-—-—-—-—————-————————
————————————————————————————————————————————————————————————————————————————————— Mac Address
Table EM I 16384 17 0.10% 0 0 0 17 Mac Address Table TCAM I 256 21 8.20% 0 0 0 21 L3 Multicast
EM I 1024 0 0.00% 0 0 O O L3 Multicast TCAM I 256 9 3.52% 3 6 0 0 L2 Multicast TCAM I 1024 11
1.07% 3 8 0 0 IP Route Table EM I 4096 3 0.07% 2 0 1 0 IP Route Table TCAM I 2048 19 0.93% 6 10

2 1 QOS ACL TCAM I0 1024 85 8.30% 28 38
0 19 <-- QoS Entries

Security ACL TCAM I0 1408 129 9.16% 26 58 0
45

Netflow ACL TCAM I 128 6 4.69% 2 2 0
2

PBR ACL TCAM I 512 9 1.76% 3 6 0
0

Netflow ACL TCAM o} 128 6 4.69% 2 2 0
2

Flow SPAN ACL TCAM I0 256 13 5.08% 3 6 0
4

Control Plane TCAM I 512 262 51.17% 114 106 0
42

Tunnel Termination TCAM I 128 18 14.06% 8 10 0
0

Lisp Inst Mapping TCAM I 128 1 0.78% 0 0 0
1

CTS Cell Matrix/VPN

Label EM o} 2048 0 0.00% 0 0 0
0

CTS Cell Matrix/VPN

Label TCAM o} 256 1 0.39% 0 0 0
1

Client Table EM I 2048 0 0.00% 0 0 0
0

Client Table TCAM I 64 0 0.00% 0 0 0
0

Input Group LE TCAM I 1024 0 0.00% 0 0 0
0

Output Group LE TCAM o} 1024 0 0.00% 0 0 0
0

Macsec SPD TCAM I 128 2 1.56% 0 0 0
2

BIFQoSKMEBRE MY REEEMF T, BWRIRSHIVALIDMSET_INHW, EFFIREIDH IR
A%B. EXRYHEBRIGEEBNENF , FAXRIES RER/ZARIER R RIGBRZRIEE
R B Ao

C9200 (config) #policy-map egress_pmap
C9200 (config-pmap) #interface gi2/0/9
C9200 (config-if) #service-policy output egress_pmap

C9200#show platform software fed switch 2 gos policy target status <-- switch 2 is used
because the interface in question is Gi2/0/9 which is on switch 2

TCG status summary:
Loc Interface IIF-ID Dir State: (cfg,opr) Policy

<snip> L:0 GigabitEthernet2/0/9 0x00000000000010 OUT VALID,SET INHW egress_pmap <-- VALID /



SET INHW indicates the policy is understood by software and installed to hardware successfully
MBRMTHREREIR , MR EIMEOMNVALID / SET_INHW |, R EQoSEK M H BIF-KEM
B, MERIFEARAR, XXHEEEIBDFMNE M T #FREE T AFERNER,

C9200#show run policy-map egress_pmap
Current configuration : 624 bytes
!
policy-map egress_pmap
class COS_DSCP6
priority level 1
queue-buffers ratio 5
class COS_DSCP5
bandwidth remaining percent 10
queue-buffers ratio 5
<snip...>

C9200#show run class-map COS_DSCP6
Current configuration : 66 bytes

!

class-map match-any COS_DSCP6

match ip dscp ef
!
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C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i

Codes |ASIC|-|Qo0S

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 V6 MPLS Other

Q0S ACL TCAM I0 1024 85 8.30% 28 38 0
19 <-- Baseline utilization with minimal configuration

B EH Mz B RRER S — R RIERG PR ARME |, EI KRB BT RR

C9200 (config) #policy-map egress_pmap
C9200 (config-pmap) #interface gil/0/9
C9200 (config-if) #service-policy output egress_pmap

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes |ASIC|-|QO0S
Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable CAM

Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 V6 MPLS
Other
Q0S ACL TCAM I0 1024 89 8.69% 29 40 0

20 <-- 4 additional entries consumed
BAEE , IEEETEERRFREHITEE , NFERAINMNEGKE , XEXEREV4L, VeFEMAR
RZBEHFD .

EABIF , w7 —ANZ=aNiEk, EEFEERT , tmatch-any3RBRETF 7 VF Ll 2 iR EH
DSCP. CoS=IPP#IRE, BEAHIFH , RiFAEME , RILRME T EEEARE,



C9200 (config) #class-map match-any TEST_CLASS
C9200 (config-cmap) #policy-map egress_pmap
C9200 (config-pmap) #class TEST_ CLASS

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i

Codes |ASIC|-|Qo0S

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 V6 MPLS Other

Q0S ACL TCAM I0 1024 92 8.92% 30 42 0
20 <-- 3 additional entries consumed

RBIER , N T RAANSNHME , MEFCEEMEERE , B2EE—IMVAZKBE MANVERE
BEL,

BN KR MMmatchiZ A6 , FHEAHEMKE

C9200 (config) #class-map match-any TEST CLASS
C9200 (config-cmap) #match precedence 0

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0S ACL TCAM I0 1024 96 9.38% 31 44 0
21 <-- 4 additional entries

C9200 (config-cmap) #match precedence 1

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0S ACL TCAM I0 1024 99 9.67% 32 46 0
21 <-- 3 additional entries

C9200 (config-cmap) #match cos 1

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0S ACL TCAM I0 1024 100 9.77% 32 46 0
22 <-- 1 additional entry

C9200 (config-cmap) #match dscp 21

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0S ACL TCAM I0 1024 103 10.06% 33 43 0
22 <=-- 3 addditional entries

C9200 (config-cmap) #match dscp 22

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0S ACL TCAM I0 1024 103 10.06% 33 48 0
22 <-- 0 additional entries

C9200 (config-cmap) #match dscp 23

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0S ACL TCAM I0 1024 106 10.35% 34 50 0
22 <-- 3 additional entries

C9200 (config-cmap) #match dscp 31

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS

Q0S ACL TCAM I0 1024 109 10.64% 35 52 0
22 <-- 3 additional entries



C9200 (config-cmap) #match dscp 32

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0SS ACL TCAM I0 1024 109 10.64% 35 52 0
22 <-- 3 additional entries

C9200 (config-cmap) #match dscp 33

C9200 (config-cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Q0SS ACL TCAM I0 1024 112 10.94% 36 54 0
22 <-- 3 additional entries
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FREAMLRFC1918- ip access-list extended class-map match-any policy-map
Private-IPv4 APP_1_PORTS_1 BigClass ingress_pm:
10.0.0.0 255.0.0.0 10 permit udp any object-group .

match access-group name ZBigClass

172.16.0.0 255.240.0.0 app_ﬁ range 1433 1434 APP 1 PORTS 1 set dscp cs



20 permit udp object-group app_1
range 1433 1434 any

192.168.0.0 255.255.0.0 30 permit tcp any object-group
app_1 range 1433 1434

object-group network 40 permit tcp object-group app_1
app_1 range 1433 1434 any
group-object RFC1918- 50 permit tcp any object-group
Private-IPv4 app_1 range 14300 14400

60 permit tcp object-group app_1
range 14300 14400 any

BEREK , TENREMNERFC1918-Private-IPv4 B 31 F M

object-group network app_1
group-object RFC1l918-Private-IPv4

object-group network RFC1918-Private-IPv4
10.0.0.0 255.0.0.0

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

A\ | ip access-list extended APP_1_PORTS_1# & H65EEE 4,

ip access-1list extended APP_1_PORTS_1

10 permit udp any object-group app_1l range 1433 1434 <-- permits any source, to group app_1l on
UDP ports 1433 - 1434

20 permit udp object-group app_1l range 1433 1434 any <-- reverse of previous line, reminder
that app_1 is made up of RFC1l918-Private-IPv4, which is 3 separate subnets

30 permit tcp any object-group app_1l range 1433 1434

40 permit tcp object-group app_1l range 1433 1434 any

50 permit tcp any object-group app_1l range 14300 14400

60 permit tcp object-group app_1l range 14300 14400 any

object-group network app_1¥F object-group network RFC1918-Private-IPv4 H ) &-1\5 B K A Fip
access-list extended APP_1_PORTS_1/H89&1 5% H

X EFETERBL , RN TAPP_1_PORTS_1HHI#NACE , ©5IAXRAapp_1, MZNRA
& & =k HRFC1918-Private-IPv4#y 3 M INACE

VERE R KRBT A SR BE AR GT AT | ip access-list extended APP_1_PORTS_1# BRI A R(EIHER :
APP_1fE F6f&x SN RAACE = 18

RIS HMETCAMFAI A =X

C9200#show platform hardware fed switch 2 fwd-asic resource tcam utilization | i Codes|ASIC|-

| Qos

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 V6 MPLS Other

QOS ACL TCAM I0 1024 85 8.69% 29 40 0
20 <-- baseline utilization

C9200 (config-pmap) #interface gil/0/9
C9200 (config-if) #service-policy input ingress_pmap



C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i

Codes |ASIC|-|Qo0S

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used

v4 V6 MPLS

Other

Q0S ACL TCAM I0 1024

20 <-- 22 entries consumed
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HKEE:

NRE

object-group network
experimental_1
240.1.192.0
255.255.192.0

240.2.96.0 255.255.224.0
240.3.160.0
255.255.240.0

240.4.32.0 255.255.224.0
240.5.160.0
255.255.224.0
240.6.192.0
255.255.224.0
240.7.128.0
255.255.128.0

240.8.0.0 255.255.0.0
240.9.128.0
255.255.192.0
240.10.224.0
255.255.224.0

240.11.0.0 255.255.240.0
240.12.160.0
255.255.224.0
240.13.192.0
255.255.224.0
240.14.192.0
255.255.240.0
240.15.128.0
255.255.224.0
object-group network

f5E A3 4B B9 V5 1R B 3R

ip access-list extended
APP_1_PORTS_1

10 permit udp any object-group

app_1 range 1433 1434

20 permit udp object-group app_1

range 1433 1434 any
<447>

ip access-list extended
APP_1_PORTS_2

10 permit udp any object-group

app_1 range 7750 7759

20 permit udp object-group app_1

range 7750 7759 any
<1817>

ip access-list extended
APP_1_PORTS_3

10 permit udp any object-group

app_1 range 22030 22031

20 permit udp object-group app_1

range 22030 22031 any
<617>

ip access-list extended
APP_2_PORTS_1

10 permit udp any object-group

app_2 range 6000 9291

20 permit udp object-group app_2

range 6000 9291 any
ip access-list extended
APP_3_PORTS_1

RER &

class-map match-any
BigClass_1

match access-group name
APP_3_PORTS_2
class-map match-any
BigClass_2

match access-group name
APP_4_PORTS_1
class-map match-any
BigClass_3

match access-group name
APP_1_PORTS_2

match access-group name
APP_3_PORTS_3

match access-group name
APP_2_PORTS_1
class-map match-any
BigClass_4

match access-group name
APP_1_PORTS_3

match access-group name
APP_3_PORTS_4
class-map match-any
BigClass_5

match access-group name
APP_1_PORTS_1

match access-group name
APP_3_PORTS_1

SRBRRR &Y

policy-map

big_ingress.
Y

class BigCl
set dscp cs
class BigCl
set dscp af
class BigCl
set dscp cs
class BigCl
set dscp af
class BigCl
set dscp cs
class class:
default



experimental_2
241.0.0.0 255.255.192.0
241.4.0.0 255.252.0.0
241.8.0.0 255.252.0.0
F#H1241.12.1.1
FH241.13.1.1
FH1241.14.1.1
FH241.15.1.1
241.16.0.0 255.252.0.0
F#H1241.20.1.1
F#H1241.21.1.1
FH1241.22.1.1
FH241.23.1.1

I A MERFC1918-
Private-IPv4

10.0.0.0 255.0.0.0
172.16.0.0 255.240.0.0
192.168.0.0 255.255.0.0

object-group network
app_1

group-object RFC1918-
Private-IPv4

object-group network
app_2

group-object RFC1918-
Private-IPv4

object-group network
app_3

group-object RFC1918-
Private-IPv4
object-group network
app_4

group-object RFC1918-
Private-IPv4
group-object
experimental_1
group-object
experimental_2

10 permit tcp any object-group
app_3 eq 7563

20 permit tcp object-group app_3
eq 7563 any

<417>

ip access-list extended
APP_3_PORTS_2

10 permit udp any object-group
app_3 eq 554

20 permit udp object-group app_3
eq 554 any

<217>

ip access-list extended
APP_3_PORTS_3

10 permit udp any object-group
app_3 eq 22331

20 permit udp object-group app_3
eq 22331 any

<217>

ip access-list extended
APP_3_PORTS_4

10 permit tcp any object-group
app_3 eq 5432

20 permit tcp object-group app_3
eq 5432 any

<617>

ip access-list extended
APP_4_PORTS_1

10 permit udp any object-group
app_4 range 1718 1719

20 permit udp object-group app_4
range 1718 1719 any

<1417>
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